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Abstract

:

Nowadays, the Internet of Things (IoT) performs robust services for real-time applications in monitoring communication systems and generating meaningful information. The ZigBee devices offer low latency and manageable costs for wireless communication and support the process of physical data collection. Some biosensing systems comprise IoT-based ZigBee devices to monitor patient healthcare attributes and alert healthcare professionals for needed action. However, most of them still face unstable and frequent data interruption issues due to transmission service intrusions. Moreover, the medical data is publicly available using cloud services, and communicated through the smart devices to specialists for evaluation and disease diagnosis. Therefore, the applicable security analysis is another key factor for any medical system. This work proposed an approach for reliable network supervision with the internet of secured medical things using ZigBee networks for a smart healthcare system (RNM-SC). It aims to improve data systems with manageable congestion through load-balanced devices. Moreover, it also increases security performance in the presence of anomalies and offers data routing using the bidirectional heuristics technique. In addition, it deals with more realistic algorithm to associate only authorized devices and avoid the chances of compromising data. In the end, the communication between cloud and network applications is also protected from hostile actions, and only certified end-users can access the data. The proposed approach was tested and analyzed in Network Simulator (NS-3), and, compared to existing solutions, demonstrated significant and reliable performance improvements in terms of network throughput by 12%, energy consumption by 17%, packet drop ratio by 37%, end-to-end delay by 18%, routing complexity by 37%, and tampered packets by 37%.
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1. Introduction


In recent decades, many developed solutions such as those for smart homes, security surveillance, healthcare, agriculture, etc., have been associated with wireless standards and physical objects. All these applications are designed to ensure trustworthiness, efficient resource management, and on-time data monitoring using IoT networks [1,2,3]. However, most of the applications based on IoT sensors only collect and forward the monitored information without guaranteed reliable performance in the event of communication faults or obstacles. The development of wireless sensor networks (WSNs) for medical applications [4,5,6] is gaining momentum due to IoT sensors that can track patients’ locations and facilitate real-time health monitoring. Many solutions exist in the field of healthcare using IoT systems to support the interaction between physicians and patients while staying remote [7,8,9]. These solutions interact with IoT networks and offer smart communications with faster and intelligent information management. Such solutions not only ease the efforts of medical experts in identifying the diseases of patients but also offer a smart communication system using lightweight devices. They help in communication among patients and medical experts without visiting hospitals or making prior appointments. However, the minimal boundaries for medical sensors in processing, storage, and battery power pose significant research problems for reliable healthcare data transmissions. Additionally, the unpredictable and unfixed communication structure of sensor nodes further highlights the security issues. The medical data are transmitted over a congested, open-air medium. As a result, unknown or malicious observers can compromise the patients’ sensitive data [10,11,12,13]. Although many communication models using medical sensors have been developed, several challenges and open research problems are still faced by the research community in terms of communication standards, secure architecture, data reliability, resource management, etc. The reliable and resilient IoT network [14,15,16,17] ensures the ability of the communication system to recover and remain active after being affected by an unexpected incident. It not only continues offering network-oriented services but decreases the probability of data interruption among connected routes. Accordingly, medical applications should be developed with the resilience to improve the performance of wireless technologies and features for network maintenance and high accuracy with secure communication. Moreover, the integrity and privacy of IoT systems with a cloud structure are also necessary to avoid the misuse of the network data and avoid compromising performance [18,19].



The main contributions of this research work are summarized as follows.



	
It offers bidirectional routes for IoT-based Zigbee medical networks and supports low overhead with a applications interface. Such factors improve reliability and scalability for health devices even under conditions of high data traffic and decrease the convolution factor.



	
It also presents lightweight mutual validation for medical information and supports data privacy among processes using the verified cryptosystem. This component excludes unauthenticated endeavors in the healthcare system with the incorporation of real keys.



	
In the end, the network data is also securely transmitted from the cloud interface to physicians using a hybrid security model and gives resilient trustworthiness.



	
Based on the security analysis and a set of extensive experiments, the proposed approach has demonstrated improved performance against security threats with increasing network reliability.






The organization of this research work was prepared as follows. Section 2 presents the literature work with problem findings. Section 3 illustrates the network assumptions and a detailed discussion of the proposed approach. Section 4 presents the security analysis and simulation-based experiments. Finally, Section 5 concludes the research work.




2. Related Work


Several real-time applications have been based on IoT sensors to develop an eHealth system to maintain medical data using wireless paradigms [20,21,22]. The eHealth systems are composed of many medical sensors to monitor the patient’s physical state regarding different health data such as blood pressure, oxygen level, heartbeat, temperature, etc. The obtained readings of health data are further forwarded to medical experts for disease diagnosis and treatment. IoT-based health data are also stored on cloud machines to improve applications’ scalability with efficient resource management [23,24,25,26]. In [27], the authors addressed the various security tasks of big data and proposed an efficient and secure big data storage system for cloud computing. The proposed solution offers a resilient encryption scheme. The analysis of formal security proofs shows that the proposed scheme can ensure users’ data privacy even if the partial key is leaked in cloud computing. The performance comparisons illustrate the operability of the proposed solution for big data security in cloud computing. In [28], the authors proposed a secure leakage resilient s-health system, which aims to ensure safe data transmission in the medical field in the presence of data breaches and network attacks. It is secured against chosen plaintext attacks under the standard model using decisional linear and the Diffie-Hellman exponent assumptions. The large-scale concurrent data anonymous batch verification scheme [29] for mobile healthcare crowdsensing is proposed. It is based on an improved certificate-less aggregate signature and provides authentication for sensing bio-information at once in a confidential manner. It offers batch-wise data verification while hiding the actual identity of participants. The performance evaluation demonstrates that the proposed scheme is more highly efficient for mobile healthcare crowd sensing than other solutions. A secure demand-side management (DSM) engine is proposed [30] based on machine learning for an IoT-enabled grid. It provides energy conservation using priorities, and a specific resilient model is proposed to cope with intrusions in the smart grid. The resilient agent identifies false objects by using a machine learning classifier, and the interface of controlling agents is offered for energy optimization. The simulation-based experiments have been performed and illustrate that the proposed scheme is less vulnerable to intrusions with improved power utilization of the smart grid. An anonymous-based user authentication scheme [31] is proposed for e-health applications using wireless medical sensor networks. It aims to address the security issues and decreases the communication overhead of the constraints-oriented applications. It utilizes improved elliptic curve cryptography and offers efficient performance against password guessing and smart card lost/stolen verifier attacks. The proposed solution offers sufficient security along with strong authentication and low computational cost. The authors in [32] proposed a secure and efficient data delivery protocol to decrease the delay ratio and protect against malicious attacks on wireless signals. It is composed of three custom algorithms and the fog gateway association algorithm aids in improving the security and efficiency between the wireless body area network and the remote resources. The experimental results showed its improved evaluation compared to other solutions. A tractable analysis framework is proposed [33] to test and analyze the reliability, security, and secrecy energy efficiency (SEE) performance for wireless networks using mobile sink nodes. It uses the threshold-based access scheme and a multi-antenna technique. The proposed work assumes both the line-of-sight and non-line-of-sight paths with Rayleigh fading for the air-to-ground channel model. The simulation-based results revealed the better performance of the proposed work with mobile sinks and maximized SEE. Securing wireless sensor networks for improved performance in cloud-based environments is proposed [34] by modifying the low-energy adaptive clustering hierarchy (LEACH) protocol. The proposed solution has added intrusion detection functionality for securing the sensor nodes from sinkhole, black hole, and selective forwarding attacks. The simulation and numerical results of the modified protocol (LEACH++) have proven significant security, throughput, and energy consumption. Authors in [35] introduced a Secure Smart Health system with privacy-aware aggregate authentication and access control in IoT. The proposed solution enables a privacy-aware aggregate authentication using an anonymous certificateless aggregate signature scheme. Additionally, privacy-aware access control is based on anonymous attribute-based encryption technologies. The extensive experimental results demonstrate the improved performance relative to computational cost and communication overheads. In [36], research was performed and an IoT-based smart health framework was developed by focusing on interoperability issues. The particular requirements for IoT networks were analyzed and provided a basis for the design of the developed framework. The performed experiments exhibited that interoperability among various IoT devices, protocols and standards in a smart health system could be achieved using a specialized gateway device. Moreover, different web technologies could be used at the same time under restricted and Internet environments.



The discussion of the related work reveals that constraint resources have a significant role in gathering field data for further analysis for appropriate medical decisions. Most healthcare applications depend on such an IoT network to observe the patients’ data and deliver the information on time to the cloud paradigm. However, their limitations, especially in terms of limited resources, pose significant challenges for wireless and unpredictable communication models. Additionally, it is observed that most of the cloud-oriented solutions remarkably decrease the computational and communication costs for IoT-based transmission systems. However, providing security in the presence of leakage and malicious attacks imposes additional network overhead. It is also observed that minimal solutions have been proposed for network resiliency and offer data routing in a non-optimal manner in terms of longer constancy and heavy sensor traffic. Therefore, the research community is still focused on presenting a resilient approach to coping with data management integrated cloud systems to overcome vulnerabilities in the healthcare system and help patients and medical professionals [37,38,39,40].




3. Proposed Approach


In this section, we present a description of the proposed RNM-SC approach with its operating components and system model. It offers a fault-tolerant solution with an improved delivery ratio for patients’ data over the insecure wireless medium with low power consumption. Moreover, as healthcare data are very critical in terms of data accuracy and transmitted on inconsistent channels, the proposed work therefore also presents privacy and authentication to deal with network resilience under different contingencies. Although several solutions have been proposed in the recent past to overcome network vulnerability, they are based on heavy-weight cryptographic computation. Such solutions imposed additional power consumption and uneven load distribution on IoT-based networks. In this regard, the proposed approach presents a lightweight authentication process between IoT sensors and decreasing computing power using the ZigBee wireless standards. The medical sensors collect patients’ information and transmit it using the ZigBee devices for wireless communication. Along with mutual authentication before data transmission, the RNM-SC approach also overcomes security deficiencies. Furthermore, it acquires the secret generation and sensitive data from cloud systems to network applications and increases network resiliency. Figure 1 illustrates the research flow of the developed components in the proposed approach. In this work, the system model comprises the following assumptions.




	
All IoT-based sensors communicate with their local coordinator.



	
The local coordinator transmits the network data towards a static base station.



	
Each IoT-based sensor has restricted transmission power and residual energy.



	
A malicious attacker may alter, drop, and re-route the monitored data over the wireless medium.
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Figure 1. The research components of the proposed network-reliable approach with security. 






Figure 1. The research components of the proposed network-reliable approach with security.
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The RNM-SC approach comprises two main components, and its procedural diagram is illustrated in Figure 2. First, a local nodes table is generated based on predefined distance measurement. In case no neighbors are found in the proximity of the node, then the sources node increases its communication threshold up to a certain limit. Afterward, the proposed approach utilizes the secure and authentic cryptosystem for the generation of private/public keys. Once nodes have their security keys, then they initiate the procedure of bidirectional data transfer. When any node receives an RREQ packet, they compute the heuristic value and share it with the source nodes. Upon receiving the heuristic value, the most optimal nodes are selected for data transfer while balancing load distribution and energy consumption. The node that belongs to the optimal route is responsible for validating the incoming data packets and performing the process of diffusion to the nodes that are within its local table. These selected nodes forward the incoming packets to their neighbors until the packets are received to the sink node. In the end, verification and validation of the users are performed on network applications, so they can interact with cloud services and obtain the network data.



In the first component, each node maintains entries and constructs a node table. The node table comprises distance to the neighbor node, distance to sink node, residual energy, and unique identity   I D  . For accomplishment, each node floods the “Hello” packet in its transmission radius. If no response is received, then the node increases its transmission range by an amount of σ distance. If the same node falls in the multiple transmission ranges, then the least distance is considered. After forming the node tables, they are arranged in its undirected graph   G (  N  ,   ϵ  ), which comprises neighbors and edges. Moreover, the constructed graph is organized into different levels. The nodes with the same distance value from the root node are considered in a single level    L i   . Accordingly, the level whose distance is closer to the local coordinator requires the least communication cost for routing the health data. Let us consider that    L 0  ,    L 1   ,    L 2  ,   …    L n    is the set of levels that belongs to the graph   G (  N ,    ϵ  ). In each level, there is some set of nodes    N i    that lies in the specific transmission range. Based on the constructed node table, each node transmits the route request (RREQ) to neighbors, and upon receiving the response, the virtual links are formed for the process of initial routing with the local coordinator. Afterward, the local coordinator initiates the process of key generation and nodes at level    L 0    with level    L 1    negotiate with each other for securing data transmission. The local coordinator utilizes Station-to-Station (STS) protocol that uses a key agreement scheme [41]. It is based on the classic Diffie–Hellman algorithm to offer an authentication process for mutual key distribution and confirmation. The local coordinator generates a random number  x  and transmits the exponential    g x    to the sensor node  i . Upon receiving,  i  generates a random number  y  and exploits exponential    g y    to compute the exchanged key  k  =    g  x y    . Moreover,  i  responds with the exponential    g y    and an encrypted token that comprises its signature   D S  , i.e.,   E k ( D S  (   g x  ,    g y   )   . Afterward, the local coordinator computes a key  k , decrypts the token and confirms the   D S   using  i  public key  R . Similarly, the local coordinator transmits encrypted digital signature on the exponentials such as   E k ( D  S ′   (   g x  ,    g y   )   . At the end,  i  confirms the encrypted signature of the local coordinator using  k  and the public key  R  of the local coordinator. The RNM-SC approach makes use of the Blum–Goldwasser cryptosystem, which is a semantically secure and asymmetric encryption system [42] for the generation of private-public keys. It chooses two large and independent prime numbers  p  and  q , and computes  n  as given in Equation (1).


  n  = p · q   



(1)




where  n  is Blum integer as public-key  R  and pair of ( p ,    q  ) ϵ private key  P . Its security is based on the difficulty of factoring in the Blum integers. It is known as the most efficient probabilistic encryption algorithm comparable to the RSA encryption scheme for the measurement of speed and data increases [43].



In the next component, the RNM-SC approach utilizes the bidirectional search algorithm to determine the finest and next phased shortest path. Unlike most of the other solutions, it determines the optimal route in two stages simultaneously using the bidirectional method. One stage executes from the source node to the local coordinator, and the other stage from the local coordinator to the source node. The computation of the path from both directions depends on the heuristic function   X  ( n )   . It is based on three factors, i.e., distance, transmission loss, and nodes’ trust. To compute the distance, we use the Euclidean method from a source node to its neighbors    D  i , n    . The transmission risk    T r    is a product of transmitted packets over time  t  with a packet reception ratio (PRR). Let us consider if σ denotes the transmission rate and computed as given in Equation (2).


  σ =  T  p k t s   / t  



(2)




where    T  p k t s     denotes total transmitted packet from source to neighbor. Then,    T r    is computed as given in Equation (3).


    T r      = σ   ·   (   1 / P R R )   



(3)







In Equation (3), if the value of PRR is increasing, then the transmission risk is lower. Accordingly, such a link is given high weightage for data transfer. In the end, node trust    N  t r     denotes its frequency, whose value is fetched from a local table to indicate how many times a particular node is selected for data forwarder. Accordingly, the higher frequency signifies the most reliable node for performing data routing. Thus,   X  ( n )    is computed as given in Equation (4).


   X  ( n )      =  D  i , n     +  T r    +  N  t r     



(4)







The heuristic function not only optimizes the routing performance and increases network resiliency, but due to the adaptation of the bidirectional searching criteria, it also decreases the complexity. Let us consider that  m  is the midpoint from the initial node to the local coordinator and from the local coordinator to the initial node. Using a bidirectional search algorithm [44], the time complexity    t c    is   O  (   b   d 2     )   , where  b  is the branching factor and   d   is the distance. In the RNM-SC approach, the local coordinator is further connected with the ZigBee network using wireless routers. The ZigBee routers receive the collected medical information and transmit it towards the sink node using a multi-hop system. Additionally, the ZigBee routers keep track of active routes and eliminate the inactive wireless devices from its routing tables by measuring the status of the link. In the next component, the RNM-SC approach utilizes Blum–Goldwasser cryptography, an asymmetric key encryption algorithm for securing patients’ sensitive data against network attackers. It is an iterative process until biosensing data is delivered to cloud systems. Initially, the sensors’ data  D  is divided into a sequence of   k   blocks    m 1  ,      m   2   ,……,    m k   , selecting a random number  r , such that   r <   n and computes    Z 0    as given in Equation (5).


    Z 0      =  r 2    m o d   n   



(5)




where,  n  is a public key of the selected next-hop. Later, using the Blum Blum Shub key generator [45], the values for    Z 1   ,    Z 2  , … ,      Z  i − 1     are generated as given in Equation (6).


   Z i   =  Z  i − 1     2    m o d   n   



(6)







The least significant  h  bits are determined from the computed    Z i   , denoted as    l i    and performing Exclusive-OR (XoR) operation with each sensors’ data    m i    to obtain cipher block    C i    at each level, as given in Equation (7).


    C i      =  m i  ,      l  i ,     x o r   



(7)







This process is repeated for   k   blocks of a message  M  to ensure data encryption and integrity. As the proposed work is based on multi hopping, the obtained ciphertext    C i    is reassembled on a cloud system to generate actual  M  as given in Equation (8).


  M  =  C 1      | |  C 2    | |  C 2    | | , … . | |  C k    



(8)







Moreover, to ensure data confidentiality and authentication among cloud systems and end-users, the proposed approach utilizes a hybrid security mechanism. Firstly, the cloud system generates a secret key    S k    and encrypts it with a public key of each end-user    P u    for the generation of a session key    K  i     as given in Equation (9).


    K i  = E ·  P u    (  S k  )   



(9)







Secondly, upon receiving, the end-user decrypts it using a private key    P k    and obtains the session key    K  i      . Therefore, now both can send/receive the data by performing an encryption operation, as given in Equation (10).


    D i      =  m i      ⊕    K i    



(10)







Algorithm 1 explains the pseudocode of the proposed approach. It comprises three procedures. Firstly, the nodes are organized into an undirected graph and extract the neighbors of the source node. After the extraction of sub-nodes from the constructed graph, the proposed approach executes the process of key distribution and confirmation between the extracted nodes based on the STS algorithm. Secondly, a bidirectional routing procedure is executed and utilizes the weighted heuristics to form the optimal data transferring using IoT devices. It uses the transmission risk, node’s trust, and distance parameter to strengthen the routing performance by using Zigbee wireless standards. In the end, the procedure for packet diffusion is initiated and using the security methods, the data is routed towards the cloud tier. After receiving the data packets, node-to-node sessions are created to establish security between the cloud tier and remote IoT device.





	Algorithm 1



	1. Input:



	2.         sensor nodes, undirected graph   G ( ѝ ,   ϵ  )



	3. Output:



	4.         weighted heuristics, secured devices, authentic sessions



	5. do     nodes i  ϵ  N



	6.        if adjacent nodes ! = null then



	7.           edge  ϵ  = node(i, j)



	8.         else



	9.           return graph   G ( ѝ ,   ϵ  )



	10. end for



	11. do     extract neighbors i ϵ   G ( ѝ ,   ϵ  )



	12.         if i ! = null then



	13.            compute key generation and confirmation using STS



	14.         else



	15.           set transmission distance



	16.        Repeat step 12



	17.     end if



	18. end for



	19. do bi-directional routing



	20.        X  ( n )     =    D  i , n      +    T r     +    N  t r    



	21.      weighted heuristics



	22.      RREQ to selected   X  ( n )    node



	23. end for



	24. do sec_forwarding



	25.         C  i      =    m i     ⊕     l i   



	26.       M    ←    C 1    ||   C 2   ||   C 2   ||,….||   C k   



	27. end for



	28.    do sec_cloud



	29.        session key    K i    for each user



	30.           K i  = E ·  P u   (   S k  )  



	31.        applying xor function



	32.         D i     =    m i     ⊕     K i   



	33.    end for



	34. end procedure







4. Performance Evaluation


We ran a set of experimental tests to validate the operations of the proposed approach and its performance. The RNM-SC approach is based on the Zigbee wireless technology that was designed for the IEEE 802.15.4 standard. It allows battery-powered sensors for information sensing and forwarding by ZigBee devices towards cloud systems in a multi-hop structure. This section presents the simulated execution of the RNM-SC approach using discrete-event simulator NS-3 [46,47]. These experiments evaluated the security and routing resiliency of the RNM-SC approach against other solutions under dynamic conditions for observing medical healthcare. The results were compared with LEACH++ [34] and DSM [30]. The RNM-SC performance was tested using energy consumption, network throughput, packet drop ratio, data threats, and end-to-end delay under the number of jamming nodes. The role of jamming nodes was to obstruct the wireless channels, floods the route request packets and drop the sensors’ data. The simulation parameters are defined in Table 1.



4.1. Security Analysis


This section provides the security analysis of the RNM-SC approach for key generation, data privacy, integrity, and node-level authentication. Our RNM-SC approach coped with the secure distribution of key management among medical devices and achieved security objectives. It authenticates the communicating sensors while routing the healthcare data using private-public keys. Moreover, the session keys are generated for peer nodes and are valid up to a definite interval. Afterward, the session keys are revoked and associated nodes have to resend the request for the generation of new session keys. The unique nonce is added in the request/response packets of session keys; this avoids their re-generation for unknown nodes. Unlike most other solutions that impose a high computational cost in obtaining data secrecy, the RNM-SC approach uses the Blum–Goldwasser algorithm to distribute private-public asymmetric keys for achieving data privacy and integrity. Additionally, IoT data are divided into chunks, and each chunk is encrypted using a lightweight encryption mathematical function. The encryption process over the unreliable channel imposes less computing overhead on each level based on XoR operation. The proposed security scheme provides data privacy and integrity by utilizing the Blum Blum Shub pseudo numbers generator. Each time the healthcare data arrives towards the next hop using heuristics   X  ( n )   , it must be carried through an XoR operation with  h  least significant bits of the key with data bits. Accordingly, the proposed approach increases the security limits iteratively from IoT sensors to cloud servers using hashes. Our proposed security scheme also reduces complexity because it is based on bidirectional routing methods and security assessments. Such a proposed method decreases the number of RREQ messages and makes communicating links less congested. Furthermore, it ensures data security from medical sensors to the cloud systems and provides privacy and shared authentication between cloud systems and end-users using a hybrid security algorithm. The generated session key is for a particular data send/receive, which is further encrypted and decrypted using private-public keys of the cloud system and end-users. The secret key is used for encrypting and decrypting the user request and cloud response. Table 2 illustrates the most common security attacks on network data for constraint nodes and how our proposed approach avoids them.




4.2. Results and Discussion


Figure 3 depicts the tested results of the RNM-SC approach with LEACH++ and DSM in terms of network throughput. It is referred to as the transmission of successful data packets from medical sensors to sink nodes. The numerical analysis demonstrates its improved performance by 9% and 14%, respectively. It is because of exploiting the bidirectional routing method to determine the optimal forwarders and avoid direct transmission. The proposed approach most avoided utilizing the direct link due to the limited transmission range and adopted multi-hop communication, which remarkably achieves high throughput. Additionally, it incorporates transmission risk in active routes, which significantly contributes to network throughput. Based on the results, it is observed that other solutions incur additional costs in terms of data delivery performance and decrease the ratio of network throughput. Moreover, most of the other solutions overlook resource constraints, and as a result, that affects the node’s lifetime, thereby resulting in reduced throughput performance.



Figure 4 describes the tested results of the RNM-SC approach with other solutions in terms of energy consumption and reveals improved performance by 12% and 22%, respectively. The existing solutions consumed extra energy resources in determining the resilient paths and rapidly generated route request packets. Such approaches have seen overloaded communication paths with the existence of jamming nodes and suffer additional consumption of energy resources in timely data delivery. Furthermore, the transmission links are not identified either as risky or normal in the presence of heavy data traffic, and most of the network energy is misused to deal with packet retransmissions. It is also seen that in routing the healthcare data from medical sensors to the cloud, due to ignoring nodes’ trust, few nodes are appointed continually for the role of routing, and ultimately this causes data leakages. Such methods consume unnecessary energy on the part of sensors and affect network performance. The RNM-SC approach decreases the excessive change of control messages in constructing and maintaining data routes from medical sensors to the cloud, which greatly stabilizes the nodes’ energy consumption.



Figure 5 clarifies the tested results of the RNM-SC approach with an existing solution in terms of packet loss ratio. Based on the analysis, it is observed that the RNM-SC model decreases the fraction of packet loss by 30% and 43%, respectively. This improvement is due to the incorporation of nodes’ trust and assessment of link risk during the computation of heuristic function. Such incorporation not only strengthened the routes but also offered a robust system for handling the malicious nodes in dropping the actual data packets. Moreover, due to the utilization of bidirectional routing heuristics, the proposed approach decreased the load distribution on the entire route and significantly increased the performance of the packet. Due to the lightweight computing resources, the RNM-SC approach consumes the least energy resources and increases the lifetime of data transmission, which decreases route breakages and packet loss rates. Unlike other solutions that cannot cope with secret generation and distribution only with the authorized nodes, the RNM-SC approach uses the Blum–Goldwasser cryptosystem to avoid malicious entries and increase the packet delivery performance from medical sensors to the cloud servers.



Figure 6 illustrates the performance evaluation of the RNM-SC approach in terms of end-to-end delay against existing work. It was noticed that with the increase in jamming nodes, the interval of data delay also increased. This is due to the flooding of malicious packets and depletion of the nodes’ energy with unnecessary processing. However, the tested results showed that the proposed approach improves the evaluation of end-to-end delay by 14%, and 22%, respectively, in the comparison with existing solutions. It is due to the use of the bidirectional searching technique in exploring the shortest and least risky route from the source node towards a destination. It executes two concurrent searches, i.e., one from the medical sensor to a cloud system and one that operates in reverse condition from the cloud system. It is seen from the experiments’ analysis that the existing solution causes most of the route failures, and as a result, most of the time is wasted in route re-construction. Such practice is avoided in the RNM-SC approach by increasing the route stability period based on heuristic function, and as a result, the fraction of end-to-end delay is minimized by decreasing the chances of route re-generation from the initial to the goal node. Additionally, with the mutual authentication of the medical sensors based on private–public keys, the RNM-SC approach declines the false route request packet from the malicious node, and ultimately offers on-time healthcare data transmissions.



In Figure 7, the tested results of the RNM-SC approach are compared with an existing solution in terms of routing complexity. The routing complexity increases with the additional overhead of jamming nodes and imposes an unnecessary packet drop ratio. However, analysis of the results demonstrates that the RNM-SC approach significantly decreases routing complexity by 32% and 43%, respectively, compared to other solutions. This is because it imposes the lowest manageable processing costs in finding the medical forwarders to the cloud using a heuristic function in terms of distance, link risk, and nodes’ trust. Furthermore, the bidirectional search technique decreases the complexity and determines the optimal routes towards cloud servers in a fraction of time with lower overhead. Unlike other solutions that impose extra control overhead packets while applying security on observing data, our proposed RNM-SC approach iteratively performs data encryption among h least significant bits and secret keys using lightweight XoR operation and also minimizes the overhead on the medical sensors and contributes to network performance.



In Figure 8, the tested results of the RNM-SC approach are compared to other solutions in the presence of jamming nodes. It is seen that with increasing numbers of jamming nodes, the ratio of tampered packets also increases. However, the experimental results show that the RNM-SC approach significantly decreased the ratio of tampered packets by 33% and 40%, respectively, compared to the other solutions due to the incorporation of security and authentication algorithms. The proposed approach can tackle malicious objects and achieve reliable forwarding of sensor data even if links are overloaded by malicious packets. Furthermore, the secured cloud model provides trusted communication among cloud systems and connected users with a hybrid mechanism. The proposed security strategy offers an efficient minimum of computing power to analyze the tampered packets and avoid malicious events that disrupt system performance in terms of privacy, authentication, and data integrity. It initiates the process of generating and distrusting the private keys among associated devices. Additionally, the private keys are valid for a certain session and afterward, they are revoked. If any node tries to connect with neighbors without a valid session key, then it is blocked and accordingly, the chances of malicious attacks are nominal in the proposed approach.





5. Conclusions


Many advanced wireless technologies deal with health management to monitor patients and predict risks regarding their condition. The medical data are transmitted to the care center, and a team of professional doctors receives alerts regarding their patients. This paper presents a reliable network management approach with bidirectional routing for Cloud-based networks using the internet of secured medical things, which aims to decrease the complexity factor in data transmission for medical applications with the least processing cryptosystem. It distributes the secured and verified keys between medical sensors using the STS algorithm, and performs the lesson overhead for achieving privacy and authentication. Additionally, it offers a bidirectional routing method and minimizes the time factor in transferring the medical data towards the cloud tier. Moreover, it also provides a hybrid security mechanism to protect and authenticate the medical store among cloud to physician communication. The proposed model was tested, and numerical results demonstrated its significant improvements in network resiliency and security. However, it has been observed that the proposed model lacks information about medical devices when the IoT network is mobile. In such situations, sensitive information can be easily or erroneously used, and physicians can obtain inaccurate readings of medical data. Thus, in future work, we aim to improve the proposed model’s ability to predict channel error rates before forwarding data by using a robust mobility support scheme and further minimizing the computational overhead for both on-body and off-body communication. Moreover, a testbed will be needed to evaluate the proposed approach under realistic network technologies.
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Figure 2. Procedural diagram of the proposed approach. 
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Figure 3. Network throughput and jamming nodes. 
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Figure 4. Energy consumption and jamming nodes. 






Figure 4. Energy consumption and jamming nodes.



[image: Applsci 11 09947 g004]







[image: Applsci 11 09947 g005 550] 





Figure 5. Packet drop ratio and jamming nodes. 
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Figure 6. End-to-end delay and jamming nodes. 
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Figure 7. Routing complexity and jamming nodes. 
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Figure 8. Tampered packets and jamming nodes. 
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Table 1. Simulation parameters.
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	Parameters
	Values





	Initial energy
	2 j



	IoT sensors
	250



	Deployment
	Random



	Jamming nodes
	3–15



	Traffic type
	CBR



	Transmission power
	10 mA



	Reception power
	15 mA



	ZigBee routers
	10



	Control bits
	20 bits



	Simulation interval
	200 s



	Network standard
	IEEE 802.15.4



	Packet size
	64 bits
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Table 2. Security analysis of our proposed approach.
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	Attacks
	How the Proposed Approach Avoids Them





	Access to network
	Unique ID private keys



	Request of the key by a malicious node
	Nonce and time



	Confidentiality
	Cipher using public keys



	Data disclosure
	Decipher with the linked private key



	Specious packets delivery
	Block the device



	Storage overload
	Distributed data chunks and diffusion



	Data reliability
	Data transfer by trusted intermediate nodes



	Data integrity
	Ciphered in iterative hashes



	Complexity
	Bidirectional heuristics



	Authenticity
	Digital signatures
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