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Abstract: Validation is a critical stage of the equipment design process as it provides documentary
evidence that the equipment is performing as per specification and ensures consistent product quality
is maintained at all times. The advent of Industry 4.0 has led to a requirement for reconfigurable
manufacturing systems as manufacturers adapt to an increased customer demand for personalised
products. As equipment control software becomes increasingly complex to accommodate these re-
quirements, a new approach to equipment validation is required. This paper presents a methodology
for the design and validation of equipment in regulated manufacturing environments, using a model-
based design platform (MathWorks® Simulink®) to model and digitally validate the Programmable
Logic Controller (PLC) code required to control manufacturing equipment. A workflow is presented
detailing the steps required to implement this approach and a demonstration model was developed
as a proof of concept. Validation documentation and PLC code are automatically generated based
on the system model and the functionality of the generated PLC code was successfully verified on a
physical demonstrator, proving the feasibility of the proposed approach. Adoption of the approach
outlined in this work would enable manufacturers in regulated industries, such as medical devices
and pharmaceutical products, to rapidly design, build, reconfigure and revalidate manufacturing
equipment as required to accommodate an increased demand for customised products.

Keywords: reconfigurable manufacturing systems; model-based design; equipment validation;
Simulink®; Automated Code Generation

1. Introduction

Validation activities are a critical stage of the equipment design process for medical de-
vices and pharmaceutical manufacturers, enabling them to provide documentary evidence
that the equipment is performing as per specification and ensuring consistent product
quality is maintained at all times [1]. As industry transitions from the third to the fourth
industrial revolution, new approaches to equipment and process validation will be required
to enable the adoption of Industry 4.0 technologies [2]. The Industry 4.0 concept has been
described as the utilisation of digital technologies to transform manufacturing facilities into
Smart Factories [3]. This transformation is being driven by an increased customer demand
for personalised products, leading many manufacturers to shift from mass production
of their products and to begin to implement mass customisation strategies to satisfy this
demand [4].

One strategy to enable mass customisation is the development of flexible manufactur-
ing systems which can be rapidly modified to account for changes to product configuration,
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parts availability and variations in order levels [5]. Manufacturers are attempting to
achieve this flexibility using reconfigurable manufacturing equipment and system control
software [6]; however, the implementation of Industry 4.0 practices has led to an increase
in equipment complexity and an increasing percentage of the equipment functionality
being achieved via software configuration [7]. Consequently, the control software for
manufacturing equipment must be continuously updated to accommodate modified or
new functionalities [8]. This leads to a requirement to re-test existing equipment to ensure
that the modified functionalities do not negatively impact product quality. However, with
equipment availability being a key element of maintaining a profitable manufacturing
enterprise [9], the requirement to regularly stop production for days, or even weeks, to
test new equipment functionality is simply not feasible. If product manufacturers in regu-
lated manufacturing sectors, such as medical device and pharmaceutical production, are
to implement flexible manufacturing practices, an equipment validation methodology is
required which enables this approach but without the requirement to stop production for
testing for long periods of time.

The objective of this work was to present a proof of concept, using industrially rele-
vant tools and equipment, which demonstrates how Model-Based Design (MBD) practices
can be used to enable automated validation and generation of equipment control codes
for medical devices and pharmaceutical manufacturers. Currently, the validation and
programming of software for Programmable Logic Controllers (PLC) in regulated manufac-
turing environments is a manual process. The research carried out in this paper proved
that an MBD approach to equipment validation is technically feasible and enables the
automatic generation of validation documentation and the associated PLC code required
for the equipment to function. Adoption of this approach is expected to provide multiple
benefits to manufacturers of regulated products, including shorter validation timelines,
reduced validation costs, improved software quality, automated generation of validation
documentation and automatic generation of the equipment’s PLC code. This would enable
engineers to adopt an agile approach to equipment design to create the reconfigurable man-
ufacturing systems that are required to satisfy the mass customisation demands of Industry
4.0. Realisation of flexible manufacturing systems is a significant benefit for the medical
device and pharmaceutical manufacturers as this industry is shifting towards personalised
medical products based on the individual patient’s unique medical requirements. This
paper is structured as follows: Background information on relevant topics is presented in
Section 2. Section 3 introduces the proposed methodology and describes the development
of a proof-of-concept model to demonstrate the proposed methodology. The results of
this demonstration, including validation documentation and successful operation of an
industrially relevant piece of equipment, are presented in Section 4. Section 5 discusses the
results and their relevance to industry. Finally, the paper closes with Section 6 providing a
conclusion on the relevance of the proposed method to industry and a brief discussion of
future work stemming from the research carried out in this research.

2. Background
2.1. Equipment Validation Practices in Regulated Industries

While all product manufacturers are subject to regulation, few are as strictly regulated
as the manufacturers of medical devices and pharmaceutical products. Manufacturers
in these sectors must comply with regulations from numerous regulatory organisations,
depending on where the product is to be sold, including the European Medicines Agency
(EMA) in the EU, Food and Drug Administration (FDA) in the USA and International Med-
ical Device Regulators Forum at a global level [10]. To ensure compliance, manufacturers
of medical device and pharmaceutical products validate their equipment and processes in
line with the Good Manufacturing Practice (GMP) regulations, outlined in Chapter 5 of the
Federal Food, Drug, and Cosmetic Act (FD&C Act) [11]. The FDA has defined validation as
“the collection and evaluation of data, from the process design stage through commercial production,
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which establishes scientific evidence that a process is capable of consistently delivering quality
product” [1].

From a manufacturing equipment and control perspective, validation activities in reg-
ulated industries are defined by the Good Automated Manufacturing Practice 5 (GAMP 5)
guidelines [12]. GAMP 5 is a set of guidelines which “provides a framework for the risk-based
approach to computer system validation where a system is evaluated and assigned to a predefined
category based on its intended use and complexity” [13]. It encompasses both hardware and
software elements of the equipment and accounts for all stages of the equipment life-
cycle, from the initial concept, through design and operation, and finally retirement of
the equipment [14]. The design of equipment phases follows the V-Model process (see
Figure 1) to provide traceability between the system requirements and the associated
verification activities.

\ .

Requirement < > Acceptance
Gathering Testing
A Z
System System
Analysis Testing

System Integration
Design Testing
Module | | Unit
Design Testing
System
Build

Figure 1. GAMP 5 V-Model.

Although it is a critical step to ensuring that products are correctly manufactured,
the validation process is generally viewed in industry as a difficult, costly and resource
intensive activity [15]. Validation typically accounts for 30-55% of the total project budget
in terms of time and cost [16], and requires highly skilled engineers to analyse the system,
author and execute the test scripts and finally document the results in accordance with
regulatory requirements. The extensive documentation required to prove a system is
validated has also been cited as an impediment to innovation in regulated settings [17],
due to regulatory requirements to revalidate an entire system if changes are made to the
initial design [12].

2.2. Industry 4.0

The Industry 4.0 initiative was devised in 2011 as part of a German government
strategy to maintain and develop its position as a global leader in the manufacturing
sector and it was defined as “the technical integration of CPS into manufacturing and logistics
and the use of the Internet of Things and Services in industrial processes” [18]. However, as
research into this topic has evolved, more comprehensive definitions have been presented,
based on what individual authors or institutions perceive to be the essential components
of Industry 4.0. One such example of a comprehensive definition is “the Fourth Industrial
Revolution can be best described as a shift in the manufacturing logic towards an increasingly
decentralised, self-requlating approach of value creation, enabled by concepts and technologies
such as CPS, IoT, 10S, cloud computing or additive manufacturing and smart factories, so as to
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help companies meet future production requirements” proposed by [19]. Although there is
no single definition for Industry 4.0, it can be generally described as the application of
enabling technologies, such as the Internet of Things (IoT) devices, Artificial Intelligence
(AI) and simulation and modelling techniques to transform manufacturing systems into
Cyber Physical Systems (CPS) and enhance processes throughout the value chain within
an organisation [20]. Equipment design for Industry 4.0 is defined by four key design
principles [21]:

Interconnection

Information transparency

Technical assistance

Decentralised decisions

Implementation of these technologies can enable organisations to develop new digital
business models, reduce operating costs, improve equipment efficiency, enhance product
quality, and enable flexible manufacturing operations [22,23].

2.3. Model-Based Design

Simulation and modelling are key technologies for the development and understand-
ing of system behaviour to optimise and support decision making in the design of complex
systems [24]. One approach to system simulation is model-based design, which uses system
models to support design, analysis and verification activities during the development and
operation of a system [25]. The MBD approach places the system model at the centre
of all stages of the design process, enabling the design engineers to simulate and assess
system behaviour from the initial design through to implementation on the production
equipment [26]. This approach is widely used in the automotive and aerospace sectors
to assist with the design and validation of complex control and safety systems [27-29].
The use of MBD in these sectors has resulted in reduced development time [30], increased
testing coverage [31], shorter commissioning [32] and significant cost savings [33]. More
recently, the use of MBD to generate PLC code in the form of structured text is becoming
more prevalent in industrial manufacturing environments, with applications including
process control [34,35], safety systems [36] and equipment optimisation [37,38].

2.4. Equipment Control and Programmable Logic Controllers

Equipment control in industry is commonly achieved using PLCs, due to their high
reliability and ubiquity [39]. Originally developed to replace hard-wired relay logic circuits,
PLCs have been developed for many applications, including motion control, batch process
control, distributed control systems and sequencing applications [40]. PLCs operate in
a cyclical fashion, also known as a scan cycle, which consists of four main steps: input
scan, programme scan, output scan and housekeeping (see Figure 2) [41]. They can be pro-
grammed using a variety of programming languages outlined in the IEC 61131-3 standard,
which has been adopted by most major PLC manufacturers [42]. This standard consists of
three programme organisation units (programmes, function blocks and functions) which
can be constructed from five programming languages: three graphical (ladder diagram,
function block diagram and sequential function chart) and two textual (instruction lists
and structured text) [43].

Input Scan

Program Scan

Output Scan

Housekeeping

Detects the state of

all input devices that g

are connected to the
PLC

Executes the user
created program logic

Energizes or de-
energizes all output
devices that are
connected to the PLC

Communication with
programming devices
and performing
internal diagnostics

Figure 2. PLC Scan Cycle.
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2.5. Model Checking of PLC Code

The application of modelling to test PLC programmess is a widely studied topic of
research, with publications in this area generally focusing on the application of model check-
ing tools to various PLC programmes. Typically, this research focuses on the challenges
associated with converting a specific PLC language into a suitable model for common
model checking tools such as NuSMV or UPPAAL [44]. Examples of this include [45],
which details the development of model checking tool to verify PLC programmes written
in structured text format [46], which details the formal verification of a PLC programme by
translating it into a Unified Modelling Language (UML) model and verifying this model
using the NuSMV model checking tool.

From a MathWorks perspective, the use of Simulink for the design and testing of
control software is a common approach in the automotive and aerospace sectors. In [27],
the Simulink design verifier was used to automatically generate test cases for boundary
value testing in accordance with the ISO 26,262 standard. The research in [28] presented
a methodology to automatically generate requirements-based tests that comply with the
DO-178C standard and demonstrated the use of this methodology on a prototype model
of an actuator system. A combination of model checking approaches with MathWorks
occurred in [47] where Simulink models were used to design the on-board equipment for
an automatic train protection system and were then converted to a NuSMV model for
code validation.

3. Methodology
3.1. Proposed Methodology

This paper proposes a methodology using MBD for the design, validation, and auto-
mated generation of IEC 61131-3 compliant PLC code for a position control application
of a servo motor. It builds on previous work carried out in [48] and applies it to a com-
mon industrial application to demonstrate the feasibility of adopting this methodology
in regulated environments. The paper demonstrates how the model-based approach to
control system design, which is currently used in the automotive and aerospace industries
for development and testing of complex control systems, can be applied to the design and
validation of control software for manufacturing equipment. This is accomplished using
the MathWorks® Simulink® graphical programming environment, where a digital model of
the equipment is created. The required control logic is created and validated by simulating
its operation on the digital model. Finally, this validated control logic is converted to an
IEC 61131-3 compliant function block, which can be operated on a PLC system, and, in the
example illustrated here, used to control a servo motor.

3.2. Digital Validation Workflow

The digital validation workflow proposed in this paper is presented in Figure 3
and describes a cyclical approach which uses an equipment digital model to produce
validated equipment phases for manufacturing applications. An equipment phase has
been defined in the ISA-88 standard “as the lowest element of procedural control” [49]
and specifies the commands that are to be sent to the equipment. Based on the initial
high-level system requirements provided by the end user, a mechanical concept is created
in traditional computer aided design (CAD) packages and then exported into a model-
based design environment. Once exported, the CAD model can be used as a platform
for developing and testing controller algorithms. These models can then be virtually
tested against requirements within the modelling environment and documentation of
each test result can be automatically generated to prove it is performing as specified. The
validated algorithm can then be exported into the desired PLC programming environment
as structured text and downloaded into the equipment. This workflow can be repeated
for multiple design cycles to add additional functionality as required. The following
sections present a detailed description of a proof-of-concept project on the feasibility of the
proposed approach.
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Figure 3. Proposed digital validation workflow for the creation of validated equipment phases.

3.3. Methodology Development and Modelling Approach

The objective of this approach is to enable automated validation of the equipment con-
trol logic used to determine machine behaviour. To do this, the modelling approach should
reflect the current best practice for software creation and testing in industry. Currently,
equipment control logic is manually written in an integrated development environment
(IDE) provided by the equipment vendors for their specific equipment [50]. This logic is a
combination of configurable function blocks, provided as pre-validated functions in the
vendor’s IDE, and custom code is written by the end user specific to their desired function
or use case. As per the GAMP 5 software classification, the custom code component of
this logic is categorised as a Category 5-Bespoke software, which is a high-risk software
component and requires comprehensive specification, risk assessment and testing in order
to be validated [12].

Figure 4 presents the MBD architecture used to generate a model which supports
digital validation. The model is comprised of two core elements, the physical system
model, and the control logic model. The physical system model describes all the physical
components of the equipment, including CAD data, physical constraints and kinematic
relationships between components. The control logic model encompasses two sub-models,
the function block model and the custom code model, which interact with each other to
control the physical system. The function block model is comprised of models of pre-
validated, configurable function blocks for common equipment functions, which may be
provided by the technology provider. The custom code model contains the application
specific code that controls the equipment process required by the end user. Dividing the
control logic model in this way enables the equipment vendors to supply pre-validated
models of their function blocks to the end user. These pre-validated models can then be
used in conjunction with other code models, to simulate the functionality of the control
logic model on the physical system model and to digitally validate their equipment.

/ Digital Validation Model \

Control Logic Model

4 ]
Custom Code\ Function
Model Block Model

sty

\ 4

Iy

Figure 4. Digital validation modelling architecture.
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3.4. Experimental Setup and Application Description

MathWorks Simulink® 2021B was selected as the model-based software platform due
to its comprehensive catalogue of software tools, which provide all of the functionality
required to enable digital validation. One key feature of Simulink that was critical to its
selection as the model-based platform was the Simulink PLC Coder tool. No other model-
based platform has integrated PLC code generation capabilities, to the best of the authors’
knowledge, making Simulink uniquely suited to industries where equipment control is
predominantly programmed with PLCs. Its wide range of compatible PLC software targets
PLC software vendors, such as Rockwell, Siemens, B&R, PLC Open and others, enabling
the equipment designer to take a vendor agnostic approach to equipment design.

Table 1 presents the Simulink modules and their associated function used throughout
this work. Solidworks® 2021 from Dassault Systems was used to create the initial model of
the mechanical system and Studio 5000° Logix Designer from Rockwell Automation was
used to configure the control environment of the physical system.

Table 1. Simulink modules and respective functions required for digital validation.

Module Function
Simscape Multibody Simulation Environment for 3D Mechanical Systems
StateFlow Control Logic Modelling Environment
Simulink Requirements Requirements Management
Simulink Test Test Management
Simulink Design Verifier Design Error Detection
Simulink PLC Coder Automated PLC Code Generation

The chosen application for the proof of concept of the approach was the creation of
a state machine to interface with the Rockwell Automation Motion Axis Move (MAM)
function block and control the position of a servomotor. Servomotors are a commonly used
actuating component in manufacturing equipment, thus the demonstrator is applicable
to multiple manufacturing domains. A state machine is a computational model which
may only be active in one of a finite number of states at a given time and is defined by its
initial state, a list of its possible states, and the inputs required to trigger a state transition.
State machines are commonly used to perform a predetermined set of functions based on
a specific combination of inputs [41]. The physical demonstrator used in this work was
a Rockwell Automation Training Workstation (Figure 5), controlled by an Allen-Bradley
CompactLogix® 5380 PLC.

2

Figure 5. Rockwell Automation Training Workstation, incorporating two servo motors (only one is
used in the application in this paper).
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3.5. Physical System Model Development

The creation of a digital model of the mechanical equipment is the first step towards
digital validation. The CAD model used in this paper is shown in Figure 6a, modelled using
Solidworks. The completed model was exported from Solidworks using the SimscapeTM
multibody link plugin and converted by Simscape Multibody within Simulink into an
equivalent Simscape Multibody block diagram Figure 6b.

(a) (b) ) % Q‘

Servo_Motor Rotor_Coupling Jaw_Coupling

Rotor_Jaw (
Manipulator_Bracket
.’ _ . [ ] '\

SEBZ16_150_r SEBZ16_b Bearing
Mount_Bracket

02

M1t

Figure 6. (a) CAD model of System in Solidworks®: (b) Simscape™ Multibody Block diagram
in Simulink®.

3.6. Control Logic Model Development

As previously mentioned, the control logic model contains two sub models: the pre-
validated models of the technology providers function blocks and the model of the end
user’s custom code. The standard industry practice when programming motion control
is to use preconfigured function blocks supplied by a technology provider [51]. With this
work being a proof of concept, there are currently no technology providers who supply
Simulink models which perform the functionality of their equipment function blocks.

Therefore, to prove the feasibility of this work, a model, representing the behaviour
of the Rockwell Automation MAM status bits, was created in StateFlow to model this
equipment function block. The state logic of the function block model (MAM model) is
displayed in Figure 7, which represents the behaviour presented in Table 2 [50].

ErrorDetected
entry:
MAM.EN = false;
%MAM.DN = false;
MAM.ER = true;
%MAM.IP=false;
%MAM.PC=false;
[error ==1]
Mai )
Init Move
_ . e entry: entry:
MAMEN _ ralse,' DO L)) MAM.EN = rungCondition; MAM.EN = rungCondition;
MAM.DN = false; 4 .
_ 2 MAM.DN = true; MAM.DN = true;
MAM.ER = false; . .
& & MAM.ER = false; %MAM.ER = false;
MAM.|P=false; = : c
MAM.PC=false: MAM.|P=false; MAM.IP=true;
- - MAM.PC=false; %MAM.PC=false;
[rungCondition== 0] ‘l
Done SetParameters
entry: entry:
MAM.EN = rungCondition; » MAMData.Axis=Axis;
MAM.DN = true; [actualposition== 1] MAMData.MotionControl=MotionControl;
%MAM.ER = false; MAMData.MoveType=MoveType;
MAM.|P=false; MAMData.Position=Position;
MAM.PC=true; MAMData.Speed=Speed;
MAMData.SpeedUnits=SpeedUnits;
- J

Figure 7. State Logic of the MAM model (function block model).
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Table 2. Motion Axis Move Status Bit Behaviour from [50].

To See If Check If This Bit Is Set To DataType Notes
A false-to-true transition caused the The EN bit stays set until the process is
. . EN BOOL
instruction to execute complete and the rung goes false
The move was successfully initiated DN BOOL
An error happened ER BOOL

Any of these actions stop this move and
clear the IP bit:

e  The axis gets to the end Position
Another MAM instruction
The axis is moving to the end position r BOOL supersedes this MAM instruction
Motion Axis Stop instruction
Merge from another instruction
Shutdown command
Fault Action

e  The PC bit stays set until the rung

makes a false-to-true transition.

The axis is at the end position PC BOOL e The PC bit stays cleared if some
other action stops the move before

the axis gets to the end Position.

The model of the custom code is presented in Figure 8. This model is based on the
ISA-88 Procedural Model for batch control, which divides the operating cycle of equipment
into a series of states [52]. Each state describes the equipment actions in response to various
commands. In this model, the running state contains an equipment phase “pos” which
contains the logic required to interact with the MAM model and control the position of the
servo motor.

start, [ i )

29| (EquipmentStateMachine )

Restart {—1—

P L [start==1) (Hold==1) [holdingComplete=1] Ru’ngcond
Hold

7

— R ==
Rese—tb [resetComplete] [Hold== [Restart==1]
StopI
esetting
entry - Position

Abort I | IfiiComplete=fase: [restartingComplete= ] (Restarting

Eﬂ’ L [fillComplete=1] )

DN [Stop==1] [Abort==1]

> [Reset==1 Complete
ER > B
[StoppingComplete=i ] [AbortingComplete=1] ErrMessage

P

>

PC [Reset==1] [Reset==1]

=

_° )

Figure 8. State machine model for custom code.

This logic would move the servo motor through five position commands with a two
second pause between each position. The system was initialised with the servo motor
positioned at 0° and the arbitrary position commands for the logic were 90°, 180°, 270°,
360° and back to 0°. An example of the StateFlow logic for setting the position value to 90°
is provided in Figure 9.
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(Position1 h
entry:
position= 90;
\, é s
(ConditionCheck1 R . . Error1
entry: ) [ER==1|after(2,sec)] entry:
RungCondition=true; LEr rMessage=1;
\ 2
3 [EN==1&DN==1]
(WaitForMove_1 h [ER==1]
1
\ v,

% [PC==1&DN==1&IP==0]

(MoveComplete1 )
entry:
RungCondition=false;

L ) [after(2,secC)]

Figure 9. Sample StateFlow logic used to set position value to 90°.

The objective of this work was to show that the control logic developed in the MBD
environment could interact with standard PLC programming functions to perform an
operation. It should be noted here that, although 0° and 360° physically occupy the same
position in terms of rotation, in the PLC control environment they were two unique position
commands, and the behavior of the motor reacted differently to each one. For example, if
the motor was to move from 180° to 0° it would rotate counterclockwise until it reached 0°,
but if it was to move from 180° to 360° it would rotate clockwise until it reached 360°.

3.7. Definition of Requirements and Automated Testing

Traceability between requirements and test scripts is a key output of the validation
process. Simulink Requirements Editor was used in this work to author and manage
the system requirements as it offers the capability to link requirements to various model
elements and test scripts, thus achieving the traceability required to prove that the model
was validated.

Table 3 displays the sixteen requirements which characterise the behaviour of the
model in response to the input signals. Simulink Design Verifier was used to automatically
generate a test harness for the model. A test harness is an instance of a model where
input values can be simulated, and the corresponding outputs are monitored [53]. In this
instance, the test harness was generated in Simulink Design Verifier by defining the model
element for custom code (Figure 8), as the component to be tested. The test inputs were
automatically generated by the design verifier tool with the model coverage objective being
Modified Condition Decision Coverage. These analyse whether the conditions within
decisions independently affect the decision outcome during execution [54]. The resulting
test harness contained forty-one test cases simulating all possible operating scenarios of the
state machine and its equipment phases. Appendix A of this paper contains an example of
a typical test case, its associated data and an explanation of each element of the test case.

The generated test harness was then used to form a test suite in Simulink Test Manager,
where logical assessments could be applied to assess event occurrence, and all test scenarios
could be automatically simulated. The results of the test simulation were then examined
and linked to the relevant requirements to validate the model. Documentation of the
test results were automatically generated using the built-in report generator in the Test
Manager tool.
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Table 3. Summary of sixteen functional requirements describing the model behaviour.

ID Summary Description
1 Initialise State The system must Initialise into the Idle state
. . When the system is idle and the start input becomes true, then it must
2 Idle to Running Transition e . . .
transition into the Running state and execute the running logic.
3 Runnine to Holdine Transition When the Running state is active and the hold command becomes true,
& & then it must transition to the holding state and execute the holding logic.
4 Holding to Held Transition Once the holding logic has been executed, the system must transition to
the Held state.
When the Held state is active and the Restart command becomes true,
5 Held to Restarting Transition then the system must transition to the Restarting state and execute the
restarting logic.
6 Restarting to Running Transition Once .the restarting logic is complete, the system must transition to the
Running state.
When the Restarting state is active and the hold command becomes true,
7 Restarting to Holding Transition then the system must transition to the Holding state and execute the
holding logic.
8 Running to Complete Transition When' the running logic is complete, the system must transition from the
Running state to the Complete state.
When the Complete state is active and the Reset command becomes true,
9 Complete to Resetting then the system must transition to the Resetting state and execute the
resetting logic.
10 Resetting to Idle Transition Once the Resetting logic is complete, the system must transition to the
Idle state.
- . If the stop command becomes true, then the system must immediately
11 Transition to Stopping P . . .
transition to the Stopping state and execute the stopping logic.
12 Stopping to Stopped Transition Once the stopping logic is complete the system must transition to the
Stopped state.
When the Stopped state is active and the Reset command becomes true,
13 Stopped to Resetting Transition then the system must transition to the Resetting state and execute the
resetting logic.
-, . If the abort command becomes true, then the system must immediately
14 Transition to Aborting . . . .
transition to the Aborting state and execute the aborting logic.
15 Aborting to Aborted Transition Once the aborting logic is complete the system must transition to the
Aborted state.
When the Aborted state is active and the Reset command becomes true,
16 Aborted to Resetting Transition then the system must transition to the Resetting state and execute the

resetting logic.

3.8. Automated PLC Code Generation and Operation on the Physical Equipment

Figure 10 illustrates the process for automatic generation of PLC code from the
Simulink model. The validated model was exported from the MBD platform using the
Simulink PLC coder tool to the relevant equipment IDE, providing a hardware-independent
IEC 61131-3 compliant code from the modelling environment. The model was exported
as an Add On Instruction (AOI) for the Rockwell Automation Studio 5000 programming
environment. Once imported into Studio 5000, the AOI was inserted into a ladder diagram
routine containing the MAM instruction. The required inputs for both the imported AOI
and the MAM instruction were then mapped to the relevant data tags required for operation

within the routine.
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using Simulink PLC
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=_.|+ S5 Rockwell Automation
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4. Map PLC data tags to
relevant AOI variable
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B

Figure 10. Automatic PLC code generation process.

4. Results
4.1. Results of Automated Testing and Report Generation

Simulink Test manager was used to automatically simulate the test harness gener-
ated in Section 3.7. All forty-one test cases were successfully simulated, and all logical
assessments were satisfied. A test report was automatically generated from these tests to
provide documentation on test metrics, such as pass/fail results of each test and cyclomatic
complexity to indicate the complexity of the logic and coverage metrics, such as decision
and condition coverage to assess test completeness. The results of these metrics for the
testing carried out in this work is presented in Figure 11. From this, it can be seen that 100%
test coverage of decision and condition metrics across all model elements was achievable
using the Simulink design verifier tool.

Model Hierarchy Complexity Decision Condition

1. EquipmentFillPhase 91 100% m— 100 E—
2..SF: EquipmentFillPhase 90 100% m— 100 S—
3...SF: EquipmentFill 79 100% m— 100% —
4. ... SF: Running 65 100% m— 100% m—
5...... SE: pos 65 100% m—— 100% S——
0 cuie & i 5t SE: EquipmentFillPhase/EquipmentFill. Running.pos 45 100% mm—— 100% m—

Figure 11. Test Metrics Summary displaying the Model Hierarchy and the associated Complexity,
Decision and coverage metrics for each model element.

4.2. Traceability between Tests and Requirements

As each test is linked to its associated requirement, the Simulink Requirements module
was used to automatically generate a traceability matrix and report detailing the implemen-
tation and verification status of each requirement and its corresponding model element. The
requirements traceability matrix for the model used in this work is displayed in Figure 12
and showcases the links between each requirement and its corresponding test case.

The requirements report that was automatically generated by Simulink requirements
contained all details associated with each requirement including requirement type, descrip-
tion, links to other model elements, its implementation status and verification status.
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New Test Suite 1
' SingleAxis_Harnes1

"2 SingleAxisRequirements
&l Reql Initialise State
i Req2 Idle to Running Transition
& Req3 Running to Holding Tr
& Req4 Holding to Held Transition
& Req5 Held to Restarting Transition

&) Req6 Restarting to Running Transition
& Req7 Restarting to Holding Transition
& Req8 Running to C lete T

& Req9 Complete to Resetting

=/ Reql0 Resetting to Idle Transition

&l Reqll Transition to Stopping

& Reql2 Si ing to Stopped Tr

=/ Reql3 Stopped to R ing Tr

&) Reql4 Transition to Aborting

&) Reql5 Aborting to Aborted Transition
=/ Reql6 Aborted to Resetting Transition

Figure 12. Requirements Traceability Matrix displaying the Links between each requirement (left)
and its corresponding test case (top), with the soft return figure identifying the link.

4.3. Operation of the Code on the Physical Equipment

Figure 13 displays the monitored values of the following: (a) the position command
sent to the MAM instruction and (b) the resulting position of the physical servo motor,
sampled at 0.02 s intervals, while the automatically generated code was running on the PLC.
It can be seen from Figure 13 that the position of the servo motor followed the prescribed
motion profile set by the AOI generated from the Simulink model. There were slight
discrepancies between the two signals (not visible in Figure 13), such as the slight overshoot
of the actual position value as the servo moved to a new position command and the slope
of the servo motor position as it moved from one position to the next. These discrepancies
could be attributed to the fact that the position command signal was a digital signal which
could change instantaneously during a PLC scan cycle, whereas the actual position was the
measured value of the servo motor as it moved through the series of position commands.

(@ ®)
400 400
Position Command Signal Measured Servo Motor Position
350 + 350 +
300 300
T T
o 250 1 o 250
oo oo
[ [
S 200 ] 2 200
< <
<] <]
% 150 5 150
o o
a. a.
100 + 100
50 50
0 + 0

10 0 10

4 6 4 6
Time (Seconds) Time (Seconds)

Figure 13. Graphs plotting (a) the required servo motor angular position against time and (b) the

measured servo motor position against time.

Based on these results it could be determined that the automatically generated code
functioned correctly and successfully controlled the MAM instruction so that the servomo-
tor followed the prescribed motion profile set by the equipment phase. This demonstrated
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that it is feasible to use a model-based approach to generate equipment phases which can
interact and control technology provider specific function blocks.

5. Discussion

The shift to Industry 4.0 and flexible manufacturing systems will significantly change
how equipment is designed, validated and operated in manufacturing environments. One
of the major trends emerging in the medical device and pharmaceutical industries because
of Industry 4.0 is personalised healthcare [55]. This promises the delivery of custom
medical products based on the individual patient’s condition and physiology. Although a
significant research effort is being invested in the development of patient specific products,
ranging from custom drug delivery solutions [56] to bespoke orthopaedic implants [57], this
approach generally appears to be clinically driven and is usually only taken in exceptional
circumstances where semi-urgent care is required. If personalised healthcare is to be
accessible to every individual, the effects of this shift on the manufacturers of regulated
products must be considered. It is expected that personalised healthcare will result in many
manufactures having to embrace the “batch of one” concept, where each batch contains
its own unique product [55,58]. This will require manufacturers to be able to rapidly
reconfigure and validate machine functions to produce patient specific products.

While manufacturers in regulated industries are generally slow to adopt new manu-
facturing concepts and technologies, they recognise that there is a requirement for a new
approach to validation to account for recent developments in Industry 4.0 [2]. If manufac-
turing equipment configurations are to change repeatedly to accommodate changes to the
product design for customised products, there must be a method to ensure the validated
state of the equipment is maintained. The current approach to validation, the GAMP 5 V
model, is a rigid process which would result in equipment repeatedly being taken offline to
carry out manual validation activities and is, therefore, not suitable to the proposed flexible
manufacturing approaches. Additionally, the cost of repeatedly validating equipment
would be prohibitive to the majority of manufacturers. The digital validation workflow
presented in Figure 3 was developed with the objective of addressing these issues. With the
model as the focus of all stages of the design process, engineers can continually test and
validate new functions virtually before the code is generated and sent to the physical equip-
ment. The digital validation modelling architecture described in Figure 4 was structured
to minimise the amount of validation required when changes are made to the model. By
separating the custom code models from the standard function blocks, a design engineer
is only required to revalidate the custom code which interacts with these function blocks
when a functional change is requested.

In contrast to the traditional checking approaches described in [44—46], where the PLC
code is written first and is then converted into a model to be analysed by a model checking
tool, this paper proposes that Simulink be used to create a model of the system control
logic. This model can then be used as the basis to generate test cases for validation and to
generate PLC code using the built in PLC code generator. Designing the control logic in
this manner eliminates any issues associated with translation between PLC code and the
model. Furthermore, adoption of this approach enables testing to occur much earlier in
the development cycle, resulting in the identification of errors or bugs in the control logic
before the code is generated.

Leveraging the automated test generation capabilities of Simulink Design Verifier in
this work enabled complete coverage testing of the control logic while also eliminating the
requirement to manually create test scripts to validate the system model. Combining this
with the capabilities of Simulink Requirements to link model elements and requirements
with their associated tests, this paper has shown that it is feasible to automatically generate
documented evidence that the model performs as specified to satisfy regulatory require-
ments. It is expected that this approach would result in improved quality and a significant
reduction in the cost and time required to validate a system. This is corroborated by [26],
who displayed how automated testing with MBD resulted in increased test coverage com-
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pared to manual methods in an industrial project to develop a spatial frequency sensor
system, and [59], who reported that the use of MBD for testing and documentation during
the development of rail propulsion systems resulted a cost reduction of 45%. Another bene-
fit to this approach is the capability to automatically rerun the initial test scripts following
an update to ensure that the original functionality has not been affected by the addition of
new features and is still performing as specified. This has the potential to enable equipment
designers to adopt an agile approach to equipment design by creating standard function
blocks which can have additional features added in future as per user desires.

Although MBD has previously been used to generate PLC code for industrial equip-
ment in [36], there is little evidence in the literature to suggest that the use of MBD to
develop and validate equipment software has been considered by manufacturers of equip-
ment for regulated environments. This paper aimed to address this gap in the literature by
presenting a novel approach to the design and validation of custom software for equipment
control. This was accomplished by leveraging the capabilities of MBD to automate the
testing, documentation and code generation steps in equipment design and applying this
approach to a common industrial application. It is expected that this work will provide
a basis for demonstrating the benefits of adopting model-based practices to equipment
manufacturers in regulated industries.

The successful operation of the PLC code for the test case examined in this paper
verified that the simulation model and results accurately represented the physical system,
proving that the proposed approach is a viable method to produce validated equipment
control logic. Although the Simulink PLC coder presents the opportunity to generate
code automatically for multiple technology provider platforms and, in principle, enables a
technology provider agnostic approach to equipment design, some considerations for the
target hardware are required. The design engineer requires a detailed understanding of
the PLC platform or equipment on which the code will run, as many PLC environments
include libraries of function blocks that perform similar functions but receive and process
data in slightly different manners. This is a potential barrier to adoption of the approach
in an industrial environment, due to the requirement for model-based definitions of the
technology provider specific function blocks, such as the MAM block developed in this
work. A significant modelling effort would be required to generate accurate model-based
definitions of all commonly used function blocks for different PLC platforms, and this is
unlikely to be feasible for a single manufacturer. However, the potential benefits of adopting
a MBD approach to validation, including automated requirements testing, automated
software verification, automated documentation and code generation, indicates that the
creation of these models would improve validation activities across the regulated industry
and warrants further research to enable this approach, perhaps adopting an all-industry
approach where technology providers provide their function block models in accordance
with standards, such as PLC Open.

6. Conclusions

The methodology proposed in this paper has proven that a model-based approach
to equipment control design is technically feasible, can be used to rapidly test equipment
control logic and to automatically generate the required PLC code. From the proof of
concept, it has been determined that implementation of the proposed workflow on a
common industrial application resulted in the successful validation of equipment modules
for use in regulated manufacturing environments. Using the Simulink modules as described
in the proposed workflow would enable engineers to achieve complete test coverage of
the equipment control logic. It has been shown that test reports could be automatically
generated to serve as validation documentation and prove that the equipment control logic
is performing as specified.

The work carried out in this study has proven that it is technically feasible to use
an MBD approach to model, test and generate validated equipment control logic for
manufacturing equipment in regulated manufacturing sectors, such as medical device and
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pharmaceutical manufacturing facilities. Further work on this approach aims to determine
potential methods to enable mass adoption of this approach for equipment validation
activities in regulated manufacturing environments. Other topics in this area that may
warrant further investigation include the use of additional applications, such as Simulink
Check, to further test and improve model quality before code generation.
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Appendix A

Test Case 3

Summary.

Length: 1 s=cond (6 sample periods)
Objectives Satisfied: 0

Objectives.
Step | Time | Medel Item ‘Objectives
2 0.z Transition "[stop==1]" from "EguipmentFill* 14. expraszion "Stop==1" false [0 ]
opping” 7. scuted "Idle" [0]
"EquipmentFill" 31. exprassion "start==1" truz [0]
ion *[start==1]" from "Idle" 10
2

3 o4 State "EquipmentFill" 20. Substate exscuted "Running” [0]
Transition *[Hold==1]" from "Running” 37. =sion "Hold==1" true [0]
to "Holding' B4, ste exited when parent exits
State "pos" "Py 1" [0]

4 0.5 tate "EquipmentFill" 16, =te exscuted "Holding" [0]
Transition "[holdingCompletz==1]" =zion "holdingComplete==1"
from "Holding" to "Held" falzz [0]

5 1 State "EquipmentFill" 22. Substste exited when parent exits

"Holding" [0]
Generated Input Data.

Time 0.1 1

Step 1-5 6

tart 1 1

Restart 1] i

Hold 1 1

Reset 1 o

stop 0 ]

Abort o 1

EN 1 1

DH [1] 1

ER [+] 1

1P 1 o

FC [+] 1

Expected Qutput, Thess cutput values ars expected assuming that inputs that do not affect the test objectives
[-in the tabls above) are given & default value - 0 for numeric types, snd default value for enumerated types

Time [ 21
Step 1 26
start 1] ()
Restart 1] 20
Hold [s] o

Figure A1. Example of typical test case and its associated data.
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Explanation:

This is an example of a test case.

This test case satisfies Requirement 2-Idle to Running Transition.

The objectives table is a list of the model elements which were tested in this case and the
associated test objective that this test case satisfied.

The Generated Input Data table records the value of each model input at every simulation
step of the test case.

The Expected Output Table presents the expected simulation output values for this test case.
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