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Abstract: In order to solve the problem of passenger risk classification, an assessment model for
air passenger risk classification based on the analytic hierarchy process and improved fuzzy com-
prehensive evaluation method is constructed. The existing index systems are improved by the
comprehensive method. The index system of passenger risk assessment is established, which in-
cludes 23 indexes from five aspects: basic background, personal status, economic situation, personal
conduct and civil aviation travel. In addition, the weight of each index is determined by the analytic
hierarchy process. An improved method of determining fuzzy relation matrixes is proposed. The
single factor evaluation vectors of discrete indexes can be determined according to the results of
probability statistics, and the single factor evaluation vectors of continuous indexes are calculated by
fitting function. Then the assessment model for passenger risk classification based on the improved
fuzzy comprehensive evaluation method is established. According to the characteristic analysis of
civil aviation passengers and terrorists, typical passenger samples of high, medium and low risk are
set to verify the model. The results show that the evaluation results of typical passenger samples are
consistent with the basic assumptions. The model is suitable for risk classification assessment of air
passengers. Moreover, the tedious evaluation process is reduced compared with the traditional fuzzy
comprehensive evaluation method.

Keywords: traffic safety; air passengers; strategy of classified security check; analytic hierarchy
process; fuzzy comprehensive evaluation method

1. Introduction

With the steady development of the social economy, the deepening reform of the civil
aviation management system and the upgrading of the residents” consumption structure,
the civil aviation industry has developed rapidly. However, the traditional security check
mode is strict and cumbersome, and the contradiction between the increasing passenger
throughput and the limited security check resources reduces the security check efficiency
and passenger satisfaction. Moreover, with the development of society, the factors affecting
civil aviation security have become more complex and diverse, which makes airport security
checks face great challenges and pressure. Therefore, the optimization of airport security
check mode is extremely important for improving security check efficiency, rationally
allocating security check resources, and improving passenger satisfaction.

To improve the current situation of airport security checks, the classified security
check mode is proposed, which has been studied by many scholars. Some scholars mainly
focus on the design of models for classified security check systems. McLay et al. modeled
the classified security check problems under three, five and eight passenger risk levels
and used a heuristic algorithm based on the greedy strategy to solve them. The marginal
costs, fixed costs and security levels under three, five and eight passenger risk levels were
analyzed and compared. The experimental results showed that classified security checks
with fewer passenger risk levels might be more effective [1]. Babu et al., established a model
to determine the number of passenger groups and the resource allocation for each group
under the condition that the threat probability of all passengers is constant. The influence
of the false alarm rate and the threat probability on the model was studied, concluding
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that the grouping strategy is related to the threat probability [2]. Different from the study
by Babu et al., Nie et al. relaxed the basic assumption that the threat probability of all
passengers is constant and considered the risk levels of passengers. A mixed integer linear
model with the minimum false alarm rate as the objective function was built to determine
the grouping strategy of passengers and the staffing of each security channel. Compared
with the model established by Babu et al., the model considering passenger risk attributes
makes the airport security system more effective [3]. Majeske et al., established the Bayesian
decision model of the air passenger prescreening system, which divided passengers into
two categories: fly passengers and no-fly passengers, and used cost parameters from the
perspective of the government and passengers to evaluate classified security checks [4].
Nie et al. simulated the queuing of classified security check channels to effectively utilize re-
sources in airport security. According to the number of passengers in the classified security
channels, passengers with different risk levels are allocated to different security channels [5].
Huang et al., proposed an airport classified security check system that divided passengers
into three categories according to historical security records. The two-dimensional Markov
process and the Markov modulated Poisson process queue were used to build the model
of the security system, and the simulated annealing method was used to solve the model.
The effectiveness of the proposed classified security check system in improving service
efficiency and security level was verified by examples [6]. Song et al. described an N-stage
passenger screening model and analyzed it by using game theory and queuing theory. In
this model, passengers have the chance to be passed or rejected at each stage. The functional
relationships between application probabilities, screening probabilities, approver’s benefits
and the number of screening stages were also analyzed. In addition, some suggestions on
the security check strategies and the optimal number of screening stages were given [7].
Zheng et al., proposed an air passenger profiling model based on fuzzy deep learning to
classify high-risk and low-risk passengers [8]. However, such models based on the neural
network lack the interpretability of passenger classification and need to use a large amount
of data for training. Wang et al. established and optimized the airport security check system
model based on passenger risk classification. Moreover, scientific analysis and calculation
of the dynamic allocation of security facility resources were carried out [9]. Song et al., mod-
eled and analyzed the imperfect parallel queuing security inspection system in Precheck.
The model was extended by considering the different distributions of passenger parameters
and the risk levels of passengers. In addition, the optimal screening strategy was studied
by combining game theory and queuing theory [10]. Albert et al. reviewed various kinds
of literature about risk-based security checks and compared different modeling methods
in the literature. Then the mathematical model of passenger screening in PreCheck was
established, and the dynamic programming algorithm was used to solve it to determine the
optimal strategy of dividing passengers into different risk levels. Numerical experiments
showed that risk-based security check models could improve security [11]. Wang et al.
studied and analyzed a limited-capacity security queuing system based on passenger risk
classification and proposed a method to calculate the steady-state probability and perfor-
mance indexes of the queuing system. By analyzing the relationship between the model
parameters and the system performance, some guiding suggestions were provided for
airport security checks under the COVID-19 epidemic [12]. Moreover, some scholars have
studied the effectiveness and acceptability of classified security checks. Cavusoqlu et al.
analyzed the influence of civil aviation passenger profiling on aviation security and proved
that the effect of classified security checks is better than that of the traditional mode when
there is a sufficiently reliable passenger screening system [13]. Subsequently, Cavusoglu
et al. analyzed and compared the passenger security checks with and without the profiler
in the presence of attackers, and concluded that the failure of the profiler could be overcome
by adjusting the profiler and the parameters of security check equipment [14]. Bagchi et al.,
further verified the effectiveness of classified security check systems such as PreCheck,
which allow low-risk passengers to undergo quick security checks and mitigate the adverse
effects of budget shortfalls to a certain extent [15]. Stewart et al. used cost-effectiveness
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and risk-analytic methods to evaluate the classified security check system of American
airports, concluding that it can improve the efficiency of security checks and is good for
passengers, airports and airlines [16]. Wong et al., analyzed the advantages and obstacles of
risk-based passenger screening and believed that the application of the classified security
check system needed coordination among regulators, airports, airlines and passengers [17].
Stotz et al., studied the acceptability of classified security checks based on passenger risk
as an alternative to existing security screening procedures, and concluded that people’s
perception was the main driving factor [18].

Since classified security checks help to improve the quality of security check services,
some airports have gradually begun to apply this security check mode. The classified
security check mode adopted by Israeli airports is called behavior pattern analysis. Airport
staff will call passengers three days before their departure to ask for basic information to
analyze their behavior. Then, after passengers arrive at the airport, the security inspectors
will inquire them and observe whether there is anything unusual in their manners, reactions
and answers, and classify them accordingly [19]. Some European airports use Smart
Security, a security check system that divides passengers into three categories based on
their risk levels, and then allocates designated lanes [19]. In 2011, American airports started
to use PreCheck, which is designed to quickly check low-risk passengers [20]. Shenzhen
Airport officially implemented a new strategy of classified security checks for its domestic
flight passengers in December 2018. Frequent fliers with good security credit can enter the
fast lane for security checks, who are selected based on the collected information.

Although the research on the classified security check mode has achieved certain re-
sults and the classified security check mode has been widely used in the practice of airports,
most of the research mainly demonstrates the effectiveness of classified security checks
and seldom explains specific methods of passenger classification. Moreover, index systems
of passenger risk assessment established in the existing research include many indexes,
which may easily lead to the curse of dimensionality and affect the efficiency of evaluation.
Moreover, the setting of indexes is not accurate enough, and there is a lack of evaluation
indexes that positively reflect the risk of passengers. Therefore, this paper rearranges all
levels of indexes, eliminates redundant indexes, merges similar indexes, and adjusts and
increases indexes on the basis of the existing index systems and personal credit evaluation
index systems to establish a more reasonable index system of passenger risk assessment.
In addition, then an assessment model for air passenger risk classification is built by the
analytic hierarchy process and improved fuzzy comprehensive evaluation method.

2. Assessment Model for Air Passenger Risk Classification
2.1. Index System of Passenger Risk Assessment

The index system of passenger risk assessment is the foundation of assessing pas-
sengers’ risk. There are many methods to construct the assessment index system, such
as Delphi method, analysis method, cross method, comprehensive method and grouping
method of index attribute. Although some scholars have carried out relevant research, there
is no uniform standard for the establishment of passenger risk assessment index systems.
Moreover, there are some problems in the existing research. For example, the established
index systems are too huge. In addition, the correlation of some indexes is high. Passenger
risk assessment mainly analyzes the risks that passengers have that endanger aviation
safety. It is similar to the credit risk assessment of individuals by financial institutions such
as banks. In addition, the personal credit assessment system is relatively mature. Therefore,
this paper uses the comprehensive method to scientifically and systematically analyze
the passenger risk assessment index systems in [21,22], and the current personal credit
assessment index systems, and make further improvements.

The index system of passenger risk assessment established in [21] includes 5 first-level
indexes and 47 second-level indexes of natural condition, occupation, economic situation,
credit standing and flight situation. The index system of passenger risk assessment estab-
lished in [22] includes 4 first-level indexes and 30 second-level indexes of basic situation,
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economic situation, public records and flight information. The above indexes are classified
and sorted, and the basic background, personal status, economic situation, personal con-
duct and civil aviation travel record are selected as the first-level indexes, in which the basic
background is the inherent attribute of passengers, the personal status is an important index
to evaluate the stability of passengers, the economic situation is an index that indicates the
economic level of passengers, the personal conduct is an index that describes the behavior
and morality of passengers, and the civil aviation travel record reflects the situation of
passengers’ civil aviation travel. According to the second-level indexes of natural condition,
occupation situation in [21] and basic situation and economic situation in [22], gender,
age, nationality and education are selected to describe the basic background information
of passengers. In addition, occupation, place of residence, religious belief, marital status
and state of health are selected to reflect the personal stability of passengers. The index
of occupation is used to replace the relevant indexes such as industry, occupation, and
professional title, which reduces the number of indexes while ensuring the comprehen-
siveness of the evaluation. Based on the personal credit evaluation system, redundant
indexes such as family structure and dependent population are excluded, and the index of
marital status is used to describe the marital and family situation of passengers. In terms of
the economic situation, there are some indexes in [22] that are not suitable for describing
the economic situation, such as family structure and supporting population. Therefore,
following the principle of independence, the index of total assets is used to replace deposit,
housing and other indexes of movable and immovable property on the basis of [21] to
ensure the accuracy of the evaluation results. Moreover, the indexes of annual income, debt
and insurance amount are retained. When selecting the indexes to evaluate passengers’
conduct based on the credit indexes in [21] and the public record indexes in [22], records
of civil judgment, records of administrative penalty, records of criminal punishment and
other similar indexes are combined into the index of criminal records. In addition, overdue
records and tax arrears are classified as default to avoid excessive indexes affecting the
efficiency of evaluation. According to the evaluation objectives, records of uncivilized civil
aviation travel are further refined into bad records of security checks, and the index of
awards is added to evaluate passengers from a positive perspective. In terms of civil avia-
tion travel records, the annual number of flights, flight information, time of buying tickets
and other indexes used to reflect the flight situation in the [21] are retained, and the index
of frequent flyer program membership related to the annual number of flights is excluded.
In addition, the index of aviation insurance is expressed in detail as the index of aviation
insurance amount to ensure the measurability of the evaluation indexes. Passengers with
too high or too low insurance amounts are considered to have greater risks. The index
system of passenger risk assessment is shown in Table 1.

The information of passengers can be obtained through the public security information
system, hospitals, banks, department of motor vehicles, real estate board, industrial and
commercial bureau, national credit system and civil aviation information system. For data
that are difficult to obtain or missing, the average, median and mode can be used to fill in.

2.2. Weights of Passenger Risk Assessment Indexes

The analytic hierarchy process is used to calculate the weights of indexes in the index
system of passenger risk assessment, in which the 1-9 scale method is used to compare the
indexes at the same level in pairs. Meanwhile, 10 experts in the field of aviation security are
consulted in the form of a questionnaire. The questionnaire is attached as Appendix A. In
addition, the evaluation results of each expert are averaged to obtain each judgment matrix.
Then, the weights and the greatest eigenvalues are calculated according to the judgment
matrices, and the consistency check is carried out.
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Table 1. Index system of passenger risk assessment.

Target Tier First-Level Indexes Second-Level Indexes

Gender uq;
Age uyp
Nationality 113
Education uqy4

Basic background u

Occupation 1y
Place of residence uy;
Personal status 1y Religious belief 153
Marital status up4
State of health uy5

Total assets u3;
Annual income u3;
Debt u33
Insurance amount 13,

Passenger risk assessment U Economic situation

Criminal record 147
Default uyy
Awards uy3
Bad record of security check 44

Personal conduct 14

Annual number of flights us;
Aviation insurance amount usp
Flight information us3
Ticket type usy
Time of buying tickets uss
Method of buying tickets 54

Civil aviation travel record us

All the judgment matrices are shown in Tables 2-7.

Table 2. Judgment matrix of U —u;.

U—u; Uy Uy u3 Uy Us
Uy 1 1/2 1/2 1/5 1/3
Uy 2 1 1 1/3 1/2
us 2 1 1 1/3 1/2
Uy 5 3 3 1 2
Us 3 2 2 1/2 1

Table 3. Judgment matrix of u; —uy;.

Uy —uy; U1 U12 U13 Ui
U1 1 1/2 1/3 1/3
u12 2 1 1/2 1/2
Z5K) 3 2 1 1
U4 3 2 1 1

Table 4. Judgment matrix of up —uy;.

Uz —1uy;j Uz1 Uzl Uz Uz Uz
Upq 1 2 1/2 2 2
U 1/2 1 1/4 1 1
U3z 2 4 1 4 4
Upy 1/2 1 1/4 1 1
Ups 1/2 1 1/4 1 1
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Table 5. Judgment matrix of u3 —u3;.

Uz —us;j Uzl Uzl U3l Uzl
Uy 1 1 1/3 1/2
Uz 1 1 1/3 1/2
uz3 3 3 1 2
U3y 2 2 1/2 1
Table 6. Judgment matrix of 1y —Ug;.
Ug—Uyj Ug1 Ugl Ug1 U1
Ugy 1 3 3 1
Ugp 1/3 1 1 1/3
Uys 1/3 1 1 1/3
Ugg 1 3 3 1
Table 7. Judgment matrix of us — Us;.
Us—Us;j Usy Usy Us Us1 Us1 Us1
Us1 1 1/2 1/2 2 1/2 2
Usp 2 1 1 4 1 4
Uss 2 1 1 4 1 4
Usy 1/2 1/4 1/4 1 1/4 1
Uss 2 1 1 4 1 4
Usg 1/2 1/4 1/4 1 1/4 1

The weight vector of the judgment matrix can be calculated by Equation (1), where g;
is the weight of the index 7, A;; is the element in row i and column j of the judgment matrix,
and 7 is the order of the judgment matrix.

)

The greatest eigenvalue of the judgment matrix can be calculated by Equation (2),
where Anay is the greatest eigenvalue, 7 is the order of the judgment matrix, and (MA); is
the i"th component of MA.

1 (MA),
Amax = — Y~
ma n; n

@

The consistency index can be calculated by Equation (3), where CI is the consistency index.

Cl =

Amax — 11

n—1

®)

Then, the numerical value of the random consistency index is obtained according to the
order of the judgment matrix, and the consistency ratio can be calculated by Equation (4),
where CR is the consistency ratio, CI is the consistency index, and RI is the random
consistency index. If the consistency ratio is less than 0.1, it indicates that the judgment

matrix has consistency.

CI

CR=—

RI

4)

The weights of indexes are calculated by MATLAB, and the weights of indexes at all
levels are finally obtained as shown in Table 8.
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Table 8. Weights of passenger risk assessment indexes.

First-Level Indexes Weights Second-Level Indexes Weights
U1 0.1089
Ui 0.1887
Uy 0.0743 13 03512
U4 0.3512
Uzy 0.2222
1753 0.1111
Uz 0.1352 U3 0.4445
Uog 0.1111
Uzs 0.1111
uzg 0.1411
Uz 0.1412
us 0.1352 izs 0.4550
Uzg 0.2627
Ugq 0.3750
Uy 0.1250
Uy 0.4143 " 0.1250
Uygy 0.3750
Usy 0.1250
Usp 0.2500
Uus3 0.2500
Us 0.2410 ting 0.0625
Uss 0.2500
Usg 0.0625

2.3. Improved Fuzzy Comprehensive Evaluation Method

According to the traditional fuzzy comprehensive evaluation method, it is necessary
to evaluate each index of each passenger one by one to establish the fuzzy relation matrix,
which is a cumbersome process. Therefore, it is considered to improve the method of
determining fuzzy relation matrixes to adapt to the risk classification assessment of a large
number of passengers.

2.3.1. Determination of Factor Set

The evaluation factor set is the set of m factors that affect the evaluation object,
which is represented by U = {uq,up,--- ,um}. According to the established index sys-
tem of passenger risk assessment, U is divided into two levels. The first level is U =
{Ml, Up, U3, Uy, M5}. The second level is uy = {”11/ Uqp, U13, M14}, Uy = {u21, Ugp, U23, Uy, Lt25},
uz = {uz1, usp, uss, Uza}, s = {Ua1, Uap, Us3, Uas}, us = {Us1, Us, Us3, Usa, Uss, Use }-

2.3.2. Determination of Evaluation Set

Referring to the existing classified security check mode and the classification of passen-
ger risk in related research, the evaluation set of this model is set as
V = {high — risk, medium — risk, low — risk}.

2.3.3. Determination of Weight Set

It can be seen from Table 8 that the weight set of the first level is A = [0.0743,0.1352,
0.1352,0.4143,0.2410], and the weight sets of the second level are A; = [0.1089,0.1887,
0.3512,0.3512], A, = [0.2222,0.1111,0.4445,0.1111,0.1111], A3 = [0.1411,0.1412, 0.4550,
0.2627], A4 = [0.3750,0.1250,0.1250,0.3750], As = [0.1250,0.2500,0.2500,0.0625,0.2500,0.0625].
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2.3.4. Improved Fuzzy Relation Matrixes

o T
The fuzzy relation matrix R= | : . ! | isamapping from the factor set to the
"mi - Tmn
evaluation set, and is composed of the single factor evaluation vector r; = [rj1, i, - - -, Tin]

(i=1,2,---,m), where r;; represents the degree of membership of factor u; belonging to

n
grade vj, Y rij=1i=12--,m. The degree of membership function rij can be calculated
j=1
by Equation (5), where t;; is the number of experts who judge that factor u; belongs to
grade vj, and T is the number of experts participating in the evaluation.

©)

rii = i
] — T
A questionnaire is used to determine the evaluation results of 10 aviation security
experts on the attribute values of some indexes, which is shown in Appendix B. The data
obtained from the questionnaire are shown in Appendix C. According to the evaluation
results, the standard of single factor evaluation is established for each index, and different
methods are adopted to evaluate different kinds of indexes.
n
(1) The single factor evaluation vector r; = [ri1, T2, -+, Tin] (L rij = 1) of the index u;
j=1
whose nature is a discrete variable can be formulated according to the statistical results of
expert evaluation. The degree of membership r;; is determined by Equation (5). Then, the
single factor evaluation vector of index u; can be calculated by Equation (6):

L
7’1— |:T/ T/ /T:| (6)

Taking the index of gender as an example, it can be seen from the statistical results that
the single factor evaluation vector of men belonging to high-risk, medium-risk and low-risk
is [0.4, 0.3, 0.3], and that of women belonging to high-risk, medium-risk and low-risk is
[0.2,0.3,0.5].

n
(2) The single factor evaluation vector ry = [rk1, k2, - -, Tkn| (X 75 = 1) of the index
=1

ux whose nature is a continuous variable can be determined after obtaining the fitting
function of the degree of membership ry; through statistical data. First, the functions
fu(x)(I =1,2,--- ,n—1) corresponding to the first (n — 1) ry; are obtained by fitting. In
addition, then the fitting function of ry,, can be calculated by Equation (7), where x is the
attribute value of the index 1, and 7 is the number of comments.

n—1
fin(x) =1=Y fu(x) 7)
i

When x = x;, fiy(x;)(I = 1,2, -+ ,n)is calculated, then ry; = fi;(x;), the single factor
evaluation vector of the index 1 can be calculated by Equation (8):

e = [fia (%), fro(xi), -+ ) fron (x3)] ®)

Taking the index of age as an example, this continuous variable is divided into six inter-
vals: under 14 years old, 14-18 years old, 19-30 years old, 31-50 years old, 51-60 years old
and over 60 years old. Then, the data collected in these six intervals are fitted, respectively,
to obtain the single factor evaluation of different age intervals. In the interval of under
14 years old, the single factor evaluation vector is r1 = [r11, 12, 713], where 111, 712 and 713
are the degrees of belonging to high-risk, medium-risk and low-risk, respectively, and r1;
+ 112 + 113 = 1. Let 1, i, and y3 be the fitting functions corresponding to rq1, 712, and ry3.



Appl. Sci. 2022, 12, 9580 9 of 48

According to the existing statistical data, the fitting results of y; and v, are shown in Figure 1,
where y; =0, y» = 0.0022x> — 0.0112x + 0.01. Then, y3 = —0.0022x2 + 0.0112x + 0.99 can be
calculated by Equation (7).

0.25

0.2 f

015 y2 =0.0022x2 - 0.0112x + 0.01

oyl

Hy2
0.05

Degree of membership
o
[EN

15

-0.05

Age

Figure 1. Single factor evaluation for under 14 years old.

Similarly, in the interval of 14-18 years old, the fitting results of y; and y, are shown in
Figure 2, where 1 = 0.0071x — 0.1786x + 1.1943, Yo =— 0.0071x? + 0.2786x — 2.3943. Then
y3 = —0.1x + 2.2 is calculated by Equation (7).

035 r

03 F ]
y2 =-0.0071x2 + 0.2786x - 2.3943

0.25

o
N
T

eyl
my2

0.15 F
y1=0.0071x%-0.1786x + 1.1943

Degree of membership
©
'_\

0.05 F

0 L L L J
12 14 16 18 20

Age

Figure 2. Single factor evaluation for 14-18 years old.

In the interval of 19-30 years old, the fitting results of y; and y, are shown in Figure 3,
where y; = 0.0018x% — 0.0607x + 0.7943, 1 = 0.3. Then y3 = —0.0018x2 + 0.0607x — 0.0943 is
calculated by Equation (7).
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o
(e)]
1

©
(9]
T

y1l=0.0018x> - 0.0607x + 0.7943

o
2
o
o 04 F
0
£
(]
€03 | u
5 y2=0.3 oyl
(]
v 02 F my?
[eTs]
()
o

0.1 }

O 1L 1L 1L 1L 1L J

18 20 22 24 26 28 30

Age
Figure 3. Single factor evaluation for 19-30 years old.

In the interval of 31-50 years old, the fitting results of y; and 1y, are shown in Figure 4,
where y; = —0.012x + 0.98, y, = —0.0009x? + 0.0746x — 1.2686. Then y3 = 0.0009x> — 0.0626x
+ 1.2886 is calculated by Equation (7).

0.7 r

o
o
L/

yl= -0.012x + 0.98

o
(9]
T

o
N
L]

eyl
my2

o
w
T

o
N
T

y2 =-0.0009x? + 0.0746x — 1.2686

Degree of membership

o
[EEN
T

25 30 35 40 45 50 55
Age

o

Figure 4. Single factor evaluation for 31-50 years old.

In the interval of 51-60 years old, the fitting results of y; and y, are shown in Figure 5,
where y; = —0.0018x? + 0.175x — 3.8657, y» = 0.3. Then y3 = 0.0018x? — 0.175x + 4.5657 is
calculated by Equation (7).
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045
0.4 y1=-0.0018x2 + 0.175x — 3.8657
2035 |
=
g 03 | = = = - n
2=03
€025 } y
=
= 02 | oyl
v 015 | my2
o
] 01
0.05 }
0 1L 1L 1L 1L 1L J
50 52 54 56 58 60 62
Age

Figure 5. Single factor evaluation for 51-60 years old.

In the interval of over 60 years old, the fitting results of y; and y, are shown in
Figure 6, where y; = 0.0003x% — 0.0489x + 2.1829, y, = —0.0006x? + 0.0777x — 2.3657. Then
Y3 = 0.0003x% — 0.0288x + 1.182 is calculated by Equation (7).

0.35
03 } n ]

o y2 = -0.0006x? + 0.0777x - 2.3657
=
»w 0.25 F
(]
0
E o2f @
=
%5 0.15 } oyl
o my2
5 01 f N y
= y1 = 0.0003x2 - 0.0489x + 2.1829

0.05 }

0 1 1 1 1 1 1 1 J

60 65 70 75 80 85 90 95 100
Age

Figure 6. Single factor evaluation for over 60 years old.

The single factor evaluation vectors of other second-level indexes can be determined
by the same method. Figures of the fitting functions corresponding to the single factor
evaluation vectors of the other continuous second-level indexes except age are included
in Appendix C. The results are shown in Tables 9-13, in which the amount of aviation
insurance is divided according to 200,000 yuan each, the time of buying tickets is in days,
and 12 h before departure is counted as 0.5 days. Then, the fuzzy relation matrix R; of the
first-level indexes is established. In the actual calculation, each element in the single factor
evaluation vector can be in [0, 1] by rounding, and the sum is 1.
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Table 9. Single factor evaluation of basic background indexes.

Second-Level Indexes

Dimension

Single Factor Evaluation Vectors

Gender u1q;

Age 12

Nationality 113

Education u14

Male
Female
Under 14 years old
(x<14)

14-18 years old
(14 < x < 18)

19-30 years old
(19 < x < 30)

31-50 years old
(31 < x < 50)

51-60 years old
(51 < x < 60)

Over 60 years old
(x> 60)

Countries where the annual number of wars or
terrorist attacks x is 0
Countries where the annual number of wars or
terrorist attacks x is 1 or more

Master degree and above
Bachelor degree
College degree

High school or technical secondary school education

Junior high school education and below

[0.4,0.3,0.3]
[0.2,0.3,0.5]

[0,0.0022x% — 0.0112x + 0.01,
—0.0022x2 + 0.0112x + 0.99]
[0.0071x% — 0.1786x 4 1.1943,
—0.0071x% 4 0.2786x — 2.3943,

—0.1x +2.2]

[0.0018x2 — 0.0607x + 0.7943,

0.3,

—0.0018x2 4 0.0607x — 0.0943]

[—0.012x + 0.98,

—0.0009x2 + 0.0746x — 1.2686,
0.0009x% — 0.0626x 4 1.2886]
[—0.0018x2 + 0.175x — 3.8657,

0.3,

0.0018x% — 0.175x + 4.5657]
[0.0003x% — 0.0489x + 2.1829,
—0.0006x2 4 0.0777x — 2.3657,
0.0003x2 — 0.0288x + 1.1828]

0.2,0.3,0.5]
0.0771x + 0.4133,

—0.0143x2 4 0.0457x + 0.34,
0.0143x2 — 0.1228x — 0.7533]

[0.2,0.3,0.5]
[0.3,0.3,0.4]
[0.4,0.3,0.3]
[0.5,0.3,0.2]
[0.6,0.2,0.2]

Table 10. Single factor evaluation of personal status indexes.

Second-Level Indexes

Dimension

Single Factor Evaluation Vectors

Occupation 1y

Place of residence uy»

Religious belief 153

Marital status uyy

State of health uy5

Administrative organ or institution

State-owned enterprise

Private enterprise and others

Unemployment

Islam
Christianity
Buddhism
Others
None
Married with children
Married without children
Unmarried
Divorced with children
Divorced without children
Bad
General
Good

Areas without terrorist attacks in x years

0.2,0.3,0.5]
0.2,0.4,0.4]
0.3,05,0.2]
[0.6,0.3,0.1]

[0.0014x% — 0.0642x + 0.7532,

—0.0014x2 4 0.0146x + 0.2933,

0.0496x — 0.0465
[0.5,0.4,0.1]
[0.4,0.4,0.2]
[0.3,0.5,0.2]
[0.3,0.4,0.3]
[0.2,0.3,0.5]
[0.2,0.3,0.5]
[0.3,0.3,0.4]
[0.3,0.4,0.3]
[0.3,0.5,0.2]
[0.5,0.3,0.2]
[0.2,0.3,0.5]
[0.4,0.3,0.3]
[0.5,0.3,0.2]
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Table 11. Single factor evaluation of economic situation indexes.

Second-Level Indexes Dimension Single Factor Evaluation Vectors
0-10 (inclusive) ten thousand yuan [0.8,
(0 < x<10) 0.0067x2 — 0.12x + 0.6333,

— 2 _
Total assets 13, 0.0067x* + 0.12x — 0.4333]

10-30 (inclusive) ten thousand yuan
(10> x < 30)

30-50 (inclusive) ten thousand yuan
(30 > x < 50)

[0.0005x2 — 0.025x + 1,
—0.0015x2 + 0.065x — 0.4,
0.001x2 — 0.04x + 0.4]
[0.0005x% — 0.045x + 1.6,
—0.001x% + 0.08x — 1.3,
0.0005x2 — 0.035x + 0.7]

50-100 (inclusive) ten thousand yuan [0.0002x? — 0.0306x -+ 1.7389,

Annual income 13,

Debt us3

Insurance amount 34

(50 > x < 100) —0.0002x2 + 0.0277x — 0.7608,
0.0029x 4 0.0219]
More than 100 ten thousand yuan [—0.0006x + 0.3571,
(x > 100) —0.0005x + 0.3715,
0.0011x + 0.2714]
0-5 (inclusive) ten thousand yuan (-0.1x+1.1,

(0<x<5)

5-10 (inclusive) ten thousand yuan
5> x < 10)

10-20 (inclusive) ten thousand yuan
(10> x < 20)

20-40 (inclusive) ten thousand yuan
(20 > x < 40)

More than 40 ten thousand yuan
(x > 40)

0-20 (inclusive) ten thousand yuan
(0 <x<20)

20-50 (inclusive) ten thousand yuan
(20 > x < 50)

50-100 (inclusive) ten thousand yuan
(50 > x < 100)

100-200 (inclusive) ten thousand yuan
(100 > x < 200)

More than 200 ten thousand yuan
(x >200)

0-0.5 (inclusive) ten thousand yuan
0<x<05)

0.5-1 (inclusive) ten thousand yuan
05>x<1)

1-5 (inclusive) ten thousand yuan
1>x<5)

5-10 (inclusive) ten thousand yuan
(6>x<10)

More than 10 ten thousand yuan (x > 10)

—0.05x2 4 0.45x — 0.7,
0.05x% — 0.35x + 0.6]
[—0.0424x + 0.8322,
0.0085x + 0.2136,
0.0339x — 0.0458]
[—0.0189x + 0.5449,
0.0013x + 0.3062,
0.0176x + 0.1489)]
[—0.0051x + 0.3229,
—0.0006x + 0.2914,
0.0057x + 0.3857]
[—0.0015x + 0.18,
—0.0035x +0.42,
0.005x + 0.4]
[0.01x +0.0333,
0.01x + 0.1,
—0.02x + 0.8667]
[0.0029x + 0.1714,
0.01x +0.1,
—0.0129x + 0.7286)
[0.0038x + 0.1115,
—0.0035x + 0.7346,
—0.0003x -+ 0.1539)
[0.002x + 0.3,
—0.002x + 0.6,
0.1]
[0.0006x + 0.5857,
—0.0003x + 0.2286,
—0.0003x + 0.1857]
[—0.7895x + 0.7105,
0.7895x + 0.1895,
0.1]
[0.2105x + 0.2053,
—0.3947x + 0.8026,
0.1842x — 0.0079]

[~0.0125x% + 0.05x -+ 0.3625,

0.025x% — 0.15x + 0.525,
—0.0125x2 + 0.1x + 0.1125)
[~0.01x2 + 0.13x — 0.1,
0.0067x2 — 0.12x + 0.8333,
0.0033x2 — 0.01x + 0.2667]

[~0.004x + 0.25,
—0.006x + 0.35,
0.01x + 0.4]
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Table 12. Single factor evaluation of personal conduct indexes.

Second-Level Indexes Dimension Single Factor Evaluation Vectors
None
Criminal record 14, (x=0) [0,0,1]
One and more times [0.1365 In(x) + 0.7138,
(x>1) ~0.1051n(x) +0.2291,
—0.03151In(x) 4 0.0571]
None
Default 14 (x=0) 0,0,1]
One and more times [0.2756 In(x) + 0.294,
(x>1) —0.2311In(x) + 0.6037,
—0.0446In(x) + 0.1023]
None
Awards uy3 (x=0) [0.6,0.3,0.1]
One and more times [—0.066 In(x) + 0.1494,
x>1) —0.0851n(x) + 0.2253,
0.1511n(x) + 0.6253]
None 0,0,1]
Bad record of security check 144 (x=0) it
One and more times [0.29741n(x) + 0.2469,
x>1) —0.253In(x) + 0.6508,

—0.04441In(x) + 0.1023]

Table 13. Single factor evaluation of civil aviation travel record indexes.

Second-Level Indexes Dimension Single Factor Evaluation Vectors
0-10 times [—0.0245x + 0.7388,
. (0<x<10) 0.0133x +0.1582,
Annual number of flights us5; 0.0112x + 0.103]
11-20 times [—0.0265x 4 0.7371,
(11 < x <20) 0.32,
0.0265x — 0.0571]
More than 20 times [—0.199In(x) + 0.7952,
(x > 20) —0.156In(x) + 0.7143,
0.355In(x) — 0.5095]
((’xyf%r)‘ [0.6,0.2,0.2]
Aviation insurance amount usp 20 ten tho;san d vuan
y [0.3,0.3,0.4]
(x=20)
40ten thousand yuan [0.271In(x) — 0.6235,
(x > 40) —0.106 In(x) 4 0.7395,

Flight information us3

Ticket type usy

Time of buying tickets us5

Method of buying tickets us6

Destination or origin without
terrorist attacks in x years

Round-trip ticket
One-way ticket
1 day before departure (inclusive)
(x<1)

1-3 days before departure
1<x<3)

4-7 days before departure
4<x<7)

8-14 days before departure
(8<x<14)

More than 14 days before
departure
(x>14)

Online payment
Cash payment

—0.1651In(x) + 0.884]
[0.0014x2 — 0.0642x + 0.7532,
—0.0014x2 + 0.0146x + 0.2933,
0.0496x — 0.0465

[0.3,0.3,0.4]
[0.4,03,0.3]
[—0.5407x + 0.8187,

0.3297x + 0.1593,
0.211x +0.022)]
[03,
—0.1x + 0.6,
0.1x +0.1]
[~0.025x + 0.3917,
0.2666,
0.025x + 0.3417]
[—0.035x + 0.56,
0.02x — 0.02,
0.015x + 0.46)

[~0.056In(x) + 0.2271,

—0.097In(x) + 0.5009,

0.1531n(x) + 0.272]
[0.3,0.3,0.4]
[0.5,0.3,0.2]
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2.3.5. Fuzzy Comprehensive Evaluation

The fuzzy comprehensive evaluation model has two levels and adopts a linear
weighted average operator. The first-level fuzzy comprehensive evaluation model is
given by Equation (9), where B; is the fuzzy comprehensive evaluation of the i'th first-level
index, A; is the weight set of the i'th first-level index and R; is the fuzzy relation matrix of
the i'th first-level index.

B; = AiR; )

The second-level fuzzy comprehensive evaluation model takes the results of the first-
level evaluation as the single factor evaluation of the second-level model to make the final
comprehensive evaluation. The second-level fuzzy comprehensive evaluation model is
given by Equation (10), where B is the second-level fuzzy comprehensive evaluation, A
is the weight set, R = [By, By, - - -, Bm]T is the second-level fuzzy relation matrix, and B; is
the fuzzy comprehensive evaluation of the i'th first-level index.

ARy
B:AR:A‘?& (10)

AmRpy

Finally, the results are evaluated and analyzed according to the maximum member-
ship principle.

3. Case Study
3.1. Overview of Examples

Due to the lack of specific sample data, we referred to the relevant research on the
characteristics of Chinese civil aviation passengers and obtained the following conclusions.
The proportion of male passengers is generally higher than that of female passengers. In
terms of age composition, the age interval of 24-50 has the largest number of passengers.
Most of the passengers who choose to travel by plane have higher educational levels, and
the proportion of passengers with low education levels has increased. By analyzing the
professional characteristics of civil aviation passengers, it can be found that the scope of
industries involved is very wide, but a large proportion of passengers are those who work
in private enterprises, state-owned enterprises, foreign-funded enterprises, administrative
organs and institutions. The passengers are mainly middle-and high-income groups, and
the proportion of low-income passengers has increased. The annual number of flights of
most passengers is concentrated in 1-9 times. In terms of the purchase time, the number of
passengers who purchased tickets within three days before departure is the largest. With
the change in payment methods, online payment has gradually replaced the traditional way
of cash payment. Moreover, we referred to the relevant research on terrorists and found
that among terrorists, 97.4% are men and 2.6% are women. Moreover, the average age of
terrorists is about 23 years old. Then, according to the occupation, nationality, age, criminal
record, cash payment, high insurance amounts, large debt, physical illness, religious belief
and other characteristics of high-risk passengers in the attempted bombing in the United
States in 2001, Dalian Air crash on 7 July 2002, the attempted hijacking of Air China flight
CA1505 in 2003, and the attempted hijacking of Tianjin Airlines flight GS7554 in 2012,
as well as the above-mentioned characteristics of general civil aviation passengers and
terrorists, the sample data of high-risk passengers A, B and C, medium-risk passengers D
and E, and low-risk passengers F, G and H are set, as shown in Tables 14-18.
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Table 14. Sample data of passengers (basic background indexes).

Indexes . . .
Gender uqq Ageuy; Nationality u13 Education #14
Passengers
Countries where the annual number
A Male 28 years old . . Bachelor degree
of wars or terrorist attacks x is 3
Countries where the annual number
B Male 37 years old . . College degree
of wars or terrorist attacks x is 1
untries where the annual number unior high school
C Male 30 years old Co eswhere the mbe Junior hig  SEhOO
of wars or terrorist attacks x is 2 education
i h h, 1 . .
D Male 39 years old Countries where t ¢ aniuad nu.mber High school education
of wars or terrorist attacks x is 0
Countries where the annual number
E Male 45 years old . . College degree
of wars or terrorist attacks x is 1
Countries where the annual number
F Female 40 years old . . Master degree
of wars or terrorist attacks x is 0
Countries where the annual number
G Female 65 years old . . Bachelor degree
of wars or terrorist attacks x is 0
Countries where the annual number
H Female 20 years old . . Bachelor degree
of wars or terrorist attacks x is 0
Table 15. Sample data of passengers (personal status indexes).
Indexes . . - . .
Occupation uyq Place of Residence 2> Religious Belief up3  Marital Status up4  State of Health uy5
Passengers
A Freelance work Areas w1thput terrorist Christianity Unmarried Good
attacks in 0 years
. . Areas without terrorist Married with
B Private enterprise attacks in 3 years Islam children Good
C Private enterprise Areas w1thF>ut terrorist Islam Unmarried Good
attacks in 1 year
Areas without terrorist . Divorced with
b Unemployment attacks in 5 years Buddhism children Bad
E Private enterprise Areas w1thput terrorist Buddhism DlVOI:CGd with General
attacks in 8 years children
. . Areas without terrorist Married with
F Administrative organ attacks in 10 years None children Good
. Areas without terrorist Married with
Retirement . None . General
attacks in 15 years children
H Student Areas w1thout terrorist None Unmarried Good
attacks in 12 years
Table 16. Sample data of passengers (economic situation indexes).
Indexes Total Assets u3; Annual Income u3; Debt us; Insurance Amount u34
Passengers
A 8 ten thousand yuan 6 ten thousand yuan 150 ten thousand yuan 0 yuan
B 50 ten thousand yuan 15 ten thousand yuan 200 ten thousand yuan 3 ten thousand yuan
C 10 ten thousand yuan 8 ten thousand yuan 100 ten thousand yuan 1 ten thousand yuan
D 5 ten thousand yuan 4 ten thousand yuan 50 ten thousand yuan 0.5 ten thousand yuan
E 50 ten thousand yuan 15 ten thousand yuan 80 ten thousand yuan 5 ten thousand yuan
F 300 ten thousand yuan 25 ten thousand yuan 30 ten thousand yuan 10 ten thousand yuan
G 100 ten thousand yuan 12 ten thousand yuan 0 yuan 30 ten thousand yuan
H 10 ten thousand yuan 3 ten thousand yuan 0 yuan 20 ten thousand yuan
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Table 17. Sample data of passengers (personal conduct indexes).
Indexes .. .
Criminal Record 147 Default 1y, Awards uy3 Bad Record of Security Check 144
Passengers
A 2 times 1 time None 1 time
B 1 time 2 times None 2 times
C 1 time None None 2 times
D None 1 time None 1 time
E None 1 time None 1 time
F None None 2 times None
G None None 1 time None
H None None 3 times None
Table 18. Sample data of passengers (civil aviation travel record indexes).
Indexes Annual Number Aviation Insurance Flight Ticket Tvoe Time of Method of
Passengers of Flights us; Amount us Information us3 ypeiss Buying Tickets us5  Buying Tickets us¢
Destination or
. origin without g . 1/12 days before
A 5 times 0 yuan terrorist attacks in One-way ticket departure Cash payment
0 years
Destination or
. 200 ten origin without . 0.5 days before .
B 10 times thousand yuan  terrorist attacks in One-way ticket departure Online payment
3 years
Destination or
. origin without ~ . 3 days before
C 2 times 0 yuan terrosist attacks in One-way ticket departure Cash payment
1 year
Destination or
. 20 ten origin without . 1 day before .
b 2 times thousand yuan  terrorist attacks in One-way ticket departure Online payment
10 years
Destination or
. 20 ten origin without Round-trip 2 days before .
E 15 times thousand yuan terrorist attacks in ticket departure Online payment
8 years
Destination or
. 20 ten origin without Round-trip 3 days before .
F 20 times thousand yuan terrorist attacks in ticket departure Online payment
15 years
Destination or
. 40 ten origin without Round-trip 7 days before .
G 12 times thousand yuan terrorist attacks in ticket departure Online payment
20 years
Destination or
. 20 ten origin without . 14 days before .
H 5 times thousand yuan  terrorist attacks in One-way ticket departure Online payment

12 years

3.2. Analysis of Examples
3.2.1. Determination of Fuzzy Relation Matrixes

According to the method of determining fuzzy relationship matrixes in Section 2.3.4,
the single factor evaluation vectors of discrete second-level indexes can be determined
by expert evaluation results and Equation (6), and the single factor evaluation vectors of
continuous second-level indexes can be determined by substituting the attribute values of
indexes in the fitting function of the degree of membership in Equation (8). Then, the fuzzy
relationship matrixes of the first-level indexes of the eight passengers in Tables 14-18 are
calculated, and each element of the matrixes keep one decimal place.

Taking passenger A as an example, the relation matrix R1 of basic background indexes,
the relation matrix R2 of personal status indexes, the relation matrix R3 of economic situa-
tion indexes, the relationship matrix R4 of personal conduct indexes, and the relationship
matrix R5 of civil aviation travel record indexes are, respectively:
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3.2.2. First-Level Fuzzy Comprehensive Evaluation

According to Equation (9) and the relevant data, the first-level fuzzy comprehensive
evaluation of passenger A is made: B; = A; x Ry = [0.4540,0.3351,0.2109],
By = Ap; x Ry = [0.4222,0.3889,0.1889], B3 = Az x Rz = [0.6545,0.2314,0.1141],
By = Ay x Ry = [0.4875,0.4500,0.0625] and Bs = As x Rs = [0.6813,0.2125,0.1062].

3.2.3. Second-Level Fuzzy Comprehensive Evaluation

It can be seen from Equation (10) that the relation matrix of the second-level fuzzy
comprehensive evaluation model is R = [By, B, B3, By, Bs] T, so the second-level fuzzy
comprehensive evaluation of passenger A is B = A x R = [0.5455,0.3464, 0.1081].

Similarly, by using MATLAB to calculate the remaining sample data, it can be obtained that
the second-level fuzzy comprehensive evaluation of passenger B is B = [0.5498, 0.3076, 0.1426],
the second-level fuzzy comprehensive evaluation of passenger Cis B = [0.5229,0.2908, 0.1863],
the second-level fuzzy comprehensive evaluation of passenger D is B = [0.2994, 0.3823,0.3183],
the second-level fuzzy comprehensive evaluation of passenger E is B = [0.2749, 0.3885, 0.3366],
the second-level fuzzy comprehensive evaluation of passenger Fis B = [0.1477,0.1843, 0.6680],
the second-level fuzzy comprehensive evaluation of passenger G is B = [0.1316,0.1627,0.7057],
and the second-level fuzzy comprehensive evaluation of passenger His B = [0.1625,0.1578,0.6797].

3.3. Results Analysis

According to the final calculation results of the fuzzy comprehensive evaluation, it can
be found that passenger A’s degrees of membership with regards to high-risk, medium-risk
and low-risk levels are 54.55%, 34.64% and 10.81%, respectively. Based on the maximum
membership principle, it can be judged that passenger A is a high-risk passenger. Similarly,
passenger B’s degrees of membership with regards to high-risk, medium-risk and low-
risk levels are 54.98%, 30.76% and 14.26%, respectively. Therefore, passenger B is also
a high-risk passenger. Passenger C’s degrees of membership with regards to high-risk,
medium-risk and low-risk levels are 52.29%, 29.08% and 18.63%, respectively, so passenger
C is a high-risk passenger. Passenger D’s degrees of membership with regards to high-
risk, medium-risk and low-risk levels are 29.94%, 38.23% and 31.83%, respectively, so
passenger D is a medium-risk passenger. Passenger E’s degrees of membership with
regards to high-risk, medium-risk and low-risk levels are 27.49%, 38.85% and 33.66%,
respectively. Therefore, passenger E is also a medium-risk passenger. Passenger F’s degrees
of membership with regards to high-risk, medium-risk and low-risk levels are 14.77%,
18.43% and 66.80%, respectively, so passenger F is a low-risk passenger. Passenger G’s
degrees of membership with regards to high-risk, medium-risk and low-risk levels are
13.16%, 16.27% and 70.57%, respectively. Therefore, passenger G is a low-risk passenger.
Passenger H's degrees of membership with regards to high-risk, medium-risk and low-risk
levels are 16.25%, 15.78% and 67.97%, respectively, so passenger H is a low-risk passenger.
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It can be seen from the results that the evaluation results of the established assessment
model for the eight passengers are consistent with the basic assumptions, indicating that the
model can objectively evaluate the risk of passengers and accurately distinguish passengers
with different levels of risk. Compared with the traditional fuzzy comprehensive evaluation
method, this model is easy to operate, and does not require experts to evaluate each index
of passengers one by one. The improved calculation method of single factor evaluation
vectors solves the problem that the fuzzy relation matrixes are difficult to determine, and
realizes the risk classification assessment of passengers.

4. Conclusions

(1) Based on the analysis of classified security check modes, this paper used the com-
prehensive method to establish the index system of passenger risk assessment, and
utilized the analytic hierarchy process and the improved fuzzy comprehensive eval-
uation method to build the assessment model for passenger risk classification. In
addition, the feasibility of the model was verified by experimental results.

(2) Compared with the existing research, the index system of passenger risk assessment
established in this paper is simpler but better. It eliminates redundant indexes and
retains key indexes, improving the efficiency and reliability of the evaluation. The
assessment model for passenger risk classification based on the improved fuzzy
comprehensive evaluation method establishes the standard of single factor evaluation,
which avoids the tedious process of evaluating a large number of passengers and
improves the evaluation efficiency to a certain extent.

(3) However, there are some problems in the established index system of passenger risk
assessment because of the lack of relevant data. Moreover, the selected examples only
preliminarily verify the feasibility of the model in theory. In the future research, the
index system will be tested and structurally optimized based on specific data, and the
evaluation model will be further improved with the real data of passengers to make it
better align with the actual demand.
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Appendix A

Questionnaire on the Weights of Passenger Risk Assessment Indexes

Please rate the first-level indexes and second-level indexes of the passenger risk
assessment index system according to your experience and professional judgment, and tick
the corresponding boxes. The specific rating instructions are as follows:

The 1-9 scale method is used to compare the indexes at the same level in pairs, in which
“1” means that the two indexes are equally important, “3” means that the former index is
slightly more important than the latter, “5” means that the former index is obviously more
important than the latter, “7” means that the former index is strongly important than the
latter, “9” means that the former index is extremely important than the latter, and “2,4,6,8”
is the intermediate value between the above adjacent values.
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Table A1l. First-level indexes.

Importance of Passenger Risk
First-Level Indexes Assessment Indexes

1 2 3 4 5 6 7 8 9

Basic background and Personal status

Basic background and Economic situation

Basic background and Personal conduct

Basic background and Civil aviation travel record

Personal status and Economic situation

Personal status and Personal conduct

Personal status and Civil aviation travel record

Economic situation and Personal conduct

Economic situation and Civil aviation travel record

Personal conduct and Civil aviation travel record

Table A2. Second-level indexes (basic background).

Importance of Passenger Risk Assessment Indexes

Second-Level Indexes
1 2 3 4 5 6 7 8 9

Gender and Age

Gender and Nationality

Gender and Education

Age and Nationality

Age and Education

Nationality and Education

Table A3. Second-level indexes (personal status).

Second-Level Indexes Importance of Passenger Risk Assessment Indexes

1 2 3 4 5 6 7 8 9

Occupation and Place of residence

Occupation and Religious belief

Occupation and Marital status

Occupation and State of health

Place of residence and Religious belief

Place of residence and Marital status

Place of residence and State of health

Religious belief and Marital status

Religious belief and State of health

Marital status and State of health
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Table A4. Second-level indexes (economic situation).

Importance of Passenger Risk Assessment Indexes

1 2 3 4 5 6 7 8 9

Second-Level Indexes

Total assets and Annual income

Total assets and Debt

Total assets and Insurance amount

Annual income and Debt

Annual income and Insurance amount

Debt and Insurance amount

Table A5. Second-level indexes (personal conduct).

Importance of Passenger Risk
Assessment Indexes

1 2 3 4 5 6 7 8 9

Second-Level Indexes

Criminal record and Default

Criminal record and Awards

Criminal record and Bad record of security check

Default and Awards

Default and Bad record of security check

Awards and Bad record of security check

Table A6. Second-level indexes (civil aviation travel record).

Importance of Passenger Risk

Second-Level Indexes Assessment Indexes

1 2 3 4 5 6 78 9

Annual number of flights and Aviation insurance amount

Annual number of flights and Flight information

Annual number of flights and Ticket type

Annual number of flights and Time of buying tickets

Annual number of flights and Method of buying tickets

Aviation insurance amount and Flight information

Aviation insurance amount and Ticket type

Aviation insurance amount and Time of buying tickets

Aviation insurance amount and Method of buying tickets

Flight information and Ticket type

Flight information and Time of buying tickets

Flight information and Method of buying tickets

Ticket type and Time of buying tickets

Ticket type and Method of buying tickets

Time of buying tickets and Method of buying tickets

Appendix B

Questionnaire on the evaluation levels of passenger risk assessment indexes
Please determine the evaluation levels of attribute values of indexes according to your
experience, and tick the corresponding boxes.
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Table A7. Single factor evaluation of basic background indexes.

Indexes

Attribute Values of Indexes

Evaluation Levels

High-risk

Medium-risk  Low-risk

Gender

Male

Female

Age

2 years old

4 years old

6 years old

8 years old

10 years old

12 years old

14 years old

15 years old

16 years old

17 years old

18 years old

20 years old

22 years old

24 years old

26 years old

28 years old

30 years old

35 years old

40 years old

45 years old

50 years old

52 years old

54 years old

56 years old

58 years old

60 years old

65 years old

70 years old

75 years old

80 years old

85 years old

Countries where the annual number of
wars or terrorist attacks is 0

Countries where the annual number of
wars or terrorist attacks is 1

Nationality

Countries where the annual number of
wars or terrorist attacks is 2

Countries where the annual number of
wars or terrorist attacks is 3
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Table A7. Cont.

Indexes

Attribute Values of Indexes

Evaluation Levels

High-risk

Medium-risk  Low-risk

Countries where the annual number of

wars or terrorist attacks is 4

Countries where the annual number of

wars or terrorist attacks is 5

Countries where the annual number of

wars or terrorist attacks is 6

Master degree and above

Bachelor degree

Education

College degree

High school or technical secondary
school education

Junior high school education and below

Table A8. Single factor evaluation of personal status indexes.

Indexes

Attribute Values of Indexes

Evaluation Levels

High-risk

Medium-risk

Low-risk

Occupation

Administrative organ or institution

State-owned enterprise

Private enterprise and others

Unemployment

Place of
residence

Areas without terrorist attacks in 0 years

Areas without terrorist attacks in 1 year

Areas without terrorist attacks in 2 years

Areas without terrorist attacks in 3 years

Areas without terrorist attacks in 4 years

Areas without terrorist attacks in 5 years

Areas without terrorist attacks in 6 years

Areas without terrorist attacks in 8 years

Areas without terrorist attacks in 10 years

Areas without terrorist attacks in 12 years

Areas without terrorist attacks in 14 years

Areas without terrorist attacks in 15 years

Areas without terrorist attacks in 16 years

Areas without terrorist attacks in 18 years

Religious
belief

Islam

Christianity

Buddhism

Others

None
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Table A8. Cont.

Indexes Attribute Values of Indexes Evaluation Levels

High-risk Medium-risk Low-risk

Married with children

Married without children

Marital status Unmarried

Divorced with children

Divorced without children
Bad

State of health General
Good

Table A9. Single factor evaluation of economic situation indexes.

Indexes Attribute Values of Indexes Evaluation Levels

High-risk ~ Medium-risk Low-risk

10
20

30

Total assets/ten 40

thousand yuan 50

60

70

80

100

150

200

300

|| G| | W

Annual 10

income/ten 12

thousand yuan

100
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Table A9. Cont.

Indexes Attribute Values of Indexes Evaluation Levels

High-risk ~ Medium-risk Low-risk

10
20
30
50

Debt/ten
thousand yuan 70

80
100
150
200
300
500

0.3
0.5
0.8

Insurance
amount/ten
thousand yuan

| O1| W | =

Table A10. Single factor evaluation of personal conduct indexes.

Indexes Attribute Values of Indexes Evaluation Levels

High-risk ~ Medium-risk Low-risk

None

1 time

2 times

3 times

4 times

Criminal record
5 times

6 times

7 times

8 times

9 times

10 times
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Table A10. Cont.

Indexes Attribute Values of Indexes Evaluation Levels

High-risk ~ Medium-risk Low-risk

None

1 time

2 times

3 times

4 times

5 times

6 times

Default 7 times

8 times

9 times

10 times

11 times

12 times

13 times

14 times

15 times

None

1 time

2 times

3 times

4 times

5 times

6 times

Awards 7 times

8 times

9 times

10 times

11 times

12 times

13 times

14 times

15 times

None

1 time

2 times

3 times

4 times

Bad record of 5 times
security check

6 times
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Table A10. Cont.

Indexes Attribute Values of Indexes Evaluation Levels

High-risk ~ Medium-risk Low-risk

7 times

8 times

9 times

10 times

11 times

12 times

13 times

14 times

15 times

Table A11. Single factor evaluation of civil aviation travel record indexes.

Indexes Attribute Values of Indexes Evaluation Levels

High-risk Medium-risk Low-risk

2 times

5 times

10 times

12 times

15 times

18 times

20 times

Annual number

5 4
of flights  times

30 times

35 times

40 times

45 times

50 times

55 times

60 times

65 times
0
20
40
60

Aviation 80
insurance

amount/ten 100

thousand yuan 120

140
160
180
200
220
240
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Table A11. Cont.

Indexes

Attribute Values of Indexes

Evaluation Levels

High-risk

Medium-risk

Low-risk

Flight
information

Areas without terrorist attacks in 0 years

Areas without terrorist attacks in 1 year

Areas without terrorist attacks in 2 years

Areas without terrorist attacks in 3 years

Areas without terrorist attacks in 4 years

Areas without terrorist attacks in 5 years

Areas without terrorist attacks in 6 years

Areas without terrorist attacks in 8 years

Areas without terrorist attacks in 10 years

Areas without terrorist attacks in 12 years

Areas without terrorist attacks in 14 years

Areas without terrorist attacks in 15 years

Areas without terrorist attacks in 16 years

Areas without terrorist attacks in 18 years

Ticket type

Round-trip ticket

One-way ticket

Time of buying
tickets

1/12 days before departure

0.5 days before departure

1 day before departure

2 days before departure

3 days before departure

5 days before departure

7 days before departure

8 days before departure

10 days before departure

12 days before departure

14 days before departure

20 days before departure

30 days before departure

40 days before departure

50 days before departure

60 days before departure

Method of
buying tickets

Online payment

Cash payment

Appendix C

The data obtained from the questionnaire in Appendix B are as follows. The numerical
values in the tables are the proportions of the number of experts who judge the attribute
values of indexes belonging to the evaluation levels to all the experts. Figures of the fitting
functions corresponding to the single factor evaluation vectors of the other continuous
second-level indexes except age are also included.
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Table A12. Single factor evaluation of basic background indexes.

Indexes Attribute Values of Indexes Evaluation Levels
High-risk Medium-risk Low-risk
Male 0.4 0.3 0.3
Gender
Female 0.2 0.3 0.5
2 years old 0 0 1
4 years old 0 0 1
6 years old 0 0 1
8 years old 0 0.1 0.9
10 years old 0 0.1 0.9
12 years old 0 0.2 0.8
14 years old 0.1 0.1 0.8
15 years old 0.1 0.2 0.7
16 years old 0.2 0.2 0.6
17 years old 0.2 0.3 0.5
18 years old 0.3 0.3 0.4
20 years old 0.3 0.3 0.4
22 years old 0.3 0.3 0.4
Age 24 years old 0.4 0.3 0.3
26 years old 04 0.3 0.3
28 years old 0.5 0.3 0.2
30 years old 0.6 0.2 0.2
35 years old 0.6 0.3 0.1
40 years old 0.5 0.3 0.2
45 years old 0.4 0.4 0.2
50 years old 0.4 0.3 0.3
52 years old 04 0.3 0.3
54 years old 0.4 0.3 0.3
56 years old 0.3 0.3 0.4
58 years old 0.3 0.3 0.4
60 years old 0.2 0.3 0.5
65 years old 0.2 0.3 0.5
70 years old 0.2 0.2 0.6
75 years old 0.1 0.3 0.6
80 years old 0.1 0.2 0.7
85 years old 0.1 0.1 0.8
Comies here o amberel
Comts where e ammu mber ol
Countries where the.e annual ngmber of 06 03 01
wars or terrorist attacks is 2
Natoraly  Countes wher e ampur mamberof g, :
Countries where thg annual ngmber of 07 03 0
wars or terrorist attacks is 4
Countries where the annual number of
wars or terrorist attacks is 5 08 02 0
Countries where the annual number of 09 01 0

wars or terrorist attacks is 6
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Table A12. Cont.

Indexes Attribute Values of Indexes Evaluation Levels
High-risk Medium-risk Low-risk
Master degree and above 0.2 0.3 0.5
Bachelor degree 0.3 0.3 0.4
Education College degree 04 0.3 0.3
High school or techniczfll secondary 05 03 02
school education
Junior high school education and below 0.6 0.2 0.2

Table A13. Single factor evaluation of personal status indexes.

Indexes Attribute Values of Indexes Evaluation Levels

High-risk Medium-risk Low-risk

Administrative organ or institution 0.2 0.3 0.5
Occupation State-owned enterprise 0.2 0.4 0.4
Private enterprise and others 0.3 0.5 0.2
Unemployment 0.6 0.3 0.1
Areas without terrorist attacks in 0 years 0.8 0.2 0
Areas without terrorist attacks in 1 year 0.7 0.3 0
Areas without terrorist attacks in 2 years 0.6 0.4 0
Areas without terrorist attacks in 3 years 0.6 0.3 0.1
Areas without terrorist attacks in 4 years 0.5 0.3 0.2
Areas without terrorist attacks in 5 years 04 0.3 0.3
Plgce of Areas without terrorist attacks in 6 years 0.4 0.4 0.2
residence
Areas without terrorist attacks in 8 years 0.3 0.4 0.3
Areas without terrorist attacks in 10 years 0.3 0.3 0.4
Areas without terrorist attacks in 12 years 0.2 0.3 0.5
Areas without terrorist attacks in 14 years 0.2 0.2 0.6
Areas without terrorist attacks in 15 years 0.1 0.2 0.7
Areas without terrorist attacks in 16 years 0.1 0.1 0.8
Areas without terrorist attacks in 18 years 0 0.1 0.9
Islam 0.5 0.4 0.1
Christianity 04 0.4 0.2
Religious belief Buddhism 0.3 0.5 0.2
Others 0.3 0.4 0.3
None 0.2 0.3 0.5
Married with children 0.2 0.3 0.5
Married without children 0.3 0.3 0.4
Marital status Unmarried 0.3 0.4 0.3
Divorced with children 0.3 0.5 0.2
Divorced without children 0.5 0.3 0.2
Bad 0.2 0.3 0.5
State of health General 0.4 03 0.3

Good 0.5 0.3 0.2
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Table A14. Single factor evaluation of economic situation indexes.

Indexes Attribute Values of Indexes Evaluation Levels
High-risk ~ Medium-risk =~ Low-risk

5 0.8 0.2 0
8 0.8 0.1 0.1
10 0.8 0.1 0.1

20 0.7 0.3 0
30 0.7 0.2 0.1
Total assets/ten 40 0.6 03 0.1
thousand yuan 50 0.6 0.2 0.2
60 0.5 0.3 0.2
70 0.4 0.3 0.3
80 0.3 04 0.3
100 0.3 0.3 0.4
150 0.3 0.3 0.4
200 0.2 0.3 0.5
300 0.2 0.2 0.6

3 0.8 0.2

4 0.7 0.3 0
5 0.6 0.3 0.1
6 0.6 0.2 0.2
8 0.5 0.3 0.2
Annual 10 0.4 0.3 0.3
income/ten 12 0.3 0.3 04
thousand yuan 15 02 04 04
20 0.2 0.3 0.5
25 0.2 0.3 0.5
30 0.2 0.2 0.6
40 0.1 0.3 0.6
60 0.1 0.2 0.7
80 0.1 0.1 0.8
100 0 0.1 0.9
0 0 0.1 0.9
10 0.2 0.2 0.6
20 0.2 0.3 0.5
30 0.3 04 0.3
Debt/ten 50 0.3 0.6 0.1
thousand yuan 70 0.4 0.4 02
80 0.4 0.5 0.1
100 0.5 0.4 0.1
150 0.6 0.3 0.1
200 0.7 0.2 0.1

300 0.8 0.1 0.1




Appl. Sci. 2022, 12, 9580 320f 48

Table A14. Cont.

Indexes Attribute Values of Indexes Evaluation Levels
High-risk ~ Medium-risk =~ Low-risk

500 0.9 0.1 0
0 0.7 0.2 0.1
0.3 0.5 0.4 0.1
0.5 0.3 0.6 0.1
0.8 0.4 0.5 0.1
Insurance 1 0.4 0.4 0.2

amount/ten

thousand yuan 3 04 03 03
5 0.3 0.4 0.3
8 0.3 0.3 0.4
10 0.2 0.3 0.5
20 0.2 0.2 0.6
30 0.1 0.2 0.7
40 0.1 0.1 0.8

Table A15. Single factor evaluation of personal conduct indexes.

Indexes Attribute Values of Indexes Evaluation Levels
High-risk =~ Medium-risk Low-risk
None 0 0 1
1 time 0.7 0.2 0.1
2 times 0.8 0.2 0
3 times 0.9 0.1 0
4 times 0.9 0.1 0
Criminal record 5 times 09 01 0
6 times 1 0 0
7 times 1 0 0
8 times 1 0 0
9 times 1 0 0
10 times 1 0 0
None 0 0 1
1 time 0.3 0.6 0.1
2 times 0.5 0.4 0
3 times 0.6 0.3 0.1
4 times 0.6 0.4 0
5 times 0.7 0.3 0
Default 6 times 0.8 0.2 0
7 times 0.9 0.1 0
8 times 0.9 0.1 0
9 times 0.9 0.1 0
10 times 0.9 0.1 0
11 times 1 0 0
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Table A15. Cont.

Indexes Attribute Values of Indexes Evaluation Levels
High-risk ~ Medium-risk =~ Low-risk
12 times 1 0 0
13 times 0 0
14 times 1 0 0
15 times 1 0 0
None 0.6 0.3 0.1
1 time 0.2 0.2 0.6
2 times 0.1 0.2 0.7
3 times 0.1 0.1 0.8
4 times 0 0.1 0.9
Awards 5 times 0 0.1 0.9
6 times 0 0.1 0.9
7 times 0 0.1 0.9
8 times 0 0.1 0.9
9 times 0 0 1
10 times 0 0 1
11 times 0 0 1
12 times 0 0 1
13 times 0 0 1
14 times 0 0 1
15 times 0 0 1
None 0 0 1
1 time 1 0.2 0.7
2 times 2 0.5 0.4
3 times 3 0.6 0.3
4 times 4 0.6 0.4
5 times 5 0.7 0.3
Bad record of 6 times 6 08 0.2
security check 7 times 7 0.9 0.1
8 times 8 0.9 0.1
9 times 9 0.9 0.1
10 times 10 0.9 0.1
11 times 11 1 0
12 times 12 1 0
13 times 13 1 0
14 times 14 1 0
15 times 15 1 0
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Table A16. Single factor evaluation of civil aviation travel record indexes.
Indexes Attribute Values of Indexes Evaluation Levels
High-risk Medium-risk Low-risk
2 times 0.7 0.2 0.1
5 times 0.6 0.2 0.2
10 times 0.5 0.3 0.2
12 times 0.4 0.3 0.3
15 times 0.3 0.4 0.3
18 times 0.3 0.3 0.4
20 times 0.2 0.3 0.5
Annual number of flights 25 times 02 02 0.6
30 times 0.1 0.2 0.7
35 times 0.1 0.1 0.8
40 times 0 0.1 0.9
45 times 0 0.1 0.9
50 times 0 0.1 0.9
55 times 0 0.1 0.9
60 times 0 0.1 0.9
65 times 0 0.1 0.9
0 0.6 0.2 0.2
20 0.3 0.3 0.4
40 04 0.3 0.3
60 0.5 0.3 0.2
80 0.6 0.2 0.2
Aviation insurance 100 06 03 01
amount/ten thousand yuan 120 0.6 04 0
140 0.7 0.2 0.1
160 0.7 0.3 0
180 0.8 0.1 0.1
200 0.8 0.2 0
220 0.9 0.1 0
240 0.9 0.1 0
Areas without terrorist attacks in 0 years 0.8 0.2 0
Areas without terrorist attacks in 1 year 0.7 0.3 0
Areas without terrorist attacks in 2 years 0.6 0.4 0
Areas without terrorist attacks in 3 years 0.6 0.3 0.1
Areas without terrorist attacks in 4 years 0.5 0.3 0.2
Areas without terrorist attacks in 5 years 04 0.3 0.3
Flight information Areas without terrorist attacks in 6 years 0.4 0.4 0.2
Areas without terrorist attacks in 8 years 0.3 04 0.3
Areas without terrorist attacks in 10 years 0.3 0.3 0.4
Areas without terrorist attacks in 12 years 0.2 0.3 0.5
Areas without terrorist attacks in 14 years 0.2 0.2 0.6
Areas without terrorist attacks in 15 years 0.1 0.2 0.7
Areas without terrorist attacks in 16 years 0.1 0.1 0.8
Areas without terrorist attacks in 18 years 0 0.1 0.9
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Table A16. Cont.

Indexes Attribute Values of Indexes Evaluation Levels
High-risk Medium-risk Low-risk
) Round-trip ticket 0.3 0.3 04
Ticket type One-way ticket 0.4 0.3 0.3
1/12 days before departure 0.8 0.2 0
0.5 days before departure 0.5 0.3 0.2
1 day before departure 0.3 0.5 0.2
2 days before departure 0.3 04 0.3
3 days before departure 0.3 0.3 0.4
5 days before departure 0.3 0.2 0.5
7 days before departure 0.2 0.3 0.5
Time of buying tickets 8 days before departure 0.3 0.1 0.6
10 days before departure 0.2 0.2 0.6
12 days before departure 0.1 0.3 0.6
14 days before departure 0.1 0.2 0.7
20 days before departure 0 0.3 0.7
30 days before departure 0.1 0.1 0.8
40 days before departure 0 0.2 0.8
50 days before departure 0 0.1 0.9
60 days before departure 0 0.1 0.9
Online payment 0.3 0.3 04

Method of buying ticket
ethod of buying tickets Cash payment 0.5 0.3 0.2
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Figure A1. Single factor evaluation for the index of nationality.
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Figure A5. Single factor evaluation for the index of total assets (30-50 (inclusive) ten thousand yuan).
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Figure A6. Single factor evaluation for the index of total assets (50-100 (inclusive) ten thousand yuan).
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Figure A7. Single factor evaluation for the index of total assets (more than 100 ten thousand yuan).
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Figure A12. Single factor evaluation for the index of annual income (more than 40 ten thousand yuan).
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Figure A14. Single factor evaluation for the index of debt (20-50 (inclusive) ten thousand yuan).
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Figure A16. Single factor evaluation for the index of debt (100-200 (inclusive) ten thousand yuan).
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Figure A17. Single factor evaluation for the index of debt (more than 200 ten thousand yuan).
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Figure A18. Single factor evaluation for the index of insurance amount (0-0.5 (inclusive) ten thou-
sand yuan).
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Figure A19. Single factor evaluation for the index of insurance amount (0.5-1 (inclusive) ten thou-

sand yuan).
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Figure A20. Single factor evaluation for the index of insurance amount (1-5 (inclusive) ten thou-
sand yuan).
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Figure A21. Single factor evaluation for the index of insurance amount (5-10 (inclusive) ten thou-
sand yuan).
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Figure A22. Single factor evaluation for the index of insurance amount (more than 10 ten thou-
sand yuan).
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Figure A23. Single factor evaluation for the index of criminal record (one and more times).
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Figure A27. Single factor evaluation for the index of annual number of flights (0-10 times).
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Figure A28. Single factor evaluation for the index of annual number of flights (11-20 times).
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Figure A30. Single factor evaluation for the index of aviation insurance amount (40 ten thousand
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Figure A31. Single factor evaluation for the index of time of buying tickets (1 day before departure).
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Figure A32. Single factor evaluation for the index of time of buying tickets (1-3 days before departure).
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Figure A33. Single factor evaluation for the index of time of buying tickets (4-7 days before departure).
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Figure A34. Single factor evaluation for the index of time of buying tickets (8-14 days before departure).
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