

  applsci-12-04088




applsci-12-04088







Appl. Sci. 2022, 12(8), 4088; doi:10.3390/app12084088




Article



Classifying Malicious Documents on the Basis of Plain-Text Features: Problem, Solution, and Experiences



Jiwon Hong 1[image: Orcid], Dongho Jeong 2[image: Orcid] and Sang-Wook Kim 1,*[image: Orcid]





1



Department of Computer Science, Hanyang University, Seoul 04763, Korea






2



Department of Artificial Intelligence, Hanyang University, Seoul 04763, Korea









*



Correspondence: wook@hanyang.ac.kr







Academic Editor: Shi-Jinn Horng



Received: 28 February 2022 / Accepted: 15 April 2022 / Published: 18 April 2022



Abstract

:

Cyberattacks widely occur by using malicious documents. A malicious document is an electronic document containing malicious codes along with some plain-text data that is human-readable. In this paper, we propose a novel framework that takes advantage of such plaintext data to determine whether a given document is malicious. We extracted plaintext features from the corpus of electronic documents and utilized them to train a classification model for detecting malicious documents. Our extensive experimental results with different combinations of three well-known vectorization strategies and three popular classification methods on five types of electronic documents demonstrate that our framework provides high prediction accuracy in detecting malicious documents.
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1. Introduction


The threat of cyberattacks continues to increase. Various types of new cyberattacks are happening every month. Phishing and ransomware attacks are on a steep rise despite the efforts of governments and companies. Various studies to avoid such risks from cyberattacks were conducted [1,2,3,4,5].



Cyberattacks are in most cases ultimately achieved by executable code called malware. In the past, attackers mainly distributed such executable code directly (e.g., by using the autorun feature of an external storage device). However, recently, most systems have been able to easily detect this malicious executable code [6,7]. Therefore, attackers started to distribute the malicious code indirectly by hiding it inside the electronic document delivered through the web or e-mails [7,8,9].



The electronic document having the malicious code is called a malicious document. There have been a number of efforts on the detection of malicious documents in the literature [1,2,3,8,10]. Many of them perform detection by finding signatures for mostly encrypted malicious code in documents. However, in many cases, malicious documents contain plaintext data in addition to the malicious code, as in normal (i.e., benign) electronic documents [8,10].



Generally, plaintext data in a malicious document are used to disguise the document as a benign one [2,8,11]. However, even among plaintext data, in many cases, we could find signatures that are beneficial in determining whether the document is malicious [12]. Such signatures include reusing sentences, techniques, and habits that had been used in previous malicious documents by a group of attackers.



Our contributions in this paper are summarized as follows:




	
We propose a malicious-document classification framework that only exploits plaintext data. Our proposed framework extracts plaintext features from given malicious or benign electronic documents and builds vector representations of the documents (i.e., vectorization). After that, it trains a classification model by using the vector representations of all documents. By applying the trained model to an unseen (new) document, our framework predicts whether the target document is malicious.



	
We designed our proposed framework to be capable of adopting various vectorization strategies and classification methods. We adopted three well-known vectorization strategies (i.e., bag of words (BoW), term frequency-inverse document frequency (TF-IDF), and Word2Vec) and three popular classification methods (i.e., deep neural networks (DNNs), support vector machines (SVMs), and decision trees) in this paper.



	
We show that the proposed framework works well in practice. We carefully evaluate the effectiveness of our framework equipped with different combinations of vectorization strategies and classification methods by conducting extensive experiments on five types of electronic documents. Experimental results demonstrate that our framework provides accuracy higher than 98% in detecting malicious documents.








Furthermore, since our proposed framework successfully detects malicious documents by exploiting only the plaintext data without using the signature of malicious codes, it can be easily combined with those methods that utilize only the signature of malicious codes, thereby utilizing both plaintext data and the signature of malicious codes for detecting malicious documents.



The paper is organized as follows: Section 2 briefly introduces the concept of a malicious document, and Section 3 presents our framework of malicious-document detection using plaintext features. Section 4 evaluates the effectiveness of the proposed framework by using different types of real-world document sets. Lastly, Section 5 summarizes and concludes our paper.




2. Malicious Code and Malicious Documents


In general, the word ‘malware’ indicates both malicious code and malicious documents. Most cyberattacks are ultimately performed by malicious code, which is basically executable code that exists as a portable executable (PE) file [13]. There could also be malicious code that is fileless malware stored in the system configuration file or registry in the form of shellcode [11]. When a system is compromised by malicious code, sensitive information in the system may be stolen or destroyed, or important files may be encrypted (e.g., ransomware). In addition, an attacker can remotely manipulate a compromised system to perform malicious tasks, such as attacking other systems.



Traditionally, approaches most widely used to deliver malware include deceiving a legitimate user to copy it and exploiting a security hole in the system such as the autorun of an external storage device [1,7,13]. Attackers commonly try to use web pages, e-mail messages, and attachment files as attack vectors for malware distribution [8,11,14].



Figure 1 depicts these recent attack vectors. The attacker (1) plants malicious code into electronic documents, (2) delivers them through a webpage, an e-mail, or a message disguised as a benign one to a victim, and convinces the victim to download and open the electronic document file [11]. When the victim (3) opens the malicious document using a legitimate but vulnerable program, the malicious code hidden inside the document (4) is activated and compromises the system. The most common file types used to convey such cyberattacks include hypertext markup language (HTML) [14], extensible markup language (XML) [14], rich text format (RTF) [15], e-mail (EML) [16], Microsoft Word (DOC) [17], Microsoft Excel (XLS) [17], and portable document format (PDF) [12]. Such electronic documents used in attack vectors are called malicious documents [14,18].



Malicious documents are used in attack vectors instead of executable files mainly because they are easier to be disguised than executable files are. Malicious documents contain some or all of the malicious code that performs the actual cyberattack in an encrypted state or downloads actual malicious code via the network (i.e., called drop). However, malicious documents are not executable by themselves, thereby bypassing the traditional signature-based detection of malicious PE files. Such malicious documents may not be detected by antivirus software, firewalls, or intrusion prevention systems (IPS).



Malicious documents contain plaintext data in addition to malicious code for the actual cyberattack. In such plaintext data, there exist specified attributes in the electronic document format (e.g., tags for an HTML file and control keywords for an RTF file) and text contents intended to be readable by humans (e.g., the body of an e-mail message). Format-specific attributes are not intended to be executable but may convey executable malicious code. Attackers may use plaintext contents to disguise the document as legitimate.



In this paper, we address how to detect malicious documents by exploiting these plaintext features. Our scope covers the accurate detection of malicious documents in five types of electronic documents commonly used in attack vectors: HTML, XML (including XHTML), EML (e-mail message), RTF, and Visual Basic for Application (VBA).




3. Malicious Document Classification


In this section, we present our proposed framework of detecting malicious documents by using plaintext features in detail.



3.1. Overview


We propose a simple but effective two-step classification framework to detect malicious documents containing plaintext features. Figure 2 shows the overview of the proposed framework composed of two steps: (1) feature extraction and (2) classification.



In the feature extraction step, (1) we first preprocess the given set of documents to read their plaintext data properly. Then, (2) we perform tokenization to extract only plaintext features from the electronic document. After that, (3) we construct a vector representation for each document on the basis of extracted plaintext features by applying a text analysis technique. The detailed process is described in Section 3.3.



In the classification step, (4) a classification model is trained with the obtained vector representations of the training samples (i.e., documents with class labels). (5) By using the trained classification model, our framework predicts whether a given (unknown) document is malicious or not. The detailed process is described in Section 3.4.




3.2. Electronic Documents


In the field of natural-language processing (NLP), a document conceptually indicates a group of text that human beings can understand. A document is made up of multiple sentences, each of which subsequently consists of words. Most text analysis techniques simply consider a document as a sequence of words. Text analysis techniques attain the vector representations of words that appear in the entire corpus, aggregating them to obtain the vector representation of the document for its classification [19,20,21,22].



An electronic document corresponds to a computer file whose content is a document. An electronic document has a specific structure that allows for itself to be processed by a particular computer program (e.g., word processor, web browser, and/or e-mail client). This structure has two types of elements: plaintext is text that human beings can understand; attributes are those used to specify how the plaintext is displayed in a document or to express information other than plaintext (e.g., figures, tables, and other documents). Common examples of attributes include HTML tags and the markdown formatting syntax.



Plaintext is encoded in various character encodings (e.g., extended ASCII encodings and UTF-8 encoding) and stored as a byte array in an electronic document file. The human-readable text is obtained by decoding these byte strings with an appropriate encoding. Similarly, attributes are also encoded in various ways and stored as a byte array in the file. Generally, attributes surround or are included in the plaintext; so, plaintext and attributes appear alternately in a document.



In the following sections, we briefly describe the structures of the most common file types used to convey cyberattacks.



3.2.1. HTML and XML


HTML is a language for marking up documents to be shown in a web browser. HTML files have the .html extension. Although XML is a more general-purpose markup language than HTML, we mainly cover extensible hypertext markup language (XHTML) files with the .xml extension and consider them to be documents displayed in a web browser similar to HTML. In these two markup languages, attributes constituting the structure of a document are the words surrounded by ‘<’ and ‘>’, which are called tags. These tags surround plaintext meant to be shown to the user.




3.2.2. EML


The .eml extension is used by e-mail clients such as Windows Mail, Microsoft Outlook, and Mozilla Thunderbird to store e-mail messages. In an EML file, header fields store the information such as the sender or receiver of the message and the date of transmission. The message body and attachments are stored together according to the multipurpose Internet mail extensions (MIME) standard. Among the message body and attachments, we decode only those with a MIME type starting with ‘text/’ with the specified encoding, using them as plaintext data. Data in header fields are treated as attributes.




3.2.3. RTF


RTF is a document format commonly used by various word processors. RTF contains attributes called control keywords that start with a ‘\’. With the proper encoding, we could decode both control keywords and plaintext data into human-readable texts.




3.2.4. VBA


VBA is a scripting language used in various Microsoft applications; unlike aforementioned file types, it is not generally considered to be electronic documents. However, files with the .vba extension are composed of human-readable scripts and are used in various cyberattacks as a common attack vector. Each VBA file is regarded as a document with keywords and plaintext strings constituting the language syntax of VBA as words.



Table 1 shows the sample plaintext contents of each file type above. In many cases, a cyberattack using an electronic document tries to hide the actual cyberattack code in attributes to exploit the vulnerability when the program used to open the file renders a particular attribute [15]. We equally regarded words from plaintext and attributes as words, so that the arrangement of these words represents an electronic document.





3.3. Feature Extraction


This subsection discusses how to generate a representation vector from each electronic document. We considered each electronic document as a list of words (both plaintext and attributes), as mentioned in Section 3.2.



3.3.1. Preprocessing


We extracted human-readable text from a target document by using its appropriate encoding on the basis of its file type. First, we established the encoding of a file by using the description in the file or encoding predictor. Then, we decoded the file to convert it into Unicode text. We applied this process recursively to decode MIME data for EML files. We read each file and stored the extracted plaintext into Unicode byte arrays with predicted encoding.




3.3.2. Tokenization


To extract and build the list of words from a plaintext chunk, we performed tokenization [23,24]. After preprocessing, we extracted the words from these Unicode byte arrays by using regular expressions [25]. In most target file types, both words for attributes and plaintext are separated by whitespace characters and nonalphanumeric characters (e.g., ‘\’, ‘″’, ’>’, and ‘<’). We performed tokenization by writing a regular expression suitable for each file type.



Lastly, we removed too-long tokens and tokens with appearances less than a certain number from the entire corpus [26]. We could thus safely remove nonplaintext tokens such as binary code or images.




3.3.3. Vectorization


In order to apply a classification model to detect malicious documents, we need to represent the documents as vectors. To this end, existing text analysis techniques first build a vector representation of each word in the corpus, aggregating vectors of words included in a document to build a vector representation of the document. We use the three following well-known techniques in our framework for this document vectorization.



Bag of words (BoW) is a document representation technique widely used in NLP and information retrieval fields. In BoW vectorization, each word included in the corpus is encoded as a one-hot vector with a length equal to the number of words included in the corpus [27]. Each document becomes a sum of vectors of words included in the document. In the document vector obtained with the BoW technique, the value corresponding to a word appearing in the document is set as 1, and the value corresponding to a word not appearing in the document is set as 0. The time complexity of BoW vectorization is   O ( N l + N V )  , where N is the size of the dataset, l is the number of tokens in each sample, and V is the size of the global vocabulary (e.g., the size of feature vector dimension).



Term Frequency-Inverse Document Frequency (TF-IDF) is another vectorization technique that considers the importance of each word within the corpus [28,29]. In TF-IDF, a document is represented as a vector with the length same as the number of words included in the corpus. An element of the document vector has a value multiplied by   T  F  w , d    , which indicates the frequency with which the corresponding word appears in the document, and   I D  F  w , D    , which indicates the importance of the word in the entire corpus.   T  F  w , d     is computed by counting the occurrences of word w in the document d, and   I D  F  w , D     is done by counting the documents containing w, which is scaled logarithmically. The time complexity of TF-IDF vectorization is   O ( 2 N l + N V )  .



Word2Vec is a technique for learning the vector representation of each word in the corpus by using a neural network [30,31]. The vectors of words learned from Word2Vec are located more closely if they have similar meanings within the corpus. Word2Vec extracts a continuous skip-gram [32] from the corpus and then uses it to train a shallow neural network to predict the surrounding words of a given word [30,31]. A vector corresponding to each word is extracted from the projection layer of the neural network learned in this way. Since Word2Vec is a technique for obtaining a vector representation of a word, an additional aggregation step is required to obtain the final document vector. In this paper, we use the sum and average of the word vectors included in a document as the vector representation of the document. The time complexity of vectorization using Word2Vec could be represented as   O ( N C  ( D + D  log 2  V )  )  , where C is the size of the sliding window, D represents the size of the resulting vectors.





3.4. Model Construction


The proposed framework uses classification methods for malicious document detection. As described in Section 3.3, we obtained the document vector of a document in a training corpus. We built a classification model with training documents and used the model to predict whether a given target document is malicious. In this paper, we use three well-known classification models: decision trees, support vector machines (SVMs), and deep neural networks (DNNs).



3.4.1. Decision Tree


The decision tree is a traditional method for classifying a given sample by using a treelike structure. A tree-shaped classification model is generated by using the decision tree induction where it assesses all features in a dataset [33,34,35,36,37]. The class of a given sample can be determined by using this classification model thus built. The decision tree is one of the most intuitive classifiers; looking at a tree helps us in seeing which features most affect a sample’s classification. So, its explainability is considered to be high. The time complexity of the decision tree is   O ( D N log N )  .




3.4.2. SVM


SVM is another classical classification model. SVM can achieve a high level of classification accuracy in a variety of fields and build sophisticated classification models [38,39]. It seeks an ideal hyperplane or a group of hyperplanes that distinguishes the class of data in a given dataset correctly and clearly. The ideal hyperplane is the one with the widest margin between classes, which helps the classifier in reducing future errors. Classification using SVM predicts the class of a given sample by determining the side of the found hyperplane to which the given sample belongs. The training complexity of nonlinear SVM is generally between   O (  N 2  )   and   O (  N 3  )  .




3.4.3. DNN


Recently, thanks to the power of deep learning, various efforts on neural-network-based classification have been undertaken [20,21,40,41]. DNN performs classification by training an artificial neural network with a multilayer structure. Each layer of DNN learns to turn the data it receives into a more abstract and more composite representation. After the neural network is trained, it can be used to predict the class of a given sample in testing. The time complexity of DNN is   O ( N T A B )  , where T represents the number of iterations, A and B represent the input and output dimensions of a hidden layer, respectively.



In summary, we first preprocessed each electronic document into a Unicode text; second, we tokenized each Unicode text into a set of words; third, we built a vector representation of each document with BoW, TF-IDF, or Word2Vec methods; then, we built a classification model with the vectorized set of documents (i.e., the training set) by using the decision tree, SVM, or DNN methods; lastly, we predicted whether each of the given set of unknown documents (i.e., the test set) is malicious by using the classification model.






4. Evaluation


In this section, we evaluate and discuss the effectiveness of the proposed framework. Section 4.1 describes the experimental setup of the evaluation, and Section 4.2 presents and analyzes the results.



4.1. Experimental Setup


4.1.1. Datasets


For evaluation, we used a dataset built by cybersecurity domain experts. For each target file type, the experts crawled 1000 samples from VirusTotal [42] and adjusted the numbers of malicious or benign samples for each file type to be the same (i.e., 500 malicious samples and 500 benign samples). Each dataset was split into five folds by using stratified sampling [43] to perform cross-validation [43]. Then, in each run of cross-validation, words with less than 2 occurrences and those with lengths higher than 30 characters were removed from the corpus of our training set. In the vectorization using BoW and TF-IDF, the length of a document vector (i.e., dimensionality) was set as the number of words remaining in the final corpus of the training set; in vectorization using Word2Vec, it was set as 600, following [30].




4.1.2. Model Parameters in Classification


We conducted our experiments by using various parameters and improvement tactics as follows to build each classification model:




	
Decision tree: we used the classification and regression trees (CART) algorithm [44] and built a decision tree on the basis of Gini impurity. We employ multiple class weight settings of (100:1, 10:1, 1:1, 1:10, and 1:100).



	
SVM: The model was built by using the radial basis function (RBF) kernel and the linear kernel [38,39].



	
DNN: the model in our case uses five layers having 64 units for the document vector obtained from BoW and TF-IDF and 4096 units for the document vector obtained from Word2Vec. The activation function in the intermediate layer uses a rectified linear unit (ReLU) [45], and the sigmoid function was used in the last layer. We used AdaGrad and Adam optimizers [46,47]. We added the batch normalization, drop out, and early stop as improvement tactics [48,49,50]. We set patience parameters to 20, 30, and 40 for early stop.








After performing experiments on the various combinations of parameters above, we show only the result with the best score in each accuracy metric (described later).




4.1.3. Evaluation Metrics


As metrics for evaluating classification model performance, we used accuracy, precision, and recall [51] defined as follows:


     A c c u r a c y     =   t p + t n   t p + t n + f p + f n   ,     



(1)






     P r e c i s i o n     =   t p   t p + f p   ,     



(2)






     R e c a l l     =   t p   t p + f n       



(3)




where   t p  ,   f p  ,   t n  , and   f n   are numbers of true-positive, false-positive, true-negative, and false-negative predictions, respectively [51]. For example,   t p   indicates the number of malicious samples correctly predicted by a model as malicious.





4.2. Results


Table 2 shows the results for five datasets (i.e., HTML, XML, EML, RTF and VBA): each part of the table shows the average accuracy, precision, and recall of all five folds for every combination of a feature extraction method and a classification model. The boldfaced results indicates the best performance for each file type.



In the case of HTML files, the best accuracy and precision were obtained with the combination of DNN with Word2VecAvg. SVM with BoW showed the best recall, but lower accuracy and precision than DNN with Word2VecAvg. For XML files, DNN with BoW achieved 100% accuracy as shown in Table 2. SVM with BoW also showed very high accuracy. In the case of the EML files, DNN with BoW showed the best accuracy and recall. DNN with Word2VecAvg showed 100% precision, but provided unreasonably low recall. In the case of RTF files, BoW presented remarkably high accuracy with both the SVM and the DNN model. Results for VBA files showed reasonably high accuracy both DNN with Word2VecAvg and SVM with BoW.



Results showed mostly reasonably high accuracy for all file types and with most combinations of a feature extraction method and a classification model. As shown in Table 2, lower accuracy was obtained with EML than that with other datasets except for DNN with BoW. A possible reason is that some EML files did not include enough plaintext data for the classification. Word2Vec, a more sophisticated method for vectorization, was not more accurate than simple BoW and TF-IDF. This could have been due to the use of a naive aggregation strategy. Overall, DNN with BoW showed the highest accuracy. Experimental results validated that the proposed framework effectively detects malicious documents in a practical sense.





5. Conclusions and Further Studies


In this paper, we proposed a framework that effectively detects malicious documents by using only plaintext features of electronic documents via text analysis techniques. The proposed framework extracts only human-readable plaintext features from a given document, excluding executable binary, and applies it to classification methods to determine whether it is malicious. To this end, we used three feature extraction strategies and three classification methods in this paper. In addition, we verified the effectiveness of our proposed framework through a series of experiments, which showed that it achieved more than 98% accuracy in detecting malicious documents thanks to the appropriate combination of a feature extraction strategy and a classification method.



As further studies, instead of simply using plaintext features, we improved detection performance by combining our framework with an existing signature-based detection technique for executable code. Adopting the ensemble methods [52,53] could also improve the accuracy of our proposed framework even further. In addition, we also plan to consider and exploit the order of words to obtain more accurate classification.



Another future study is to address real-world data imbalances where the number of malicious documents is significantly lower than that of benign documents.
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Figure 1. Malicious documents used as attack vectors. 
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Figure 2. Overview of the proposed framework. 
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Table 1. Examples of document contents for HTML (XML), EML, RTF, and VBA.
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	File Type
	Plaintext Examples





	HTML

& XML
	…

<div style=“border: 1 px solid #f90; margin: 0–15 px;

padding: 10 px;”>

<h2>Big Size Clothing for Men</h2>

<strong>Clothes sizes from 2XL to 8XL</strong>with

<strong>chest and waist sizes</strong>up to 72 inches.

</div><section class=’home_page_links’>

…



	EML
	…

Content-Type: text/plain; charset=“utf-8”

Content-Transfer-Encoding: quoted-printable

Content-Disposition: inline

Hallo. Im Anhang finden Sie eine Zahlungskopie.

…



	RTF
	…

{\f0\fswiss\fcharset0 Arial;}

{\f1\fmodern Courier New;}

{\colortbl\red0\green0\blue0;\red0\green0\blue255;}

\uc1\pard\plain\deftab360 \f0\fs20 Invio file invoice.xml,

con identificativo 123456789. In allegato il file contenente

la fattura ed il file contenente i metadati.\par

…



	VBA
	…

Set SomeDoc = App.OpenDocumentByCode(“DOC”)

Set rsSomeDoc = SomeDoc.DataSets(“MAIN”)

For i = 0 To rsSomeDoc.Fields.Count − 1

  Fld_Name = rsSomeDoc.Fields.Item(i).Name

  If Left(Fld_Name, 1) = “A” Then

      FldVal(Fld_Name) = rsSomeDoc.FldVal(Fld_Name)

  End if

Next

…
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Table 2. Classification accuracy, precision, and recall.
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Model

	
HTML

	
XML

	
EML




	
Acc.

	
Prec.

	
Rec.

	
Acc.

	
Prec.

	
Rec.

	
Acc.

	
Prec.

	
Rec.




	
Vectorization

	
BoW

	
SVM

	
0.979

	
0.965

	
0.994

	
0.997

	
1.000

	
0.994

	
0.900

	
0.899

	
0.886




	
DT

	
0.975

	
0.986

	
0.970

	
0.996

	
0.992

	
1.000

	
0.836

	
0.845

	
0.829




	
DNN

	
0.987

	
0.998

	
0.980

	
1.000

	
1.000

	
1.000

	
0.965

	
0.964

	
1.000




	
TF-IDF

	
SVM

	
0.934

	
0.952

	
0.914

	
0.991

	
0.990

	
0.992

	
0.875

	
0.889

	
0.838




	
DT

	
0.973

	
0.982

	
0.964

	
0.995

	
0.996

	
0.998

	
0.829

	
0.858

	
0.831




	
DNN

	
0.982

	
0.994

	
0.970

	
0.997

	
1.000

	
0.998

	
0.946

	
0.975

	
0.920




	
W2VSum

	
SVM

	
0.936

	
0.954

	
0.916

	
0.990

	
0.988

	
0.992

	
0.831

	
0.828

	
0.826




	
DT

	
0.920

	
0.920

	
0.920

	
0.988

	
0.992

	
0.992

	
0.798

	
0.791

	
0.810




	
DNN

	
0.973

	
0.996

	
0.950

	
0.980

	
1.000

	
0.992

	
0.770

	
0.919

	
0.962




	
W2VAvg

	
SVM

	
0.936

	
0.950

	
0.948

	
0.990

	
0.988

	
0.992

	
0.842

	
0.834

	
0.826




	
DT

	
0.915

	
0.912

	
0.920

	
0.988

	
0.984

	
0.992

	
0.809

	
0.791

	
0.773




	
DNN

	
0.995

	
1.000

	
0.992

	
1.000

	
1.000

	
1.000

	
0.885

	
1.000

	
0.784




	

	
Model

	
RTF

	
VBA

	




	
Acc.

	
Prec.

	
Rec.

	
Acc.

	
Prec.

	
Rec.

	

	

	




	
Vectorization

	
BoW

	
SVM

	
0.998

	
0.998

	
0.998

	
0.996

	
0.996

	
0.996

	

	

	




	
DT

	
0.997

	
0.998

	
0.996

	
0.991

	
0.992

	
0.992

	

	

	




	
DNN

	
0.998

	
1.000

	
1.000

	
1.000

	
1.000

	
1.000

	

	

	




	
TF-IDF

	
SVM

	
0.991

	
0.990

	
0.992

	
0.985

	
0.974

	
0.996

	

	

	




	
DT

	
0.996

	
0.996

	
0.996

	
0.984

	
0.984

	
0.984

	

	

	




	
DNN

	
0.993

	
1.000

	
0.992

	
0.993

	
1.000

	
0.992

	

	

	




	
W2VSum

	
SVM

	
0.966

	
0.972

	
0.960

	
0.982

	
0.984

	
0.980

	

	

	




	
DT

	
0.966

	
0.970

	
0.974

	
0.979

	
0.973

	
0.986

	

	

	




	
DNN

	
0.952

	
0.952

	
0.958

	
0.924

	
1.000

	
0.968

	

	

	




	
W2VAvg

	
SVM

	
0.955

	
0.976

	
0.984

	
0.990

	
0.990

	
0.990

	

	

	




	
DT

	
0.974

	
0.966

	
0.960

	
0.987

	
0.980

	
0.998

	

	

	




	
DNN

	
0.985

	
0.990

	
0.982

	
0.996

	
0.996

	
0.996
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