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Abstract: With the advancement of smart devices, the operation and communication of smart grids
have become increasingly efficient. Many smart devices such as smart meters, smart transformers, and
smart grid controllers are already widely used in smart grids. Thus, a series of complex architectures
and a series of communication modes have been formed. However, these smart devices will be
exposed to various cyber attacks such as distributed denial of service (DDoS) attack and replay attack.
This is because they are open and dynamic. Therefore, there are serious security problems in the
complex architectures and the communication modes. In this paper, we propose a multi-domain
authentication mechanism based on blockchain cooperation to maintain the security of smart devices.
In this mechanism, we propose a series of methods and algorithms, which include initialization
method based on blockchain cooperative authentication, dynamic change method of intelligent
devices and information, cross-domain authentication algorithm, and cross-domain key cooperative
algorithm. To demonstrate the security and effectiveness of our proposed mechanism, we analysed its
security and conducted a series of simulation experiments. The analysis and simulation experiments
show that our proposed approach is secure and effective.

Keywords: smart grid; cross-domain; blockchain; security

1. Introduction

In general, a smart grid [1] is an energy management system that includes various
energy production, transmission, and distribution devices. It can monitor and control
energy usage in real time and can better integrate renewable and conventional energy
sources. Smart devices for the smart grid, such as smart meters and smart charging posts,
are being deployed in various locations to collect information or trigger events. This brings
great convenience to people’s lives and has become an indispensable part of our daily lives.
For example, we can monitor our electricity consumption in real time through smart meters
and optimize our electricity consumption plans to save energy costs [2]. We can charge our
electric cars through smart charging posts to reduce carbon emissions. We can integrate
renewable energy sources through smart grids for more sustainable energy development,
and so on. Multi-disciplinary smart grid alliances can improve energy use efficiency and
reduce costs, but they also face some security challenges.

Firstly, many of the devices used in the smart grid are resource-constrained, which
means that they are unable to run sophisticated algorithms to improve their security
and are therefore vulnerable to attacks. Secondly, because smart grids are composed of
many heterogeneous components, the communication standards and data formats of these
components are not uniform, which also increases their vulnerability to attacks and threats.
When a smart grid is hacked and compromised, grid information can be stolen or corrupted,
which can cause damage not only to the affected area but also to other areas in terms of
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economic and property damage. Most seriously, this could lead to a collapse of the power
system and even endanger public life and health.

In traditional smart grid authentication schemes, a trusted third party is usually relied
upon to provide cross-domain authentication services. As with a traditional public key
infrastructure (PKI) [3], there is a centralized certificate authority that can issue digital
certificates for smart grid devices. During the cross-domain authentication process, devices
can use this digital certificate to prove their identity. However, this method of cross-domain
authentication also has shortcomings. Firstly, it is highly dependent on a third-party
certificate authority. When this certificate authority is attacked, the entire system can
become unavailable, leading to a single point of failure problem. Secondly, these trusted
third parties may become untrustworthy at some point. For example, some organizations
may compromise the privacy of their users for their own benefit, causing significant damage
to the user. For these reasons, a decentralized, secure, and lightweight cross-domain
authentication access mechanism is needed in a multi-domain smart grid.

Blockchain is essentially a decentralized, distributed, and tamper-evident model of
data sharing and transmission [4]. Its main implementation model is to store asset and
transaction information on a peer-to-peer network. Blockchain has three main features:
decentralization, immutability, and traceability, which enable users or devices to achieve
secure transactions in an untrusted network. Due to these characteristics, its application
scenarios are no longer limited to the financial field [5]. Currently, we can use the pro-
grammable nature of smart contracts to apply blockchain to various scenarios and smart
grid is one of its main application scenarios [6].

Based on the above-mentioned problems faced by cross-domains, we propose a
blockchain-based cross-domain authentication mechanism for multi-domain smart grid
devices by combining the features of blockchain. In this mechanism, smart grids from
different domains form a virtual federation in which devices from different domains can
access each other’s data through cross-domain authentication.

The blockchain in our proposed authentication mechanism uses a federated chain. A
federated chain is a type of blockchain that is formed by multiple institutions or organi-
zations and is under common control. Individuals or organizations wanting to access a
particular federated chain must be authorized to do so. The use of federated chains not
only meets the scenario of a multi-domain smart grid but also the high efficiency of its
consensus algorithm can meet the timeliness of cross-domain authentication. Our main
contributions are as follows.

• We propose a blockchain-based cross-domain authentication mechanism for multi-
domain smart grids. In this mechanism we store the hash of the device’s certificate
in the blockchain, which not only saves storage space but also improves security.
With this mechanism, devices from different domains can be securely and efficiently
authenticated across domains before they can access each other.

• We have a domain manager and a blockchain proxy node in each domain. In particular,
the domain manager is mainly responsible for managing the smart grid devices in its
domain, while the blockchain proxy node is mainly responsible for participating in
the consensus process of the blockchain. In this way, we have improved the efficiency
of cross-domain authentication.

• We performed a comprehensive safety analysis and conducted simulation experiments
to verify the feasibility and efficiency of our proposed solution.

The remainder of the paper is organized as follows. Section 2 describes the related
work. Section 3 is preliminaries, which mainly describe some theoretical knowledge and the
overall structure of our proposed mechanism. Section 4 describes our proposed mechanism
in detail. Section 5 performs a detailed security analysis to illustrate the security of our
proposed mechanism. Section 6 conducts some simulation experiments to evaluate the
efficiency of our proposed mechanism. Section 7 concludes this work.
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2. Related Work

As the smart grid continues to evolve, its complexity continues to increase, while
smart grid devices are also exposed to an increasing number of security threats. Ma-
licious users may affect the operation of the entire smart grid by stealing grid data or
through malicious nodes, which may have serious consequences. To address these security
threats, Dipanwita et al. [7] proposed a novel mutual authentication scheme based on
elliptic curve cryptography aimed at improving the security of the smart grid environment.
Chim et al. [8] proposed a novel authentication scheme for protecting consumer privacy
that uses hash-based message authentication codes, making the authentication process sim-
ple and effective. Li et al. [9] proposed a novel and secure message authentication scheme
for mutual authentication and key establishment between smart grid devices, retaining the
identity of the gateway during message transmission.

Zhang et al. [10] proposed a mitigated authentication protocol based on elliptic curve
cryptography that uses a tamper-resistant device on the smart device side to achieve a
delicate balance between performance and security for privacy protection in the smart
grid. Hasen et al. [11] provide a novel authentication scheme between smart grid utility
networks and home area network smart meters, and provide a new authentication scheme.
A new key management protocol is provided for data communication between utility
servers and customer smart meters. Mahmood et al. [12] proposed a hybrid lightweight
authentication scheme based on Diffie–Hellman, which uses advanced encryption standard
(AES) and RSA (Rivest–Shamir–Adleman) to generate session keys. Zhang et al. [13]
proposed a lightweight anonymous authentication and key negotiation scheme for smart
grids that allows mutual authentication between smart meters and servers, and improves
authentication speed while increasing the anonymity and untraceability of smart meters.

With the development of blockchain, the combination of blockchain technology and
smart grid is becoming more and more popular among researchers. Wang et al. [14]
proposed a blockchain-based mutual authentication and key negotiation protocol for smart
grid systems based on edge computing. Wang et al. [15] focus on solving some of the
authentication problems that still exist in smart grids and combine blockchain, elliptic
curve cryptography, and dynamic join and exit mechanisms to create a reliable and efficient
authentication protocol for smart meters and utility centres.

Vasudev et al. [16] proposed a model for identification and authentication of IoT
(Internet of Things) devices based on blockchain technology in smart grids, and gave a
concrete implementation that enables authentication of devices in a trusted model using
blockchain. Zhong et al. [17] proposed a new distributed authentication and authorization
protocol for smart grids based on blockchain technology that integrates decentralized
features such as centralized authentication and immutable ledgers to achieve identity
authentication and resource authorization for smart grids. Badshah et al. [18] designed
a lightweight authentication key exchange scheme for smart grids that allows secure
communication between smart meters and service providers. In this scheme data is stored
in a secure blockchain network.

Nyangaresi et al. [19] proposed an anonymous key and authentication protocol that
not only meets the security requirements but also has low bandwidth and computational
cost in order to address some of the security issues in the smart grid. Chaudhry et al. [20]
proposed a new demand response managed authentication scheme (DRMAS) that provides
all the necessary security requirements and is resistant to known attacks in order to ensure
the security of the smart grid environment. Badar et al. [21] proposed an identity-based
authentication protocol that can be used for monitoring the power supply network in
a smart grid environment and that is resilient to various cyber attacks and to physical
attacks on sensors. Bera et al. [22] designed a smart grid system supporting the Internet of
Things, a new blockchain-based access control protocol in which data is securely brought
from the respective smart meter to the service provider. Furthermore, the blockchain
network consists of the providers of the service and the protocol is considered secure
against various attacks.



Appl. Sci. 2023, 13, 6831 4 of 14

In this paper we apply blockchain to the authentication of smart grid devices, which
increases the security of the authentication process. In contrast to traditional PKI-based
authentication mechanisms, our authentication mechanism does not rely on specific third-
party applications and there is no threat of single point of failure. In contrast to blockchain-
based authentication mechanisms, we use a federated chain and the hash of the certificate
is stored in the blockchain. Our proposed mechanism is therefore more efficient in terms of
authentication and does not require a lot of storage space.

3. Preliminaries

In this section, we will first introduce some theoretical knowledge. Then, we will detail
the overall architecture of our proposed solution, and explain the roles and responsibilities
of each entity in the architecture.

3.1. Basic Theory
3.1.1. Blockchain

The blockchain is essentially a decentralized distributed database that is tamper-
evident and traceable. Since its emergence, blockchain has been extensively studied by
scholars and is now used for more than just digital currency applications. Due to its
decentralization, tamper-evident, and traceable nature, almost anything of value can be
tracked and traded on a blockchain network. Furthermore, blockchain is not limited to the
financial sector, as its programmable smart contracts can be applied to various scenarios.
One of its main application scenarios is the Internet of Things.

Blockchain can be divided into public blockchain, private blockchain, licensing
blockchain, and federated blockchain. Among them, federated blockchain is one in which
there are multiple organizations that share the responsibility of maintaining the blockchain
and its transactions are faster, thus making it ideal for such scenarios where the IoT crosses
domains. Therefore, our proposed mechanism uses federated blockchain, which ensures
efficiency and security at the same time.

3.1.2. Digital Signature

Digital signatures can be viewed as the inverse application of public key ciphers. A
signature can be generated using a private key, which means only a user with the private
key can create a signature. Verifying a signature requires the public key, which is public and
can be used by all users to verify the signature. If the signature is successfully verified, we
can confirm that the message was sent by the user with the private key and not by any other
user. When there is a dispute between two communicating parties regarding the content or
authenticity of a message, the digital signature becomes a strong piece of evidence.

3.1.3. Hash Functions

With hash functions, regardless of the input of any length of string, the output is a
fixed length of the hash value. Moreover, the hash function has a one-way nature; it is
difficult to get the input of the hash function from the given hash value.

3.2. System Model

This section details the overall architecture of our proposed blockchain-based collab-
orative authentication mechanism between multi-domain smart grid devices, as shown
in Figure 1.

The architecture consists of multiple smart point grid domains, each with roughly the
same structure, including smart meters, a domain manager, and blockchain agent nodes. At
the top of each domain is a blockchain. The type of blockchain we have chosen in this paper
is a federated chain. Each domain sends a blockchain agent node to jointly maintain the
federated chain. The notation is described in Table 1 and each module of the architecture is
described in detail below.
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domain A

Blockchain

domain B

smart meters smart meters

Figure 1. System architecture.

Table 1. Symbol description.

Symbol Description

Di The ith device in domain A
Dj The jth device in domain B

MA and MB Administrator of domain A and B
PA and PB Blockchain proxy nodes of domain A and B

Smart devices: Examples of smart devices are smart meters or smart switches. One
of the main uses of smart meters is to monitor, record, and transmit electrical energy
data. Unlike conventional meters, smart meters are able to monitor the electrical load
and electricity usage in real time and transmit the data to a smart grid centre or relevant
applications via a built-in communication module. Smart switches play a very important
role in the smart grid, ensuring the safe and stable operation of the power system, and
improving its reliability and self-healing capability.

Domain manager: The domain manager is the administrator for each domain and is
unique within each domain with powerful storage and computing capabilities. The domain
manager is responsible for managing smart devices such as smart meters in the domain,
including the joining, updating, and exiting of devices. The domain manager performs
system initialization at the start and generates the necessary parameters for the system.
The domain manager is secure and trusted within the domain.

Blockchain agent nodes: Blockchain agent nodes can interact with domain managers
and devices in the smart grid, with domain managers in each domain working together to
maintain the federated blockchain. The blockchain we use is the federated chain, which
is a permission blockchain where nodes trust each other. The identity information of the
devices, including device certificates, is stored in the blockchain. As the blockchain is
tamper-proof, this ensures that devices without certificates cannot forge them, ensuring
that authentication is secure.
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4. Our Proposed Mechanism

In this section we describe in detail the specifics of the authentication mechanism. The
mechanism consists of four main components: initialization method based on blockchain
cooperative authentication, dynamic change method of intelligent devices and information,
cross-domain authentication algorithm, and cross-domain key cooperative algorithm.

4.1. Design Goals

Our proposed cross-domain authentication mechanism should satisfy the following
design goals.

• Lightweight: Since smart devices in a smart grid have limited resources, our proposed
authentication mechanism should require as few resources as possible to complete the
authentication to meet the needs of most smart devices.

• Security: As the devices in the smart grid are connected via the Internet, it can be
subject to many types of cyber attacks, so the mechanism we propose should be able
to withstand these attacks.

• Mobility: Our proposed mechanism can satisfy the need for cross-domain access.

4.2. Initialization Method Based on Blockchain Cooperative Authentication

The initialization phase is performed by the domain manager of each domain and
its purpose is mainly to generate the necessary parameters needed by the whole system.
Elliptic curve cryptography (ECC) is a public key encryption algorithm based on elliptic
curves. Its essence is to achieve encryption using the discrete logarithm problem. The main
advantage of ECC is to provide faster performance and higher levels of security while
using smaller keys. Therefore, we will use the elliptic curve cryptography algorithm to
generate our keys. Let us take domain A as an example; the initialization method based on
blockchain cooperative authentication is shown below.

First, MA picks an elliptic curve Ep(a, b), where p is a large prime and a, b ∈ Zp. Then,
MA picks a base point G on the elliptic curve. MA then picks a random number rA ←− Zp
in Zp as its private key skA, which is kept strictly secret by MA, and computes the public
key pkA = skA.G. Next, MA chooses a hash function h0, which can be SHA− 1 or a more
secure version. Then, MA signs the above parameters {p, a, b, G, h0} and publishes them to
the blockchain proxy node PA, which then publishes them to the federated chain.

The joining process for other domains is similar to domain A and will not be re-
peated here.

4.3. The Dynamic Change Method of Smart Devices and Information

In the smart device management phase, there are some smart devices joining and log-
ging out, and some device information updates. Each domain administrator only manages
the smart devices in its own domain and is responsible for exchanging information with
other domain administrators. The dynamic change of smart devices and information mainly
include three key activities: device join, device information update, and device logout.

4.3.1. Device Joining

Devices in the smart grid need to rely on a specific domain before they can be accessed
across domains, so devices need to join a specific domain. The domain manager is respon-
sible for managing the joining of devices. Let us take device Di as an example; if device Di
wants to join domain A, as shown in Figure 2, the join process is as follows:

First, the device Di generates a public–private key pair. Device Di picks a random
number ri ←− Zp in Zp as its private key ski and then calculates its public key as pki = ski.G.
Then, Di sends its public key pki, identity IDi, and timestamp ti to MA to apply to join
domain A, where the identity is unique and is different for each device. After MA receives
a request from a device, it first checks the legitimacy of IDi and, if it is not legal, it exits
directly and the device fails to join. If it is legal, MA will generate a certificate for device Di
with the following structure:
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Certi = Sig(IDi||pki||ti)skA (1)

This means that MA uses its private key to sign the identity IDi, public key pki,
and timestamp ti sent by Di, to obtain the certificate Certi of device Di. Then, MA sets
an expiration time Ti for the certificate, usually in days, to prevent the device certificate
from expiring frequently. MA saves the certificates Certi and Ti to the local database,
and calculates the hash value of the certificates to obtain h0(Certi). Next, MA sends
{Ti, h0(Certi), state} to the blockchain proxy node PA. Here, state indicates the status of
the certificate, with state = 1 meaning the certificate is valid. After that, the blockchain
proxy node PA synchronizes this information to the federated chain through the consensus
algorithm and reaches consensus. Finally, PA feeds the synchronization result to MA, which
then sends the certificate Certi to the device Di. With this, the device is successfully joined
to domain A.

Figure 2. Device joining flow chart.

4.3.2. Device Information Update

When the certificate information in a device is lost or expired, it is necessary to perform
an update operation to refresh the device information. For example, let us take the device
Di; its update process is as follows:

First, the device generates a new public–private key pair. Device Di picks a random
number r′i ←− Zp in Zp as its new private key sk′i. Then, it computes its new public key as
pk′i = sk′i · G. Device Di sends {sig(pk′i)ski, t′i, IDi} to MA to perform the update operation
for the device. Here, sig(pk′i)ski means that device Di signs the new public key with the
old private key, t′i is the new timestamp, and IDi is the identity information of device Di.

After receiving the request, MA verifies the legitimacy of the signature with the old
public key of device Di. If it is not legitimate, MA stops the update request. If it is legitimate,
MA generates a new certificate for device Di with the following certificate structure.

Cert′i = Sig(IDi||pk′i||t′i)skA (2)

The same MA sets an expiration time T′i for the new certificate and updates the
old certificate in the local database to the new one, synchronizing the expiration time
of the certificate. MA then computes the hash h0(Cert′i) of the new certificate and sends
T′i , h0(Cert′i), state to the proxy node PA of the blockchain. Here, state is also set to 1,
indicating that the certificate is valid.
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After that, PA synchronizes the new certificate information to the federated chain
and reaches consensus by consensus algorithm. Once complete, PA feeds the synchroniza-
tion result back to MA and MA sends the new certificate Cert′i to device Di. The device
information is updated.

4.3.3. Device Logout

The device Di can actively exit a domain. To do so, Di signs the certificate with its own
private key to obtain sig(Certi)ski

and sends it to the domain manager MA to request an
exit from Domain A. MA verifies the legitimacy of the signature and terminates the exit
request if it is not legitimate. If the signature is legitimate, MA forwards the request to the
blockchain proxy node PA.

Upon receiving the request, PA updates the certificate status state in the federated
chain to 0 and reaches consensus through the consensus algorithm. After that, PA sends
the update result back to MA. MA deletes the certificate information about device Di in the
local database upon receiving the update result and then sends the exit result back to the
device, indicating that it has successfully exited Domain A.

4.4. Cross-Domain Authentication Algorithm

Cross-domain authentication means that, if a smart device Di in one domain wants
to access a device Dj in another domain and read some information, the identity of Di
must be confirmed by authentication before accessing it. Key activities of the device,
including device registration, device update, and device logout, are prerequisites for cross-
domain authentication. The overall process of cross-domain authentication is described in
detail below.

Suppose device Di from domain A wants to access device Dj from domain B. Before
authentication, Di must check whether its certificate has expired. If it has, Di must perform
the device update operation. If the certificate is not expired, the cross-domain authentication
process can begin, which is shown in Figure 3. The cross-domain authentication algorithm
is as follows:

 

Figure 3. Cross-domain authentication flow chart.
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Step 1: Device Di in domain A sends a connection request to device Dj in domain B.
After receiving the request, device Dj forwards this request to the domain manager MB in
domain B.

Step 2: After receiving the request, MB checks whether the authentication information
of device Di is available in its local database; if so, it jumps to step 3; if not, it jumps to
step 6.

Step 3: MB will send a request for querying device Di to the blockchain proxy node PB
of domain B. After receiving the request, PB queries the blockchain for information about
Di and gets {Ti, h0(Certi), state} and sends it to MB.

Step 4: MB determines whether the hash value of the authentication information in
the local database is equal to h0(Certi); if it is equal then execute step 5; if not then skip to
step 7.

Step 5: MB determines whether the certificate is expired, assuming NOW is the current
timestamp; if Ti < NOW then the authentication information has expired; go to step 6; if it
has not expired then the cross-domain authentication is successful.

Step 6: MB generates a random string RS and sends it to Di.
Step 7: After receiving the random string RS, Di uses its private key to sign to get

Sig(RS)ski
. Afterwards Di hashes his certificate to get h0(Certi), which prevents the certifi-

cate from being tampered with. Finally, Di sends {Certi, h0(Certi), Sig(RS)ski
} to MB.

Step 8: After MB gets the public key pki of device Di from the certificate, use its public
key to verify the signature to get RS′ = Dsig(Sig(RS)ski

)pki
, then judge whether RS′ is

equal to RS; if it is equal then execute the next step, otherwise it means the cross-domain
authentication fails so end the cross-domain authentication process.

Step 9: MB sends a request to Bj to query the device Di. Bj receives the request and
queries the blockchain for information about Di to get {Ti, h0(Certi), state} and sends it
to MB.

Step 10: MB determines whether the certificate status is legal, whether the hash value
of the certificate in the blockchain is equal to the hash value of the certificate sent from the
device Di, and whether the certificate is expired. If all three conditions are satisfied, the
next step is executed, otherwise it means that the cross-domain authentication fails so end
the cross-domain authentication process.

Step 11: MB stores the certificate of device Di, then encrypts the certificate of device
Dj with the public key of Di to get Sig(Certj)pki

and sends it to device Di.
Step 12: Di decrypts the certificate Certj = DSig(Sig(Certj)pki

)ski
of device Dj with its

private key and sends it to the manager MA of domain A.
Step 13: MA receives the certificate Certj from Dj and stores it in the local database,

thus ending cross-domain authentication.

4.5. Cross-Domain Key Cooperative Algorithm

After the devices Di in domain A and devices Dj in domain B complete mutual
authentication, they can negotiate a key together, after which they can communicate
securely through that key. We will use the ECHDE key exchange algorithm to exchange
keys, as shown in Figure 4; its specific algorithm is as follows.

Step 1: Share the same elliptic curve parameters {p, a, b, G} by initializing the system
as described above.

Step 2: Device Di picks a random number ri ←− Zp in Zp as its private key ski, then
calculates its public key as pki = ski.G and sends its public key pki to device Dj afterwards.

Step 3: After the device Dj receives pki it also picks a random number rj ←− Zp in
Zp as its private key sk j, then calculates its public key as pk j = sk j.G and sends pk j to the
device Di.

Step 4: After that Di and Dj can compute the shared key separately, both shared key
SK = pki.rj = pk j.ri = ri.rj.G.
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After that, both parties have a common key and can use the common key for en-
crypted communication, which ensures the efficiency and the security of the information of
both parties.

Figure 4. Schematic diagram of key negotiation.

5. Security Analysis

In this section, we will analyse the potential attacks and security features of our
proposed mechanism in detail. We assume that the cryptographic principles and blockchain
in our proposed mechanism are secure.

As smart grid devices in each domain are connected to the Internet, they are vulnerable
to many attacks. An attacker may be able to obtain critical information about a device and
launch a forgery attack. An attacker may also intercept information sent by the sender and
send a different message to the receiver, which is known as a man-in-the-middle attack. In
a replay attack, the attacker repeats the packets received by the destination host, spoofing
the system and bringing it down. When an attacker operates multiple machines to attack
one or more targets, this attack is known as a DDoS attack. In addition, an eavesdropping
attack occurs when an attacker uses sniffing tools to steal communication information
between two devices. Finally, an authorized user can launch an internal attack.

The following is an analysis of how our proposed mechanism protects against these attacks.
Forgery Attack: In our proposed mechanism, each device generates and saves its own

private key. As long as the private key is not compromised, it is guaranteed to be infeasible
to forge a signature. Even if the attacker knows the public key pki and the base G of the
device, it is almost impossible for the attacker to compute the private key of the device,
which is the classical discrete logarithm problem.

Man-in-the-Middle Attack: In our proposed mechanism, the communication between
any two communicating parties is encrypted. Therefore, even if a man-in-the-middle
hijacks the communication data, the attacker cannot obtain valid information without the
key. In our mechanism, if an attacker steals the random character RS sent by MB to the
device, the attacker needs to sign this string with their private key. MB then needs the
attacker’s certificate and goes to the blockchain to query and verify the legitimacy of this
certificate. Due to the nature of the underlying blockchain technology that we use, an
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attacker cannot tamper with the data in the blockchain and generate an illegal certificate.
Therefore, our solution is able to resist man-in-the-middle attacks.

Replay Attack: In our proposed authentication mechanism, when performing cross-
domain authentication, the domain manager MB stores the certificate of the device Di in
domain A in its own local database. Therefore, even if the attacker repeatedly sends the
same cross-domain authentication request, MB will check in the local database whether
the device has previously performed cross-domain authentication and the validity of
the certificate. If the device has already performed cross-domain authentication and the
certificate is legitimate, MB will not repeat the cross-domain authentication.

DDoS Attack: In our proposed authentication mechanism, the authentication informa-
tion is stored in the blockchain. The blockchain is distributed in nature, meaning that each
blockchain proxy node has the ledger of the entire blockchain. In the federated chains that
we use, the failure of less than one-third of the nodes does not affect the entire distributed
ledger. Additionally, when the attacked ledger is restored to normal, the complete ledger
information can be obtained from other nodes. Therefore, our proposed mechanism is fully
resistant to DDoS attacks.

Eavesdropping Attack: In our proposed authentication mechanism, the information
transmitted between the smart device and the domain management is non-private infor-
mation, which means that it is not valuable even if it is intercepted by an eavesdropper.
Other non-private information is encrypted with a key and, even if an eavesdropper ob-
tains this information, it cannot be decrypted without the key. Therefore, our proposed
authentication mechanism is fully resistant to eavesdropping attacks.

Insider Attack: In our proposed authentication mechanism, the blockchain stores an
abstract of the certificate, rather than the complete certificate information. Even if an insider
attacker queries the abstract of the certificate from the blockchain, it is almost impossible
for the attacker to obtain the complete certificate information from the abstract, because the
hash algorithm used has the anti-collision property. Therefore, our proposed authentication
mechanism is fully capable of resisting insider attacks.

6. Implementation and Evaluation

In this section we perform a series of simulations of the proposed mechanism and
analyse the key performance indicators involved.

6.1. Experimental Setup

In this simulation experiment, we simulated two different domains. In each domain
a blockchain proxy node and a domain manager server were equipped along with two
Raspberry Pi devices, where each Raspberry Pi simulates a device in a specific smart
grid. The blockchain proxy node and domain manager were configured with an Intel
Core i5 CPU@2.9HZ, 16 GB of RAM and running ubuntu 22.04, a 64-bit operating system.
The blockchain we chose was a federated chain, so we implemented our solution on the
HyperLedger Fabric platform; the version chosen was v2.4 and the consensus algorithm
used was the draft consensus algorithm. The pc uses JDK 1.8 to write the code for the chain
(smart contract) via Java and then installs Hyperledger Caliper v0.5 to perform performance
tests on our proposed solution and analyse the corresponding performance metrics. We
will install a virtual machine on a PC to simulate the corresponding smart grid device,
choosing a Raspberry Pi 4 and allocating 4 GB of RAM. We will use prime256v1 elliptic
curves to generate public–private key pairs and use the elliptic curve digital signature
algorithm (ECDSA) as the signature algorithm to generate signatures.
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6.2. Storage Overhead

The storage overhead refers to the authentication-related data information stored in
the smart grid device. The consumption incurred by other information stored in the smart
grid device is out of the scope of our discussion. Since we use prime256v1 elliptic curve
to generate public–private key pairs, both the public and private keys are 256 bits in size,
which is 32 bytes. In our proposed authentication mechanism, the certificate consists of an
identity, a public key, a timestamp, and a signature. The identity is 128 bits and globally
unique, the public key is 256 bits, the timestamp is 64 bits, and the signature is 72 bits
maximum. Therefore, the size of the certificate is 520 bits. Moreover, the hash value of the
certificate is saved in the blockchain and the certificates are saved in the off-chain database,
which can reduce the storage pressure of the blockchain, improve the consensus efficiency,
and also prevent the certificate from not being modified.

6.3. Communication Overhead

The communication overhead described here counts only the communication informa-
tion related to cross-domain authentication. There are two possible cases when a device Di
in domain A authenticates with a device Dj in domain B across domains, which we will
discuss separately here. In the first case, when the authentication information of device
Di is stored in the domain manager in domain B, only the abstract of device Di certificate
needs to be queried from the blockchain and the communication overhead is only the size
of the abstract of device Di stored in the blockchain, which is the size of the expiration
time plus the size of the certificate abstract and a status flag bit, totalling 321 bits. In the
second case, when the domain manager in domain B does not save the authentication
information of device Di, it is necessary not only to query Di certificate digest from the
blockchain, but also to send the certificate, certificate digest, and signature of device Di.
The size of the certificate is 520 bits, the size of the certificate digest is 256 bits, and the
signature requires 72 bits, so the final communication overhead requires 1169 bits. In our
proposed authentication mechanism, the certificate expiration time is generally in days.
When a device is successfully authenticated, it does not need to be authenticated again,
so the communication overhead in most cases is only 321 bits, and the communication
overhead is 1169 bits only when a device is authenticated for the first time or when the
authentication information is lost.

6.4. Authentication Efficiency

Authentication efficiency is an important metric to evaluate our proposed authen-
tication mechanism. The information related to certificates in our proposed mechanism
is stored in the blockchain, so frequent on-chain operations are required, so we mainly
record the latency of running smart contracts, which mainly includes write latency and
query latency. The write latency is the time required between the invocation of the write
operation and the data being written to the blockchain, and the query latency is the time
required between the invocation of the read operation to read data from the blockchain and
the return of the data to the result. For a legitimate transaction, the average time taken for a
single write is 126 ms and the average time taken for a single query is 51 ms. As shown
in Figure 5, as the number of transactions increases, the read and write latencies are also
increasing in an almost linear trend. The write latency increases faster due to the fact that
the call to the chain code looks up the replica pool first, which saves time.
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Figure 5. Time costs on writing and querying data.

7. Conclusions

In this paper, we propose a blockchain-based cooperative authentication mechanism
for smart grid devices from different domains. The mechanism enables mutual authentica-
tion with security and we have performed a security analysis of the proposed mechanism
to demonstrate its ability to meet security requirements. We have verified the mechanism
through simulation experiments and the results show that it is efficient in terms of storage,
communication, and authentication. The storage overhead is 520 bits, the communication
overhead is 1169 bits for initial authentication, the query latency is 51 ms, and the write
latency is 126 ms. This is perfectly suited to the scenario of mutual authentication between
smart grid devices.

However, the consensus algorithm used in this paper is the Raft algorithm and,
although it can meet the demand for device authentication in smart grids, the efficiency
of the Raft algorithm may not be able to meet the requirements of low latency and high
throughput as the scale of smart grids continues to expand and application scenarios
continue to increase. Therefore, further improvements to the consensus algorithm are
needed in future work to improve efficiency in order to better meet the needs of smart grids.
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