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Abstract: To provide various applications in various domains, a large-scale cloud data center is
required. Cloud computing enables access to nearly infinite computing resources on demand. As
cloud computing grows in popularity, researchers in this field must conduct real-world experiments.
Configuring and running these tests in an actual cloud environment is costly. Modeling and simu-
lation methods, on the other hand, are acceptable solutions for emulating environments in cloud
computing. This research paper reviewed several simulation tools specifically for cloud computing
in the literature and presented the most effective simulation methods in this research domain, as
well as an analysis of a variety of cloud simulation tools. Cloud computing tools such as CloudSim,
CloudSim Plus, CloudAnalyst, iFogSim, and CloudReports were evaluated. Furthermore, a para-
metric evaluation of cloud simulation tools is presented based on the identified parameters. Several
5-parameter tests were performed to demonstrate the capabilities of the cloud simulator. These
results show the value of our proposed simulation system. CloudSim, CloudSim Plus, CloudAn-
alyst, iFogSim, and CloudReports are used to evaluate host processing elements, virtual machine
processing elements, cloudlet processing elements, userbase average, minimum, and maximum,
and cloudlet ID Start Time, Finish Time, Average Start, and Average Finish for each simulator. The
outcomes compare these five simulator metrics. After reading this paper, the reader will be able to
compare popular simulators in terms of supported models, architecture, and high-level features. We
performed a comparative analysis of several cloud simulators based on various parameters. The goal
is to provide insights for each analysis given their features, functionalities, and guidelines on the way
to researchers’ preferred tools.

Keywords: architecture of cloud simulators; cloud computing; categories of cloud simulators;
parameters; processing elements; simulation tools

1. Introduction

These days, smart devices have become prominent in supporting users in various
ways. Smart devices have proven useful for the user regardless of location by using
improved features and offering resources available wherever and whenever to support
their needs [1]. Using hardware and software to provide a service over a network (typically
the internet) is called CC. The CC is an Internet-based computing model that shares on-
demand resources (e.g., networks, servers, storage, apps, and services), software, and
information with different user devices [2]. Users can access data and use the software
with cloud storage from any computer that can connect to the internet. Google’s Gmail
is an example of a cloud service provider [3]. In CC, users can access resources through
the internet all the time. The users only have to pay for those resources based on their
use. The cloud provider of cloud processing outsources each resource belonging to the
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client [4]. Researchers in CC need to perform actual experiments in their studies, setup,
implementation, and experiments in the cloud; they often have a massive cost of creating a
real CE. Using models and simulation software to replicate CEs and perform prerequisite
testing is one viable alternative. CloudSim, CloudSim Plus [5], CloudAnalyst [6], iFogSim,
and CloudReports are some of the existing cloud simulation tools discussed in this study.
As a result, it is critical to select an efficient LB tool that meets QoS requirements [5]. An
in-depth study on cloud simulators has been conducted in this article that identifies several
parameters to evaluate them [7].

Current work is based on the analysis of HPEs, VM PEs, cloudlet PEs, UBs Avg, Min,
Max, and cloudlet ID Start Time, Finish Time, Average Start, and Average Finish for each
simulator, and cloud simulation tool reports are used, which circularly handle the requests
of the customer based on power usage of hosts and VM consumptions, CDC, SB, and
CPU usage with the host. The customer directly forwards the request through the internet,
and the SB assigns the load to the DC. The SB keeps a record of all available DCs and the
next DC to whom the next task shall be assigned when a customer’s request is submitted
through the internet, then it forwards the request to the SB, and then the SB circularly
selects the DC and assigns the job to the DC [8]. The most extensively used platform,
OpenStack, is attracting more and more attention as it seeks to be competitive with other
platforms such as AWS. Security issues are prevalent throughout the lifecycle of OpenStack,
making security analysis an essential task [9]. The paper contribution is shown below:

e In this article, the setting of the simulators is carried out to examine the many metrics
that the cloud client can measure, specifically the inbound and outbound HPE.

e  This study has used a variety of simulators and experiments that may have an impact
on future cloud simulation studies.

e  The prominent simulators for experimental campaigns and analysis for productive
work are mentioned in this study report.

e Based on this study and to the best of our knowledge, there is no succeeding work
associated with other simulators.

1.1. Motivation

o  Cloud computing is growing in popularity, and researchers need to conduct real-world
experiments. Configuring and running these tests in an actual cloud environment is
costly, so we need to remove these issues with the help of cloud simulators.

e  This paper provides popular cloud simulators for modeling cloud computing environ-
ments, which enable scheduling VMs and evaluating different parameters, makespans,
and execution times to reduce the complexity of testing cloud systems.

e  The goal of this analysis is to make it easier for developers and researchers to analyze
clouds and test different hypotheses in a controlled environment.

1.2. OpenStack Cloud Management Platform

With the help of NASA and Rackspace Hosting, OpenStack was created in 2010 as
a production laa$S platform. In a DC, it controls the computing, storage, and networking
resources as a dashboard that allows administrators management abilities while enabling
users to provision resources using a web interface. It is possible to construct both private
and public clouds using OpenStack. There are 22 versions of OpenStack, ranging from A
(Austin) to V (Victoria). In a DC or a network of DCs, several sets of hypervisors, storage,
and networking hardware are combined into resource pools by OpenStack. Additionally,
OpenStack offers a cloud architecture that has enormous advantages in terms of robust-
ness, performance, and compatibility when compared to cloud management platforms
(Eucalyptus, Apache Cloud-Stack 4.18.0.0) [9].

1.3. Differences between OpenStack and Current Cloud Simulators

e  OpenStack is no exception, and security issues are present in its lifecycle [9].
e Along with the OpenStack cloud, Ubuntu is available in a more advanced form [9].
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All cloud apps are compatible with OpenStack [9].

Only a small number of resources are needed to experiment with OpenStack [9].
Cloud simulators can be entirely changed and are completely open-source [9].
Cloud simulators have unlimited support for testing [9].

A simple desktop machine is sufficient to work on cloud simulators [9].

Cloud simulators provide a graphical representation of results [9].

This paper consists of eight sections: The first section contains the introduction, and
Section 2 is based on popular categories of cloud simulators for this research study. Related
work regarding the research’s benefits and drawbacks is in Section 3. The research method-
ology and proposed work are described in Section 4. Section 5 is based on experimental
results and findings that included a cloud simulator analysis, and Section 6 contains a
discussion of this research study. Section 7 is based on the recommendations of real-world
scenarios for the reader, and Section 8 concludes this study and makes recommendations
for future work.

2. Highly Prominent and Extensible Categories of Cloud Simulators

Cloud simulators are based on two popular categories: (A) common cloud simulators
and (B) provisioning datacenters. Common cloud simulators include CloudSim, CloudSim
Plus, CloudAnalyst, and iFogSim. Provisioning DCs have energy-aware provisioning
with a CloudReport simulator. Figure 1 demonstrates the popular categories of cloud
simulators [10].

Categories of
Cloud Simulators

Common Cloud
Simulators

Provisioning
Data Center

Energy Aware
Provisioning

|

CloudSim CloudSim Plus Cloud Analyst iFogSim

CloudReports

Figure 1. Categories of cloud simulators [10].

2.1. Prominent Cloud Simulators

These tools are easy to expand and extremely versatile to use. Thereafter, only the
characteristics that are of concern are expanded, while those contradictions are neglected.
The resources that are described in this segment fall under this group [10].

2.1.1. CloudSim

According to Mansouri et al. [11], CloudSim is a toolkit for modeling CEs proposed by
the CLOUD Laboratory, University of Melbourne, Australia. CloudSim models DCs, VMs,
SBs, and resource methods to model provisioning. It provides a flexible transition between
space-shared and time-shared resource allocations for processing components. Researchers
can deploy cloud-based apps in a variety of environments with minimal effort and time
spent evaluating the results. According to Sundas and Narayan Panda [12], CloudSim
provides simulation, smooth modeling, and functional design within the context of the CC.
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It is a forum for the design of SBs, DCs, and large-scale allocation policies and scheduling. It
has some extended features, such as a virtualization engine, to design the development and
monitoring of the lifecycle of this system in the DC. The GridSim architecture developed in
the lab for power systems serves as the foundation for CloudSim’s infrastructure. Puhan
et al. [13] proposed laa$S (Service Infrastructure) layer modeling for cloud facilitation DCs
that can be defined in CloudSim. With CloudSim, one can build various models to explain
energy consumption in CEs. Users can simulate VM migration, host machine termination,
and energy models. According to Hassaan [14], CloudSim’s simulation framework is a
Java-based simulation toolkit that can design extremely large-scale clouds and support
communication among cloud system components, as suggested. It is an event-focused
simulator that has a unique feature known as a federated strategy. A federated cloud is a
collection of internal and external cloud services that are distributed to meet business needs.
Ismail [15] suggested that CloudSim is a virtualization and multi-tenant infrastructure
simulation environment. CloudSim’s architecture was inspired by the limitations of true
testbeds (such as Amazon EC2) in terms of scaling and replication of test results. As a
result, CloudSim provides a generalized and extensible simulation framework that includes
modeling, simulation, and testing aspects, which is especially useful for large-scale DCs in
the cloud. It enables a cost-free, reproducible, and manageable environment and adjusts
for success bottlenecks before deployment on real clouds.

2.1.2. CloudSim Plus

According to Filho et al. [16], CloudSim Plus is a Java 8 simulation system that
allows various CC services to be modeled and simulated, ranging from IaaS to SaaS. It
enables the introduction of simulation scenarios for the research, evaluation, and validation
of algorithms for a variety of purposes. CloudSim Plus is an open-source simulation
framework that aims to provide a tool that is extendable, modular, and accurate by adhering
to software engineering principles and an object-oriented architecture. According to Naik
and Mehta [7], CloudSim Plus, an object-oriented simulation application that is an extension
of CloudSim, was proposed as free software. The CloudSim Plus APl is the main component
representing the simulation system API and the use of cloud simulation experiments must
be permitted according to the API. According to Markus and Kertesz [17], CloudSim Plus
is a redesigned and rebranded version of CloudSim that aims to make simulation easier to
use and more accurate. Additionally, it is available on GitHub.

2.1.3. CloudAnalyst

Anusooya et al. [18] reported that the CloudAnalyst simulation tool compares the
output of different algorithms to the total response time. The CloudAnalyst tool looks
uncomplicated, as it has a graphical environment that seems easy to apply. The visual
outcome allows users to interpret findings more efficiently and readily. CloudAnalyst
features include: (1) Being easy to apply; (2) defining simulation features with wide con-
figuration points and flexibility; (3) generating results based on graphics; (4) allowing
for experiment repetitions; and (5) having the capacity to store the output. Nandhini
and Gnanasekaran [19] listed CloudAnalyst features such as: (1) Integrating cloud ap-
plication analytics units into CloudSim; (2) geographically dispersing computer servers
and client workloads for assessment using simulation in a large-scale cloud framework;
(3) SBs maximizing the efficiency of software and service suppliers; and (4) the main units
being composed of the datacenter, server, server broker, host, VM, and cloud coordinator.
Desyatirikova and Khodar [20] indicated that Cloud Analyst would include a collection
of elements that will provide the basis for CC, such as VMs, Cloudlets (Jobs and User
Requests), DCs, SBs, and Hosts.

2.1.4. iFogSim

Bala and Chishti [21] suggest that iFogSim is a popular fog computing simulator.
iFogSim has been established, and all CloudSim elements and features have been incor-
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porated into iFogSim. The research community has overwhelmingly supported iFogSim,
which can identify various performance parameters such as energy consumption, latency,
response time, cost, and so on. It also allows for the replication of research in a stable envi-
ronment. It employs a stream processing model in which sensors continuously generate
data that fog devices evaluate, allowing users to quickly compare the results of various
placement algorithms. Seo [22] suggested that iFogSim is one of the most popular CloudSim
simulators. iFogSim can model IoT and fog conditions to calculate latency, network con-
gestion, and device energy consumption. However, a simplified approach to modeling
latency workloads is used. iFogSim will simulate a three-layer IoT fog system in various
configurations. Although the simulator is used to test a variety of workloads, it fails in
three-layer IoT fog systems because it fails to accurately model the computation schedule
when processing items. It is well known that multi-core CPU efficiency interactions be-
tween device components do not expand sequentially. Markus and Kertesz [17] indicated
that there are also more advanced iFogSim extensions. MyiFogSim (available on GitHub)
helps mobile users handle VM migration. A key feature is the ability to replicate user mo-
bility and its relationship to the VM migration policy. The iFogSimWithDataPlacement tool
(available on GitHub) is another extension that proposes a method for data management
studies into how data is stored in a fog system. For data location, it also analyzes latency,
network utilization, and energy expenditure. Unfortunately, many simulators (such as
Fog-Torch, OPNET, or SpanEdge) are designed to represent a single aspect of computing,
making them less productive for general simulations.

2.2. Energy-Aware Provisioning

For the supplier, the energy supply is the most important because it can produce
substantial savings. Initially, energy efficiency can be achieved both at the level of the
network devices and at the level of the host. The normal parameter for estimating energy
usage is primarily the processor fee. As this aspect is a significant contributor to the energy
bill, more advanced simulators provide savings because they concentrate on modeling
energy usage [10].

CloudReports

Zaidi [8] reported that CloudReports are a powerful and flexible simulation tool
for computing DCs and resource energy using a GUI in a CC environment; with high-
level data, it produces reports and organizes simulation results. The central enterprises
of CloudReports are composed of clients, DCs, physical computers, VMs, network and
network area space, and so on. These organizations work to run a simulation environment
with the simulation administrator. Fairouz Fakhfakh et al. [23] proposed several changes to
the top of the architecture of CloudSim. The proposal introduces a GUI that offers several
features. First, it enables the simultaneous running of several simulations. With detailed
information and the ability to export simulation data, it can produce reports. This data is
linked to the usage costs of services, energy usage, ET, and so on.

Table 1 lists all of the key questions associated with the review’s subtopics, while
Table 2 [24] shows the clear benefits and drawbacks of the reviewed simulators. Table 3
summarizes the key models of cloud simulation presented in this section I-A (CloudSim,
CloudSim Plus, CloudAnalyst, iFogSim, and CloudReports) for various parameters such as
simulator type, simulation time, availability, hardware/software associated, programming
language, basic policy, repetition of analysis, GUI, user expectations, and dynamic run. The
energy-consuming parameters in the selected cloud simulators are listed in Table 4 [15].
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Table 1. A list of key questions.

ID Subtopics Questions
What is the motivation behind the simulator’s development?
. . What are the features or characteristics of cloud simulators?
1 Prominent Cloud Simulators . . ..
What is the scope of extension or application of the targeted
cloud simulators?
. . What parameters would be used for the comparison of simulation
2 Discussion . .
tools vs. non-simulation tools?
What metrics are covered in the cloud simulators that are targeted?
3 Energy-Aware Provisioning What are the energy-consuming parameters found in the selected
cloud simulators?
Table 2. Advantages and disadvantages of cloud simulators [16,16,25-28].
Simulators Advantages Disadvantages
e  This is a basic simulator and is perfect for o ] ]
batch task simulation [27]. . Streamed activities cannot be assisted (i.e., by
. e  Easy to use and quickly expanded toolkit for continuous computation) [27].
CloudSim the simulation [27]. e Not supported by PaaS and SaaS [26].
e  Provides basic modeling, simulation, and There is no graphical output [16].
testing [27].
e Itisamodern simulation framework that is
up-to-date, complete, and well-reported [16].
CloudSim Plus e Itis simple to use and extend, allowing CC Does not provide graphical output [16].
infrastructures and application services to be
modeled, simulated, and evaluated [16].
e Itassists in the simulation and study of CC
systems on a wide-scale [27]. e  No migration policy was provided [26].
CloudAnalyst e  Effective performance is generated very Does not support PaaS and Saa$ [26].
easily and rapidly [27].
e  Provides graphical output [27].
e Low cost [29]. ) e Does not provide distributed
{FogSim ° Prov¥des graphical outp1.1t [28]. architecture [25].
e Provides stream processing [28]. e Does not provide web API availability [25].
e  Provides data streaming [28].
e  Provides graphical output [27].
CloudReports e  The environment is user-friendly and offers e Does ?Ot sTupport.PaaS [26]. .
P more customization and repeatability based ~ ®  NO migration policy was provided [26,30].
on various parameters [27].
Table 3. Selection of cloud simulators: a simulation-based assessment of the specifications [26,29,31-33].
Kind of Side-by- Time of Hdwe/Soft P . Fund tal Analysis User D .
Simulator Simula- Side Simula- Availability ~ Associ- {ogrammg ur;’ e;fnen a Repeti- GUI Prefer- )glamlc
tor Analysis tion ated anguage oncy tion ences un
CloudSim E‘;zgg X Seconds v Software Java SimJava v X v v
CloudSim event- X Seconds v Software Java SimJava v X v v
Plus based
CloudAnalyst iz:gctl_ X Seconds v Software Java Cé?;?:‘i]r:/ v v v v
iFogSim E;zgg X Seconds v Software Java Cé?;?ii]r:/ v v v v
CloudReports ~ &Vent” X Seconds X Software Java CloudSim v v v v

based
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Table 4. The following is a list of the energy-consuming parameters found in the selected cloud
simulators [11,15,26,31].

Simulator Workload  Cluster  Server/Host  Virtual Machine Network Storage CPU Memory
CloudSim X X v v v v v X
CloudSim Plus X X v v/ / v/ v X
CloudAnalyst X X v v v/ v/ v X
iFogSim v v v v v X v X
CloudReports X X v X / X v X

3. Related Work

There has been a lot of research conducted on cloud simulation tools for CC. This
review focuses on CloudSim, CloudSim Plus, Cloud Analyst, iFogSim, and CloudReports.
Table 5 summarizes the literature review, and Table 6 shows a comparative analysis of the
literature review based on various factors.

According to Bahwaireth et al. [1], CloudSim, Cloud Analyst, CloudReports, CloudExp,
GreenCloud, and iCanCloud are among the most effective simulation tools in the field of
research. Some of these instruments are used to conduct experiments that demonstrate the
cloud simulator’s capabilities. According to Mishra et al. [2], the simulation is carried out
in the CloudSim simulator to analyze the performance of heuristic-based algorithms, and
the results are presented. Rashid and Chaturvedi [3] tried to explore different CC services,
apps, and features in this paper and provide unique examples of cloud services provided by
the most popular cloud services, such as Google, Microsoft, and Amazon, with models of
CC services and advantages. According to Prajapati and Sariya [4], load changes are spread
across multiple hubs to ensure that no single hub is overburdened, which assists in the
legitimate use of properties and also enhances the framework’s execution. Many current
calculations offer stack changes and better use of properties. Bambrik [10] proposed that a
detailed survey of the current CC simulators be undertaken to explore the characteristics,
software design, and ingenuity behind these frameworks.

According to Motlhabane et al. [24], several cloud simulators have been developed
over the years as cost-effective ways of performing cloud research tasks. Based on differ-
ent measures, the authors conducted a comparative analysis of thirteen cloud simulators.
Given the cloud simulator’s design, strengths, shortcomings, and recommendations, the
aim was to provide insights into each of them to direct researchers on the choice of suit-
able instruments. T. Lucia Agnes Beena and Lawanya [34] introduced numerous cloud
simulators that have been developed over the years to perform cloud testing tasks in an
energy-efficient way. Almost ten cloud simulators based on energy-efficient parameters
were evaluated in their paper, and a report was presented. Suryateja [35] suggested that
different cloud simulators, which have been developed over the years, are a cost-effective
way of performing tasks in cloud research. The paper compares cloud simulators based
on different parameters and presents the findings and explanations that enable new re-
searchers to select an acceptable cloud simulator. Khurana and Bawa [36] proposed that the
quality metrics of cloud simulators be discussed and that the quality indicators addressed
by them be integrated into each simulator. In the end, the authors conclude that there is a
need to build a simulator that addresses acceptable quality metrics.

Sajjad et al. [37] suggested a comparative assessment of the most popular state-of-
the-art energy-conscious cloud simulators, such as GreenCloud, CloudSim, iCanCloud,
CloudAnalyst, NetworkCloudSim, and CloudReports. Khalil et al. [26] suggested that the
common architecture of cloud simulators should be addressed and that cloud simulators
should be evaluated based on various parameters. The outcomes were discussed and illus-
trated the various capabilities, problem suitability, and extensibility of the cloud simulators
studied. Sumitha J. and Priya [38] proposed that CC has the principles of DCs, which
are distributed or dispersed worldwide with single or multiple DCs, and virtualization
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over the internet with on-demand services. Shakir and Razzaque [39] suggested that a
simulation be carried out using the Cloud Analyst framework to see the contrast of results
between them. Among the frameworks being compared, the round-robin is the best.

Vashistha and Sholliya [40] suggested the availability of many open-source simulators
for CC, such as CloudSim, CloudAnalyst, GreenCloud, iCanCloud, EMUSIM, GroudSim,
and DCSim environments, and noted that a few principles of CC cannot be satisfactorily
simulated by any of these simulators. Kumar et al. [41] conducted a basic and similar
investigation of the current simulation tools in distributed computing. Based on the results
of this study, further inquiries began to emerge. Malhotra [42] conducted a comparative
analysis of current cloud simulators with the aim of helping end-users select the appropriate
simulator. Maarouf et al. [43] investigated the different CC simulation platforms and tools
and identified their strengths and weaknesses. Additionally, the paper notes the challenges
and future directions for research. Pagare and Koli [44] propose an expandable simulation
system called CloudSim that supports simulation, CC modeling, the development of one
or more VMs on a simulated DC node, jobs, and the mapping to appropriate VMs, service
management capacity, and cloud infrastructure modeling. CloudSim can also manage
cloud storage mechanisms and enable the simulation of several DCs.

Gupta and Beri [45] suggested that the conceptual cost of purchasing the services of
different providers could lead to an increase in money and time budgets or wastage. The
solution to this problem is to test out the numerous simulation tools that are available on the
market. The article lists some of the simulation methods used for simulation and modeling
purposes. Asir Antony Singh et al. [46] proposed using simulation methods to test CC
performance before building the cloud. They used CloudSim as a platform for modeling
and simulating the CC world. Andrade and Nogueira [47] proposed the Stochastic Petri Net
(SPN) approach to evaluate cloud-based DR solutions for IT environments. This approach
enables different performance metrics to be evaluated (e.g., response time, throughput,
availability, and others) and can therefore assist DR coordinators in choosing the most
suitable DR solution and also validate the analytical approach’s accuracy by comparing
analytical results with those obtained from the CloudSim Plus cloud simulator. Dogra
and Singh [27] demonstrate the capabilities of the three well-known cloud simulators:
(a) CloudSim, (b) CloudAnalyst, and (c) CloudReport. As with other cloud simulations, the
difference is predicated on capacity and flexibility, as well as nearly identical systems and
functionalities. These cloud simulators are software-based simulation tools that are assessed
to determine their capabilities depending on a variety of parameters. An experimental
evaluation of this equipment has been performed to determine the optimal method for
cloud simulation. Ahmed and Zaman [48] reported that CloudSim Plus has a new, up-
to-date, fully-featured, and fully-recorded simulation structure. CC infrastructure and
application services are easy to use and develop, allowing for modeling, simulation, and
experimentation. This enables developers to concentrate on particular system design
problems to be explored without taking into consideration the low-level knowledge relevant
to cloud-based infrastructures and services.

Gupta et al. [29] proposed iFogSim as an API based on the jJava programming lan-
guage that inherits CloudSim's existing API to handle its underlying discrete event-based
simulation and for effective network-related workload handling. Researchers can first
understand the project structure using CloudSim’s API before implementing it in iFogSim.
Jena et al. [31] suggested the basic differences between cloud-based simulators in this
research paper: CloudSim, CloudAnalyst, CloudReports, CloudSched, and GreenCloud.
Based on the following parameters, such as extension, correlation, and classification, re-
searchers carried out an extensive investigation with different groups and also took some
of the essential open-source cloud resources for comparative analysis for better utility.
Esparcia and Singh [32] suggested comprehensively exploring cloud simulation tools.
Specifically, because each simulator has its own purpose, it is to suggest which simulator
can fit one’s preferences. The four traditional and modern tools for modeling and studying
the true cloud were discussed, and the simulation models, features, and simulation results
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of each of the simulation tools were also identified. Ashalatha R. et al. [33] described the
popular simulation tools for large CEs that take care of computing resources and user
workloads. Depending on the specifications, a variety of simulators can perform different
simulations in the CE. Bhatia and Sharma [49] conducted a critical study and analysis of the
different simulators available in the computer world for CC. The analysis will serve as an
excellent source of reference for cloud simulators that might be required by researchers and
academics. Results show that CloudSim is the core of many simulation algorithms for CC
and is commonly used by most researchers. Simulators can perform different simulations
in the CE. Shahid et al. [50] proposed that existing load-balancing techniques also explore
the challenges of LB in the CC environment and identify the necessity for a novel load-
balancing algorithm that uses FI metrics. Shahid et al. [51] proposed that the major goal of
LB is to efficiently control load across numerous cloud nodes such that a node is under or
overloaded. LB can help save time and money and improve the performance of a system by
optimizing the entire system’s performance. Najat Tissir et al. [9] investigated the current
state of the components, subcomponents, and interactions with OpenStack. The examina-
tion of the most prevalent OpenStack vulnerabilities is therefore the focus of their study
based on ten years’ worth of security reports analysis. Alberto Nunez et al. [52] suggested
using Cloud Expert, an intelligent system built on metamorphic testing that chooses the
best simulator to cover the user’s desired characteristics and also analyzes the fundamental
characteristics of some well-known cloud simulators to produce metamorphic rules that
are then used to represent the simulator’s qualities. Harvinder Singh et al. [53] suggested
that six cloud simulators be examined to develop and test various cloud apps. The study
discusses various cloud simulators and contrasts them based on many factors, such as
programming languages, support for availability and SLAs, and so forth. Youssef Saadi and
Said El Kafhali [54] proposed an energy-efficient strategy (EES) for VM consolidation in a
CE to lower energy consumption and increase job throughput. The performance-to-power
ratio is used in the proposal to establish upper criteria for overload detection. Additionally,
EES takes into account the total workload usage in the DC when establishing lower criteria,
which can reduce the number of VM migrations. Daniel G. Lago et al. [55] suggested the
use of SinergyCloud to assess DCs in hybrid clouds with a precise level of abstraction that
enables the evaluation of various cloud situations, such as energy consumption, workflow
makespan, the complete duration of tasks, and VM migrations. The simulation of hybrid
clouds with numerous DCs and millions of devices is possible with SinergyCloud. It also
has a less challenging learning curve than other simulators because it is a Java-based,
event-driven, and packet-level simulator.
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Table 5. The summary of the related work.

Ref Name Year Simulator Advantages Disadvantages
e  CloudSim Improvmg capacity for data storage 71 e A simple network model with only a
Improving reliability and protection L -
e  CloudAnalyst . minimal workload traffic generator.
through the collection of data and software .
. . e  CloudReports e  Lack of modeling support for
[1] Khadijah Bahwaireth et al. 2016 on several servers. .
e  CloudExp . . . parallel experiments.
e  When the main goal is to replicate .
e  GreenCloud . e  Lack of certain important components
. distributed apps over several DCs and user
. iCanCloud . of CC, such as BPM and SLA.
groups, CloudAnalyst comes in handy.
e  Explanation of multiple
. . . performance parameters. Not assessing the suggested algorithms for
21 Sambit Kumar Mishra et al. 2018 CloudSim e  The calculation of the system’s makespan cloud deployment in the real world.
and the energy consumption is explained.
Aagqib Rashid and . With a broad range of apps, it offers ¢ Not a.d dr.essmg the problem of
(3] Amit Chaturvedi 2019 CloudSim cost-effective services security in CC.
' e  Lack of CC-related risk mitigation.
Lack of distributed storage.
. . . . . s Lack of stack adjustment.
4] Priyanka Pra)apatll and Amit 2019 Cloud Analyst Provides flexibility, better use of assets, and In an IaaS CE, there is no QoS-based
Kumar Sariya better response times. .
burden change system for various
job activities.
e CloudSim e  Unable to start running on a
- single host.
e  CloudAnalyst e  Reproducibility of the outcome. . .
[10] Ilyas Bambrik 2020 e  CloudReports o  Cost-effectiveness. ¢ CloudSlm dogs not p'rov1de the VM
«  CloudExp e Flexibility image transmission time and assumes
e  GreenCloud ’ that the VM will start immediately

after the request is received.
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Table 5. Cont.

Ref Name Year Simulator Advantages Disadvantages

Lack of security aspects in the cloud.
Not simple and customizable to use.
Inadequate scalability of the

e CDOSim e  Provides a comparative study of CE tools. latest simulators.
[11] N. Mansouri et al 2020 e  TeachCloud e  Provides recommendations on the selection e  Lack of distributed execution
' ' e  DartCSIM of the most effective method for researchers. tool support.
e  DartCSIM+ e  The communication model is limited.
Lack of a network topology model,
congestion control, and
traffic patterns.
[12] Amit Sundas and Surya 2020 CloudSim Provides simulgtiqn capability for performing Iljzzllz g£ iigf:geigfggsgﬁ '
Narayan Panda several duplications at the same interval. vertical VM.
e  SimGrid
. GroudSim . With fewer machines, the DC does not have
o GSSIM *  Provides powerful schemes for energy. an improved response time, and higher
[13] Sharmistha Puhan et al. 2020 e  Reduces the use of resources and . .
e  GreenCloud . energy is consumed for higher-frequency
e  CloudSim improves QoS. memory configurations.
e iCanCloud
e  CloudSim and CloudAnalyst are Java-based ]ééllciﬁ;éii;n;l\l dD(ijngl::ls}']s t lack
¢  CloudSim ° gg;gfior’zig;offrigzﬁrces according to power-saving modes.
[14] Muhammad Hassaan 2020 e  CloudAnalyst abilities Sn d capacit & CloudSim lacks a graphical output.
GreenCloud pactty. CloudSim and CloudAnalyst lack

e  Provides various power-saving algorithms

. PU simulation, memory, storage
and descriptions of packet-level capture. CPU simulation, memory, storage,

and networking resources.
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Table 5. Cont.

Ref Name Year Simulator Advantages Disadvantages
. Lack of holistic perspective in
: ﬁgglssnlﬁl . cloud simulation. .
e  GDCSim e  Provides s‘upport for ' The numbfzr (?f r'ealo testbeds available
e  GreenCloud energy-driven simulation. in CloudSim is limited
[15] Azlan Tsmail 2020 e  DCSim e  CloudSim is a generalized and adaptable (e.g., Amazon EC2).
«  BigHouse simulation platform that addresses Providing comprehensive energy
o  Emc modeling, simulation, and testing for consumption equipment is
e  DCworms large-scale cloud DCs. still insufficient.
e CloudNetSim++ There are no memory management
properties [15].
e  CloudSim provides maintainability,
reusability, extensibility, and accuracy. Lack of management for SLA.
[16] Manoel C. Silva Filho et al. 2017 CloudSim Plus e  CloudSim Plus contains unique Lack of automatic scaling of
characteristics, such as increased accuracy, vertical VMs.
expansion capability, and ease of use.
e  CloudSim
e  CloudAnalyst
e  GreenCloud
Niti Naik and Mayuri ® MDCSlm Prov1§1es a catalog of cloud snnulato.rs avallaple To use the simulator, the user must be
[7] A. Mehta 2018 e iCanCloud to assist researchers and developers in choosing familiar with the C++/Java language
’ e  ATAC4Cloud the most suitable method for cloud simulation. guage.
e CEPSim
e CloudNetSim++
e  CloudSim Plus
Lack of cost modeling.
Lack of control over
Andras Markus and . . e  Easy network architecture. energy-aware capabilities.
(71 Attila Kertesz 2020 iFogSim . Easiyer level of abstraction. There are no VM management

properties in this simulator.
Some critical cloud/fog simulation
capabilities are missing.
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Table 5. Cont.

Ref Name Year Simulator Advantages Disadvantages
. It offers cloud energy, power savings, and DC Lack of consistency and performance
(18] G. Anusooya et al. 2020 CloudSim workload management. in simulation.
J.M.Nandhini and . . . Insufficient storage problems and VM
[19] T Gnanasekaran 2019 CloudSim Help in measuring costs and the use of assets. failures with variable ability.
.. Providing optimal time for response.
Elena N. Desyatirikova and L L e  Lack of current load from the DC.
[20] Almothana Khodar 2019 Cloud Analyst Prov1d1ng l?etter distribution ° Lack of availability of bandwidth.
center efficiency.
Mohammad Irfan Bala and . . By dlstr.lbutmg the apphcatlon. r.nodule.s‘ bet.ween There is a need for further improvements in
[21] C . 2020 iFogSim fog devices and cloud DCs, efficient utilization of .
Mohammad Ahsan Chishti - . algorithms for LB.
the Cloud-Fog resources is achieved.
. . . In this framework, the controller module e  Lack of modeling for system reliability
[22] Dongjoo Seo et al. 2020 iFogSim is integrated. in iFogSim.
) Lack of Cloud
Effective use of power within DCs. Infrastructure Validation.
. CloudReports is a simulation tool with a e  The configuration of large-scale DCs is
(8l Taskeen Zaidi 2020 CloudReports GUI that creates reports and has an API extremely complicated because of the
with extensions and user-defined plugins. need to optimize resource utilization
and power consumption.
. NetworkCloudSim
. FederatedCloudSim
e  DynamicCloudSim .1 . int of ti
o TeachCloudSim Providing a dynamic model for apps. The constraint of time.
[23] Fai Fakhfakh et al 2017 . Cloud Analvst Different clouds (public, private, hybrid, The current simulators do not allow
- arouz Fakhlakh et at. e FICI dSir}r,1 and multi-cloud settings) are represented for dynamic changes in execution
. Work(i:llowSim by CloudSim. based on certain rules.
. ElasticSim
[ ]

CloudReports
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Table 5. Cont.

Ref Name Year Simulator Advantages Disadvantages
e  CloudSim
e  CloudAnalyst
e  GreenCloud
e iCanCloud Lack of a communication model.
e NetworkCloudSim e  Helps for SLA. Lack of a cost model.
[24] Neo Motlhabane et al. 2018 e EMUSIim ° Availability. CloudSim has no GUI and a limited
e  GroudSim Graphical interface. communication prototype that does
e  MR-CloudSim not recognize TCP/IP.
e  SmartSim
e  DcSim
e  SimIC
Energy-efficient.
T. Lucia Agnes Beena and J. e CloudSim Developers can simulate and evaluate
[34] Jenifer Lawanya 2018 e CloudAnalvst heterogeneous CEs with CloudSim and There is no GUI in CloudSim.
4 Y CloudAnalyst (Amazon EC2,
Microsoft Azure).
In CC systems, the methods for obtaining
the energy consumption of each hardware Advanced security techniques for
. . e CloudSim component are Provided. o VMs, su.ch as privacy, integrity, and
[35] Pericherla S Suryateja 2016 e CloudAnalvst CloudSim is built on Java, so it is simple to encryption, are not supported.
Y add new modules. CloudSim is free to One major flaw in CloudSim is the
modify and enhance because it is lack of a GUIL
open-source.
. . Reduce costs for deployment. Usage for small DCs only.
[36] Ravi KI?uranaBa nd Rajesh 2016 CloudSim Fast check for resulti. Y In C%oudSim, the simulaZion results
umar bawa Provide flexibility and scalability. are presented in plain text format.
o CACTOSIm Lack of execution is distributed.
e  CDOSim CloudSim and CloudReports do not
e  CEPSim The de facto base platform. have a web APL
[25] James Byrne et al. 2017 e  (Cloud2Sim CloudSim and CloudReports have There is no such thing as
o  CloudAnalyst platform portability. distributed architecture.
e  CloudExp There is no web API available.
e  CloudNetSim++ Only text output is available.
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Ref Name Year Simulator Advantages Disadvantages
e CreenCloud Time-consuming task.
e  CloudSim Evaluate the implementation costs. For performmg.amulatlon.s,
. . L . CloudSim provides a restricted
[37] Ammara Saiiad et al 2018 e iCanCloud Precise estimation of energy consumption. enerev-based profile
) ’ e  CloudAnalyst CloudAnalyst is available for Linux, T CP%,P im le}r)nen ta’;ion is not
e  NetworkCloudSim Windows, and Mac computers. . P
e CloudReports available in CloudAnalyst, and power
consumption support is limited.
e  CloudSim N .
e CloudAnalyst Reconfiguring and rescaling apps
[26] Khaled M. Khalil et al 2017 . GreenClouZlI CloudSim and CloudAnalyst are and hardware.
’ ' e iCanCloud cost-effective simulators. CloudReports has no
e  MDCSim power-saving mode.
Lack of QoS.
In comparison to the other two models, In comparison to TimeShared,
[56] Soumya Ranjan Jena et al. 2020 CloudAnalyst Space-Shared and Dynamic-Workload, it uses Space-Share, and Dynamic-Workload,
fewer resources (CPU, RAM, and bandwidth). it utilizes a lot of resources (CPU,
RAM, and bandwidth).
e  Provides scalable environments.
. e  Distributed approach. o . .
[38] Sumitha. J, and S.Manju Priya 2018 * CloudSim e  CloudSim is cost-beneficial. VIOIaans of 1pformat1qn. .
e  CloudAnalyst User information exploitation.
e  CloudAnalyst produces more accurate
simulation results.
. . e  Effectively access the assets. Degraded optimization
[39] Mua};;mgadilsg;fasﬁzkm 2017 Cloud Analyst e  CloudAnalyst is a performance analysis of performance.
q tool with a user-friendly GUIL Poor response time.
Lack of a communication model.
Avneesh Vashistha and Simulation time is within seconds. Because CloudSim is not graphical,
[40] Shourabh Sholliya 2017 CloudAnalyst CloudAnalyst provides a GUI interface. researchers can use CloudAnalyst to

get better visualization results.
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Ref Name Year Simulator Advantages Disadvantages
Controlled effectively. e  Lack of a suitable testing method for
[41] K. Arun Kumar et al. 2017 CloudReports CloudReports provides a GUI with a evaluating them.
variety of features. e  There is no GUI in CloudSim.
. e CloudSim CloudAnalyst provides the provisioning The resource provisioning mechanisms in
[42] Manisha Malhotra 2017 of services. . .. .
e  CloudAnalyst . . CloudSim are limited, and it lacks a GUI.
CloudAnalyst is user-friendly.
The transition between space-shared and ggzg;?;négo: ng;?gz
[43] Adil Maarouf et al. 2015 CloudSim time-shared assignment of processing cores to . .
. . : . o ready-to-use environment for running
virtualized services provides great versatility. L Iy
a whole scenario with specific input.
Energy consumption savings. e  The AVG usage of cloud DC services
Jayshri Damodar Pagare and . Flexible, scalable, reliable, and repeatable must be increased.
[44] Nitin A Koli 2015 CloudSim provisioning policy assessment for e  CloudSim does not provide energy
various apps. efficiency services.
Simulation tools that have no investmentin  ° iﬁ?cllixr/;rr:-irg;ie d problems
[45] Kiran Gupta and Rydhm Beri 2016 CloudSim capital are involved. . probems.
. e  CloudSim is not providing full
Provides better results. .
resources for networking.
[46] Asir A.ntony Gnana 2018 CloudSim Get the system’s ET ur.1der different Lack of performance.
Singh et al. CC organizations.
No large-scale environment.
[47] Ermeson Andradg and 2018 CloudSim Plus CloudSim Plus has a better response time C}oudSir}i Plus doe.zs not st}pport
Bruno Nogueira and better accuracy. hierarchical modeling, which would
help minimize modeling complexity.
Extensibility offers.
CloudAnalyst is a CloudSim-based Problems with results and protection.
e  CloudSim application for modeling and analyzing CloudSim is not providing PaaS and
[27] Shobhna Dogra and A.J Singh 2020 e  CloudAnalyst large-scale CC environments. SaaS CEs.

e  CloudReports

On the subject of energy-aware CC
infrastructures, CloudReports is a
useful tool.

e  CloudAnalyst has no migration policy.
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Ref Name Year Simulator Advantages Disadvantages
. It is simpler to use. - .
[16] Manoelcampos 2020 CloudSim Plus Mechanism of Host Fault Injection. Specific system design.
. e  CloudSim Minimal cost. . .
[29] Harshit Gupta 2017 e  iFogSim Huge potential for simulating the outcome. Lack of inadequate infrastructure.
Restricted to simulators in the cloud.
[28] David Abreu Perez et al. 2019 iFogSim Best ET. Only tree topo logles are permltted.
Communication is only possible
within the same branch of the tree.
e  CloudSim
e CloudAnalyst e  Open-source cloud resources.
[31] Soumya Ranjan Jena et al 2020 e CloudReports e  Good design capabilities. None of them is suitable for all experiences
y J ’ e Clou dSCIIfe d e  Components view. and agreements.
e  GreenCloud e  Method of reproduction.
e  Large procurement-related
Jay Ar P. Esparcia and Extensible, scalable, versatile, fast, open-source, ﬁfr;szl;tleituriggts:s'
[32] y - -spal 2017 CloudAnalyst user-friendly, and result-oriented resources &1 energy .
Monisha Singh . during implementation.
are available. - - .
e  Limited usability of geographically
located cloud services.
e SPECI
e  GreenCloud . .
e iCanCloud ¢ Large environments in clouds. The simulation framework does not
[33] Ashalatha R. et al. 2016 . e  Takes control of resources for storage and .
e NetworkCloudSim provide a federated CE.
e  CDOSim user workloads.
e  TeachCloud
e  GreenCloud
[49] Mandeep S. Bhatia and 2016 : giﬂgls?;d Freely accessible. Selecting one over many others is a
Manmohan Sharma e  DCSim Extremely useful to researchers. tough job.
e  MDCSim
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Ref Name Year Simulator Advantages Disadvantages
[50] Musliﬁggai ﬁsun 2020 CloudAnalyst Meet the deadline for the makespan. Unable to predict when the burst will occur.
FT is a feature of load-balancing algorithms,
51] Muhammad Asim 2021 CloudSim which means the researchers can provide Lack of availability of key resources, as well
Shahid et al. standardized LB despite arbitrary node or as the installation of apps, is a concern.
connection errors.
[9] Najat Tissir et al. 2020 OpenStack Identify the. tendencies f1§soc1ated with It can fail due to security issues.
its vulnerability.
Provided metamorphic testing.
[52] Alberto Nunez et al. 2022 Cloud Expert Working on different aspects (energy, Lack of graphical representation of results.
storage, network, memory, CPU).
e GreenCloud
e  CloudSim
. . e iCanCloud . L - . .
[53] Harvinder Singh et al. 2021 e CloudAnalyst They provided effective simulators. Lack of providing a view of all simulators.
e NetworkCloudSim
e  CloudReports
Youssef Saadi and Said - . Reducing energy consumption. . .
[54] El Kafhali 2020 Energy-Efficient Simulator Provided the highest throughput. Lack of real-time CE for variable factors.
. . . e  Lack of native support for
[55] Daniel G. Lago et al. 2021 SinergyCloud Will evaluate DCs in hybrid clouds. real-world workload

Timely task completion for VMs.

° Lack of SLA violations control.
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Table 6. A comparative analysis of the literature review based on various factors.
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Table 6. Cont.

Ref SE):;ag . . ffecct?j;ess Nh‘f[x‘gk Security SLA  GUI Flexibility Availability  Reliability
[48] v X v v X X v v v X
[29] v v v X v X v v v X
[28] X X v X X v X v v v
[31] v v v X X v v v X v
[32] v/ X X v X v/ X X X v/
[33] v X X v X v v X v X
[49] X v v v X X X v v v
[50] v v v v X v v X v X
[51] X v v v X v v v v v

4. Problem Statement

Because it is difficult to test new mechanisms in a real cloud computing environment
and because researchers frequently cannot access a real cloud computing environment,
using a simulation to model the mechanism and evaluate the results is required. Simulating
a data center saves time and effort spent configuring a real testing environment.

5. Research Methodology

This section focuses on the cloud simulator architectures and proposes a selection
strategy for the simulator based on research gaps. The architecture of the cloud simulators
is incorporated and explained.

5.1. CloudSim Architecture

CloudSim was proposed in 2009 [43]. Figure 2 depicts the multifaceted software system
scheme and structural components of CloudSim. The CloudSim simulation layer allows
for the creation and simulation of virtualized cloud-based [24] and DC [38] environments
with clear organizational boundaries for VMs, memory, storage, and bandwidth. This
layer’s critical issues include, for example, assigning hosts to VMs, controlling request
execution, and observing robust method states. The layer cost for memory and space use is
reasonable [24]. There is no GUI [40], and it has a small prototype declaration that does
not fund TCP/IP [24]. The CloudSim layer handled the initialization and operation of
main identities (VMs, hosts, DCs, and apps) during the simulation test [44]. Many library
functions written in the Java programming language are included in CloudSim [46].

5.2. CloudSim Plus Architecture

CloudSim Plus is a mix of various components. The principal component representing
the simulation system API is the CloudSim Plus APLI. It is the single module needed to allow
cloud simulation experiments to be implemented [16]. For the modeling and simulation of
CC infrastructures and facilities, CloudSim Plus is an extensible simulation platform [47]. A
condensed overview of its package structure is shown in Figure 3. Packages with a darker
color include CloudSim Plus’s unique functionality. The most important CloudSim Plus
bundles and classes are listed below [16]:

e  Distributions: Groups that produce pseudo-random numbers after many statistical
distributions that are also used by the simulation API and the developers creating the
simulations [16].

e Network: Classes for building internet infrastructure for data centers that enable
network simulations [16].
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e  Power: Groups that allow power-aware simulations, namely models of energy usage
that developer can expand in the simulations [16].

User Code
Specificati S 1o from the Cloud I I Requirements for Users II ” Configuration of Application
of Simulation
Policy on .
Scheduling I Data Center Broker or Customer I
CloudSim
Structures for ' Cloudlet I [ Virtual Machine I
User Interface
Services of ;
VM I Execution of Cloudlet | I VM Management I
) I VM Provisioning II CPU Allocation I I Memory Allocation II Storage Allocation I
Services of
Cloud
° I Bandwidth Allocation |
sy Events Handli s Cloud Coordi Data C
the Cloud I vents Handling || ensor II loud Coordinator II ta Center I
Network | Network Topology I | Message Delay Calculation I

Core Simulation Engine for CloudSim

Figure 2. The architecture of CloudSim [34,42].
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Figure 3. CloudSim Plus API package kit [16].

5.3. CloudAnalyst Architecture

The CloudAnalyst architecture is shown in Figure 4. CloudAnalyst offers an [35]
easy-to-use GUI [39] to manage any geographically dispersed device, such as application
workload definition, user location information, creating traffic, DC location, number of
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customers per DC, and number of DC resources. In the form of a map or table, Cloud-
Analyst may produce output that summarizes the massive number of users and device
states during the simulation period [35]. It distinguishes between the environment for
programming and the environment for simulation [45].

’ \
| CloudAnalyst !
I ( ) I
] CloudSim Extensions J [ GUI |
I . J I
I
e N |
I CloudSim Toolkit ’I
\ - P

_ J

Figure 4. CloudAnalyst architecture [25,36].

5.4. iFogSim Architecture

The iFogSim framework contains numerous components: (1) the iFogSim simulator
expanded; (2) a Sniper Multi-Core simulator; (3) a System Cross-layer Controller; and (4) an
Environment co-simulation module (see Figure 5). The Simulation Module Co-simulation
Environment starts the simulation by configuring the loading device and application codes.
Machine settings include hardware requirements for the virtual computer, the network
layer, and the simulation framework. Program codes are the target programs that should be
run on VMs. To begin with, the Sniper simulator runs the loaded app code on the specified
system hardware configuration to generate statistics for subsequent moves. iFogSim uses
the generated statistics to simulate the device and network layers based on the device
specifications. The framework logs the ET and energy consumption of the application for
the specified device configuration [22].

~
System Cross Layer ={ iFogSim ] If Sniper Simulator |
Controller o _
T T 1
Co-Simulation Environment }
[ System Configurations ] [ Application Code ]

2 /

Figure 5. iFogSim architecture [22].

5.5. CloudReports Architecture

The CloudReports architecture is shown in Figure 6. It is an expandable simulation
software for energy-aware CC environments that enables researchers to design several com-
plicated concepts through an interface. On top of the [37] CloudSim simulation engine [56], it
offers four layers: (1) Report manager; (2) Simulation manager; (3) Extensions; and (4) Core
entities. The key benefit of CloudReports is its modular architecture, which enables its API
to be expanded to experiment with new algorithms for scheduling and provisioning [25].
CloudReports supports modeling for restricted [37] power consumption [57] and is based
on the mechanism of event-oriented simulation. CloudReports” important features involve
high accuracy and adaptive simulations based on help for auto-VM migration. It provides
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the Java Reflection API to build plug-in extensions [37]. It provides a GUI that offers unique
characteristics [41]. Table 7 summarizes the various cloud simulator architectures.

/ CloudReports \

[ Graphical User Interface (GUI) ]
[ Reports Manager ]
o)
= ) )
~ [ Simulation Manager ]
2
2 1 \
2 | Extensions |
2 | e e ]
k7
A~
[ Core Entities ]
- »/

[ CloudSim

R

[ Java Virtual Machine (JVM)

Figure 6. CloudReports architecture [1].

Table 7. A summary of various cloud simulator architectures [1,16,22,35,49].

Ref

Name Year Simulator Concise Description of Architecture

(1]

Another instrument that is based on CloudSim
is CloudReport. CloudReport, however,

Khadijah Bahwairethet al. 2016 CloudReports improves many of CloudSim’s features, such as
a friendly GUI, running multiple simulations,
and producing better simulations [1].

[16]

° CloudSim Plus is a Java 8 simulation
platform that enables various CC services,
ranging from IaaS to SaaS layers, to be
modeled and simulated [16].

) It allows simulation scenarios to be
introduced for experimentation,
evaluation, and validation of algorithms
for various objectives [16].

Manoel C. Silva Filho et al. 2017 CloudSim Plus

[22]

e  Several components are included in the
proposed architecture: (1) an expanded
iFogSim simulator; (2) a Sniper Multi-Core
simulator; (3) a Cross-layer system

Dongjoo Seo et al. 2020 iFogSim Controller; and (4) a Co-simulation
Environment module [22].

e  For the specified system configuration, the
architecture reports the application’s ET
and energy consumption [22].

e  CloudAnalyst provides an excellent GUI
for configuring any geographically
distributed system, which includes
application workloads, the geographic
location of users generating traffic, the DC

Pericherla S Suryateja 2016 CloudAnalyst location, the number of users per DC, and
the amount of resources per DC. During
the simulation time, Cloud Analyst can
create results as a chart or table that
highlight the massive quantity of users
and system statistics [35].
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Ref

Name

Year Simulator Concise Description of Architecture

[49]

Mandeep S. Bhatia and
Manmohan Sharma

e  The user code that handles the problems
related to simulation requirements and
scheduling policies is the top layer. This
layer thus implements the specifications of
the user, such as considering the number
of machines and assigning hosts to
VMs [49].

2016 CloudSim e  The middle layer provides support for
cloud-based environment development
and simulation, which includes VM
interfaces, storage, and bandwidth [49].

e  The lowest layer is referred to as the
simulation engine since it contains the
core jobs required for high-level
simulation settings [49].

5.6. Proposed Work with Selection Strategy for the Simulator Based on Research Gaps

Based on an extensive literature review, it has been found that most researchers have
not considered experiments in a real environment, hence the need for a systematic analysis
of cloud simulation tools.

This section proposes to evaluate cloud simulators for public clouds in particular. Only
parameters that can be measured by the cloud client are used in the simulator’s configuration:
inbound and outbound HPEs, VM PEs, cloudlet PEs, UB, and cloudlet ET parameters.

Various simulators and experiments were carried out in this study, which may have
an impact on future cloud simulation work. The selected cloud simulators highlight the
related succeeding works in Section 6 below. The following works are primarily based
on the following parameters: HPEs, VM PEs, Cloudlet PEs, Avg, Min, Max, and Cloudlet
ET. This research paper discusses popular simulators for experimental campaigns and
successful work analysis. Based on this research and to the best of our knowledge, no
successful work has been associated with other simulators. Figure 7 shows the framework
for analysis and comparison.

| Cloud Computing Environments

l

| Real World Experiements |

A

| Cloud Simulators |

| CloudSim, CloudSim Plus, Cloud Analyst, iFogSim, Cloud Reports

k.

| Parameters |

A

Host, VM, Cloudlet Processing, User Base (Avg, Min, Max),
Cloudlet ID (Start, End, Avg, Finish)

A.

Results

Figure 7. Framework for analysis and comparison.
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6. Experimental Results and Findings

In this section, the paper’s contribution will be compared with the state-of-the-art
simulators currently used in CC. With a focus on the increasing popularity of CC, the
experiments of cloud simulators are added, and researchers in this field need to perform
real experiments in the cloud simulator studies. It is expensive to configure and run these
tests in actual CEs. Modeling and simulation methods, however, are sufficient solutions for
these and also provide excellent alternatives for emulating environments in CC.

Throughout this section, Section 6.1-Section 6.5 are used for source code and to eval-
uate the performance of changed CloudSim, CloudSim Plus, CloudAnalyst, iFogSim, and
CloudReports exploiting the power usage of hosts and VMs, the usage of the round-robin
VM allocation policy, the process flow of the DC using a closet DC SB technique, and the
round-robin DC broker policy with host and VM power consumption to capture a more
realistic scenario where performance may change due to the power usage of hosts and VMs.

6.1. CloudSim

The following scenario evaluates CloudSim’s modeling and simulation capabilities. The
goal of this scenario is to figure out the power usage of hosts and VMs. The simulation
environment is composed of Scheduling Interval 10, Hosts 2, Hosts PEs (PEs) 8, VMs 4, VMs
PEs 4, Cloudlets 8, Cloudlets PEs 2, and cloudlet length 50,000 for implementation purposes.

As per FCFS’s default policy, each VM is assigned to the first available host with
available PEs. Each host distributes/shares its core capacity dynamically among all VMs
running on the same time-shared VM scheduler (Pes). CloudSim’s modeling and simulation
capabilities are depicted in Figure 8. Figure 8 shows that VMs are executing successfully
according to the parameters that were given at the time of creation. This means that
CloudSim is the best simulator for the power usage of hosts and VMs.

SIMULATION RESULTS

Cloudlet|Status |DC|Host|Host PEs |VM|VM PEs  |Cloudletlen|CloudletPEs|StartTime|FinishTime|ExecTime
|ID| ID|CPU cores|ID|CPU cores| MI| CPU cores| Seconds| Seconds| Seconds

8| SUCCESS| 50000 |
2| SUCCESS | 50000 |

1| SUCCESS | 50000 |
3| SUCCESS | 50000 |
4| SUCCESS| 100000 |
6| SUCCESS| 100000 |
5| SUCCESS | 100000 |
7|Success| 1| 100000 |

Figure 8. Simulation results of CloudSim based on the power usage of hosts and VMs.

6.2. CloudSim Plus

The following scenario was built to test the modeling and simulation capabilities
of CloudSim Plus and determine the use of the round-robin VM allocation policy. The
simulation environment is composed of Hosts 4, Hosts PEs 8, VMs 8, VMs PEs 2, Cloudlets 8,
Cloudlets PEs 2, and cloudlet length 10,000.

In this manner, it loads a VM onto a host and proceeds to the next host. Not all hosts
are turned on when they are created. When VMs are added, hosts are activated on demand,
as evidenced by logs. Remember that such a policy is extremely naive and increases the
number of active hosts, resulting in higher power consumption. Figure 9 depicts the
CloudSim Plus simulation workflow. In this experiment, the round-robin algorithm was
integrated into CloudSim Plus to manage the load on the VM host. Once the first VM host
has been loaded, this round-robin algorithm will automatically divide the load between
VM hosts, which will be beneficial for cloud users in terms of time savings and cost.
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SIMULATION RESULTS

Cloudlet|Status |DC|Host|Host PEs |VM|VM PEs |CloudletLen|CloudletPEs|StartTime|FinishTime|ExecTime
|ID| ID|CPU cores|ID|CPU cores| MI| CPU cores| Seconds| Seconds| Seconds

0| SUCCESS | 10000|
1| SUCCESS| 10000 |

2| SUCCESS | 10000|
3| SUCCESS| 10000|
4| SUCCESS| 10000|
5| SUCCESS | 10000|
6| SUCCESS | 10000|
7|SUCCESS | 10000|

Figure 9. Simulation results of CloudSim Plus based on the round-robin VM allocation policy.

6.3. CloudAnalyst

Figures 10-13 show the workflow of the Cloud Analyst simulation method. In this
experiment, we have six UBs for three DCs, which means that there are two UBs on one
DC to check the response time of DCs. According to the result, DC 1 and DC 2 have five
VMs to execute the cloud user tasks, and DC 3 has 50 VMs.

Configure Simulation

Main Configuration Data Center Configuration | Advanced

Simulation Duration: 60 min v
LT Name Region Requests per, Data Size Peak Hours | Peak Hours Avg Peak | Avg Off-Peak
User per Request | Start (GMT) | End (GMT) Users Users
per Hr (bytes) Add New
UB1 0 60 100 12 14 5000 500|~
UB2 1 60 100 14 16 1000 100] Remove
UB3 2 60, 100 19 21 3500 350
UB4 3 60 100 0 2 1500 1504
UBS 4 60 100 20 22 500 50| v
Application Service Broker Policy: Closest Data Center v
Deployment
Configuration:
Data Center #VMs Image Size Memory BW
DC1 5 10000 512 1000 Add New
DC2 5 10000 512 1000]
DC3 50 10000 512 1000 Remove

Figure 10. Settings of simulation duration with closet DC SB policy.

We pretend that an internet application is running in three different DCs around the
world in this experiment. The service proximity policy is used to route user traffic to the
DC that has the shortest network latency. This simulation will take approximately one hour
to complete.

CloudAnalyst displays the regions with a response to time results when the simulation
is completed, as depicted in Figure 11.

Figure 13 depicts the cloud infrastructure, which includes six geographically dispersed
UBs and three DCs with 5 to 50 VMs.
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Figure 11. Simulation results of DC request servicing time [1].
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\
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Max: 383.3ms
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Avg: 52.0ms

Max: 58.8ms

Data Center Request Servicing Times

#84
esp. time
vg: 355.4ms
425.8ms

257.6m:

201.3ms

237.1ms

Data Center Avg (ms) Min (ms) Max (ms)
DC1 3.599 0.272
DC2 2.933 2.035
DC3 41543 1.921
Figure 12. Simulation results of DC request servicing time.
Cost
Total Virtual Machine Cost: $6.02
Total Data Transfer Cost: $1.49
Grand Total : $7.51
Data Center VM Cost Data Transfer Cost Total
DC3 1.09
DC2 0.06
DC1 0.336

Figure 13. Simulation results of DC, VM, and data transfer costs.

6.4. iFogSim

=2

wlw|~

wlolo
DS
W&o,

The scenario below was created to add iFogSim’s modeling and simulation capabilities
to the test. The amount of CPU time consumed by the host is determined by this scenario.
The simulation environment consists of four VMs, some hosts (PEs) equal to the number of
VMs, and VMs (PEs) for implementation purposes.

The iFogSim analysis is based on a DC with one host that places two VMs to run one
cloudlet each and receives notifications when a host is allocated or reallocated to each VM.
The example uses the new VM listeners to get these notifications while the simulation is
running. It also shows how to reuse the same listener object in different VMs. Figure 14
shows the workflow of the iFogSim simulation. According to this experiment, we have one
DC with four VMs to check the time of the user on cloud resources. This experiment is to
check the progress of VMs that are used by cloud users.
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SIMULATION RESULTS

Cloudlet|Status |DC|Host|Host PEs |VM|VM PEs |CloudletlLen|CloudletPEs|StartTime|FinishTime|ExecTime
|ID| ID|CPU cores|ID|CPU cores| MI| CPU cores| Seconds| Seconds| Seconds

8| SUCCESS| 1| 400000 |
1|SUCCESS| 1| 400000 |
2| Success| 1| 400000 |
3|Success| 1| 400000 |

Figure 14. Simulation results of iFogSim based on the DC with one host that places two VMs.

6.5. CloudReports

The simulation set in this experiment consists of one DC and two hosts to demonstrate
the capabilities of CloudReports (physical machines). Each host has a single CPU core
(capable of 16,000 MIPS computing), 8 GB of RAM, and 12 TB of storage. In this scenario, a
VM with 500 and 1000 MIPS compute volumes is running on the host. These VMs have
512 MB of RAM and 10 GB of storage for implementation. To begin this experiment in
CloudReports, the DC must first change the host configuration and then add user privi-
leges, as illustrated in Figures 15 and 16. When the simulation is complete, CloudReports
generates the results and displays them as HTML reports. Among them are charts for
resource utilization, ET, power consumption, and overall resource utilization of each DC.

~ - - - - . - S
<> CloudReports = P4

| File Settings About

| Simulation environments: General | Hosts | Costs [ SAN | Network
[
New Environment W

v CloudReports Allocation Policy: Single threshold

v ||| Provider T
- > Datacentert Architecture: x86 ¥, Upper Threshold 08 D

¥ ¢4} Customers -
Customer1 Operating System Linux |» Lower Threshold 02 [
Hypervisor. Xen v VM Migrations: | Enabled v
Scheduling Interval 30 |5 Monitoring Interval 180 L/

Information
Number of hosts: 2
u Run Simulation
Number of processing units: 8
Processing capacity (MIPS). 16,000
Storage capacity. 1278
Total amount of RAM: 8GB

Figure 15. Simulation results of the DC based on the single threshold allocation policy.

Figure 17 shows an analysis of the number of successful cloudlets executed in a VM
with the current DC, and Figure 18 shows the total time in seconds for each successful
cloudlet run in the current DC, both of which are generated by CloudReports. This
experiment is based on data from cloud users related to the uploading time of cloud
data into the cloud service. Based on the results, cloud users can upload the data in
the fastest way because they have 16,000 MIPS of processing capacity that is based on a
single-threshold allocation policy that is fast for the cloud users.
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. X
2 CloudReports . gy e
File Setings About

Simulation environments: Ovenview | Network
\New Emdronment ___ )

v CloudReports

[ +M¢Customer J [ == Remove Customer J

v [|{ Provider
Datacenter1 \isers
v 3¢ Customers
- Customer1 Number of costumers: 1

Cloudlets sent per minute: 50
Average length of cloudlets: 50,000
Average cloudlet's file size: 500

Average cloudlet's output size: 500

Virtual Machines

[7 lj Run Simulation

Number of vitual machines: 1

Average image size: 1,000
Average RAM: 512MB
Average bandwidth: 100,000

S

Figure 16. Simulation results of customers based on VMs.

MO

~3

Claudlets

w

~

Figure 17. Simulation results of the number of successful cloudlets executed in a VM with the
current DC.
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s)

Time

Cloudlet ID

Figure 18. Simulation results of ET for the customer’s cloudlet.

6.6. Result Analysis

Results for simulators with parameters are listed in Tables 8-10. Table 8 shows the
results of the cloud simulation models discussed in this research. CloudSim, CloudSim
Plus, Cloud Analyst, iFogSim, and CloudReports are based on HPE, VM PE, and cloudlet
PE parameters. Table 9 displays the findings of the cloud simulation models. CloudSim,
CloudSim Plus, CloudAnalyst, iFogSim, and CloudReports are based on UB parameters
for Avg, Min, and Max with closet DC SB policies. Table 10 shows the results of CloudSim,
CloudSim Plus, CloudAnalyst, iFogSim, and CloudReports based on various ET analysis
parameters for a customer cloudlet.

Table 8. Processing element comparison of cloud simulators.

Parameters

Simulators Host Processing VM Processing Cloudlet Processing
Elements Elements Elements
CloudSim 8 4 2
CloudSim Plus 8 2 2
CloudAnalyst 6 1 3
iFogSim 4 1 1
CloudReports 7 2 1
Table 9. UB parameter comparison of cloud simulators.

Parameters
Simulators Avg. Min. Max.
CloudSim 55.8 65 442
CloudSim Plus 52 58.8 44.8
CloudAnalyst 74.3 104.5 51.8
iFogSim 355.4 425.8 257.6

CloudReports 313.6 363.3 268.3
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Table 10. Cloudlet parameter comparison of cloud simulators.

Cloudlet ID Parameters

Simulators Start Time (s)  End Time (s) AVG Start(s)  AVG Finish (s)
CloudSim 0 0 500 500
CloudSim Plus 1100 100 500 500
CloudAnalyst 1100 0 500 500
{FogSim 0 100 500 500
CloudReports 0 100 500 500

6.7. Performance Comparison of Simulators (Parameters)

The results received in Section 6 come from a comparison of five simulator metrics
(HPEs; VM PEs; cloudlet PEs; UB Avg, Min, and Max; and cloudlet ID Start Time, Fin-
ish Time, Average Start, and Average Finish) for each of the five simulators (CloudSim,
CloudSim Plus, CloudAnalyst, iFogSim, and CloudReport).

Figure 19 shows HPEs, VM PEs, and cloudlet PEs based on CloudSim, CloudSim Plus,
and iFogSim. As it is shown, both CloudSim and CloudSimPlus are equal on HPEs, while
the VM PEs and cloudlet PEs show a lower output value. Furthermore, iFogSim, compared
to the other two simulators, is equal on VM PEs and cloudlet PEs, while the HPEs showed
a higher output value than them.

[

~

)

v

IS

w

N]

i

CloudSim CloudSim Plus iFogSim

M Host Processing Elements  # VM Processing Elements i Cloudlet Processing Elements

Figure 19. Performance comparison of the host, VM, and cloudlet PEs.

Figure 20 shows a UB of 1 to 6 based on CloudAnalyst, as it shows UB 3 to UB 6 are
different on Avg, Min, and Max, while UB 4 Min and UB 5 Min are almost equal. Furthermore,
UB 1 Avg, Min, and Max and UB 2 Avg, Min, and Max are almost equal, while UB 3 Avg, Min,
and Max and UB 6 Avg, Min, and Max showed a higher output value than them.

450
400
350
300
250
200
150
100

uB1l uB2 uB3 uB4

0
UBS uBe6

HAvg. ®Min. uMax.

Figure 20. Performance comparison of six UBs based on Avg, Min, and Max values.
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Figure 21 shows the cloudlet parameters: Start Time, Finish Time, Avg Start, and Avg
Finish in seconds based on CloudReports. As it is shown, Cloudlet 0-50 start and finish times
are equal, and Cloudlet 50-55 start, finish, Avg start, and Avg finish times are different, while
the Cloudlet 55 finish time is equal to Cloudlet 0-50. Furthermore, Cloudlet 55 start, Avg start,
and Avg finish times have different output values than those of Cloudlet 0-50.

1200
1000
800
600
400

200

Cloudlet 0-50 Cloudlet 50-55 Cloudlet 55

EStart Time (s) M Finish Time (s) W Average Start(s) B Average Finish (s)

Figure 21. Performance comparison of cloudlet ID based on start, finish, Avg start, and Avg finish
times in seconds.

7. Discussion

The results of the CloudSim, CloudSim Plus, Cloud Analyst, iFogSim, and CloudReports
simulators are discussed in this section. Cloud simulation parameters such as host, VM,
cloudlet, UB, and ET, and comparison of simulation tools vs. non-simulation tools are also
discussed. CloudSim, CloudSim Plus, CloudAnalyst, iFogSim, and CloudReports enable
different users to use a DC by employing various cloud-based simulations. Figure 7 shows
the simulation capabilities of CloudSim while representing the graphical analysis of HPEs,
VMPEs, and cloudlet PEs based on CloudSim. Figure 8 is based on CloudSim Plus. The
CE is composed of six geographically dispersed UBs with DC 1 to 3, and three 5, 5, and
50 VM DCs, as shown in Figure 10. Based on the SB strategy, which picks the nearest
DC in consideration of the lowest network delay, user-base traffic is routed to the DC. The
simulation is 60 minutes long. After the simulation is done, CloudAnalyst displays the
regions with time response data, as expressed in Figure 11. Analysis of the results can also
be performed by exporting an a.pdf file, which includes comprehensive tables and charts.
Figures 12 and 13 are descriptive snapshots for each DC of a request’s servicing time and
cost information, respectively. Figure 14 is based on iFogSim. Figures 15 and 16 show the
simulation environments of CloudReports, and Figures 17 and 18 represent the number of
cloudlets that the actual DC user has successfully performed using CloudReports and show
the total time in seconds for each cloudlet to be successfully executed in the current DC.

7.1. Prominent Cloud Simulators

Q1: What is the motivation behind the simulator’s development?

Response: These simulators are modern and up-to-date, complete, and well-reported.
Furthermore, they are cost-effective, provide results with graphical representation, and
display effective performance.

Q2: What are the features or characteristics of cloud simulators?

Response: These are easy to use and expand, allowing users to model, simulate, and
evaluate CC infrastructure and application services.

Q3: What is the scope of extension or application of the targeted cloud simulators?

Response: These simulators are used in PaaS, laaS, and SAAS.
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7.2. Research Questions

Q1: What parameters would be used for the comparison of simulation tools vs. non-
simulation tools?

Response: We have used different parameters for the comparison of simulation tools
vs. non-simulation tools such as host, VM, cloudlet, UB, and ET.

Q2: What metrics are covered in the cloud simulators that are targeted?

Response: We have covered different metrics for the cloud simulators, such as host,
VMs, cloudlet, UBR, and ET.

(QQ3: What are the energy-consuming parameters found in the selected cloud simulators?

Response: We have found energy-consuming parameters such as workload, cluster,
server host, VM, network, storage, CPU, and memory.

7.3. Simulation Setup of Cloud Simulators

We used CloudSim, CloudSim Plus, Cloud Analyst, iFogSim, and CloudReports sim-
ulators for analysis to help researchers and readers in the real-time cloud environment.
Table 11 shows the hardware specifications for an experiment.

Table 11. Hardware specifications for the experiment.

System
Processor Intel (R) Core (TM) i7 2620M CPU 2.7 GHz
RAM 8.00 GB
Windows 8.1 Platform
IDE-1 Eclipse IDE for Java Developer Release 2021-09 (4.21.0)

8. Recommendations

Access to genuine cloud infrastructure is required for systems administrators, cloud
experts, and even researchers to conduct real-time experiments and put new algorithms
and approaches into practice. Before going live, it is critical to evaluate performance and
thoroughly identify any potential security concerns. Modeling and simulation tools have
saved us from such difficulties. A CC simulator is required to view an implementation
scenario in real-time. Many CC simulators are being developed to assist academics, systems
administrators, cloud specialists, and network administrators in assessing the real-time
performance of CC environments. Since free and open-source simulators provide an
environment for DL and experimentation, the trend is to focus on these simulators for all
types of complicated and real-world CC problems.

9. Conclusions and Future Work

The ever-growing popularity and difficulty of computing systems make simulation
software an essential option for creating, installing, controlling, and evaluating a system’s
efficiency. Simulators of CC have been used in the evaluation of trade-offs between cost
and reliability in PAYG settings. The analysis, therefore, aimed to present a collection of
simulation resources appropriate for cloud architecture. A wide range of tools, namely
CloudSim, CloudSim Plus, CloudAnalyst, iFogSim, and CloudReports, are addressed.
Extensive analysis of cloud simulators that consider multiple hosts and VMs as different
workloads and system configurations has been provided. The results of the performance
comparison of simulator parameters are shown in Section 6.

In future work, the cloud simulators can be extended to develop innovative and
advanced integrating technologies such as ML and Al to respond to the circumstances
dynamically. Another area of research lies in expanding the cloud simulation tools” func-
tionality to fit ML algorithms, such as NB, RF, SVM, etc., in the simulation tools. These ML
algorithms can be integrated with FTCloudSim, Dynamic CloudSim, etc. for cloud service
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reliability enhancement simulations. The enhancement of the simulation module graphics
also has potential.

List of Abbreviations

Table 12 shows the list of abbreviations that are used throughout the whole manuscript.
Details are mentioned below.

Table 12. List of abbreviations.

Al Artificial Intelligence
Apps Applications

API Application Programming Interface
AWS Amazon Web Services
AVG Average

CcC Cloud Computing

csp Cloud Service Provider
CPU Central Processing Unit
DL Deep Learning

CE Cloud Environment

DC Data left

DCs Data lefts

CDC Closet Data left

ET Execution Time

FT Fault Tolerance

GUI Graphical User Interface
HPE Host Processing Element
HPEs Host Processing Elements
TaaS Infrastructure as a Service
IoT Internet of Things

LB Load Balancing

ML Machine Learning

Min Minimum

Max Maximum

NASA National Aeronautics and Space Administration
NB Naive Bayes

PaaS Platform as a Service
PAYG Pay-as-you-go

PE Processing Element

PEs Processing Elements

RF Random Forest

SVM Support Vector Machine

SB Service Broker
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Table 12. Cont.

SaaS Software as a Service

SBP Service Broker Policy

SBPs Service Broker Policies

UBR User Base Response

UB User Base

UBs User Bases

VM Virtual Machine

VMs Virtual Machines

VMPEs Virtual Machine Processing Elements
QoS Quality of Service
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