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Abstract

:

For many years, the use of new computer systems to control various elements of everyday human life has been observed. Separate systems manage access control; others are used to control blinds and roller shutters; and others manage systems in the garden. Many of these systems can be integrated using available systems. This paper presents an example of an access control management system based on the Raspberry Pi microcomputer and shows an analysis of its performance, accuracy, and possibility of improvement. This study used official devices manufactured by the Raspberry Pi Foundation; however, it is possible to create a similar system with custom parts. This project used open-source software. The authors argued that it is possible to create an autonomous vehicle access control system using microcomputers and optical character recognition technology. Using simple devices, the plate recognition system was built and tested, proving the thesis that it is possible to build an access control system using available devices. This also confirms the thesis that microcomputers can be used to control other systems in the human environment.
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1. Introduction


Autonomous and smart management systems have been used in an increasing number of projects over the past few years. Technologies like optical character recognition (OCR) have been implemented in access control devices, smart building systems, and more. Furthermore, scientific progress has created the possibility of constructing compact devices capable of handling advanced systems. Microcomputers, such as Raspberry Pi or Arduino, present computing power similar to that of some older stationary computers while using less power, materials, and space. This allows for decreased costs of building and maintaining some systems and a decreased amount of energy needed for them to work, potentially making it easier to implement some solutions using renewable energy while maintaining the desirable performance of a particular system.



This paper presents an example of an access control management system based on the Raspberry Pi microcomputer and shows an analysis of its performance, accuracy, and possibility of improvement. In this project, official devices manufactured by the Raspberry Pi Foundation were used; however, it is possible to create a similar system with custom parts. This project used open-source software.




2. Literature Review


In recent years, the ever-expanding Internet of Things (IoT) has become more empowered to revolutionise our world with the advent of cutting-edge features and intelligence in an IoT ecosystem. The distributed nature of the IoT and its rapid increase on a large scale raise many security and privacy issues. Access control is one of the major challenges currently addressed through centralised approaches that may rely on a third party, and they are constrained by availability and scalability, which may result in a performance bottleneck. A novel solution to manage the delivery of lightweight and decentralised secure access control for an IoT system based on a multi-agent system and a blockchain has been proposed by [1]. Problems related to access control are very often discussed in the professional literature. The growing availability of mobile devices has led to the rising development of smart city services that share a huge amount of (personal) information and data. Without accurate and verified management, they could become severe backdoors for security and privacy. In this paper, we propose a smart city infrastructure able to integrate a distributed privacy-preserving identity management solution based on attribute-based credentials [2]. In [3], the authors propose a rule-based optimisation mechanism on an embedded edge platform to provide dynamic home appliance control and advanced intelligence in a smart home. The latest research includes those concerning buildings with nearly zero energy consumption [4,5]. One study affirmed that smart homes are not generally considered a safety-critical domain because the consequences of the artificial intelligence (AI) system’s failure in a smart home setting are typically less severe than in other safety-critical domains such as transportation or healthcare [6]. In [7], the authors reviewed recent activities related to IoT-based energy systems. The work highlighted the potential areas to improve at different layers and reviewed communication technologies and standards related to energy systems. Some examples were discussed, including smart homes, smart power grids, and smart cities. Equally often, microcomputers are used to facilitate basic human activities. In [8], the authors demonstrate the capabilities of Raspberry Pi to perform electroencephalogram (EEG) biometric tasks in real-time by developing a portable, low-cost, real-time system that integrates all the necessary steps of subject identification from the acquisition of the EEG signals. The authors of [9] provide an analysis of the possibilities of using a Raspberry Pi microcomputer on a ship, while an overview of the components for an onboard control system of an autonomous ship is presented in [10]. In [11], a Raspberry Pi microcomputer embedded with image processing algorithms is introduced to realise edge-computing. In [12], the study thoroughly examines how blockchain-based decentralised architecture can potentially improve IoT access management. The authors of [13] propose combining zero-trust access control with an attribute-based encryption scheme against compromised devices in power IoT environments. Traditional access control schemes assume that internal devices are trusted in power IoT environments, thus giving compromised devices the chance to steal sensitive data [14]. A brief overview shows that the problem of control is an important one that is often described nowadays. New technologies and solutions are important elements that provide new opportunities. One such approach is presented in this paper.




3. Methodology for the Development of an Access Control Management System


An access control management system should be able to detect vehicles waiting for access, check linked databases for the existence of a detected vehicle’s plate numbers, and, depending on the results, grant access and open the barrier or deny access and give proper information to the driver of the rejected vehicle. The system should also avoid closing the barrier when a vehicle is under the raised arm of the barrier.



The main goal of this project was to create the above-described system with the lowest possible cost and, at the same time, the lowest energy consumption. The designed system should be capable of fulfilling the conditions mentioned above with a reasonable rate of success. The accepted values for particular conditions are a 100% success rate in preventing the barriers from closing down when something is under the arm of the barrier and at least a 51% success rate in the proper reading of plate numbers. The time for response when the vehicle arrives should not be more than 10 s.



The motivations behind the values specified above are the following:




	
Preventing the system from closing the barriers when something is under them is a matter of safety—any error may lead to accidents, vehicle, cargo, or infrastructure damage, and, in the worst cases, damage to health. Because of that, any rate below 100% is unacceptable.



	
Even top OCR engines do not have 100% accuracy. When working on high-quality documents, the accuracy rate is usually around 99% per page. In describing the project, the OCR input would not be a scan but a picture taken in different weather and light conditions. The objects containing the searched data may also be seen in the particular images from slightly different angles. In those cases, the expected accuracy should be much lower. However, if the success rate turns out to be lower than 50%, it usually means that the system does not work.



	
One of the main reasons behind automation is to reduce the time needed for a particular operation. In manually checking if a vehicle should have permission to enter, one should observe the car, visually inspect the plate numbers, write them in some sort of data browser, and, depending on the results, decide whether this vehicle does or does not have access to the particular area. With good perception and practical usage of cameras, computers and browsers should be able to do this quickly, but there is a relatively low probability of doing this in less than 10 s. Because of that, it seems to be a reasonable value for the automatic system to be considered effective.








Many OCR engines are available nowadays, some of which are open source and free, and others are commercial products. The paid versions of this software are usually better in speed, accuracy, and overall performance. Since the technology of OCR has been improving for decades, modern versions of free software usually also reveal acceptable-quality work. The additional goal of this project is to check if it is possible to create the described system using free open-source software and fulfil the necessary conditions mentioned above.




4. Creating an Access Control System


4.1. Device Selection


As mentioned before, the computer and the camera used in this paper were Raspberry Pi-branded devices. However, it should also be possible to maintain a similar system based on some versions of Arduino or other single-board computers. Although there would be some differences in details, such as the programming language or way of connecting components, the overall algorithm of the program would be the same. Microcomputers from the main branch of Raspberry Pi devices have one particular advantage: they can handle ‘desktop-like’ operating systems, such as Raspberry Pi OS, Ubuntu MATE, Windows IoT Core, and more. This functionality extends the computer’s software power and makes working with it much more manageable. That is the main reason behind the decision to choose the Raspberry Pi as the foundation of the described project [15,16,17].



There are several generations of Raspberry Pi microcomputers, with multiple versions and models in each. The main branch contains four generations of devices. The one used in this project is Raspberry Pi 4 Model B with 2 GB of RAM (Raspberry Pi Foundation, Cambridge, UK). Older or more compact versions of Raspberry Pi should also be possible to use in this project, as long as they can work with the camera and have enough memory to perform some image processing. Some tests were undertaken with the previous-generation Raspberry Pi 3 Model B with 1 GB of RAM to check if it would have some influence on the performance. The results will be mentioned in the next chapter of this paper.



The camera used in the described project is an official Raspberry Pi High-Quality Camera with a 12 MPx Sony IMX477R Sensor (Tokyo, Japan), equipped with a 16 mm telephoto lens designed for that camera. The other official lens for the described camera, a 6 mm wide-angle lens, would be a better option depending on the planned distance between the camera and the monitored entry gate in the final form of the developed system. In this project, that distance was about 4 m. The 6 mm lens would be preferred when the space is lower than 4 m. It should also be possible to successfully use the older Raspberry Camera modules, especially since the sufficient resolution of processed images is 640 × 480 pixels. The overall costs may be lower, and there is no need to buy additional lenses, but there may be problems with purchase availability. It is also safe to assume that the latest Raspberry Pi Camera module generation—version 3, which came out in January—would also work. Regardless of choice, the camera connects to Raspberry Pi via a CSI flat cable. The standard length of this cable is 30 cm. Because of that, the microcomputer has to be close to the camera. Placing it in the same case is a good option.



There are various ways of checking if the vehicle is below the arm of the opened barrier. One of the most popular options is to use induction loops. These devices installed on the surface of the road use electromagnetism to detect all metal objects placed above them. The significant advantages of this solution are its reliability and lifetime. However, the setup process generates significant costs due to the need for the road’s surface modifications. It is possible to lower the overall cost of the described system by using a different object detection method. It has been used as an ultrasonic distance sensor in this project. It is a device capable of emitting and receiving high-frequency sound signals. Considering the time between signal emission and echo reception, it is possible to calculate the distance between the sensor and the detected obstacle. The sensor should be placed on the entry gate, under the arm of the barrier. With that, if the sensor detects an obstacle in a specified range, it would mean that something is under the component of the barrier, and the system should prevent it from closing down.



The devices used in this project are as follows:




	
Raspberry Pi 4 Model B with 2 GB of RAM;



	
Raspberry Pi HQ camera with a Sony IMX477R sensor;



	
PT3611614M10MP 16 mm lens for the Raspberry Pi HQ camera;



	
Ultrasonic distance sensor HC-SR04 (Cytron Technologies, Johor, Malaysia)








To provide safe communication between the Raspberry Pi microcomputer and the HC-SR04 ultrasonic sensor, resistors must be used. The described distance sensor communicates with Raspberry Pi through the GPIO port. However, the HC-SR04 is a 5 V device, and the GPIO port in Raspberry Pi microcomputers works with a voltage of 3.3 V. The echo pin of the distance sensor transfers the signal directly to the GPIO port of Raspberry Pi, so it must be lower before. To achieve this, two resistors must be used. The proportion of their resistance is calculated in the following equation:


   U o  =  U z  ×    R 2     R 1  +  R 2     



(1)






  3.3  V  = 5  V  ×    R 2     R 1  +  R 2     



(2)






  1.94  R 1  =  R 2   



(3)




where



	
Uo—desirable voltage of the signal entering the Raspberry Pi;



	
Uz—voltage of the signal exiting the HC-SR04 sensor;



	
R1—resistance of the first resistor;



	
R2—resistance of the second resistor.






The resistance values of the resistors used in this project were 1000 Ω and 500 Ω. It should fix the voltage value at 3.3 V. The connection diagram is illustrated in Figure 1.



Raspberry Pi 4’s average power consumption is about 3 W. The maximum power usage is no more than 7 W. The older or more compact version of this microcomputer uses even less energy. For comparison, a typical mini PC uses between 7 and 40 W (there are some models with power consumption similar to or slightly above that of Raspberry Pi microcomputers; however, they are significantly more expensive), and a standard desktop office computer consumes about 150 W. A typical single-socket server uses up to 118 W. The required database could be stored directly in the storage memory of the microcomputer, and the server would serve only for backup purposes, which could reduce its power consumption. It is possible to make some extra power savings by using renewable energy. For example, the microcomputer could be equipped with a solar panel. To avoid damages related to the voltage fluctuations caused by differences in light hitting the board at a particular time, the device should also be equipped with a battery, charge controller, and DC/DC converter. However, this modification is optional and was not used in the described project.




4.2. Software


As mentioned before, the additional goal of this project was to check the possibility of basing the described system on free, open-source software. The final version of the developed system contains two scripts in the Python language. The first of them controls the overall action algorithm and the work of barriers and ultrasonic sensors. The second is responsible for the camera, image processing, character recognition, and comparing the results with the database. To carry out such a comparison, the SQLite API for Python was used. The databases used in the project were written in SQL. The schema of the algorithm of the first of the Python scripts is pictured in Figure 2.



The second script is used as a subprocess when the barrier is open. It checks if there is any vehicle in front of the entrance and, if so, searches the proper database for the existence of its plate numbers. The results are returned to the first script, and the appropriate action is taken according to them. The schema of the algorithm of the second script is illustrated in Figure 3.



Most of the image processing is performed with the OpenCV library. The script converts the image to greyscale, reduces noise by performing bilateral filtering, detects edges using the Canny Edge Detection method, and tries to find objects that could be the licence plate. If the program finds such an object, it isolates it and performs character recognition with the Tesseract OCR engine. Because the individual photographed vehicle may be at a slightly different angle relative to the camera and the picture may be taken during different weather and light conditions, there is a high probability of some errors occurring; however, it is also possible to prevent some of them. The most common bugs are mistakenly adding special characters and using lowercase. None exist on the licence plates of any country, so the described script deletes all special characters from the results and changes every letter to uppercase. After these actions, the final result is compared to the specified database. The correct information is returned to the first script based on the consequences of the second script’s actions.



The ultrasonic sensor was installed as described earlier and set up to prevent barriers from closing down when it detects any objects between 10 and 160 cm. This range was chosen by comparing the possible vehicle width with the typical entrance width.



Another version of the second script has been prepared to facilitate the installation process. It works similarly to the original, although it shows a camera preview and performs all actions after the trigger by pressing the specified key. The preview helps set up camera properties and check if the image part with the licence plate is taken correctly. Figure 4 presents a Raspberry Pi desktop with a running help script.




4.3. Cost


Raspberry Pi Model B’s current (Q1 2023) price with 2 GB of RAM oscillates around USD 50 among approved resellers. However, the Raspberry Pi Foundation has had some problems with supply chains for the past two years. This leads to frequent unavailability in official stores and increased prices at third-party resellers. Even though the fee should not exceed USD 100. The more compact versions of Raspberry Pi are proportionally cheaper. The camera module used in this project costs around USD 120 with a 16 mm lens included. The latest camera module, v3 is even more affordable, oscillating around USD 30. The HC-SR04 ultrasonic sensor used in this project usually costs around USD 2.



The overall cost of the device used in the described project was less than USD 200; with the camera module v3, it could be less than USD 100. However, this sum does not include the cost of the optional case and wires.





5. Analysis of the Results


The system was developed for EU-standard licence plates. The tests were performed with 20 different paper licence test plates, of which 3 were confirmed and 17 were fake, created mainly for this purpose and stuck on the real plates. To check if the background colour impacts the OCR accuracy, three fake plates had a green background (simulating the EV’s licence plates), and another three had a yellow background (simulating licence plates from countries like, e.g., The Netherlands). Three false numbers were chosen to make it especially hard to read by the OCR engine, including combinations of letters and digits that are very similar, like ‘0’ and ‘O’, ‘I’ and ‘1’. The other numbers were chosen randomly from the possible European combinations. All tests were carried out on three different vehicles, differing in shape and colour. It seems not to have had any significant impact on the results. The tests were performed in different weather and lighting conditions. The regular illumination of the licence plate affects the chance of detecting the plate. All tests included 899 detections of the licence plates. Table 1 shows the results.



The background colour of the cells in Table 1 corresponds to the background colour of each licence plate. The first three records are the actual plates. The overall success ratio is around 66%. Of 899 attempts, 591 ended up with correct recognition. The background’s colour seems to have no significant impact on the result. As might have been expected, numbers with combinations of similar letters and digits were almost always recognised incorrectly. Randomly chosen numbers are usually identified correctly. However, to increase the value of these statistics, records with a small number of tries should be removed. Table 1 includes only records with 40 or more attempts.



Table 1 contains two real and eight false plates, of which one is green and one is yellow. The coloured ones show a success ratio around average, which in this case is almost 71%. RBI04840 has the lowest success rate in the table above. It was the real plate with the little fatigued numbers. A similar case was found with RBIH096 in Table 2, although fewer trials existed. The correct recognisability coefficients of the remaining licence plates are identical and oscillate around the average.



In most cases, the first recognition after the vehicle arrives is incorrect, but the second and subsequent ones are successful. Even lightning on the plate has a significant effect on the results. When the licence plate is illuminated only partially, the system usually does not detect the plate at all. However, the most problematic issue is the appearance of similar letters and digits in contiguous positions.



Both Table 1 and Table 2 show the average success ratio above design assumptions. On this basis, it can be confidently stated that the developed system works as intended. However, it must be noted that some combinations of plate numbers have a 0% chance of correct recognition. This is still a minority, and there are several ways to deal with this, which will be discussed later in this article.



In all tests, there was no situation where the barrier closed when something was under the barrier arm. This confirms that the ultrasonic distance sensor works as intended and that its detection range was correctly set.



The maximum time for each iteration is 9 s. However, it still takes 4 s to detect the licence plate, check the database, and turn on the signal to open the barrier. To check whether the database size affects the record search time, four different databases were prepared. All of them had one table, but they had an additional number of records. The first had 24 records, the second had 1000 records, the third had 10,000 records, and the last had over 100,000 records. No differences in processing time were detected in any of the created databases. In each case, the maximum time for each iteration was exactly 9 s, as set in the script code.




6. Comparative Analysis, Recognition Problems and Future Development


6.1. Comparative Analysis of the Similar Devices Available on the Market


The idea of using OCR technology in road transport is not new. Devices specialised in licence plate recognition (LPR) have been on the market for a long time and are becoming more popular each year. Most modern systems are much more powerful and accurate than the solution presented in this paper. Many of them can detect multiple objects at once and read the licence plates of vehicles moving at speeds up to 200 km/h. Examples of such systems are the LPR/ANPR cameras for vehicle access control delivered by the Supervision company, solutions from Neural Labs (e.g., Neural Edge Urban), or the products and services from the company Milesight. Many models of surveillance cameras developed by various companies feature LPR.



The problem with the solutions mentioned above is their high overall price. The cost of a single LPR camera is usually around USD 500 and rises depending on the model’s capabilities, accuracy, and overall quality. For example, the Amcrest LPR camera available on Amazon costs above USD 700. With more powerful and complex solutions, the licence could cost even more (e.g., a licence for the Neural Edge Urban solution for one camera costs EUR 1029, and the camera itself is not included). Some companies do not even show their prices because they take every transaction individually and calculate the cost.



Compared to the devices mentioned above, the system presented in this paper is much cheaper. As previously mentioned, its overall cost is less than USD 200 and could be even lower, while the price of the single LPR camera available on the market is usually more than twice that (without the cost of the computer). The system presented in this paper is certainly not as powerful as the devices mentioned above. Still, it fulfils its purpose and proves that it is possible to maintain a simple access control platform on a microcomputer.




6.2. Recognition Problems


All the main and additional goals of the described project have been fulfilled. It is possible to create an autonomous vehicle access control system using microcomputers and OCR technology. Despite the lower computing power compared to classic desktop computers, devices such as Raspberry Pi can efficiently operate on large databases, process images, and quickly analyse the data. However, it is not yet a perfect system. Although the average accuracy exceeds the minimum requirements, there are still some problems. The first is the lightning conditions—the entire surface of the licence plate must be illuminated evenly. This condition has to be implemented in the design process during the infrastructure implementation of the described system.



Another, and perhaps the biggest, problem is the misrecognition of registration numbers caused by pairs of similar letters and digits in adjacent positions. Some rare but possible combinations of licence plate numbers may have an almost 0% chance of being correctly recognised by the system and consequently will not be allowed to enter a restricted area, even if they should be allowed to. This problem can be solved in two ways. The first is related to the idea of artificial intelligence and machine learning. The OCR engine used in the described project—Tesseract—is equipped with training tools. It brings the possibility of improving its accuracy, especially when working with specific fonts and the visual format of the image. Training consists of recognising text and comparing the results with the “ground truth”—pairs of text images and files specifying each character and its exact position in the picture. The training program runs through a predetermined number of iterations and modifies the text recognition process with each iteration to lower the error rate and thus achieve better accuracy. The results should be more proportional to the number of samples and iterations, but the training process would take much longer.



However, the training process does not guarantee 100% accuracy. Optical character recognition and image processing are complex processes, especially when the input images are so different. There is always the possibility that some unforeseen errors will occur. The second and easiest way to solve this problem is to add an intercom to the system that enables communication between the driver and the person responsible for access control. This would ensure that the inspection process would be automatic most of the time. Still, in the event of a problem, the relevant person can manually check if the vehicle can enter the premises. This solution is currently used in all similar systems and will be used until the technology can maintain 100% accuracy and prevent errors.




6.3. Possible Future Development


The OCR engine used in the presented project—Tesseract—is constantly improving. Version 5 was released in 2021, and the last patch was released in July 2023. Considering the constant growth of the capabilities and improvement of the accuracy of this engine for over 20 years, it is safe to assume that in the future, its overall quality will be better. However, it is already possible to improve the accuracy of the described system. Tesseract is considered to be one of the best free, open-source OCR engines, but it is not the only one. Perhaps another piece of software could improve the overall accuracy of such a system. It also seems highly probable that the commercial, paid software would be better. Future research may find an optimal solution for creating a similar system with the advantages of current high-end devices and without significant cost growth. If that happens, LPR technology may become more accessible even for small companies and entrepreneurs, which should help them save certain resources that could be invested in further improvements and growth of the company.





7. Conclusions


Considering the results from the previous chapter, it should be concluded that it is possible to develop an OCR vehicle access control system based on microcomputers and open-source software. Such a system maintains the necessary conditions to be helpful in both personal and commercial projects. However, the accuracy of the system described could be improved, and further research should be conducted to explore the potential for improvements without increasing overall costs. Shortly, it may lead to a reduction in power consumption and the costs of installing and maintaining similar autonomous systems.
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Figure 1. Schema of the proper connection between Raspberry Pi and the HC-SR04 ultrasonic distance sensor. 
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Figure 2. Schema of the algorithm of the first script. 
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Figure 3. Schema of the algorithm of the second script. 
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Figure 4. Raspberry Pi desktop running a help script. The program correctly determines licence plate position, recognises characters, and checks permission in the database. 






Figure 4. Raspberry Pi desktop running a help script. The program correctly determines licence plate position, recognises characters, and checks permission in the database.



[image: Applsci 13 09770 g004]







 





Table 1. Results of plate detection with at least 40 tries.






Table 1. Results of plate detection with at least 40 tries.












	Licence Plate
	Correct

Recognition
	Incorrect

Recognition
	Tries
	Success Rate [%]





	RBI11156
	25
	15
	40
	62.50



	RBI04840
	11
	56
	67
	16.42



	WE984KV
	79
	24
	103
	76.70



	GD241AD
	36
	13
	49
	73.47



	CB448ES
	49
	14
	63
	77.78



	KR776JZ
	83
	23
	106
	78.30



	ZS225GY
	86
	4
	90
	95.56



	DW375UV
	47
	13
	60
	78.33



	NOLKT40
	40
	21
	61
	65.57



	KRK71U2
	42
	21
	63
	66.67



	
	498
	204
	702
	70.94










 





Table 2. Results of all plate detections.






Table 2. Results of all plate detections.












	Licence Plate
	Correct

Recognition
	Incorrect

Recognition
	Tries
	Success Rate [%]





	RBI11156
	25
	15
	40
	62.50



	RBIH096
	4
	16
	20
	20.00



	RBI04840
	11
	56
	67
	16.42



	GWE72Y9
	33
	5
	38
	86.84



	WE984KV
	79
	24
	103
	76.70



	RBI11R7
	17
	4
	21
	80.95



	PO070OP
	0
	25
	25
	0.00



	DW111IB
	0
	20
	20
	0.00



	PZL31I7
	2
	12
	14
	14.29



	GD241AD
	36
	13
	49
	73.47



	CB448ES
	49
	14
	63
	77.78



	KR776JZ
	83
	23
	106
	78.30



	ZS225GY
	86
	4
	90
	95.56



	DW375UV
	47
	13
	60
	78.33



	WWARH99
	7
	6
	13
	53.85



	GKA12I2
	9
	1
	10
	90.00



	NOLKT40
	40
	21
	61
	65.57



	KRK71U2
	42
	21
	63
	66.67



	TOSCB70
	16
	13
	29
	55.17



	BI446FH
	5
	2
	7
	71.43



	
	591
	308
	899
	65.74
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