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Abstract

:

The research problem described in this article is related to the security of an IP network that is set up between two cities using hosting. The network is used for transmitting telephone traffic between servers located in Germany and the Netherlands. The concern is that with the increasing adoption of IP telephony worldwide, the network might be vulnerable to hacking and unauthorized access, posing a threat to the privacy and security of the transmitted information. This article proposes a solution to address the security concerns of the IP network. After conducting an experiment and establishing a connection between the two servers using the WireShark sniffer, a dump of real traffic between the servers was obtained. Upon analysis, a vulnerability in the network was identified, which could potentially be exploited by malicious actors. To enhance the security of the network, this article suggests the implementation of the Transport Layer Security (TLS) protocol. TLS is a cryptographic protocol that provides secure communication over a computer network, ensuring data confidentiality and integrity during transmission. Integrating TLS into the network infrastructure, will protect the telephone traffic and prevent unauthorized access and eavesdropping.
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1. Introduction


Building a network based on IP PBX Asterisk starts with analyzing and choosing a Linux distribution, as there are many and there are distributions that can meet the needs of each. The analysis of existing distributions shows that in any distribution the main principles remain unchanged. The IP PBX Asterisk software began as a telephony system for small businesses, but over the decade since its initial release, it has become a universal tool for creating communication applications for medium-sized businesses. Today, Asterisk is used not only in IP-PBX systems, but also in VoIP gateways, call center systems, conference bridges, voice mail servers, and all types of other real-time communication applications.



Asterisk PBX has key advantages such as scalability, cost-effectiveness, customization, flexibility, etc. The Asterisk PBX software 16.16.1 can be easily scaled up or down to meet the changing needs of an organization [1]. The Asterisk PBX software is an open source solution, which means that it is free to download and use. This helps organizations save on the cost of expensive proprietary PBX systems [2]. In addition, the Asterisk PBX software is highly configurable, which means that organizations can modify and extend the functionality of the software to meet their specific needs [3,4]. As noted in [5], the Asterisk PBX software can be integrated with a wide range of telephony hardware and software, allowing organizations to use existing equipment and infrastructure. Asterisk PBX also supports voice over IP (VoIP), which means that, while using existing equipment and infrastructure, organizations can also make and receive calls over the Internet, which can help reduce the cost of long distance calls [6,7,8]. The Asterisk PBX software should also be used to expand the range of additional features such as call routing, voice mail, conference calls and call recording [9,10]. To ensure the security of the network built on the basis of Asterisk PBX, there is a wide range of security features, such as encryption, authentication, and authorization, which help protect against unauthorized access to the system and data [11,12,13]. For such setups, the Asterisk PBX software is highly available, which means that it can automatically fail over to a standby server in the event of a hardware failure or other problem, ensuring that services are always available [14,15,16,17].



Asterisk is a flexible and versatile system that is one of the most commonly programmable PBXs deployed within corporations due to its open access technology and modular and flexible design. Given the capabilities of the IP PBX Asterisk, its main criterion for choosing an office IP PBX is the ability to scale and integrate into the company’s existing computer network at minimal cost. The main component of the network infrastructure of the IP network is the telephone exchange. Asterisk allows a server to be used as a telephone exchange, which can be any computer with an operating system of the Linux family installed on it (including virtual machines). Small and home offices require a minimum of 512 MB of Random Access Memory (RAM) and a 1 GHz processor (up to 10 channels). A small business system with up to 25 channels requires 1 GB of RAM and a 3 GHz processor [18,19].



This is below the capabilities of modern office personal computers, which are widely sold. The telecommunications industry is undergoing great changes, but is in no hurry to use them. Asterisk, on the other hand, is in a great hurry to not only embrace change, but actively embrace it. Asterisk significantly outperforms all PBX solutions on the market, as it has extensive programming capabilities that allow complex call processing algorithms to be implemented [20,21]. Compliance with standards has become evident over the past few years: standards change so quickly that the only way to keep up with them is to be able to quickly respond to new directions emerging in technology.



Asterisk, by virtue of being an open source system created by a community of developers, is ideal for rapid development that will ensure compliance with such rapidly changing standards.



Asterisk does not focus on profitability analysis or market research. It evolves in response to whatever the community finds interesting or necessary. Compared to the implementation of traditional PBXs in offices, using Asterisk PBX has the following advantages:




	
A single network infrastructure, which Asterisk has, allows a wider range of services to be received both for office maintenance and business services, reducing the cost of technical staff;



	
In traditional PBXs, the maximum message recording configuration is limited to 32 h of recording, whereas in Asterisk, the number of voice messages can be limited by the administrator and depends on the capacity of the hard disk;



	
Asterisk has a powerful ability to create an interactive voice menu;



	
Asterisk has a wide forwarding functionality, which includes forwarding by time of day, presence at the workplace, simultaneous forwarding to several phones, individual forwarding algorithm, etc.;



	
Fax reception is carried out to all numbers with automatic sending to e-mail;



	
Asterisk runs on operation system Linux, and it is possible to combine the functions of a mini-PBX and an Internet server. For example, when using an E1 channel, the data part and the voice part can be separated. Thus, through the same channel, both voice services and access to the Internet and other services from the same provider can be received [22,23,24].








The phone system, based on the Asterisk PBX, has great features that are not available in a traditional PBX with switching. Voice mail, conferencing, call queues and agents, music while waiting, and call parking are just some of the features provided by Asterisk [25].



The IP network architecture based on Asterisk PBX completely solves the problem of organizing multiple access from one system to another [26,27]. But, despite the many advantages of the Asterisk PBX, the problem of secure data transmission in the network, especially when it is scaled when the PBX acts as an independent service system, remains not fully understood [28,29,30,31,32]. Most research is currently focused on protocols and encryption [33,34,35,36], as well as the quality of the transmitted voice traffic [37,38,39,40]. This does not eliminate the main threats as the attackers are currently focused on something else [41]. The availability of Asterisk from the Internet is one of the main threats to network security. When designing an IP network based on programmable exchanges, it is necessary to take into account the network architecture and system configuration to ensure secure data transmission [42,43,44]. To increase the level of security at the first stage, it is necessary to design the network correctly, and then it is necessary to protect data transmitted over open communication channels from interception and listening [45,46,47,48,49].



From the review, we can conclude that due to the widespread use and implementation of programmable PBXs in small and medium-sized businesses, in particular Asterisk, the topic of developing a real network based on IP PBX Asterisk is relevant. In addition, an important component is to ensure the security of the designed network using modern tools and methods. The details of designing a real network, presented in this article, allow users to avoid errors when installing and configuring the Asterisk server. We decided to use hosting, with one server located in Germany and the other in the Netherlands. This approach shows the flexibility of Asterisk, i.e., that users can deploy a network even without their own equipment, and also shows the importance of ensuring the security of transmitted traffic in such design conditions. The article uses the TLS protocol to protect the transmitted traffic.



The structure of this paper is as follows. Section 2 presents a proposed systematic methodology for developing a secure IP network. The details of the experiment on configuration, testing, and security analysis of the IP network based on Asterisk PBX are presented in Section 3. Section 4 offers the conclusions of the observations made in Section 3.




2. Methodologies


The development of a secure IP network based on Asterisk PBX involves implementing several security measures, including network design, access control, encryption, firewall configuration, network monitoring, regular updates and patching, and user education. These measures can help ensure the security, confidentiality, and availability of data transmitted over the network.



The development of a secure IP network based on Asterisk PBX consists of several steps:



Step 1. We need to install and configure the Asterisk PBX software on servers in two cities. In our case, one server is located in Germany, the other in the Netherlands.



The IP telephony network consists of two servers on which the Asterisk software is installed, as shows in Figure 1.



To install the Asterisk software, it was decided to use hosting, and servers in Germany and the Netherlands were selected.



Thus, building a network based on Asterisk Private Branch Exchange based on Internet Protocol (IP PBX) starts with analyzing and choosing a Linux distribution. The Ubuntu operating system was chosen, which offers a well-designed platform for IP-PBX and is reliable.



Step 2. We need to configure the IP phones that connect to the PBX. In our case, dial plan is configured on the servers. Blink is installed as a softphone. It is available for free and easy to use.



Step 3. After setting up the PBX and devices, we should test the network to make sure that it works properly and that all devices can connect and make/receive calls.



Step 4. After setting up the network, we need to analyze its security. This includes identifying potential vulnerabilities with Wireshark.



Step 5. To mitigate the impact of vulnerabilities on the network, we use the TLS protocol setting. TLS provides a secure communication channel between two endpoints by encrypting the data exchanged between them. When two endpoints establish a TLS connection, they negotiate a set of cryptographic protocols, algorithms, and parameters to use for the encryption and decryption of data. This negotiation is achieved through a process called the TLS Handshake Protocol, which ensures that both endpoints agree on the same set of parameters and that the parameters are not vulnerable to known attacks.



The TLS Handshake Protocol involves the following steps:



Client hello: The client sends a message to the server indicating its preferred encryption algorithms and other parameters.



Server hello: The server responds with a message indicating the encryption algorithms and other parameters that will be used for the connection.



Certificate exchange: The server sends its digital certificate to the client to prove its identity.



Key exchange: The client and server exchange encryption keys, which are used to encrypt and decrypt data exchanged between them.



Authentication: The client and server authenticate each other using the digital certificates exchanged earlier.



Session key generation: The client and server use the exchanged encryption keys to generate a unique session key, which is used for the remainder of the connection.



Encryption: The client and server use the session key to encrypt and decrypt data exchanged between them. This provides a high level of security for communication over the internet, even if the underlying network is untrusted or compromised.



The process of exchanging such messages is shown in Figure 2.



Overall, the TLS protocol provides a high level of security for communication over the internet, and its use has become increasingly important as the volume and sensitivity of online communication continues to grow.




3. Results and Discussion


3.1. Development in the Configuration of a Real IP Network Based on Asterisk PBX


The most popular solution that provides a huge range of additional features and capabilities is the Asterisk IP PBX software. It is a free software package capable of acting as an IP telephony server based on popular protocols such as SIP, call center functions, and many other functions. The project is open and is constantly under development, during which the list of features of this IP PBX is expanding. Asterisk allows any computer with an operating system of the Linux family installed on it to be used as a server. The scheme of the real network on the selected servers is shown in Figure 1.



In Figure 1, 100, 200, 300 and 400 phones connected to the asterisk server which in Almaty (hosting in Germany) have the IP address 164.92.169.120, and in Astana (hosting in the Netherlands) the IP address 142.93.229.238. The networks were combined with the help of an Internet operator for a certain payment for the direction of information transfer in both directions.



To install IP PBX Asterisk, we use a repository consisting of distributions and program archives, choosing from it a modern version that suits us; there are distributions that can satisfy the needs of everyone who accesses program archives. In our case, the Ubuntu distribution is selected. Let us determine the necessary distributions of Asterisk 16.16.1 to install them with the “apt search asterisk” command, as shown in Figure 3.



After the successful installation of Asterisk, we can check the status of Asterisk with the following command: system ctl status asterisk (Figure 4).



The version can also be checked by directly accessing Asterisk with the v (version) key, as shown in Figure 5.



After “ecnfyjdrb lbcnhb,enbdf” it is proposed to copy the default settings that appear when installing the package. This is necessary in order to return to the original state in each case. To do this, we run the “cp” (copy) command and specify two arguments: the path to the original file and the path to the copy of the file (Figure 6).



Now, to exchange data and connect remote users, we need to open some ports that work with Asterisk closed. Ports 5060 and 5061 are needed for the SIP protocol, 10,000–20,000 for RTP, port 4569 for IAX, and 5038 AMI, as shown in Figure 7.



Next, we edit the «sip.conf» file on the remote servers. This file is responsible for registration on other Asterisk servers; telephone numbers are also registered here. On server 1 (conditionally designated “Almaty”), telephone numbers from 100 to 200 are created, and on the second server (“Astana” server), those from 300 to 400 are created. This is necessary for the conditional separation of numbers, that is, for context. For example, when calling 302, we know that we are referring to the “Astana” server, as shown in Figure 8.



To connect to another server, we need to add a new peer. In Figure 9, this is the “Astana” peer. Type = friend means that the client can be both a receiving and a sending party. Secret is the password for authorization. Context is the name of the instruction that determines what to do with the call (these instructions are contained in the «extensions.conf» file). «Host = dynamic» means that the user can connect from any IP address.



After these steps, at the very beginning of the “general” context, we add registration to another server in accordance with the peer settings.



The internal context describes the reception of incoming calls with a mask of 100 or 200. The remote context is 300 and 400, respectively. Astana incoming is responsible for receiving calls from a remote server and forwarding them to internal numbers.



We configure the second server in the same way, as shown in Figure 9.



Afterwards, we go to the Asterisk console, through the asterisk -r command, and enter reload. This will reload all settings (we changed sip.conf and extensions.conf); otherwise the changes will not take effect.



As can be seen in Figure 10, we register via soft telephony to number 100.



To check the correct operation of the server, we write the sip show peers command, which displays all connected clients on the screen. And to check successful registration on another server, we enter the sip show registry command, as shown in Figure 11.



Blink is installed as a softphone. It is available for free and easy to use. We make a call without encryption to the subscriber and remove the traffic using Wireshark. Since we did not set up encryption, all packets are transmitted in the clear.



Let us capture traffic using the Wireshark program. Out of over 40,000 captured packets, only 30 meet our criteria. This is because the vast majority of packets exchanged are payload packets, which is voice, so they use Real-Time Transport Protocol (RTP). SIP does not carry voice, but only sends control information to establish, manage, and terminate calls.



Accordingly, the attacker sees all the data of the SIP packet. A fragment of the SIP address with possible information available to an attacker is highlighted in blue, as shown in Figure 12.



Some packages are assigned the “Request” status, while others are assigned the status as listed in the Info column. Requests are SIP messages that initiate certain functions, while message status (or responses) are messages that respond to requests and indicate the status of those requests. Typical requests include INVITE, ACK, NOTIFY, and BYE. Typical responses include Try, Call, OK, and Bad Request.



All responses display the SIP protocol, and requests have the SIP/SDP protocol in the Protocol column. The Session Description Protocol (SDP) is a companion protocol to SIP used to describe multimedia communication sessions for the purposes of session announcement, session invitation, and parameter negotiation.



The SIP messages filtered here are transmitted exclusively between the Blink client and the SIP server. SIP messages can also be sent between VoIP end devices participating in the data exchange.



RTP traffic is also transmitted unencrypted. Therefore, the data are also visible, as shown in Figure 13.



This packet indicates that the payload was created using the G.711 codec, as indicated by the top arrow. The bottom arrow indicates the composition of the payload. There are several fields in the RTP packet, and the protocol has two main focuses, payload identification and sequence. The recipient of the audio data must know exactly which codec was used to create the packet in order to assemble the stream back.



Figure 14 shows the RTP stream analysis.



The important sections of the particular graph are the Jitter and the percentage of the expected and lost RTP packet. Packet loss can provide low-priority backdoors so cybercriminals can attack. In our case, there is no packet loss and minimal jitter, which indicates a stable connection. Figure 15 visualizes all packets as blue line and SIP with RTP as red line. This shows the total load transferred between servers.



By analyzing network traffic with WireShark, we get an idea of Asterisk’s performance. In this case, we observe an average load during the capture period from 20 to 35 s from the start of the capture.




3.2. Development of a Real Network Encryption Method Based on the TLS Protocol


Transport Layer Security (TLS): This is a security protocol that can be used to encrypt and authenticate SIP traffic. TLS can be used to secure the signaling channel between the client and the server.



Generation of certificates and keys: As mentioned above, Asterisk uses UDP port 5060 (by default) for the SIP signaling protocol, and also transmits this information in the clear, so by intercepting traffic, we can get all the information regarding numbers and, in fact, the conversation itself. SIP over TLS will be able to help us with this problem, which in turn will encrypt signaling data using port 5061 (by default) TCP. Therefore, even by intercepting traffic, an attacker will receive information in encrypted form, but this only applies to the SIP protocol; the voice needs to be encrypted separately. SRTP will help us here. It is worth noting that using only TLS without SRTP does not make sense, since media traffic remains unencrypted.



It is worth noting that using TLS is not a panacea, and will not protect us from MITM (man-in-the-middle) attacks, if certificate authentication is not used.



First we need to generate keys for encryption. The necessary script is already in the Asterisk archive we downloaded. We go to the unpacked folder with the asterisk, and then to/contrib/scripts. We are interested in ast_tls_cert.



The certificate is generated for a year; therefore, before generating certificates, we can go into the script and correct all 365 to 3650 or any other number so that the issue period is 10 years or any necessary period.



We also need to use the hostname in the system (in other words, the computer name). If the current hostname does not suit us, then we use edit/etc/hosts and write the desired name at the end of the first line, for example, asterisk_server (Figure 16).



Key C is the hostname (dns name) or IP address. O is the name of our organization. D is the certificate generation directory. We will be prompted to enter a passphrase for ca.key. This will create a ca.crt file. Next, we will be prompted to enter the passphrase again, after which the asterisk.key file will be created. The asterisk.crt file will be created automatically.



We will be prompted to enter the passphrase a third time, after which the asterisk.pem file will be created, which is a combination of the asterisk.key and asterisk.crt files. The next step is to generate client certificates and keys (Figure 17).



The “-m client” option tells the script that we need a client certificate, not a server certificate. The “-c ca.crt” option specifies which CA we are using. The “-k ca.key” switch provides the key for the above CA. The “-C” option, since we are defining a client this time, is used to determine the hostname or IP address of our SIP phone. The “-O” parameter specifies the name of our organization. The “-d” option is the output key directory. The “-o” parameter is the name of the key that we output.



Next, go to the sip.conf settings and add these lines to the general field:



tlsenable = yes



tlsbindaddr = 0.0.0.0:5061



tlscertfile = /etc/asterisk/keys/asterisk.pem



tlscafile = /etc/asterisk/keys/ca.crt



tlscipher = ALL



tlsclientmethod = tlsv1



tlsdontverifyserver = no



Here we activate TLS, specify which interfaces and which port to listen on, specify the Asterisk certificate, and also the CA certificate (if we use self-signed certificates for peers), and enable all types of encryption. In the last option, we either allow verification of the peer certificate, or not.



Of course, it is better to use the tlsdontverifyserver = no option, but in practice there are many problems with this and the option does not work quite as intended; even if the certificate does not match the verification by ca.crt, Asterisk still allows us to make calls, even though there will be throw up errors. Therefore, it is recommended to use tlsdontverifyserver = yes.



Next, we go to the Asterisk console and reboot using the reload command (Figure 18). We can check that the TLS port is working with the command openssl s_client -connect 127.0.0.1:5061.



Now, let us make settings in Asterisk on the peer to work with TLS and SRTP, activate tls for the peer in sip.conf, and enable srtp (encryption). To do this, we add the line data in the client fields:



transport = tls



encryption = yes



After the call has been made, another icon appears, a padlock on an orange background, which indicates media traffic encryption (SRTP). Let us check these data in Wireshark (Figure 19).



It can be seen from Figure 19 and Figure 20 that the main service information is now transmitted in encrypted form. Several criteria were identified by which it is possible to assess the degree of security of an IP network based on Asterisk PBX and, following them, increase the security of this network:




	
Authentication and authorization: in our case, users are configured with an access password, so that only authorized users have access to the PBX system and its functions.



	
Encryption: it uses the secure SIP protocol setting over TLS to secure communication between devices.



	
Firewall: the implementation of a firewall blocks unauthorized access to the PBX system.



	
Network segmentation: the segmentation of the PBX network from other networks minimizes the attack surface.








When operating an IP network, we recommend regular updates and maintenance, including keeping the PBX system and its components up to date with the latest security patches and configurations; monitoring and logging system activity to detect and respond to security incidents; regularly scanning the network and PBX systems for vulnerabilities and taking measures to eliminate them; and having a plan for quickly restoring service in the event of a security incident or other disruption.





4. Conclusions


This research aimed to address the challenges encountered while setting up a telecommunications IP network based on Asterisk PBX. The identified problems ranged from selecting the appropriate distribution kit and configuring the PBX and user equipment to ensuring secure transmission methods. These challenges can significantly hinder communication and development for small and medium-sized businesses.



The solution proposed was a configuration that utilizes Blink SIP clients and an Asterisk Private Branch Exchange (PBX) server for communication. The results of this study demonstrated that this configuration is effective and cost-efficient for small and medium-sized businesses since it eliminates the need to purchase additional equipment. However, to ensure the security of data transmission, this study recommends the implementation of the TLS protocol, which provides encryption and authentication, thereby safeguarding the communication traffic.



Solving issues related to Asterisk PBX configuration and offering a secure and cost-effective solution for small and medium-sized businesses, this research provides valuable information for improving the telecommunications infrastructure. The proposed configuration using Blink and Asterisk PBX can help enterprises expand their communication capabilities without significant financial investment. The integration of the TLS protocol safeguarding confidential information against unauthorized access and potential threats.



This research contributes to the field of telecommunications by presenting a practical and secure approach to organizing IP networks, benefiting small and medium-sized businesses seeking efficient communication solutions. The results and recommendations of this research can assist decision-makers and specialists in choosing suitable communication setups and security measures, ultimately promoting business growth and productivity in the rapidly evolving landscape of modern telecommunications.
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Figure 1. The developed network based on Asterisk IP PBX. 
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Figure 2. The TLS Handshake Protocol. 
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Figure 3. Checking packages in the repository. 
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Figure 4. Running Asterisk status check. 
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Figure 5. Checking the installed version. 
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Figure 6. Copying default settings. 
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Figure 7. Opening ports for Asterisk. 
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Figure 8. SIP settings on remote server No. 1. 
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Figure 9. Dialplan settings on remote server No. 2. 
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Figure 10. Output of connected clients. 
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Figure 11. Registering a remote server No. 2 on No. 1. 
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Figure 12. Captured SIP packet data. 
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Figure 13. RTP packet data. 
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Figure 14. RTP stream analysis. 
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Figure 15. Total load. 
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Figure 16. Generating the certificate and keys of the Asterisk server. 
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Figure 17. Software for generating client certificates and keys. 
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Figure 18. Certificate information software. 
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Figure 19. Transfer of encrypted session information. 
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Figure 20. Transfer of encrypted media traffic. 
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verify error:num=19:self signed certificate in certificate chain
verify return:0
Certificate chain
0 8:/CN=192.168.10.7/0=VoxLink
i:/CN=Asterisk Private CA/C=VoxLink
1 s:/CN=Asterisk Private CA/O=VoxLink
i:/CN=Asterisk Private CA/O=VoxLink

Sexrver certificate

cNAQEFBQAWNTECHMBOGALUEAXMTOXNOZXJpc2sg
UHdemFOZSBDQTEVHBMGAlUEChnnvaQTGluayBUZXNOHBQXDTE1HDHwNJEONDcx
OVoXDTEZ2MDMWwNTEONDcxOVowLJEVMBMGAIUEAXMIMMTKkYLIE20C4xXMC43MRUWEWYD
VOOKEwWXWb3nMaWSrIFR1Ic3IQWgZE8wWDRQYJKoZIhveNAQEBBQADgYOAMIGJIAOGBAMJIX
ffulACw..C SEnYAAKIiuVzZ2yilK
UZF4a0J6vO0eH4tvEeFHUgQJ1YSEQl1ZOCuHt6FIbmjl1RAAYVWNZWHMPOtLt4Gt3vS3zM+2z
GogLvJB611M/JiuFEDNUIx3a3Td+ueoNWmnXKnwySAgMBAAEWDQYJKoZIhvcNAQEF
BOQADggIBACjygré6XCatZRc8fGK/=s8JD0SoHFQSyL8uFDKyc7uK+PHndMro8tKcCA
ZzIn9sMIaAnWVEKkNX1UNGObII2tYKYM+A6pVAYecmjddrTZnh3E71zS5IIz5i0JdJt57k
wSazZi/9%aBlNMfnbB/cHw4eSDn7L/ttckecsrg7Zng4X7gq4m7trcgIl33XQ36fwyBV
RONMabYLLV1IQzM2pj918X4s178mp4yvtIVckPAEXWdgecvZGhijdWi+pBtS2t/+0kxrL
v+1lwEfLEqQVYZx950zZzn4GMWIXMFL/k4R557881tQ4QV/09VSgULKa4HIEHuUHMglRiTx
Mn8ySAowll3CtuXHezRTYCDIJTFOSTImMOJFwopvhMBuBgXoVZdrbfvScO0IB/FYg9iD
zZgQgPr7zxr+zXkS3veeNmWNsInUIOCaj 6 LCK+AW+9DuHaZdvS7xNtDtHzZAx0+vyezu
VDcTrZexgqYycUnYGtRIMxgSzZzD1o7BnBOXOXYKT j2SakgDrgEabpfmSPaJdJRGgSH+S
+A0SCCKENl1WRSYJSRIJIMKBA4EOSFP3elTWg8Tw3jVzdtfdPWiNwrCe4lbQqgaAvrN
aVtMREY46wrtYUtprl1KOAVYMCMO3KSHLHZi P2BOPFQLi1imQOS01glDlylonHdETZ
Sf+/POnd_ - .

subject=/CN=192.168.10.7/0=VoxLink
issuer=/CN=Asterisk Private CA/O0=VoxLink

No client certificate CA names sent

SSL handshake has read 2429 bytes and written 439 bytes
New, TLSv1l/SSLwv3, Cipher is AES256-GCM-SHA384

Server public key is 1024 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

SSL-Session:
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register
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[context = phones
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GNU nano S.4

dn Imaty asterisk server

[generall
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root@test2:~f asterisk -r

sterisk 16.16.1~dfsg-1+debllul, Copyright (C) 1559 - 2018, Digium, Inc. and others.
reated by Mark Spencer <markster@digium.com>

sterisk comes with ABSOLUTELY NO WARRANTY; type 'core show warranty' for details.
15 15 free software, with components licensed under the GNU General Public

icense version 2 and other licenses; you are welcome to redistribute it under

certain conditions. Type 'core show license' for details.

onnected to Asterisk 16.16.1~dfsg-1+debllul currently running on test2 (pid = 543)
8t2*CLI> sip show peers

ame/username Host Dyn Forcerport Comedia ACL Port
100/100 92.47.51.249 D Zuto (No) No 21352
200 (Unspecified) D Zuto (No) No 0

stana/almaty 164.92.169.120 D Auto (No) No 5060

3 sip peers [Monitored: 0 online, 0 offline Unmonitored: 2 online, 1 offline]
est2*CLI>

Status

Unmonitored

Unmonitored

Unmonitored
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0 rees

st

© Frame 853: 981 bytes on wire (7843 bits), 581 bytes captured (7843 bits)
> Ethernet 1L, Src: Tp-LinkT 0:df:2c (64166:b3:06:4f:20), Dt Peatron 41
> Internet Protocol Version 4, Src: 192.168.10.4, Dst: 192.168.10.50

User Datagron Protocol, Src Port: 5099, Dst Port: 5090
Session Tnitiation Protocol. IIWITE)
> Request-Line: IWVITE sip:23450589928192.168.10.50 SIP/2.0
~ Pessage Header
> Via: SIP/2.0/U0P 192.168.10.4:5000;port; branch SHGADKPJ643a56ecaTTAccaBT3SE10SbA T Ted
Hox_Foruands: 70
> From: sip:unknoun@192.168.10.50; tag=35ee16052¢5942459698 19263797847
5ip:23450565908192.168.10.50
<siprunknown@192.168.10.4:5090>
CoLL ID: Ge0a978243624790026b532136¢54
[Generated Col1T0: 6e04978243020719502eb5321636654]
> Cseq: 2745 TITE
Allow: THFO, PRACK, SUBSCRIGE, IOTIFY, REFER, TIWITE, ACK, BYE, CAICEL, UPOATE
Supported: 1oorel, tiner
St be 7 41 be bs 64 66 b3 06 af 2c 08

TAa €

oot0 « .
w00 2 st
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192,269, 10.50 S1
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> sudo apt search asterisk
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fp < core-souds-fr-g722 St X sound files - Ttalian

fp o core-souds-fr-gsn ~ Siteric e sound files - itit/on2

Jp 2sterisi-core-sonds-frsn © erien PR sowd files - AUit/gsn

o 2sterisi-core-sounds-it © Literic A sound files - ity

p < core-sods-it-gr22 ~ hiteric o sound files - Russion

fp i core-sods-it-gsm S paK sound files - rurru/on22

fp 2ot core.sowds. it v ~ boteric PBK sound fies - ru-rugse

p i coressondsru e paK sound files - rurrupvaw

fp -t core.sowds-ru-gm2 OROT devices support for the sterisk 78K
p < core-souds-rugsn Develapeent files for Asterisk

fp -t core.sonds-ruvaw Source code docusentation for Aserisk

p Sitcriciaat luetaoth phone support for e Asterisk PaK
p e loadable sodules for the Asterisk Pk

3

3

3






media/file24.png
Mo.

Time Source Destination Protocol Length Info

801 3.432295 192.168.10.50 192.168.10.4 SIP/SDP 930 Status: 200 OK |
802 3.437257 192.168.10.4 192.168.10.50 SIP 420 Request: ACK sip:234531604;
883 3.839367 192.168.10.4 192.168.10.50 SIP/SDP 981 Request: INVITE sip:234505¢

o0A 9 OANCC ANT A0 AN ChA AN A4S0 A0 A cCTh WA CFnd i AR Toaet o |

>

Frame 883: 981 bytes on wire (7848 bits), 981 bytes captured (7848 bits)
Ethernet II, Src: Tp-LinkT 06:df:2c (64:66:b3:06:df:2c), Dst: Pegatron_41:be:b5 (54:be:f7:41:be:b5)
Internet Protocol Version 4, Src: 192.168.10.4, Dst: 192.168.10.50
User Datagram Protocol, Src Port: 5090, Dst Port: 5090
v Session Initiation Protocol (INVITE)

Request-Line: INVITE sip:2345058992@192.168.10.50 SIP/2.0

v Message Header

Via: SIP/2.0/UDP 192.168.10.4:5090;rport;branch=z9hG4bKPj648a56eca77d4cca87356105bd7747ed
Max-Forwards: 7@

From: sip:unknown@192.168.10.50;tag=35eel16052c¢594245a69b1923791{78d7

To: s1ip:2345058992@192.168.160.50

Contact: <sip:unknown@192.168.10.4:5090>

Call-ID: 6e@4978243e24719%9a02eb5321e36118d

[Generated Call-ID: 6e@4978243e24719a02eb5321e36F18d]

CSeq: 27485 INVITE

Allow: INFO, PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE
Supported: 100rel, timer

PeO
0010
0020
0030
0040
0050

5151515

54 be 7 41 be b5 64 66 b3 06 df 2c 98 00 45 00
@3 c7 65 57 00 00 80 11 00 00 cO a8 @a 04 c@ a8
Pa 32 13 e2 13 e2 03 b3 99 4b 49 4e 56 49 54 45
20 73 69 70 3a E '
31 39 32 2e 31 36 38 2e 31 30 2e 35 30 20 53 49 192.168. 10.50 SI
50 2f 32 2e 30 0d @a 56 69 61 3a 20 53 49 50 2f P/2.0--V 1ia: SIP/
32 2e 30 21 55 44 50 20 31 39 32 2e 31 36 38 2¢ 2.0/UDP 192.168.

40 iWM234 50589927
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No config file specified, creating *./tmp.cfg’
You can use this config file to create additional certs without
re-entering the infornation for the fields in the certificate
Creating certificate ./asterisk.key

creating signing request ./asterisk.csr

Creating certificate ./asterisk.crt
certificate request self-signature ok
[subject=CN = unknown, 0 = EvilCorp

Enter pass phrase for ./ca.key:

conbining key and crt into ./asterisk.pen
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Frame 88: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits)

Ethernet 11, Src: Pegatron 1besbs (341besF7:41:besbs), Dst: Tp-LinkT 06:df:2c (4:66:b:

Internet Protocol Version 4, Src: 192.168.10.50, Dst: 192.168.10.4

User Datagram Protocol, Src Ports 16002, D5t Port: 16502

Real-Time Transport rotocol

> Tstrean setup by 50 (Frome 511

10, .. = Version: RFC 1889 Version (2)

vadding: Folse

Extension: False

ontributing source identifiers coun

T S roiee

Paylosd type: TTU-T G.711 PO () ]

Sequence sber: 22485

(Extended sequence muaber: 58021)

Tinestom: 2000

Synchronization Source identifier: OxGela7ddh (1847229915)
Payload: 666c4e959207eb96efo0ke161615156e156814725965d6¢9-..
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root@test2:~f cp /etc/asterisk/sip.conf sip.conf

root@test2:~f 1s

sip.conf

root@test2:~f cp /etc/asterisk/extensions.conf extensions.conf
root@test2:~f 1ls

extensions.conf sip.conf

root@test2:~§ l
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[LD] res p3sip rwi.o -> res_p3sip_mwi.so

+ Ascerisk has successfully been built, and +
+ can be inscalled by running:

ke inscall

(root@localhost asterisk-16.16.11¢ ||
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> systemctl status asterisk
e asterisk.service - Asterisk PBX
Loaded: loaded (/lib/systemd/system/asterisk.service; enabled; vendor preset: enabled)
Active: active (running) since Wed 2022-11-082 19:49:59 +86; 2min 30s ago
Docs: man:asterisk(8)
Main PID: 4434 (asterisk)
Tasks: 69 (limit: 14086)
Memory: 41.9M
CPU: 3.391s
CGroup: /system.slice/asterisk.service
4434 /fusr/sbin/asterisk -g -f -p -U asterisk
4435 astcanary /var/run/asterisk/alt.asterisk.canary.tweet.tweet.tweet 4434

HoA B2 19:49:58 unknown systemd[1]: Starting Asterisk PBX...
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No config file specified, creating './tmp.cfqg’

You can use this config file to create additional certs without
re-entering the information for the fields in the certificate
Creating certificate ./100.key

Creating signing request ./100.csr

Creating certificate ./100.crt

Certificate request self-signature ok

subject=CN = 127.0.6.1, 0 = EvilCorp

Enter pass phrase for ca.key:

Combining key and crt into ./100.pem
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fig1obals]

[general]
autofallthrough=yes

[default]

[incoming_calls]

=> internal
> remote

[internall
exten => _[12]3x,1,Dial (SIP/$ [EXTEN})

[r