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Abstract

:

The fast development of communication technologies and computer systems brings several challenges from a security point of view. The increasing number of IoT devices as well as other computing devices make network communications more challenging. The number, sophistication, and severity of network-related attacks are growing rapidly. There are a variety of different attacks including remote-to-user (R2L), user-to-remote (U2R), denial of service (DoS), distributed DDoS, and probing. Firewalls, antivirus scanners, intrusion detection systems (IDSs), and intrusion prevention systems (IPSs) are widely used to prevent and stop cyber-related attacks. Especially, IDPSs are used to stop and prevent intrusions on communication networks. However, traditional IDSs are no longer effective in detecting complicated cyber attacks from normal network traffic. Because of this, new promising techniques, which specifically utilize data mining, machine learning, and deep learning, need to be proposed in order to distinguish intrusions from normal network traffic. To effectively recognize intrusions, the feature generation, feature selection, and learning processes must be performed delicately before the classification stage. In this study, a new feature selection method called FSAP (Feature Selection Approach) is proposed. In addition, a hybrid attack detection model called SABADT (Signature- and Anomaly-Based Attack Detection Technique) is suggested, which utilizes different classification metrics to recognize attacks. The proposed general method FSACM (Feature Selection and Attack Classification Method) is tested on KDD ’99, UNSW-NB15, and CIC-IDS2017 datasets. According to the experiment results, the proposed method outperformed the state-of-the-art methods in the literature in terms of detection, accuracy, and false-alarm rates.
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1. Introduction


Cybercrime emerged several years ago. During that era, safeguarding the digital realm was simpler due to the limited number of machines in the digital domain, and the assaults were less intricate compared to the present scenario [1]. However, in recent years, regular world transactions have been transferred into the digital environment due to its ease of use and low cost, and due to new technological advancements. Moreover, the progression of technology has empowered cybercriminals to construct automated tools for executing advanced cyber attacks, particularly targeting wireless networks over time [2]. The usage of social media, blockchain, online banking, cloud environment, Internet of Things (IoT) devices, and wireless communication is increasing rapidly as well. Users and companies started to use wireless communication more than normal wire communication on the computer network. The increased usage of wireless communication technology also raised the amount of research in this domain. Wireless local area networks are the most widely used wireless communication technologies in this field. In general, the use of wireless local area networks has been growing quickly recently and the continuation of this increase is expected in the coming years [3]. On the other hand, the existing condition of wireless local area network technologies renders the utilized network susceptible to a wide range of cyberattacks from passive to active. It is difficult for similar attacks to occur physically because there are situations where the cyberattacker must physically access network cables or traverse several lines, whereas attacks on a wireless local area network can come from any direction and target any node. Examples of these attacks are leaking confidential information, message contamination, and legal impersonation.



With the evolution of novel attack mechanisms, it is now feasible to breach someone’s financial system, purloin sensitive data from major corporations, encrypt computer data on hard drives, and impede access to substantial corporate resources through DDoS attacks. The financial cost of these incidents sums up to trillions of US dollars globally each year [4]. Furthermore, the rise of new gadgets like smartphones and IoT devices has expanded the potential points of attack in the wireless arena. Cybercriminals persistently refine existing intrusion tactics by crafting diverse iterations and employing novel attack variations [5] tailored for smartphones and IoT devices. To protect communication networks, and especially wireless networks, from attackers, IDSs (intrusion detection systems) have been used for a long time. However, alongside the rate of development of IDSs, the types and severity of attacks against those networks are increasing at a similar rate as well [6].



An intrusion detection system is software that monitors the computer network’s traffic flows for indication of malicious activities including breaking network protocols, censoring, stealing information, and preventing network services [7]. An IDS monitors inbound and outbound traffic [8] from all devices on the network. IDSs work behind a firewall as another filter to catch suspicious packets. In short, they look for two clues: The first is the capture of signatures of known attacks. The second is to detect occurring declinations from ordered activities. An IDS generally depends on pattern correlation to determine attacks. Thanks to this technique, an intrusion detection system can compare packets on the network with a database containing signatures of known attack types. The attacks that an IDS can identify by pattern correlation are commonly known attacks such as worms, ransomware, trojans, viruses, and bots [1]. When an IDS detects an abnormal situation, the system marks the suspicious activity and triggers the alarm. The type of this alert can change from a basic node in an audit log to an emergency alert mail sent to an IT administrator. Finally, the contact or team fixes the problem and tries to identify the main reason for the problem.



The dynamic and complex nature of cyberattacks on computer networks causes existing intrusion detection systems to be insufficient in this regard [9]. This is because new and obfuscated malicious attacks make the detection process challenging and can escape from the network security systems. These reasons raise the need in order to develop new methods in the IDS world. This paper aims to contribute to the solution of wireless local area network security problems by using the latest technological improvements. The paper has three main contributions:




	
In order to detect attacks efficiently, the first contribution was made with the feature selection approach (FSAP).



	
Afterwards, a hybrid classification technique (SABADT) was presented to detect attacks with high accuracy.



	
Finally, an application was made on the KDD ‘99 datasets in the literature for the performance evaluation of the suggested approaches and techniques.








The KDD ’99 as well as UNSW-NB15 training datasets were analyzed while extracting the signatures and rules to train the model. The created model was tested by applying to the KDD ’99 and UNSW-NB15 testing datasets. According to the test results, the attacks as well as the attacks’ categories were obtained with 99.89% and 98.84% accuracy rates, respectively. Compared to other state-of-the-art studies, there are not many studies proposing new methods for both feature selection as well as classification stages at the same time. By integrating signature-based and anomaly-based methods, the detection time was reduced while the accuracy rate was increased. In addition, the proposed model was tested on the updated CIC-IDS2017 dataset. Attacks were detected with a 99.51–99.91% accuracy rate. More detailed analysis will be conducted on this data set in future research. In summary, within the scope of this study, intrusion attacks were recognized by examining the traffic behaviors in wireless local area networks, and the attacks’ types were determined.



The remaining sections of the paper are structured as follows: Section 2 provides an overview of the rationale for feature selection and explores various approaches that have been proposed in the literature for selecting relevant features in intrusion detection systems. Section 3 details the proposed feature selection and classification methods. Section 4 describes the implementation of the suggested approach. Section 5 presents the results and discussion of the findings. Section 6 discusses the limitations of the study and outlines directions for future research. Finally, Section 7 provides the conclusion of the paper.




2. Related Work


In this section, we have given background information about attack detection and classification processes as well as reviewed needs for feature selection and feature selection approaches, provided a literature review of feature selection methods for intrusion detection systems, and evaluated feature selection methods in the literature.



2.1. Needs for Feature Selection


In the real world, data can be noisy, incomplete, and inconsistent [10] because they are collected from various sources with different techniques. Data preprocessing on collected raw data will increase the quality of the data for further analysis. Data cleaning, reduction, integration, and transformation are commonly used data preprocessing techniques. Dimension reduction, numerosity reduction, and data compression are the methods used during the data reduction process [11,12]. Feature selection and principal component analysis are two commonly used data reduction and dimension reduction techniques. This study aims to make the dataset more suitable for machine learning by examining the data reduction techniques and suggesting new feature selection techniques.



Feature selection is the choosing of the optimal subsets of features that can summarize the data according to the determined criteria. Statistical tests [13], probability tests, and distance calculations, methods, and metrics are widely used in the feature selection process. Examples of these are the Fisher score, Hellinger distance [14], correlation coefficient, Cosine coefficient, Chi-square, and Tversky index [15]. When feature creation processes take place, automatic network monitoring tools are mostly used, which skip the manual work and expert domain knowledge. This causes the collected data to be noisy, incomplete, and inconsistent. Data must be clean, less noisy, and consistent before the learning process takes place [16,17]. Selecting optimal subsets of features in current intrusion detection datasets will increase model performances. Feature selection is needed specifically for the following reasons:




	
To remove unrelated and noisy data;



	
To make the data more understandable and visible;



	
To prevent excessive learning and increase the performance of the model that is used;



	
To reduce data cost;



	
To reduce the complexity of the model that is used;



	
To reduce storage requirements and computational cost.









2.2. Feature Selection Approaches


Relations between feature selection and classification processes in intrusion detection systems can be seen in Figure 1. First, raw data are collected by using relevant packet analyzer tools. Second, the preprocessing stage and feature selection phase take place. Finally, model learning and testing phases take place when the learning process is performed (Figure 1(1.1)). During the learning process, the feature selection process plays an important role. Feature selection methods are divided into three main categories including the filter approach, wrapper approach, and embedded approach. In the filter approach, the more significant features are selected by using a heuristics search [18]. The selection is performed only once before the learning process takes place (Figure 1(1.2)). This approach is fast and scalable, and selected features can be used for various classifiers. However, if the selection is made once and independently of the classifier, it may lead to poor classification performance. On the other hand, in the wrapper approach, the feature selection and classification processes work together [19]. Subsets of properties are generated to represent the features, and classification is performed by using these subfeatures (Figure 1(1.3)). The most ideal subfeature group is selected according to the model performance. Due to the interaction between the feature subset search and model selection, generally higher accuracy and a greater consideration of dependencies between features can be counted among the advantages of the wrapper approach. On the other hand, the disadvantages of these approaches are that the learning process is slower, computationally more expensive, and has the risk of over-learning. In the embedded approach, the feature selection method and the classifier work together [20], but the features are selected during the learning process (Figure 1(1.4)). The embedded approach interacts with classifiers and requires less computation time when compared to the wrapper approach.




2.3. Literature Review of Feature Selection Methods for Intrusion Detection Systems


In the studies in the literature, each detection method used different feature selection techniques for intrusion detection systems. Some studies performed a filter approach to select the best subsets of the features, while others used wrapper or embedded approaches. A few studies utilized both filter and wrapper approaches together to specify the optimum subset of features. In this study, we reviewed the current state-of-the-art methods for intrusion detection systems in the literature for feature selection. Each study is evaluated based on the main idea, used techniques, and performances on applied datasets. The deficiencies of each study are also discussed, and how to improve each method is also given as a suggestion.



Olusola et al. [21] proposed a new feature reduction technique for the KDD ’99 dataset. The paper emphasized that selecting more relevant features leads to faster and more appropriate results for network attack detection. First, they used a rough set to remove the redundant properties in the dataset. Then, to obtain the most discriminant properties, the dependency ratio was determined for each class. The information gain was performed to split attributes. The test results confirmed that the performance was increased with fewer features.



Amiri et al. [11] proposed a feature selection method based on a mutual information measure. For feature selection, they used both a linear correlation coefficient and a modified mutual information measure. The modified mutual information selection method was performed with minimum redundancy and maximum appropriateness. Feature goodness and the evaluation function were improved by forward feature selection, linear correlation, and the mutual information measure. They also used a Least Squares Support Vector Machine (LSSVM) for classification. The Least Squares Support Vector Machine was a modification of the standard Support Vector Machine. A linear equation must be unroped in the optimization phase, which is important when avoiding local minima in SVM problems. The experiment was carried out on the KDD cup 99 datasets with high accuracy, specifically for user-to-remote (U2R) and remote-to-login (R2L) attacks. The suggested feature selection method does not include the preprocessing stage and has not been compared with other feature selection methods; thus, these deficiencies have to be avoided for better classification.



Feature selection for wireless IDS, which utilizes filter and wrapper techniques, is proposed in [22]. In the feature selection phase, the information gain ratio measure and K-means algorithm were used. A neural network, which used a backpropagation algorithm, was performed for the learning and testing phases. The suggested system was designed for Wireless LAN environments. According to the paper, the number of features was reduced from 38 to 8. In addition, the accuracy of the system was improved while the learning time was reduced. The proposed approach had not been tested on new datasets or novel attacks. Furthermore, the effectiveness of the suggested system was not compared to leading techniques in the literature. To show the proposed system is suitable for current IDSs, these deficiencies need to be eliminated.



Bostani and Sheikhan [23] suggested a hybrid feature selection method that uses binary gravitational search and mutual information techniques. The proposed method utilized the wrapper feature selection approach, which performed global search. To select the optimal feature sets and decrease the number of features further, the mutual information was integrated with binary gravitational search, which was used as a filter feature selection approach. The proposed hybrid method was tested on the NSL-KDD dataset. According to the paper, the suggested technique increased both the detection as well as accuracy rates while decreasing the false-positive rate as well as feature space drastically. The paper also emphasized that using the wrapper and filter feature selection approaches together allows the best subset of features to be selected. The proposed method was only tested on the NSL-KDD dataset, which is not enough to correctly evaluate the proposed method’s performance.



Aminanto et al. [24] proposed a Wi-Fi IDS that utilizes a weighted feature selection technique and neural network algorithm. The feature selection method used an ANN (Artificial Neural Network) and C4.5 to calculate each feature weight. The most significant features were chosen based on the corresponding weights, which represent the importance of each feature. A neural network classifier was performed for classification. The proposed approach was performed on the AWID (Aegean Wi-Fi Intrusion Dataset) dataset. According to the experimental results, a 99.9% detection rate, 99.7% F1 score, and 0.4 false-alarm rate were obtained, which outperformed the state-of-the-art methods for IDSs that use the filter approach. Additionally, the suggested system could handle both known and unknown attacks. The suggested method was performed only on the AWID dataset, and the authors did not mention how they handled unknown attacks or specify the most important features that represent the indication of the intrusion. To make the suggested method more clear, these deficiencies must be eliminated.



Mishra et al. [25] investigated various machine learning techniques for intrusion detection systems. For each attack, associated features were given. Problems with low-frequency attacks were examined and necessary contributions were applied for benchmark datasets. For different attack categories, various machine learning techniques as well as algorithms were employed, and results were compared to identify efficient ML techniques for attack categories. According to the paper, the performance of standard ML algorithms such as decision trees, C4.5, SVM, neural networks, and fuzzy association rules was fairly high. However, they found that deep learning and reinforcement learning face several difficulties when detecting intrusion in network attacks.



Mohammadi et al. [26] presented a new intrusion detection system. The model presented works by employing a combination of feature selection as well as clustering algorithms, utilizing both wrapper and filter approaches. The proposed model conducted feature grouping by using linear correlation coefficient and cuttlefish algorithms. After relevant features were selected, classification was performed. A decision tree classifier was employed on the KDD Cup dataset for classification. The experimental test results showed that the proposed method produced higher detection and accuracy rates than leading methods in the literature.



Liu et al. [27] presented feature grouping and selection techniques that used deep learning auto-encoder with random forest. The suggested method selected the most significant features from the datasets. An AP (Affinity Propagation) algorithm was performed in order to identify the features that had a strong correlation. To reduce the time complexity and accelerate the learning phase, a traditional unsupervised clustering algorithm and a three-layer shallow auto-encoder neural network were combined together. According to the authors, the presented method outperformed the state-of-the-art methods in terms of detection accuracy, ease of training, and adaptability. These days, normal and attack traffic can be mixed, and the attack traffic can be encrypted, which results in misclassification. Because of that, feature selection alone is not enough to correctly separate intrusions from normal network traffic. Moreover, using only the self-learning three-layer auto-encoder is not guaranteed to assist in increasing the accuracy of unsupervised Affinity Propagation clustering algorithms.



The intrusion detection framework, which utilizes a feature selection process and ensemble learning techniques, was proposed by Zhou et al. [28]. Initially, for dimensionality reduction, the CFS-BA algorithm was performed to choose the best subset by using the correlation between properties. After that, an ensemble method, which combines random forest, C4.5, and Forest by Penalizing Attributes algorithms, was carried out. At last, voting was employed to combine the probability distributions of the base learners for intrusion detection systems. The proposed framework was tested on the NSL-KDD, CIC-IDS2017, and AWID datasets. According to the authors, the test results revealed that the presented CFS-BA feature selection algorithm outperformed state-of-the-art approaches based on various metrics. The proposed framework also needs to be tested on zero-day attacks, which are occasionally seen in communication networks.



Nancy et al. [29] explained intrusion detection systems for wireless sensor networks using dynamic feature selection and fuzzy temporal decision tree classification. The featured selection method identified the ideal subset of features within the dataset. After feasible features were selected, fuzzy temporal decision tree and convolution neural networks were combined to separate intrusions from the normal network traffic. The proposed method was tested on the KDD Cup dataset as well as the network trace dataset. According to the paper, the proposed method effectively detected known and unknown intrusions with less energy consumption. Moreover, it increased the packet delivery ratio while decreasing false-positive and -negative rates. The proposed approach was tested on the KDD Cup dataset, which consists of redundant features and does not consist of new intrusions. Thus, the proposed approach must be tested on new datasets to measure the effectiveness of the suggested method more correctly.



Nazir and Khan [30] suggested TS-RF (Tabu search–random forest) which uses a wrapper-based feature selection method. In the proposed approach, Tabu search was performed as a search strategy whereas random forest was used as a learning algorithm. Tabu search is a kind of local neighborhood search in which each possible solution has an inter-related set of neighbors. On the other hand, random forest is a combination of tree estimators that consists of many trees and classifies using features from which each tree is sampled independently. To show the effectiveness of the proposed method, the presented technique was tested on the UNSW-NB15 dataset. According to the paper, the proposed feature selection method improved the accuracy rate while decreasing the false-positive rate when compared to other feature selection approaches. The UNSW-NB15 dataset has a class imbalance problem, which increases the misclassification rate while decreasing the detection rate. Before applying the feature selection method, the class imbalance problem needs to be solved. In addition, other new machine learning algorithms such as deep learning can be used instead of random forest. Tabu search can be modified to find more relevant features.



Al-Safi et al. [31] proposed a hybrid approach to select features and detect anomalies in a computer network. They used an information-gain-based algorithm on the NSL-KDD dataset for feature selection. For the classification stage, the Support Vector Machine as well as the Optimization Cuckoo Search algorithm were used. The proposed algorithm was tested on the NSL-KDD dataset. According to the test results, the proposed method generated high accuracy and outperformed other methods that had applied to the NSL-KDD dataset. The proposed method was only tested on the NSL-KDD dataset, which consists of old attack types. Thus, the proposed method needs to be tested on the new intrusion detection datasets. Moreover, the obtained accuracy result, which was 94.21%, is not very high for current IDSs, so feature selection and optimization algorithms must be improved further.



Krishnaveni et al. [32] presented an intrusion detection system that uses ensemble feature selection and classification in the cloud environment. They used a univariate ensemble filter feature selection method to separate the most significant features from the datasets. During the feature selection, five filter feature selection methods were obtain to get the best subsets. To obtain the final subset, rule combinations were used too. After features were selected, voting techniques were used for classification. Classifiers including decision tree, logistic regression, Naive Bayes, and Support Vector Machine were used for classification. The presented method was tested on NSL-KDD, Kyoto, and real-time datasets. According to the test results, model performance was increased compared with other existing methods. The obtained results are statistically significant based on the pairwise t-test. Furthermore, the model achieved a higher accuracy rate while decreasing false alarms. In the paper, the authors did not mention how they handled unknown attacks or how their method was different from existing techniques. Also, deep learning can be used as a classifier to distinguish intrusions from normal network traffic.



Cyber–physical systems (CPSs) constitute intricate multi-layered structures that underpin critical global infrastructure, exerting substantial influence on human lives [33]. With the growing emphasis on connectivity within CPSs, the importance of cyber security has surged. Silvio et al. [33] introduced a metaheuristics-based feature selection model for IDSs in CPSs. They tested how effective feature selection improves the performance of different machine learning approaches. They introduced the utilization of F1-Score within the adapted Greedy Randomized Adaptive Search Procedure (GRASP) metaheuristic to elevate intrusion detection performance across binary, multi-class, and expert classifiers. The findings from numerical analyses unveil that distinct feature subsets align more favorably with specific combinations of IDS strategies, classifier algorithms, and attack classes. Notably, the GRASP metaheuristic identifies features that effectively discern four classes of Denial of Service (DoS) attacks and numerous iterations of injection attacks in the realm of cyber–physical systems.



Prasad et al. [34] proposed a feature selection method grounded in multi-level correlations that was tailored for network intrusion detection data. The suggested technique chooses significant features while reducing the size of the analyzed data. First, they normalized the data. Then, they used correlation-based feature selection in a multi-level manner. Finally, they applied classification. The method’s effectiveness was analyzed on the UNSW-NB’15 dataset, for both binary and multi-class cases, showing its prowess. Experimental results demonstrated its superiority over existing techniques.



Albulayhi et al. [35] suggested an innovative methodology for feature selection and extraction in the context of anomaly-based intrusion detection systems (IDSs). The proposed approach utilized two entropy-based techniques, namely information gain (IG) and gain ratio (GR), to select and extract pertinent features at varying ratios. It involved leveraging mathematical set theory, specifically union and intersection operations, to extract the optimal feature set. The method was evaluated on two datasets, the NSL-KDD dataset and the IoT Intrusion Dataset 2020 (IoTID20), which employed four machine learning algorithms: Bagging, IBk, J48, and Multi-Layer Perception. The proposed approach successfully identified 11 and 28 relevant features out of 86 using intersection and union approaches, respectively, on IoTID20. Similarly, the NSL-KDD dataset identified 15 and 25 relevant features out of 41 using the intersection and union strategies. Through a comprehensive comparison with other state-of-the-art investigations, the proposed model demonstrated its superiority and competence, achieving an impressive classification accuracy of 99.98%.



The assessment of intrusion detection systems (IDSs) encompasses various parameters, with a primary focus on the chosen feature selection technique for distinguishing between malicious and legitimate activities [36]. The study was structured to identify an efficient feature selection method that enhances classifier accuracy for intrusion detection systems. First, they introduced a Hybrid Ant–Bee Colony Optimization (HABCO) approach, which transforms the feature selection challenge into an optimization task. Then, the performance of HABCO in conjunction with BHSVM, IDSML, DLIDS, HCRNNIDS, ANNIDS, SVMTHIDS, and GAPSAIDS was evaluated. The findings demonstrated that HABCO outperformed the mentioned methods, yielding notably higher accuracy.



Subramani and Selvi presented an intelligent intrusion detection system tailored for identifying intruders within IoT-based wireless sensor networks [37]. In developing this advanced IDS, the feature selection algorithm rooted in rules and Multi-Objective Particle Swarm Optimization (PSO) was introduced. Additionally, they put forth an intelligent rule-based approach that enhances the performance of Multi-Class Support Vector Machines for more precise intruder identification. An experimental test was performed on the KDD ’99 Cup and CIDD datasets. The test results demonstrated that the suggested IDS considerably improves intruder detection accuracy while reducing false-positive rates.



Evaluation of Feature Selection Methods in the Literature


From the literature, different feature selection techniques have been summarized based on the main ideas, proposed methods, and obtained performances for intrusion detection systems. Filter as well as wrapper approaches are used in various studies to select the best subsets of features. In some studies, an embedded approach is performed as well. Even though most studies use the filter or wrapper approaches, the techniques that are used to specify the subset are varied. A summary of each feature selection method in the literature which uses different techniques can be seen in Table 1. Generally, each study tested their approach on only one or two datasets, which cannot be generalized and used for current IDSs, or the proposed methods were not good enough to detect and classify new attack types. During the feature selection process, some irrelevant features are chosen that increase the detection and accuracy rate while decreasing the false-positive and -negative rates (Table 1). However, most of the approaches were tested on old datasets that do not contain unknown attacks and they have not been performed on real network intrusions.



It can be said that selecting the most significant subset of features before performing the learning process increases the model performance when distinguishing attack traffic from the normal one. This is because during the feature generation process, irrelevant, noisy, and unrelated features are being created. Furthermore, certain properties may be seen in intrusions as well as normal network traffic. Moreover, old intrusion detection datasets contain redundant features that decrease the detection and accuracy rates. Eliminating the redundant, irrelevant, or less-significant features enhances the learning process as well as the detection and accuracy rates while decreasing the false-negative rates. Our presented method, which consists of various techniques and algorithms, is designed to overcome the deficiencies that are mentioned in the literature and makes necessary contributions by selecting the best features for the classification process.






3. Methodology of FSACM


In this study, the FSACM (Feature Selection and Attack Classification Method) is proposed in order to determine attacks dynamically in WLANs quickly and with high accuracy. In the first step of the proposed method, the feature selection process is performed. In this context, an approach called FSAP (Feature Selection Approach) has been proposed for feature selection. In the second stage, a technique called SABADT is proposed for the detection of attacks. The block diagram of this proposed method, consisting of 5 different blocks, is given in Figure 2.



	
Choosing and analyzing the dataset.



	
Identifying important features and organizing them into groups.



	
Detecting anomaly-based and signature-based attacks.



	
Using the training and classification for identifying attacks.



	
Classification of attacks according to their behavior.






The basis of this architecture was proposed in our previous study (Ozkan-Okay et al.). Block 5 has been added within the scope of this study, and the methods in other blocks have been updated according to our previous study. In the architecture given in Figure 2 and block numbers are given on the figure. Datasets and analysis methods from the literature are used in Block 1. In Block 2, a contribution is made within the scope of the study, and the FSAP approach is proposed for feature selection, which is the basis of the model. For detecting attacks in Block 3, a hybrid technique, which is a conjunction of signature-based and anomaly-based techniques, is presented for training and classification stages. Training as well as classification processes are performed in Block 4, using the proposed methodology and known machine learning algorithms from the literature. In Block 5, if an attack is detected in the network traffic, the behaviors of the attack are determined and the behaviors are grouped according to attack types.



3.1. Feature Selection Approach—FSAP


The first version of the proposed FSAP approach was developed in our previous study. The first version of the FSAP approach consists of two stages: With the formula developed in the first stage, some of the features were eliminated. In the second stage, an algorithm was developed to determine which feature is more important by grouping with the remaining features [38].



In this new version of the FSAP approach, a new algorithm has been added that can further reduce the number of features to be used in the learning process. With this algorithm, the distribution of the normal/attack states within the groups formed from the features is examined. That is, this algorithm is based on the homogeneity condition. If there is a homogeneous distribution within a group, this feature is not selective; there must be a heterogeneous distribution. For example, if there is a DoS attack, it should be within a certain value range in the feature. If the feature can correspond to every value it contains, a homogeneous distribution has occurred and this feature cannot be an indicator in due diligence. Based on this situation, an algorithm has been developed. The developed algorithm is given in Algorithm 1.



	Algorithm 1: Feature Selection



	[image: Applsci 13 11067 i001]








By utilizing feature selection algorithms with a predetermined threshold value, we were able to identify significant features. The proper selection of features is crucial for creating a successful machine learning model. Therefore, we utilized the FSAP approach to choose the best subset of features for the given datasets.




3.2. Hybrid Signature- and Anomaly-Based Attack Detection Technique—SABADT


While determining the attack status and type, initially the signature-based model and then the anomaly-based model are applied. The purpose of such a hybrid system is to increase the intrusion detection speed with the signature-based model and to increase the accuracy with the anomaly-based model. As is known, the signature-based model is successful in detecting known attacks quickly and accurately. The anomaly-based model is slower than the signature-based model, but it has a higher accuracy rate in detecting unknown attack types.



3.2.1. Signature Based Model


The signature-based model, which is the first step of the proposed intrusion detection technique, was developed in our previous study and updated within the scope of this study. This new algorithm can detect attacks as well as attack types [Algorithm 2]. The updated algorithm was created as a result of the arrangement given in Figure 2 (due to the high number of determined rules and parameters, each of them is presented as basic functions rather than algorithmic details).



In this context, the features commonly used within many datasets in the literature are set out and determined as basic features. Parameters for normal situations such as network connection time, the number of network logins, and minimum and maximum values were determined. Based on these parameters, rules were issued. Attacks and their types were determined by comparing possible attack situations with these normal situations. For instance, the maximum/minimum usage times of a network in a normal state and attack state were specified. By comparing these times in both cases, a rule was derived.



	Algorithm 2: Signature Based Model
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In general, we recorded both known attack signatures from the literature as well as signatures identified based on common fundamental features found in well-known datasets. Our aim with this model was to enhance accuracy rates through detailed feature analysis and improve the speed of attack detection via rules that lead to direct results.




3.2.2. Anomaly-Based Model


In the second step of the model, traffic behaviors are analyzed. During the analysis process, the traffic flow features of the data sets, content features, and additional features other than these were listed and rules were extracted. With the help of the anomaly-based model, it is possible to detect attacks that are not part of known attacks [39]. During the creation of the anomaly-based model, each feature group was first analyzed internally, followed by a comprehensive analysis of all features to extract rules for detecting attacks and their types. The algorithm for the anomaly-based model is presented in Algorithm 3, and the calculation details for each parameter and rule have been omitted due to their high number, and have instead been presented as basic functions.



The anomaly-based model generates a large number of complex rules, which require a significant time investment during implementation. However, this model yields a high accuracy rate in attack detection. Furthermore, by decreasing the number of features used, the model is able to achieve improved efficiency in terms of time.  



	Algorithm 3: Anomaly Based Model
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3.3. Evaluating of Model Performance


The performance and efficiency of the proposed method were evaluated on the KDD ’99 and UNSW-NB15 datasets. In addition to the proposed method, machine learning techniques used in previous studies in this field were also applied to these datasets. During the training phase, the KDD ’99 and UNSW-NB15 training datasets were used, while the KDD ’99 and UNSW-NB15 test datasets were utilized during the testing phase. Machine learning algorithms have been widely applied in various fields, including network attack analysis and detection, and were therefore assessed based on the datasets used in this study. While no algorithm is universally superior, each algorithm has its own advantages and disadvantages, and the optimal algorithm will depend on several factors such as the data distribution, number of features, and inter feature relationships [40,41,42].



In order to evaluate the efficiency of the proposed model and to compare the performance of various machine learning algorithms, a range of metrics were utilized, including precision, recall, f-measure, accuracy, false positives, and false negatives. These metrics were computed using the confusion matrix. To reduce the overfitting, the datasets were divided into training, validation, and test sets. When performance started to degrade, we stopped the training. Before the classification, the data preprocessing stage was performed efficiently, which degraded the level of overfitting, and the most appropriate features were selected. We also used a large amount of training data to reduce overfitting. Most of the time, using a more diverse dataset can help a model learn the underlying patterns of the data efficiently, which decreases the level of memorizing.





4. Application of Methodology


The implementation of the presented method was coded using Python language. The proposed methodology was tested on the KDD ’99 and UNSW-NB15 datasets. The step-by-step implementation of the proposed methodology is explained in detail for KDD ’99, which is the most widely used dataset in the literature. Only the steps of the KDD ’99 dataset are given in detail, as the processing was performed using the same methods and its application to the UNSW-NB15 dataset is also briefly explained. The results obtained are presented in tables for both datasets. Test procedures on other datasets are also briefly explained in order to avoid repetition. The details of the applications made on the dataset are given in the following subsections.



4.1. KDD ’99 Dataset


The rationale for utilizing the KDD ’99 dataset in this study is due to its large size and widespread use within the field. The dataset contains 41 features in total, including 9 basic features and 32 derived features. These derived features are divided into three different categories including content features, host-based traffic features, and time-based traffic features.



The KDD ’99 dataset is composed of 38 states and 5 groups, including normal, DoS, probe, u2r, and r2l. In the training dataset, 22 states are included, but the test dataset has 16 additional attack types that are not included in the training dataset. The KDD ’99 training dataset was used to develop the proposed model for the training stage, and the attack types were labeled as “dos”, “probe”, “u2r”, or “r2l”, and normal situations were labeled as “normal” to identify whether the result was an attack or not. The proposed model utilized feature selection methods to choose important features and extracted rules from both signature-based situations, where the result could be directly determined, and anomaly-based behavior of the traffic. The KDD ’99 testing dataset was utilized to evaluate the model’s effectiveness during the testing phase.



Each feature in the dataset is grouped with the traffic situation result (normal/dos/probe/u2r/r2l) (service-result, src_bytes-result, dst_bytes-result, etc.). To select important features for the result, the number of groups formed by each feature and their impact were compared to a threshold value that was previously calculated. Any feature above this threshold value was considered important and thus selected for use in the final analysis.



In Figure 3b, when the “service” feature is separated according to the values and the attack status, 140 different groups have been formed. There is usually a heterogeneous distribution when looking at the connected service types and attack types. There are two different states for the "IRC" service, and the "normal state" is quite obvious. There are three different cases in the "ecr_i" service type. The type of attack in this service type also increased, but there is still a clear difference between the numerical distributions. As a result of the grouping of the “service” feature, “probe” attacks represented 48, “dos” attacks represented 56, “r2l” attacks represented 7, “u2r” attacks represented 4, and “normal” situations represented 25 different service types. The “service” feature provides the algorithm with four cases in the dataset, but contains five different cases as a result of the developed algorithm. The proposed feature selection II method included specific parameters that were used to identify important features. Based on this method, the “service” feature was found to be significant and remained above the threshold value, thus meeting the criteria for inclusion in the final feature list.



In summary, Table 2 displays the selected features that will be used in our model, as determined via the proposed feature selection approach. These features were identified using a combination of our previous study’s equation and feature selection Algorithms 1 and 2. With the proposed feature selection algorithms, 10 features were selected among 41 features. In our previous study [38], 22 features were selected from 41 features when intrusions were distinguished from the normal network traffic flows. With the updated algorithms, we decreased the number of features from 22 to 10 features.



By using the features that were selected from the basic features of the KDD ’99 dataset specified in Table 2, rules for the signature-based model that can directly obtain an attack result were extracted. These rules were stored by labeling them as “normal, dos, probe, u2r, r2l”. Within this step, 30% of the KDD ’99 dataset could be classified for different attack types. This situation allows us to save time and memory. Some of these signature states are illustrated in Table 3. For instance, if the connection time is between the minimum and maximum traffic time, the connection can be detected as normal. If the service is ”auth” and the number of connections is larger than the average connection, the connection can be detected as an attack, and the attack can be classified as DoS.



To develop the anomaly-based model, selected content and host-based and time-based traffic features were utilized to analyze traffic behavior. Rules were extracted using these features, with content features analyzed first, followed by host-based features, and, finally, time-based features. Ultimately, these features were analyzed together to identify patterns and rules in traffic behavior. Table 4 provides some examples of the extracted rules.



Two rules are presented as follows to illustrate the approach: (1) When connecting via a private service type, if there is no data flow and the count of faulty connections is non-zero, the connection is considered anomalous. (2) If there is no data flow despite normal traffic conditions, and the connection request to the same host is unusually high, the connection is stored as suspicious. At the final stage, the rules derived from the KDD ’99 training dataset, along with selected features, are applied to the KDD ’99 test dataset.




4.2. UNSW-NB15 Dataset


The raw network packets of the UNSW-NB15 dataset were created at the Australian Cyber Security Centre’s (ACCS) Cyber Range Laboratory using the IXIA PerfectStorm tool to obtain a mixture of real normal activities and artificial attack behaviors. The Tcpdump tool was employed to capture 100 GB of raw traffic (e.g., Pcap files). This dataset includes nine types of attacks, namely Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode, and Worms. It comprises a total of 49 features.



As applied in the KDD’99 dataset, the UNSW-NB15 dataset was also grouped according to attack types and results (Figure 4). Feature selection was performed with the proposed approach.



In summary, Table 5 displays the selected features that will be used in our model, as determined via the proposed feature selection approach. With the proposed feature selection algorithms, 13 features were selected from among 49 features.



By using the remaining features after the feature selection algorithm from the basic features of the UNSW-NB15 dataset, rules were derived for the signature-based model that could directly obtain an attack result. During the creation of the anomaly-based model, traffic behavior analysis was performed using content features, flow features, time-dependent features, and selected additional features. After that, rules were derived. The list of extracted signatures and rules is given in Table 6.





5. Results and Discussion


The results of the proposed method with the extracted rules are given in Table 7, Table 8, Table 9, Table 10 and Table 11. The test results are compared with similar methods that were used in the literature, which used machine learning algorithms, based on the performance metrics.



After testing the proposed method, a 99.89% accuracy rate was found when detecting attacks, as shown in Table 7. Although the Decision Table and Decision Tree techniques yielded similar results, their performance was inferior to the proposed method in terms of running time and memory usage. The AdaBoost algorithm could not detect “u2r” and “r2l” attacks. In addition, when the proposed performance values were compared with state-of-the-art studies, the detection rates of the proposed method were higher when detecting the U2R attack type in the dataset. These attacks are much fewer in the dataset compared to other types of attacks. Therefore, in cases where the distribution is not homogeneous, these algorithms cannot perform effectively. In order to reduce the overfitting, the datasets were split into training, validation, and test sets. Before the classification stage, the data preprocessing phase as well as the most appropriate features were selected to decrease the level of overfitting. In addition, a large amount of training data were used to reduce overfitting. Most of the time, using a bigger dataset helps the model to learn the underlying patterns of the data efficiently, which decreases the level of overfitting.



The proposed method and ML algorithms’ detection rates (DRs) are given in Table 8 when classifying types of attacks. After the attacks were separated from the normal network traffic flows, further classification was performed to find out the types of attacks. As can be seen in Table 8, the proposed method outperformed most of the ML classifiers when classifying attack types. For instance, when classifying probe attacks, the proposed method correctly detected 98.67%, while Naive Bayes detected 85.21%, DecisionTree 98.53%, Decision Table 93.10%, SMO 95.12%, and AdaBoost 63.41%, respectively. Similar results were obtained when normal and other attack types including DoS, U2R, and R2L were classified.



When the proposed method was tested on the UNSW-NB15 dataset, it was seen that an accuracy rate of 98.84% was achieved for intrusion detection (Table 9). The Decision Table algorithm and Decision Tree algorithm also produced high results, but they were not as successful as the proposed method. In addition, the detection rates of other machine learning techniques in the dataset were quite low compared to the proposed technique in determining the attack types. At the same time, the SMO algorithm could not detect “backdoor”, “analysis”, or “worms” attack types. The AdaBoost algorithm, on the other hand, was not successful in detecting attack types other than “normal” and “generic”. Although these algorithms were successful in identifying the attacks, they made the wrong choice when determining the type of attack. The traces of these attacks in the dataset are very close to each other. Therefore, the tested generic ML algorithms do not work effectively when the traces are not sharp.



The performance of the proposed method and machine learning algorithms in classifying attack types can be seen in Table 10. After the attacks were separated from the normal network traffic flows, further classification was performed to find the attack types. As can be seen from Table 10, the proposed method outperformed machine learning classifiers in classifying attack types. For example, when classifying DoS attacks, the proposed method was 98.66%, Naive Bayes 41.32%, Decision Tree 50.79%, Decision Table 46.34%, SMO 51.43%, and AdaBoost 0.01%, respectively. Similar results were obtained when other attack types such as normal and backdoor and analysis were classified.



When the proposed method was tested on the CIC-IDS2017 dataset, it was observed that an accuracy rate of 99.52–99.91% was achieved for intrusion detection on each .csv file (Table 11). Other algorithms produced high results but were not as successful as the proposed method. In addition, the success rate varies depending on the type of attack contained in the files and the traces shown by the attacks. More detailed analyses and evaluations will be performed on updated datasets, including the CIC-IDS2017 dataset, in future studies.



To illustrate the proposed method’s performance effectiveness more clearly, the suggested method was also compared with leading methods in the literature. The results of the comparisons are presented in Table 12. When evaluating the methods that were used in the literature, there were not many studies that focused on developing algorithms for both feature selection as well as attack detection. A few studies in the literature focused on developing algorithms that performed both feature selection as well as attack detection. Although Khammassi and Krichen’s [43] study achieved high accuracy, our proposed method outperformed the presented papers’ performances in terms of the utilized features. Even though the results of the study by Dhanabal and Shantharajah [44] were evaluated well in terms of the number of features used, the suggested method was outperformed in terms of accuracy. In addition, the previous version of our study results was also better than most of the other studies in terms of accuracy and the number of features that were used. Adding new algorithms as well as updating the existing algorithms in our previous method increased model performances in terms of DR and accuracy while using fewer features in this study.



In addition to developed research with machine learning methods, there are many industrial IDS solutions such as Solarwinds, Bro, Suricata, and Snort. A comparison of our proposed new methodology with these solutions is listed below:



Detection Accuracy: Commercial IDS solutions typically have a large and well-established database of known attack patterns (signatures) and advanced machine learning algorithms to detect anomalies. They often offer high detection accuracy for known attacks. The proposed technique is based on signature and anomaly detection, and may be effective in detecting novel/unknown attacks but might produce false positives.



Ease of Deployment: Commercial IDS solutions often come with user-friendly interfaces and setup wizards, making them relatively easy to deploy. The proposed technique, being a research-based algorithm, may require more technical expertise to implement and configure correctly.



Maintenance and Updates: Commercial IDS solutions are actively maintained by dedicated security teams. They receive regular updates, including new attack signatures and vulnerability patches. The proposed technique’s maintenance and update schedule would depend on the researchers behind it.



Cost: Commercial IDS solutions have licensing costs, which can vary widely depending on features and scalability. The proposed technique may be open-source or research-oriented, potentially reducing initial costs.



In summary, the proposed novel technique may have certain advantages in detecting novel attacks due to its anomaly-based approach. Still, it lacks some features such as support, updates, and reliability that commercial IDS solutions provide. Additionally, the proposed technique may be combined with other commercial IDS solutions to improve its overall security posture.



Scalability is important, especially in the context of intrusion detection systems for large-scale networks for real-world applications. The computational complexity of the proposed method’s algorithms’ running time was in the accepted range, so the performance of the proposed method in terms of DR, accuracy, false positives, etc., was not affected significantly when the size of the analyzed data input grew. In addition, proper preprocessing, feature selection, and dimensionality reduction stages were applied to reduce the computational burden of the proposed method while maintaining its effectiveness. However, the proposed method was tested on limited hardware resources including CPU, memory, and storage. Thus, it is not very scalable for large network traffic. We aim to test it on bigger hardware resources for future work to handle larger-scale networks.




6. Limitation and Future Work


The proposed method performed better than other studies in terms of speed and accuracy rate when separating attacks from normal traffic as well as classifying attack types. However, according to the experimental results, the detection rate is slightly lower in classifying the small amount of attack types or the traces are not sharp in the dataset. The proposed method correctly classified the unseen attacks in the testing dataset; however, those attacks are slightly old. We aim to test our method on new unseen attacks in the future. Moreover, we tested our method on the KDD ’99 and UNSW-NB15 datasets for this study. We would like to extend our method and test it on different intrusion detection datasets. In future studies, we also aim to enhance the accuracy measure by improving our proposed algorithms as well as developing new algorithms. To increase the level of scalability for the presented method, we aim to test it on bigger hardware resources in future work to handle larger-scale networks.



Integration into existing systems, real-time monitoring, and response mechanisms are crucial real-world application considerations to evaluate the feasibility of the proposed method. In this context, a new dataset development effort has been undertaken, yielding successful results on a small dataset. However, there are plans for the further enhancement and expansion of this dataset in future studies. This will contribute to better aligning the intrusion detection system with real-world conditions and ensuring more reliable outcomes. These improvements will also facilitate the more efficient implementation of integration processes, real-time monitoring, and rapid response mechanisms. Therefore, our future research endeavors will delve deeper into the practical applicability of IDS and aim to support its successful utilization in real-world scenarios.




7. Conclusions


Cyber-related attacks are evolving and increasing at exponential rates, and no method can recognize these modern attacks. Traditional IDSs are not good enough against modern cyberattacks. To build an effective IDS, feature creation, selection, and learning phases need to be evaluated carefully. All these processes are equally important to effectively fight against intrusions. In this paper, we explained a novel feature selection method which eliminates the redundant, irrelevant, and less-important features from the datasets. In addition, a hybrid (signature- and anomaly-based) classification technique is suggested to detect attacks both faster and with higher accuracy. The proposed method was performed on the KDD ’99 as well as UNSW-NB15 datasets. The KDD ’99 and UNSW-NB15 training datasets were analyzed while creating the signatures and rules to train the model. The created model was tested on the KDD ’99 as well as UNSW-NB15 testing datasets. When the obtained results were compared against the known machine learning methods, better performance results were achieved based on the detection rates varying between 0.2% and 23%. In the suggested work, the test dataset, which contained the attack categories that were not included in the training dataset, was used in the test of the model created with the extracted signatures and rules. After intrusions were distinguished from the normal network traffic, the types of attacks were also identified. At this stage, we classified the types of attack as Dos, Probe, U2R, and U2L or Backdoor, Analysis, Generic, Fuzzers, Worms, etc. Considering the achieved accuracy values, it can be seen that unknown attack categories were also recognized with high accuracy. Furthermore, the proposed methodology outperformed machine learning algorithms in terms of memory and time usage. In addition, the proposed model was tested on the CIC-IDS2017 dataset for detecting attacks. An accuracy rate ranging from 99.52% to 99.91% was achieved. When comparing the proposed study against the state-of-the-art studies in the literature, only a few studies have developed new approaches for both the feature selection as well classification phases. It can be said that the performance of the proposed method is better than other methods in terms of the number of features used and the accuracy rate obtained. With these aspects, it can be said that the proposed method makes significant contributions to the literature.
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Figure 1. Relations between feature selection and classification processes on intrusion detection system. 
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Figure 2. Architecture of the proposed methodology. 
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Figure 3. (a) Grouping result of “  r o o t _ s h e l l  ” feature; (b) grouping result of “  s e r v i c e  ” feature. 
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Figure 4. (a) Grouping result of “  c t _ f t p _ c m d  ” feature; (b) grouping result of “  s p k t s  ” feature. 
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Table 1. Current feature selection methods that are used in the literature for intrusion detection systems.
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	Paper
	Year
	Proposed Method
	Goal/Success





	Olusola et al. [21]
	2010
	A novel feature selection method for KDD ’99 dataset
	The performance was increased with less features



	Amiri et al. [11]
	2011
	A technique for selecting features that used the mutual information measure
	A higher accuracy specifically for U2R and R2L attacks



	Mohanabharathi et al. [22]
	2012
	A wireless IDS that used filter and wrapper approaches
	The number of features was reduced from 38 to 8 with higher accuracy



	Bostani and Sheikhan [23]
	2017
	A feature selection approach that combined binary gravitational search and mutual information techniques in a hybrid manner
	The proposed method increased the detection and accuracy rates while decreasing the false-positive rates



	Aminanto et al. [24]
	2017
	Wi-fi IDS that used a weighted feature selection technique and neural network algorithm
	The proposed method could handle unknown attacks and outperformed the state-of-the-art methods



	Mishra et al. [25]
	2018
	Evaluated different machine learning techniques for IDSs
	The performance was increased when C4.5, SVM, neural network, and fuzzy association rules were used



	Mohammadi et al. [26]
	2019
	A feature selection and clustering algorithm which used wrapper and filter approaches
	The proposed method produced higher detection and accuracy rates than leading methods in the literature



	Li et al. [27]
	2020
	A feature grouping and selection technique which used deep learning auto-encoder IDS
	The presented method outperformed the state-of-the-art methods in terms of detection accuracy, ease of training, and adaptability



	Zhou et al. [28]
	2020
	A feature selection process and ensemble learning techniques
	The presented CFS-BA feature selection algorithm outperformed state-of-the-art approaches based on various metrics



	Nancy et al. [29]
	2020
	A wireless sensor networks used dynamic feature selection and fuzzy temporal decision tree classification
	The proposed method effectively detected known and unknown intrusions with less energy consumption



	Nazir and Khan [30]
	2021
	A TS-RF that used a wrapper-based feature selection method
	The proposed feature selection method improved the accuracy while decreasing the false-positive rates



	Al-Safi et al. [31]
	2021
	A hybrid approach selected the best subset of features
	The proposed method generated high accuracy and outperformed other state-of-the-art methods



	Krishnaveni et al. [32]
	2021
	An ensemble feature selection and classification on the cloud environment
	A model performance was increased when it was compared with existing methods



	Silvio et al. [33]
	2022
	Metaheuristics-based feature selection model for IDSs
	It identified attacks with fewer features



	Prasad et al. [34]
	2022
	Multi-level correlation-based feature selection method analyzed on the UNSW-NB’15 dataset
	Its superiority over existing techniques



	Albulayhi et al. [35]
	2022
	Two entropy-based techniques IG and GR
	Achieved 99.98% accuracy with fewer features



	Sangaiah et al. [36]
	2023
	A hybrid heuristics artificial feature selection method
	It outperformed existing methods with higher accuracy



	Subramani and Selvi [37]
	2023
	Multi-objective feature selection in IoT networks
	The performance was increased significantly










 





Table 2. Selected features.
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	duration



	service



	src_bytes



	dst_bytes



	count



	srv_count



	same_srv_rate



	dst_host_same_srv_rate



	dst_host_rerror_rate



	dst_host_srv_rerror_rate










 





Table 3. Extracted signatures from basic features (abbreviated list).






Table 3. Extracted signatures from basic features (abbreviated list).





	min(“normal_duration”)<duration<max(“normal_duration”)
	normal
	normal



	service=”auth”, count>avg(normal)
	attack
	dos



	min(“normal_src_bytes”)<src_bytes<max(“normal_src_bytes”)
	normal
	normal



	service=”efs”, same_srv_rate=1
	attack
	probe



	service=”ftp_data”, dst_bytes>max(other_situations)
	attack
	r2l



	service=”telnet”,max(“normal_duration”)<duration<max(other_situations_duration)
	attack
	u2r



	service=”ecr_i”, count<=1
	normal
	normal










 





Table 4. Extracted rules from content features (abbreviated list).
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	service=private, duration=0, src_btyes=0, dst_btes=0
	attack
	dos



	service=private, duration>max(“normal”), src_btyes=0, dst_btes=0
	attack
	probe



	service=eco_i, srv_diff_host_rate=1
	attack
	probe



	service=http, src_bytes>max(“normal_src_bytes”)
	attack
	dos



	service=finger, count>= ort(“normal_count”), dst_host_srv_serror_rate >=0.1
	attack
	probe



	service=ssh, src_btyes=0, dst_btes=0
	attack
	dos



	service=ftp_data, duration>max(“normal_dur”), dst_host_same_srv_rate=1
	attack
	r2l



	service=telnet, count >= avg(“normal_count”), srv_count >= avg(“normal_srv_count”)
	attack
	u2r



	other situations
	normal
	normal










 





Table 5. Selected features.
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	service



	proto



	duration



	sttl



	spkts



	dpkts



	sbytes



	dbytes



	ct_dst_src_ltm



	ct_dst_sport_ltm



	ct_dst_dport_ltm



	sloss



	response_body_len










 





Table 6. Extracted signatures and rules (abbreviated list).






Table 6. Extracted signatures and rules (abbreviated list).





	sttl>=max(normal_dest_time) & response_body_len>0
	attack



	sttl>=max(normal_dest_time) &ct_dst_src_ltm<min(normal) &sbytes<avg(normal)
	attack



	sttl>=max(normal_dest_time)& min(normal)<ct_dst_src_ltm<max(normal) & min(normal)<sbytes
	normal



	ct_dst_src_ltm>max(normal)|response_body_len >max(normal) | ct_src_dport_ltm>max(normal)
	attack



	service=”dns”, protocol=”udp”, dur > max(“normal_duration”)
	attack



	duration=0, spkts>max(normal_spkts)
	attack



	service=”-”, protocol=”tcp”, dur< max(“normal_duration”)
	normal



	Dur>min(normal) & response_body_len==0 & tcprtt<min(normal)
	attack










 





Table 7. Performances of the proposed method on KDD ’99 dataset versus other machine learning algorithms when distinguishing attacks from the normal network traffic.
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	Technique
	FalsePositive
	Precision
	F-Measure
	Accuracy





	FSACM
	0.011
	99.87
	99.93
	99.89



	NaiveBayes
	0.028
	97.5
	90.6
	86.13



	DecisionTree
	0.02
	99.8
	99.8
	99.75



	DecisionTable
	0.08
	98.7
	94.65
	99.50



	SMO
	0.056
	91.6
	61.95
	96.83



	AdaBoost
	0.023
	95.25
	96.95
	97.61










 





Table 8. Performance of proposed method as well as ML algorithms when classifying types of attacks.
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Technique

	
Normal

	
DoS

	
Probe

	
U2R

	
R2L

	
Detection

Rate (%)




	
FSACM

	
99.90

	
99.91

	
98.67

	
82.54

	
97.0




	
NaiveBayes

	
80.41

	
88.31

	
85.21

	
68.32

	
34.84




	
DecisionTree

	
99.83

	
99.89

	
98.53

	
43.47

	
95.41




	
DecisionTable

	
99.59

	
99.83

	
93.10

	
47.82

	
90.32




	
SMO

	
99.46

	
96.79

	
95.12

	
47.82

	
88.08




	
AdaBoost

	
99.05

	
98.55

	
63.41

	
4.34

	
0.02











 





Table 9. Performances of the proposed method on UNSW-NB15 dataset versus other machine learning algorithms when distinguishing attacks from the normal network traffic.
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	Technique
	False Positive
	Precision
	F-Measure
	Accuracy





	FSACM
	0.025
	97.27
	97.13
	98.84



	Naive Bayes
	0.052
	80.07
	74.8
	71.82



	Decision Tree
	0.030
	85.92
	85.81
	86.24



	Decision Table
	0.033
	82.11
	81.90
	82.61



	SMO
	0.026
	85.25
	85.95
	86.46



	AdaBoost
	0.280
	75.15
	69.45
	63.13










 





Table 10. Performance of proposed method as well as ML algorithms when classifying types of attacks.
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Tech.

	
Normal

	
Backd.

	
Anal.

	
Fuzz.

	
Shell.

	
Recon.

	
Exp.

	
DoS

	
Worm

	
Gener.

	
DR(%)




	
FSACM

	
99.81

	
98.15

	
98.23

	
98.96

	
99.12

	
98.41

	
99.18

	
98.66

	
98.15

	
99.56




	
N.Bayes

	
69.93

	
16.35

	
46.34

	
57.51

	
60.00

	
81.73

	
58.11

	
41.32

	
38.46

	
96.15




	
D.Tree

	
96.81

	
2.88

	
4.64

	
56.93

	
46.96

	
80.7

	
73.38

	
50.79

	
69.23

	
97.94




	
D.Table

	
95.38

	
1.92

	
2.03

	
47.41

	
29.57

	
78.41

	
63.13

	
46.34

	
38.46

	
95.88




	
SMO

	
99.90

	
0.01

	
0.01

	
58.67

	
16.53

	
74.01

	
69.30

	
51.43

	
0.01

	
96.51




	
AdaB.

	
91.59

	
0.01

	
0.01

	
0.01

	
0.01

	
0.01

	
0.01

	
0.01

	
0.01

	
96.17











 





Table 11. Performances of the proposed method on CIC-IDS2017 dataset versus other machine learning algorithms when distinguishing attacks from the normal network traffic.
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	FSACM
	Naive Bayes
	Decision Tree
	Decision Table
	AdaBoost





	Tuesday Working Hours
	99.87
	97.15
	99.68
	99.18
	98.97



	Wednesday Working Hours
	99.63
	98.8
	99.49
	98.86
	93.51



	Thursday Working Hours Morning Web Attacks
	99.52
	94.89
	99.14
	99.16
	98.34



	Thursday Working Hours Afternoon Infilteration
	99.91
	97.93
	99.81
	99.84
	99.19



	Friday Working Hours Morning
	99.88
	96.46
	99.83
	99.82
	99.23



	Friday Working Hours Afternoon DDos
	99.89
	99.78
	99.89
	99.85
	99.57



	Friday Working Hours Afternoon PortScan
	99.90
	99.59
	99.87
	99.81
	99.58










 





Table 12. Comparing proposed method results with state-of-the-art methods’ results in the literature.
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	Paper
	Feature

Selection
	Classification

Technique
	Num_of

Features
	Dataset
	Accuracy

Rate (%)





	Li et al.,

2012 [45]
	Feature removal

method gradually
	SVM
	19
	KDD ’99
	98.62



	Karimi et al.,

2013 [46]
	Hybrid filtering

feature selection
	Naive Bayes
	16
	KDD ’99
	98.28



	Saxena and

Richariya 2014 [47]
	Standard information

gain
	Hybrid PSO-SVM

Approach
	18
	KDD ’99
	99.4



	Dhanabal and

Shantharajah

2015 [44]
	Correlation-based

method
	J48, SVM, and Naive

Bayes
	6
	KDD ’99
	98.88, 95.2,

73.32



	Moustafa and

Slay 2016 [48]
	Feature correlation
	Several machine learning

algorithms
	12
	UNSW-NB15
	85.56



	Aghdam and

Kabiri 2016 [49]
	Ant Colony

Optimization-based
	-
	19
	KDD ’99
	98.9



	Hasan et al.,

2016 [50]
	Higher variable

importance score
	Random Forest
	25
	KDD ’99
	91.9



	Khammassi and

Krichen 2017 [43]
	GA-LR wrapper

approach
	C4.5, RF, and NBTree
	18
	KDD ’99
	99.8, 99.9,

99.85



	Janarthanan and

Zargari 2017 [51]
	ARM algorithm
	Random Forest
	8
	UNSW-NB15
	82.99



	Manzoor and

Kumar 2017 [52]
	Information gain

and correlation
	Based on ANN
	25
	KDD ’99
	97.91



	Moukhafi et al.,

2018 [53]
	Particle Swarm

Optimization algorithm
	Hybrid technique:

GA and SVM
	16
	KDD ’99
	96.38



	Pham et al.,

2018 [54]
	Ensemble model
	J48
	35
	KDD ’99
	84.25



	Kanimozhi and

Jacob 2019 [55]
	ARM and

CfsSubsetEval
	Based on ANN
	5
	UNSW-NB15
	96.00



	Chandak et al.,

2019 [56]
	Ranker- and heuristic-

based techniques
	C4.5 Decision Tree
	27
	KDD ’99
	92.98



	Selvakumar and

Muneeswaran [57]
	Filter- and wrapper-

based method with

firefly algorithm
	C4.5- and Bayesian

Network-based
	10
	KDD ’99
	90.27



	Almasoudy et al.,

2020 [58]
	Differential Evolution

Wrapper Feature

Selection
	Five and binary

classification
	9
	KDD ’99
	80.15, 87.53



	Kasongo and

Sun 2020 [59]
	XGBoost-based

feature selection
	Several machine learning

algorithms
	19
	UNSW-NB15
	90.85



	Iwendi et al.,

2020 [60]
	Correlation-based

feature selection
	Bagging and AdaBoost

classifier
	13
	KDD ’99
	99.4



	Narayasami et al.,

2021 [12]
	Bat algorithm
	SVM
	25
	KDD ’99
	94.16



	Kocher and

Kumar 2021 [61]
	Hybrid methods:

filter and wrapper
	Several machine learning

algorithms
	23
	UNSW-NB15
	98.42



	Ozkan-Okay et al.,

2021 [38]
	FSAP
	SABADT
	17
	KDD ’99
	99.65



	Proposed Method

FSACM
	FSAP new version
	SABADT new version
	10/11
	KDD ’99

UNSW-NB15
	99.89/98.84
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