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Abstract

:

Wireless Sensor Networks—WSNs, an important part of IoT—consist of sensor nodes with limited processing, memory capacities, and energy. Wireless Sensor Networks face many dangers as they are often distributed into untrusted regions. The accuracy of the data obtained in a WSN, where security threats cannot be prevented, is also questioned. In WSNs, the authentication of the resources and the data can be verified with the authentication mechanism. Authentication in WSNs allows the node to verify whether data have been sent from authorized sources and protects the original data from changes. However, there are some deficiencies in terms of security in existing authentication protocols such as ID spoofing attacks. In addition, blockchain, one of the emerging technologies, gives significant successful results in security applications. Cryptographically secured, immutable, non-repudiable, irrevocable, auditable, and verifiable can be given as security-related characteristics of the blockchain. This study aims to use these features of the blockchain in WSNs. In this study, a new blockchain-based authentication protocol was developed for WSNs. Based on the study’s system model, sensor nodes, cluster nodes, base station, and blockchain networks were created using a private blockchain, and users. A detailed security analysis was carried out for the study. At the same time, efficiency analysis was performed by implementing the proposed model on the WiSeN sensor node.
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1. Introduction


Wireless networks consisting of many sensor nodes designed to measure the physical conditions in the environment are called Wireless Sensor Networks (WSN). Wireless Sensor Networks are used in many areas such as home automation, industry, the military, health, the environment, commerce, and transportation. Hundreds of applications can be made in each area. For example, many applications can be made in the environmental area, such as monitoring agricultural land, measuring water pollution, and monitoring forest fires. Wireless Sensor Networks can be found in controlled environments such as gardens or stadiums. However, they can also be found in uncontrolled environments in applications such as monitoring border security and monitoring forest fires.



The number of WSNs can vary depending on the application. For example, while ten-level sensor nodes are used to monitor a small pool, thousands of sensor nodes are used for the fire monitoring of a large forest. Furthermore, each application has its own priority. For example, while the priority is energy in some applications, it is delay in some applications or security in others.



Wireless Sensor Networks are an important part of the IoT [1]. Especially recently, the smart city concept has become widespread in increasing people’s comfort and improving their living standards. Security is an important need for data and applications in the IoT and WSNs, which pioneered the establishment of smart cities. In particular, the security threat to WSNs in uncontrolled environments is quite high. Attacking nodes can be left to the relevant environment, causing many negative effects such as the transmission of false information to the network, and causing the nodes to fail. As a result, the WSN cannot achieve its purpose and the costs incurred for this network are wasted. While message listening is performed in passive attacks in the WSN, wrong packets may be injected into the network in active attacks. Because the wireless medium is insecure, communications between nodes are considered insecure.



Authentication is used to prevent such security breaches [2]. Data authentication in sensor networks allows the system to verify whether data have been sent from authorized sources and protects the original data from changes. Authentication is very important in communication security for WSNs. Thanks to authentication, during communication between two sensor nodes, the source node knows that the node to which it sent a message is a real node. With authentication, only sensor nodes that can be authenticated can access the network, while others cannot. In this way, unauthorized users are prevented from accessing the network.



Authentication in WSNs can be achieved in many ways [3]. Different options such as IDs, certificates, cryptographic protocols, MAC addresses, and passwords can be used while providing authentication. However, there are some disadvantages to the methods used. ID-based authentication methods are vulnerable to an ID spoofing attack. The memory-processor needs of certificate-based authentication methods are very high in terms of sensor nodes. In cryptographic protocol-based authentication methods, security depends on the strength of the encryption protocol. Nonrepudiation is impossible for MAC address- and ID/Password-based authentication methods.



A robust authentication mechanism does not allow any sensor node to join the network except its own members. It should also be strong against Data Integrity, Non-Repudiation, Sybil Attacks, Spoofing Attacks, Message Substitution Attacks, Message Replay attacks, Man in the Middle Attacks, and Denial of Service attacks [4]. It should be scalable. A well-designed authentication protocol should have Mutual Authentication. All the while, the limited energy, processing, and memory capacities of the WSN need to be considered.



Blockchain, one of the emerging technologies, gives successful results in security [5]. In WSN applications that require security, messages sent for data capture or deception by infiltrating the system will be blocked by the ability to transfer information over the blockchain. Blockchain and smart contracts-based solutions can successfully perform authentication and access control over networks [6]. In addition, security models made from a single center are attractive to all attackers. As a result, different attacks can be made to capture the relevant center. However, this threat can be eliminated since blockchain applications have no single center.



As data increase in blockchain networks, the number of blocks increases, so the need for memory increases [7]. At the same time, as the data increase, the number of transactions and the energy requirement will increase in verifying blocks and adding new blocks to the chain [8]. Since the sensor nodes in the WSN are also thought to have limited capacity, it is necessary to integrate the WSN and blockchain together without increasing excessive transaction and energy consumption in order to use the important features of blockchain to meet the security needs of the WSN.



In this study, a new blockchain-based authentication protocol has been developed for WSNs. In summary, the contributions of the study are as follows:




	-

	
A blockchain-based authentication protocol is developed for high-security applications. While non-blockchain authentication protocols are vulnerable to certain attacks, the blockchain structure, proven to be high security, is applied in this study. Compared to the existing limited work involving blockchain-based WSNs, very good results are achieved in terms of security and efficacy.




	-

	
Blockchain-based WSN authentication models in the literature are examined.




	-

	
A private blockchain structure is created considering security, transaction speed, ownership criteria, and suitability for WSNs.




	-

	
Proof of Authentication (PoAh) is used as the consensus mechanism.




	-

	
A WSN System model is created as Sensor Node (SN), Cluster Node (CN), Base Station (BS), Blockchain Network (BCN), and User (U).




	-

	
The developed protocol consists of the Initialization section, where the initial values are generated, the registration section, where the nodes in the network are registered, the authentication section, where the nodes in the network are verified, and the unregistration section, which is the removal of the nodes leaving the network for any reason.




	-

	
The Elliptic Curve Digital Signature Algorithm (ECDSA), ECC, and Smart Contract are used in the developed protocol.




	-

	
A detailed security analysis of the study is made.




	-

	
The proposed protocol is implemented to real sensor nodes and efficiency analysis is carried out in this way.




	-

	
In addition to being used in applications requiring high security, the proposed authentication protocol is also efficient considering the latency-energy-memory usage criteria.









The remaining sections of the study are as follows: While the related studies are mentioned in Section 2, blockchain is explained in Section 3. Then, in Section 4, the system model, in Section 5, the introduction of the proposed protocol, and in Section 6, the security and efficiency analysis of the study are given. Finally, the last section includes the results of the study and the topics for future work.




2. Related Works


Many studies have been conducted to address authentication in WSNs. These studies can be divided into blockchain-based and non-blockchain studies.



In non-blockchain studies [2,9,10,11], there is low security [12] due to central controls, client-server architecture, and exposure to many attacks. Some of these studies are as follows:



In the study [13], a secure user authentication model is proposed for wireless sensor networks used in the healthcare area. The authentication model that provides security and confidentiality comes into play when medical personnel want to see or approve patients’ information. The study consists of three phases: model registration, login, and authentication. Medical personnel can safely process the health conditions of patients with the proposed study. Smart cards and bilinear pairing-based encryption are used for data verification. It is stated that the proposed model is resistant to the following attacks: impersonation attacks, replay attacks, online and offline password guessing attacks, and stolen verifier attacks.



In another study [14], an authentication model was proposed by making use of users’ biometric data. In order to keep the network secure, only authenticated users were able access the network. Fingerprint data were used with the help of users’ PDAs or smart phones without the need for any additional equipment. It consisted of two phases, enrollment and authentication. The validity of the model was tested with the Burrows–Abadi–Needham (BAN) logic.



In another study [15], an authentication center was created using RSA, AES, SHA-1. Sensor nodes were able to join the network after receiving approval from the relevant central unit. The central unit contained a microcontroller Unit and a WiFi module.



In another study [16], a data authentication model is proposed for data integrity and availability. In the model, all sensor nodes go through the validation process. It consists of three stages: preparing a signature packet, data storage and authentication, and data verification and collection. The MAC value is generated for the data and the signed packet is obtained in the model.



In another study [17], an authentication model based on a digital watermark was proposed. The model consists of three stages: watermark generation, embedding, and detection. In these processes, techniques such as XOR, insertion, and extraction of bits are used.



In another study [18], a secure authentication and integrity technique was proposed. Digital signature and public key encryption were used in the model.



In another study [19], an authentication model was proposed. The model consists of four phases: pre-deployment, registration, login and authentication, and password-change. The hash function and XOR computation are used in the model. The model is resistant to the following attacks: replay attack, stolen smart card attack, and off-line password guessing attack.



In most of the non-blockchain studies, the authentication method has been developed by using known techniques. For example, in a study [20], a secure authentication protocol was developed for wireless sensor networks using machine learning techniques. The behavior of the nodes is monitored. Trust value is calculated according to these behaviors. In the verification process, if the trust value is lower than the specified threshold, the node cannot join the network. The threshold value is calculated by the Support Vector Machine (SVM) method using the collected traffic data. While calculating these values, Packet Delivery Ratio, Delay, Residual Energy, and Computational Overhead values are used. While there are many machine learning methods, SVM is preferred because it requires less computation. In another study [21], an adaptive trust-based authentication model was proposed. Authentication is performed using the trust score. The trust score is calculated by considering the location information of the nodes. The timestamp is also taken into account when calculating the trust score. The Honey Encryption (HE) technique is used for encryption. In another study [22], the K-means technique was used for validation. Authentication takes place between cluster leaders and cluster member nodes. In another study [23], a deep learning-based authentication model was proposed. The deep neural network (DNN), the convolutional neural network (CNN), and the convolution preprocessing neural network (CPNN) algorithms are implemented on the nodes. The most effective solution among them has been with CPNN. The model consists of three stages: Initialization, Authentication, Retraining. In another study [24], authentication was performed using the fuzzy technique.



Unfortunately, the above studies without blockchain cannot be used in applications that need high security requirements.



In terms of the IoT, the concept of things has a very broad meaning. All kinds of monitoring devices, sensors, and access devices are considered as things. For example, when we think in terms of a house, air conditioners, cameras, lamps, TVs, modems, dishwashers, and refrigerators can be considered as things. The IoT, on the other hand, defines the communication network in which physical objects relate to each other or with larger systems. Wireless Sensor Networks are a subset of the IoT. Wireless Sensor Networks are one of the technologies often used in an IoT system [25]. The WSN has sensor nodes with limited capacity. Each sensor node has a limited memory, processor, and power to be cost-effective as their number is huge according to the application. In summary, there is a difference in capacity between IoT and WSN hardware. High-capacity devices can be found in the IoT, while more limited devices are available in WSNs. That is why the IoT–blockchain relationship and the WSNs–blockchain relationship are different.



Since blockchain-based WSN studies are not enough, IoT–blockchain studies [6,26,27,28,29,30,31,32,33,34,35], IoT–blockchain–cloud studies [36], IIoT–blockchain studies [37,38,39], and smart system–blockchain studies [40,41,42] were researched. It has been seen that the studies are not suitable for WSNs when considered in terms of cost. The communication protocols used in these studies cannot be used directly in sensor nodes due to the required processing and memory capacity.



The limited studies involving blockchain-based WSNs are as follows: In the review study [43], studies involving blockchains in WSNs were discussed. The studies are classified as Data Security and Reliability, Data Management and Storage, Node Recovery, Energy Efficiency. These studies [44,45,46,47] include WSN-blockchain and are incomplete and undetailed studies. There is not much to know, such as the type of blockchain implemented, the consensus mechanism, and how smart contracts work. In another study [48], blockchain was used with AES and the accuracy of the proposed methodology was measured on a temperature–humidity-sensing IoT-based WSN. In another study [49], blockchain technology was implemented in real nodes and the transaction steps were explained in detail. This study was carried out as a basic study at a simple level.



The limited number of studies that fully combine blockchain-based WSN technology are as follows: In the study [50], a hybrid model is proposed in the form of a local blockchain with cluster leaders and a public blockchain with base stations. While the public blockchain is used to verify the cluster leaders, the local blockchain is used to verify the cluster member sensor nodes. The authentication model consists of four stages: initialization, registration, authentication, and node logout. In another study [51], a hybrid model is proposed, including an internal blockchain with sensor nodes and a global blockchain with cluster leaders. It consists of four stages, namely Security Parameter Fixing, Blockchain Joining, Authorization, and Sensor Deregistration. Structurally, it is similar to the study numbered [50]. In another study [52], a trust model and blockchain-based authentication are suggested for secure routing. A smart contract, public and private blockchains, are used for authentication. A local blockchain is created using the private blockchain between the cluster nodes, and a global blockchain is created using the public blockchain for the base station. In another study [53], a secure routing mechanism based on blockchain is proposed for WSNs. The sensor nodes and cluster nodes in the network are verified and, using the public blockchain also known as permissionless blockchain, the cluster nodes–base station is verified by using the private blockchain also known as permissioned blockchain.



The common aspect of these studies is that they use private blockchain technology for cluster nodes and public blockchain technology for the base station. However, cluster nodes with limited capacity in the WSN need to increase their capacity to take part in this process. Therefore, the cost of WSN increases. This situation is not fully compatible with the structure of the WSN.



In this study, a new blockchain-based authentication protocol has been developed for WSNs by eliminating the stated deficiencies.




3. Blockchain


Blockchain [54], a distributed ledger form, is a special data storage tool. Data are added to structures called blocks. Each block consists of two parts, the head and the body. The block number, nonce value, timestamp, the previous block’s hash value, and the block’s hash value are kept in the head section. The transactions/data are kept in the body section.



The hash value of the previous block in the head section is not included in the genesis block called the starting block. The block number indicates the number of the block, while the Nonce value, “Number Only Used Once”, refers to a number or value that can be used only once. The nonce is often used in authentication protocols and cryptographic hash functions. In blockchain technology, a nonce refers to a pseudo-random number used as a counter during the mining process. The timestamp indicates the time the block was generated.



In addition, each block’s hash values are stored for itself and for the previous block. In this way, each block carries information about the previous block. The fact that blocks are connected in the form of a chain characterizes the meaning of blockchain. Therefore, once data are stored in the blockchain, it is almost impossible to change or delete them. The basis of almost every blockchain is the mining process based on hash algorithms. It takes an input of any length and produces an output that will always be the same length. The output is called a “hash” and consists of 64 characters (256 bits). Because it is a one-way function, it is almost impossible to calculate the input from the output.



A Merkle tree is a way of organizing and structuring large amounts of data. In the Merkle tree structure, when a transaction is made, it is hashed and then an equivalent hash value is given. After each transaction is hashed in the Merkle tree, the generated hashes are matched against another hash value and then hash again. This process of matching hash values is repeated until a final hash value is generated. The last hash value, the Merkle root, provides a summary of all the transactions it contains. The Merkle root digest is then appended to the block header. The resulting output is the block hash and will serve as the identifier of the newly created block. SHA-256 is used as the hash. These situations are illustrated in Figure 1. In the study, information about the node and data in the network were kept in the blocks. While the information about the node consists of an ID, PVK, PBK, IDcard, and CN to which SN belongs, the data in the network consist of SN, Temp, and Hum data. Each SN datum is considered as a unit. Therefore, the capacity of each block is set to 100 units of data. After sufficient data are received, a new block is created.



There are four types of blockchains. These are Public Blockchain, Private Blockchain, Hybrid Blockchain, and Consortium Blockchain. Public Blockchain is the ledger where records of all transactions are kept publicly. A public blockchain network is decentralized and does not require a trusted central authority to verify transactions. The word “public” means that anyone can join the blockchain network with read and write access permission. It is a permissionless platform where anyone can join and trade. A private blockchain is also known as a permission-based blockchain. An entity controls the block with read and write access. In this type of blockchain, access permissions are often restricted. Only authorized participants can access the chain network. The miners or validators are predefined in the private blockchain. The proposed blockchain mechanism is built on a private network that provides access to authorized users only. Hybrid Blockchain uses both the benefits of Private Blockchain’s access control and the transparency features of Public Blockchain. It allows businesses to choose what information they want to keep private and what information they want to make public. Finally, Consortium Blockchain It is known as a semi-decentralized blockchain. It is not set up as a single person/organization private blockchain; instead, it is set up with a group of approved persons/institutions. In addition, a consortium blockchain is a predefined group of nodes on the network.



A private blockchain can be used as an isolated network of the IoT that can protect it from the outside world. In this study, a Private Blockchain structure was created considering the security, transaction speed, scalability, and ownership criteria and considering it the most suitable for WSN [55,56]. Private blockchains have fewer nodes, so the time taken to verify a transaction is less. Furthermore, the network sizes of private blockchains can be customized as desired.



The data in the blockchain network must exist in synchronous form in all blocks. Therefore, a network-wide consensus is required for this to occur. Blockchain platforms show different approaches in this regard. Examples of these consensus mechanisms are Proof of Work (PoW), Proof of Stake (PoS), Proof of Activity (PoA), Delegated Proof of Stake (DPoS), Practical Byzantine Fault Tolerance (PBFT), Proof of Existence (PoE), and Proof of Authentication (PoAh). These mechanisms ensure that all blocks contain the same information and no inconsistent data [57].



Adding a transaction to all nodes as a block in the blockchain network generally consists of seven steps. These steps are as follows:




	
A node sends a transaction request to the Chain network.



	
A new block containing the requested transaction is created and forwarded to the nodes in the Chain network.



	
Nodes in the network verify and validate the block.



	
The block is approved by the consensus protocol.



	
The verified block is sent to all nodes for inclusion in the existing chain.



	
A new block is added to all nodes.



	
The process is completed.








This study uses the Proof of Authentication (PoAh) consensus mechanism [58,59]. The PoAh consists of two steps. In the first step, the source of the block is authenticated. In the second step, the trust value of each authenticating node is increased by one. If the node authenticates incorrectly, the trust value is decreased by one. Then, the validated block is forwarded to all nodes for updating. The reason for using PoAh in this study is that it is more efficient according to energy consumption, process requirements, and delay criteria compared to mechanisms such as PoW, PoS, and PoA.




4. System Model


The proposed WSN System model is given in Figure 2.



Wireless Sensor Networks consist of sensor nodes, cluster nodes, a base station, and a user. SNs have limited computing capabilities, limited energy, and limited storage capacity. The SNs perform the detection function and transmit it to their leader CN. The CNs receive the transmitted data and forward them to the BS.



In the proposed system model, there are four different actors. These are the Sensor Node (SN), Cluster Node (CN), Base Station (BS), and User (U).



SN: It refers to the sensor nodes in the environment. These nodes transmit the values they perceive from the environment to the CN of which they are members. Processing capacities and energies are limited.



CN: It refers to the Cluster Node. It transmits the data sent by the SNs in its cluster to the BS. Processing capacities and energies are limited in CNs as SNs because CNs act as routers between the SN and BS.



BS: It refers to the Base Station. It receives data transmitted by CNs. These data are also processed on the blockchain network. The BS is considered unlimited in terms of energy, memory, and processing capacity.



U: It refers to the end user. It can monitor the WSN by connecting to the network whenever it wishes.



There are three different communications in the WSN: SN–CN, CN–BS/BCN, and U–BS/BCN. These communications are bidirectional.



Implementing blockchains in the WSN is a major challenge, given resource-constrained devices. Because blocks are held at each node, the larger the block size, the longer the consensus mechanism will be, and the greater the need for storage. Except for the BS in the WSN, SNs or CNs have insufficient capacity to hold these blocks. Even if CNs are strengthened with additional hardware, considering that the number of nodes in WSNs is excessive, the cost will increase. In this case, it is not suitable for the nature of the WSN. Therefore, the model in Figure 2 has been proposed considering that it is suitable for the WSN. As seen in Figure 2, the storage of the BC takes place at the BS level.




5. Proposed Protocol


The proposed protocol consists of four stages, which are the initialization section, where the initial values are generated, the registration section, where the nodes in the network are registered, the authentication section, where the nodes in the network are verified, and the unregistration section, which is the removal of nodes leaving the network for any reason. The operations at these stages are automatic. The whole process is carried out under the command of the base station. The same operations are repeated for the relevant nodes if new nodes are added to the network. Finally, the newly joined node information is announced to the network. All necessary information for the network such as the nodes’ identities and SN-CN mappings are reported to the nodes by the base station.



Moreover, smart contracts are computer programs that can carry out transactions and agreements between anonymous parties reliably and consistently and cannot be changed retrospectively. In this study, smart contracts are written on nodes as code. In this context, the term “smart contracts” is used. First of all, time information is checked in all transactions. This way, it can be evaluated whether the relevant transaction is up-to-date. The current time information is always visible in the BS. The BS provides this information when needed in the CN and SN nodes.



5.1. Initialization


At this stage, the BS makes all the nodes ready. Each node has its own unique ID. The ID of the sensor node i is specified as IDSNi. The ID of cluster node i is specified as IDCNi, while the ID of the BS node is specified as IDBS. The BS generates public and private keys for SN-CN and itself. The public and private keys of the BS node are specified as PBKBS, PVKBS, the public and private keys of the CN node are specified as iPBKCNi, PVKCNi, and the public and private keys of the SN node i are specified as PBKSNi, PVKSNi.



Keys are used to verify the integrity of messages sent during verification and registration. The ID and PVK information of the sensor and cluster nodes are transmitted in the form of ID, and PVK in a secure environment to be stored at the relevant nodes. IDcard is produced for CNs. IDcard includes a signature created using IDCNi, PVKBS, and the Elliptic Curve Digital Signature Algorithm (ECDSA). As it is known, the Elliptic Curve Digital Signature Algorithm (ECDSA) is a Digital Signature Algorithm (DSA) that uses elliptic curve encryption. In Figure 3, the sequence diagram of the initialization part is given.




5.2. Registration


After the initialization of the network, it is time to enroll. The CNs request registration by forwarding IDCNi, IDcardCni, and Time information to BS. Then, the smart contract (Algorithm 1) in the BCN is triggered. First, the Time information is checked. Next, it is checked whether the CN is registered in the BCN. Finally, IDCNi and PBKBS are used to authenticate the IDcard. If verification takes place in all of these processes, the CN will be registered with the BCN.



	Algorithm 1 CN registration



	begin

  if time_check = error; Return error();

  if IDCNi_check = error; Return error();

   if IDcardCni_check = error; Return error();

  register(IDCNi, IDcardCni);

end








Although smart contracts can be used in CN-BS/BCN communications, these transactions were carried out with ECC since SN-CN communications have insufficient storage, processing capacity, and energy. Elliptic Curve Cryptography is preferred because it provides high security with low transaction costs [60,61,62,63]. Each SN in the WSN is a member of only one CN. The SNs transmit IDSNi, Messageencyrypted, and Time information to predetermined CNs. The CNs first check the time information. Then, using the node’s own PVKSNi, they verify the encrypted message with PBKSNi. If there is no problem so far, the CN sends IDCNi, IDSNi, IDcardCni, and Time information to the BS and requests the SN’s registration request. Then, the smart contract (Algorithm 2) in the BCN is triggered. First, the Time information is checked. Next, whether the CN and SN are registered in the BCN is checked. Finally, IDCNi and PBKBS are used to authenticate the IDcard. If verification occurs in all of these processes, the relevant SN is registered with the BCN. In Figure 4, the sequence diagram of the registration part is given.



	Algorithm 2 SN registration



	begin

  if time_check = error; Return error();

  if IDCNi_check = error; Return error();

  if IDSNi_check = error; Return error();

  if IDcardCni_check = error; Return error();

  register(IDSNi, IDCni);

end









5.3. Authentication


When SN number i wants to interact with the CN of which it is a member, a two-way authentication must be performed by establishing an IDSNi—IDCNi secure channel between two nodes. IDSNi sends a connection request message IDSNi, encrypted message, Time to the CN of which it is a member. The CN first checks the time information. Then, using the node’s own PVKSNi, it verifies the encrypted message with PBKSNi. If there is no problem so far, the CN sends IDCNi, IDSNi, IDcardCni, and Time information to the BS and requests verification. Then, the smart contract (Algorithm 3) in the BCN is triggered. First, the Time information is checked. Then, whether the CN and SN are registered in the BCN is checked. Next, IDCNi and PBKBS are used to authenticate the IDcard. Finally, it is checked whether the IDSNi is a member of the IDCNi. If verification takes place in all of these processes, a secure communication channel is established between the relevant SN-CN and CN-BS.



	Algorithm 3 CN-SN authentication



	begin

  if time_check = error; Return error();

  if IDCNi_check = error; Return error();

  // Is the node alive?

  // Is the node registered?

  if IDSNi_check = error; Return error();

  // Is the node alive?

  // Is SN a member of the CN here?

  if IDcardCni_check = error; Return error();

  // Is the signature information correct?

return true;   // secure connection

end








User U can request access to the BCN with the ID given to him. The smart contract (Algorithm 4) is triggered when the request comes. If agreed in this way, U can access the BCN. A secure channel is established between U and the BCN. In Figure 5, the sequence diagram of the authentication section is given.



	Algorithm 4 U authentication



	begin

  if time_check = error; Return error();

  if IDU_check = error; Return error();

  // if permission ok

  return true;

  // secure connection

end









5.4. Unregistration


The SNs that are members of CNs are known by CNs. The CNs try to communicate with nodes that have not sent messages to them for a certain period of time. If the communication does not occur correctly, results such as the node’s energy being exhausted, corrupted, seized, and exposed to attack can occur. In such a case, the CN applies to the BCN for cancellation of the node with the ID of the corresponding node. Then, the smart contract (Algorithm 5) is triggered and after the verification processes are completed, it performs the cancellation process.



	Algorithm 5 SN unregistration



	begin

  if time_check = error; Return error();

  if IDCNi_check = error; Return error();

  if IDSNi_check = error; Return error();

  if IDcardCni_check = error; Return error();

  delete(IDSNi);

end









5.5. Smart Contracts


A smart contract is basically a program. Smart contracts are simply programs stored on a blockchain that run when predetermined conditions are provided. Smart contracts follow simple “if/when…then…” statements written into code on a blockchain. The smart contract codes used in this study are given below.





6. Security and Efficiency Analysis


In the blockchain, public key and private key are used together and each node has a unique identity. There are features such as smart contracts, all blockchain nodes having the same data and using a consensus mechanism for addition/change, interoperability, permission participation. Therefore, with blockchain technology, Authentication, Identity Management, Authorization/Access Control, Data Integrity, Interoperability, and Privacy can be easily provided in WSNs. Detailed security analysis and efficiency analysis of the proposed protocol were carried out.



6.1. Security Analysis


Detailed security analysis of the proposed protocol is presented in Table 1.




6.2. Efficiency Analysis


In order to confirm the accuracy of the proposed protocol and to perform efficiency analysis, the WiSeN sensor node [64] that we developed earlier was used. A WiSeN node (Figure 6) has a battery connection and multiple plugs. In addition, a WiSeN node is pluggable to SIM900 GSM/GPRS nodes for sending data to distinct places. In the WiSeN sensor node, MSP430G2553 and IEEE 802.15.4 [65,66] CC2530 ZigBee modules are used. Also, WiSeN has a SHT11 temperature–humidity sensor on board.



In the realized scenario, 13 WiSeN sensor nodes were used. There are five SNs and one CN in each cluster. There are 10 SNs, 2 CNs, and 1 BS in total. The SNs released into the environment are to detect and transmit the temperature and humidity values. In the scenario, two clusters were created, each consisting of six nodes. The most suitable location among the nodes in the cluster was chosen as the CN. The WiSeN+ SIM900 GSM/GPRS node is also used as the BS. The WiSeN sensor nodes are programmed with Code Composer Studio (CCS) Integrated Development Environment (IDE), open source and provided by Texas Instruments, on a personal computer with an Intel i5 processor, 8GB RAM, and Windows operating system. The representation of the WSN used in the scenario is given in Figure 7.



There are not enough studies in the literature on blockchain-based authentication protocol research for WSNs yet. In order to make an experimental comparison, studies [50,51] that make blockchain-based authentication in the WSN are discussed. Only the message sizes transmitted during blockchain transactions are given for energy analysis in these studies. The message sizes in the second study are the same as in the first study. At the same time, the given energy, graphs, etc., are not convincing in the second study. The references compared are not included in the reference list. No comments were made on the graphics. Therefore, only the message sizes transmitted during blockchain transactions were compared with other studies.



In addition, in the created WSN, traditionally, normal results were obtained without any additions, and then the results were obtained by implementing the recommended protocol. Then, the normal results and the obtained results were compared. Finally, the additional load of the proposed protocol to the WSN was analyzed.



The IEEE 802.15.4 protocol runs on the WiSeN sensor node, as in TelosB and MicaZ nodes. This protocol carries out network participation, message sending, and authentication. By default, this protocol is available on all nodes. The traditional situation means that the WiSeN sensor node typically works without any add-on, that is, over the 802.15.4 protocol. Blockchain-based refers to the current WiSeN sensor node, after the proposed solution is coded.



6.2.1. Latency


The following procedure is followed to obtain the latency values. After the initialization and registration processes, message sending is started. The time counter is started in the first message-sending process of the nodes and the time counter is stopped at the 100th message sending. Then, the number 100 is divided by the time difference obtained. This process is repeated 5 times, the average value is found and the latency value is obtained. The results are given in Table 2.



Since the solutions of the proposed protocol are added to the existing 802.15.4 protocol, there will inevitably be a delay. While WiSeN nodes spend 5.16 ms for a message under normal conditions over 802.15.4 protocol, this value increases to 6.27 ms when the proposed protocol is implemented. When the results are normalized and the traditional situation is accepted as 1.00, the proposed protocol becomes 1.21.




6.2.2. Memory Usage


In the WSN, the capacities of BSs are considered unlimited, while the capacities of SNs and CNs are limited.



In the proposed protocol, ID-PVK is kept in SNs and ID-PVK-IDcard is kept in CNs. The proposed protocol has been implemented on the WiSeN node. The RAM capacity of the WiSeN node is 512 bytes, while its ROM capacity is 16 K = 16 × 1024 = 16,384 bytes. The memory usage results of the proposed protocol are given in Table 3.



The proposed protocol uses 34 bytes of RAM and 4 K = 4 × 1024 = 4096 bytes of code memory. Therefore, the proposed protocol uses 6.64% of RAM and 25% of ROM.




6.2.3. Energy


Energy analysis is also performed to see the additional load of the proposed protocol on the WSN. A digital multimeter is used for energy measurements. An Excel Alkaline battery is used as energy in the nodes. The following procedure is followed for comparison. Before starting the nodes, the first energy measurements (first) of the nodes are made. Then, the nodes are started and run for 1 h. After 1 h, the nodes are closed and energy measurements (last) are made again. The result of the last-first operation gives the total energy consumption in 1 h. This process is repeated 5 times and average results are obtained. As already stated in the literature [67], making measurements based on the mAH value increases the accuracy of the measurement when two batteries have an equal amount of voltage. The mAH value denotes the total amount of energy consumption in one hour. The results are given in Table 4.



While the energy consumption was 0.000147 mAH in the traditional case, this value is obtained as 0.000156 mAH when the proposed protocol is implemented. There is an increase of 6%.




6.2.4. Message Size


In other studies, it has been stated that the energy consumption of the nodes in the WSN is mainly due to the transmission of messages, and the message sizes transmitted by all the actors (SN, CN, BS) in the WSN during the registration and authentication processes are given. In the proposed protocol, message sizes are obtained during blockchain transactions and the comparison results are given in Figure 8 and Figure 9.



The evaluations of the graphics of Figure 8 and Figure 9 are as follows:




	-

	
In the registration process, while the message sizes in other studies are 190 bytes of SN, 380 bytes of CN, and 170 bytes of the BS, in the proposed protocol they are 90 bytes of SN, 270 bytes of CN, and 140 bytes of the BS.




	-

	
In the authentication process, while the message sizes in other studies are 110 bytes of SN, 290 bytes of CN, and 180 bytes of the BS, in the proposed protocol they are 60 bytes of SN, 200 bytes of CN, and 150 bytes of the BS.




	-

	
In the proposed protocol, IDcard is kept only in CNs. Only small-size IDs and PVKs are kept in SNs. In other studies, IDcards are kept both in SNs and CNs. This is the reason why the message size is low in the SN.




	-

	
The proposed protocol uses the ECC algorithm for transactions between SN-CN. The reason for this situation is the insufficient capacity of the nodes, as explained earlier.




	-

	
The size of the message increases because it is used in the digital signature in smart contract transactions.




	-

	
Other studies’ use of blockchain at the SN-CN level is unsuitable for the WSN’s structure. This situation may be the reason for the higher results obtained by other studies.




	-

	
During the registration and authentication stages, the message size of CNs is significant because they communicate with both SNs and the BS.




	-

	
In other studies, blocks are held on CNs, while in ours they are held on the BS.




	-

	
In other studies, transactions are slower because blocks are kept at the CN level. As the number of blocks increases, problems arise in terms of time and efficiency.




	-

	
The most important difference is that they use the public blockchain (permissionless) structure and we use the private blockchain (permissioned) structure.











6.3. General Evaluation


The number of studies involving blockchain-based WSNs is limited in the literature. Comparisons were made with studies [50,51], since there was no sufficient safety-efficiency analysis result in the study numbered [35]. Comparison results are given in Table 5. The meanings of the + and − signs in Table 5 are as follows: The + sign indicates that the specified criterion is met, and the − sign indicates that the specified criterion is not met.



Blockchain requires a lot of storage capacity and transaction speed. Although it provides high security, it causes high energy consumption. Especially, scalability is a big issue. As the number of nodes increases, the naturally generated data will also increase, increasing the number of blocks. As the number of blocks increases, the transaction speeds will slow down, and the power consumption and storage space requirements will increase. Therefore, it is unthinkable for SNs and CNs with limited processing capacity, memory, and energy to keep these blocks in their memory.



Other studies have noted that block data are also kept in their CNs. Therefore, their scalability is low. In the proposed protocol, blocks are not kept in CNs. The CNs can access the BCN by communicating with the BS.



The study comes to the fore with a proposed new system model that uses only Private Blockchain in CN-BS communication and checks with ECC primarily in SN-CN communications.



The use of Public Blockchain at the BS level, while other studies use Private Blockchain at the CN level, has reduced the effectiveness of these studies.



In addition, using PoAh as a consensus mechanism further increased the effectiveness of this study.



Public blockchain can be a risk for WSNs in uncontrolled environments simultaneously. Anyone can join the network in the public blockchain. It increases the risk against a 51% attack in this case.



All participants are allowed and known in a private blockchain.



In the proposed protocol, SNs only save their IDs and PVKs, which take up very little space; CNs can only download the required node credentials from the base station for the corresponding authentication when necessary.



In addition, the implementation of the work performed is a valuable issue.



As can be seen from the results, a certain amount of energy-process-memory requirement increases according to the traditional method. However, in the traditional method, the WSN is open against all attacks, which is not the case in the proposed protocol. Therefore, the proposed protocol can be used for WSN applications that have high-security needs.





7. Conclusions


Considering the shortcomings of the authentication protocols in the WSN and the advantages of blockchain technology, there is a focus on the necessity of using this technology in the WSN. However, implementing blockchain in WSN has several challenges such as power consumption, processing time, and storage. Blockchain needs high processing power and energy while the WSN has limited capacity nodes. The size of blocks increases as transactions are made, requiring high storage space in the blockchain. However, despite all this, efforts to integrate the high-level security aspect of blockchain technology into WSN applications that require high security should be increased. In this direction, a new blockchain-based authentication protocol has been developed for WSN applications that require high security. The proposed protocol gave successful results in both security and efficiency analysis. While this study brings high security, it can also be seen that it is efficient when the latency-energy-memory usage criteria are taken into account. In future studies, the aim is to use all existing consensus algorithms, try other digital signature algorithms, implement other encryption algorithms instead of ECC and compare according to various block sizes/data size amounts. Thus, it is the aim to carry out research in order to obtain more successful results by making improvements in the authentication protocol that has already been developed efficiently.
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	WSN
	Wireless Sensor Network



	Temp
	Temperature



	Hum
	Humidity



	PoAh
	Proof of Authentication
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Figure 1. Blockchain system. 
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Figure 2. System model. 
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Figure 3. Sequence diagram of the initialization. 
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Figure 4. Sequence diagram of the registration. 
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Figure 5. Sequence diagram of the authentication. 
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Figure 6. WiSeN sensor node. 
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Figure 7. The WSN used in this study. 
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Figure 8. Comparison of message sizes in registration ([50,51]). 
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Figure 9. Comparison of message sizes in authentication ([50,51]). 
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Table 1. Security analysis.
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	Threat
	Description
	Analysis





	Data Integrity
	During communication, it ensures that the data sent from the source are not changed until they reach the destination.
	In the proposed protocol, ECC is used for communication between SN and CN, while smart contract is used for communication between CN and BS. Communications between SN-CN cannot be changed without knowing the private keys of the nodes. Since there is a blockchain between CN-BS, data cannot be changed. Data integrity is successfully provided in the protocol. Also, data tampering, which is the act of deliberately altering (destroying, manipulating or editing) data by the attacker, cannot occur in the proposed protocol.



	Scalability
	It is the ability of the network to keep up with this situation without any disruption in case the number of nodes or data in the network increases or decreases.
	In the proposed protocol, a new node can join the network with permission. The security level is better as there is permission participation. At the same time, a node may leave the network for any reason. This node is removed from the system. That is, the system model can be shaped according to the addition of a new node to the network or the separation of nodes. A large-size blockchain has negative effects on performance. Both the need for storage capacity and processing time are increasing. In this case, it affects scalability negatively. One of the reasons why the private blockchain model is preferred in the system and the blockchain is used only in CN-BS communications is to keep the scalability of the network at a high level. In the blockchain, as data are produced, the number of blocks increases and the chain is constantly growing. The capacity of the nodes holding these blocks should not be limited. Under normal conditions, this chain cannot be kept in SNs or CNs because there is not enough storage.



	Non-Repudiation
	After the data transfer from the source to the target, the source cannot deny that the data are sent and the target cannot deny that it has received the data.
	In the proposed protocol, there can be no denial as communication is only through known private keys and digital signatures.



	Mutual Authentication
	In an authentication protocol, two parties confirm each other’s identity at the same time.
	The proposed protocol provides mutual authentication between SN-CN and CN-BS. Since PBK, PVK, ID, IDcard, smart contract with ECDSA are always used in the communications made by all nodes connected to the blockchain network, both the sender and the receiver are verified bilaterally. In addition, all transactions made are registered in the BCN and can be securely traced.



	Sybil Attack
	It is a security threat that occurs when an attacker tries to take over the network by creating multiple pseudonymous identities.
	In the proposed protocol, all nodes (SN, CN) in the network are registered in the BCN. All nodes have their own unique ID, PBK, PVK, IDcard information defined and this information is also registered in the BCN. During communication, nodes are verified with smart contract using this information. At the same time, this process is safer because the private blockchain structure is used, which is permission-based. It is not possible for a node with a false identity to enter the network or impersonate nodes.



	Spoofing Attack
	A situation where an attacker is successfully identified as another identity by falsifying data.
	As explained in the data integrity, mutual authentication, and sybil attack parts, the attacker cannot perform the relevant attack because it needs to know the private information of the nodes in the network.



	Message Substitution Attack
	It refers to an attacker replacing a message.
	In the proposed protocol, key and signature are used in all sent messages. If the Attacker modifies a message, they must sign it with a valid private key. However, since these keys are only in their owners and they are registered in the BCN, message substitution attacks cannot succeed.



	Message Replay Attack
	The repetition of a valid data transmission by the attacker.
	In the proposed protocol, an attacker must be authenticated before he can send a message. Only authenticated nodes can send messages on the network. On the BCN side, all blocks have a timestamp and a consensus is required for blocks to be valid. Therefore, the attacker’s message is not accepted by the consensus mechanism. In this way, data freshness is ensured.



	Man in the Middle Attack
	It is a type of attack in which the attacker secretly transmits or changes the communication between two parties communicating directly with each other.
	Since the attacker does not know the ID, PBK, PVK, IDcard information of the nodes, it will not be able to get permission from the authentication protocol to access the network or the attack process will not be terminated.



	Denial of Service–Availability—Dos Attacks Resistant
	It is a type of attack that aims to temporarily or indefinitely disrupt the services of the network so that a node or network resources cannot be reached by the actual users.
	Since private blockchain is used in the proposed protocol, access to the network is allowed and attacking nodes do not have access to the network. Blockchain architecture is strong against DoS/DDoS attacks.
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Table 2. Latency.
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	Increase
	Normalize





	Traditional
	5.16 ms
	1.00



	Blockchain-based
	6.27 ms
	1.21
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Table 3. Memory usage.
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Increase




	

	
ROM

	
RAM






	
Blockchain-based

	
25%

	
6.64%
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Table 4. Energy.
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	Energy (mAH)
	Increase





	Traditional
	0.000147
	-



	Blockchain-based
	0.000156
	6.0%
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Table 5. General analysis.
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	[50]
	[51]
	Proposed Protocol (BBAP-WSN)





	Data Integrity
	+
	+
	+



	Scalability
	Low
	Low
	High



	Non-Repudiation
	+
	+
	+



	Mutual Authentication
	+
	+
	+



	Sybil Attack
	+
	+
	+



	Spoofing Attack
	+
	-
	+



	Message Substitution Attack
	+
	+
	+



	Message Replay Attack
	+
	+
	+



	Man in the Middle Attack
	+
	+
	+



	Denial of Service
	+
	+
	+



	Implementation
	−
	−
	+



	Blockchain’s type
	Public + Private
	Public + Private
	Private



	Consensus mechanism
	Not specified
	Not specified
	PoAh



	Latency
	High
	High
	Low



	Efficiency
	Low
	Low
	High



	Throughput
	Low
	Low
	High



	Energy Consumption
	High
	High
	Low



	Transaction Cost
	High
	High
	Low



	Transaction Speed
	Slow
	Slow
	Fast
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