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Abstract: The remarkable development of the Internet has made our lives very convenient, such as
through the ability to instantaneously transmit individual pictures. As a result, cyber-attacks are
also being developed and increasing, and the computer/mobile devices we use can become infected
with viruses in an instant. Rapid cyber situational awareness is essential to prepare for such cyber-
attacks. Accelerating cyber situational awareness requires Cyber Common Operational Pictures,
which integrate and contextualize numerous data streams and data points. Therefore, we propose a
Cyber Common Operational Pictures framework and criteria for rapid cyber situation awareness.
First, the system reaction speed based on the user’s request and the standard for easily recognizing
the object shown on the screen are presented. Second, standards and frameworks for five types of
visualization screens that can directly recognize and respond to cyber-attacks are presented. Third,
we show how a system was constructed based on the proposed framework, as well as the results
of an experiment on the response time of each visualization screen. As a result of the experiment,
the response speed of the 5 visualization screens was about 0.11 s on average for inquiry (simple)
and 1.07 s on average for inquiry (complex). This is consistent with the typical response times of the
studies investigated in this paper. If CyCOP is developed in compliance with the framework items
(UI, object symbol, object size, response speed) presented in this paper, rapid situational awareness is
possible. This research can be used in cyber-attack and defense training in the military field. In the
private sector, it can be used in cyber and network control.

Keywords: cybersecurity; cyber command and control; cyberspace; cyber operation; cyber situational
awareness; cyber common operational picture

1. Introduction

With the rapid growth of the Internet, the number of cyber-attacks within cyberspace
increases day by day, which increases the importance of cybersecurity [1,2]. Recognizing
this importance in the field of defense, the United States Department of Defense designated
cyberspace as the fifth battlefield after land, sea, air, and space [3]. It also distributed
doctrines for planning, executing, and evaluating operations in cyberspace [4].

Cyber-attacks are being actively conducted not only in peacetime but also in wartime
situations. For example, in the ongoing war between Ukraine and Russia, hybrid warfare,
a complex tactic that mobilizes cyber-attacks as well as conventional attacks, has been
consistently implemented since the beginning of the war [5,6]. Cyber-attacks against
Ukraine surged 196% in the first three days of combat, while those against Russia increased
by 4% [7].

In order to prepare for such a cyber-attack, it is necessary to quickly recognize the cyber
situation. To do this, a Cyber Common Operational Picture (CyCOP) is usually required,
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which commanders and security officers can use for cyber situational awareness. In order
to develop an effective CyCOP, screens that can analyze data in cyberspace or real data from
multiple perspectives are first required. Second, it must have a fast response time and high
awareness because it is necessary to quickly grasp the situation in cyberspace, and where
data is coming and going. Visualization for this situational awareness is essential not only in
national defense but also in the field of information protection. In particular, visualization
for situational awareness is very helpful when conducting cyber battle training. Cyber
warfare training requires a detailed understanding of the cyber situation of the Red and
Blue Teams. Accordingly, this research studied a design for a CyCOP framework for cyber
situational awareness. The goal of this paper is to consider all aspects of visualization for
rapid cyber situational awareness. Most of the research on cyber situational awareness
has been conducted in the military. Accordingly, it is necessary to collect and organize
data on cyber situational awareness and visualization defined by many military forces. In
order to find out how fast visualization is necessary, studies on response time should be
investigated. Rapid cyber situational awareness should be easy to recognize at a glance.
To do so, it is necessary to investigate the shape and size of icons with good visibility.
Accordingly, this paper consists of five sections. Section 2 shows the need for CyCOPs
based on the operational planning and cyber situational awareness specified in published
military manuals. Then, we show how screens to compose CyCOPs were identified and
studies such as those on the response time and object icons were investigated to compose
the interface. Section 3 draws implications from the published military manuals and
various research data investigated in Section 2. Then, based on the derived implications,
we show how the CyCOP framework was designed and implemented. Section 4 discusses
an experiment on the response time of the implemented CyCOP screens. Finally, Section 5
draws conclusions about this paper.

2. Related Works
2.1. Definition of Cyberspace Operations and Cyber Awareness
2.1.1. Definition of Cyberspace Operations

Cyberspace is a global domain within the information environment in which informa-
tion system infrastructures, including the Internet and networks, are interdependent [8].
Cyber operations are the actions needed to achieve goals within cyberspace [4]. The
space where cyber operations are conducted is divided into three network layers, with the
elements of each layer described as follows [4,9,10].

1. Physical Layers: Layers containing geographic components and physical network
components (routers, servers, computers, etc.).

2. Logical Layer: A layer that includes logical network components (Application (APP),
Operational System (OS), etc.) consisting of logical connections that exist between
network nodes.

3. Persona Layer: A layer containing information (name, age, e-mail, social media
account, etc.) about actors or users who plan and execute tasks within cyberspace.

The Joint Operational Planning Process (JOPP) is a technology that supports missions
at all levels of planning and across the full spectrum of military operations [11]. It is also a
process from planning to command that synchronizes the actions of a unit to accomplish its
mission according to time, space, and purpose. However, this is a procedure that does not
take cyberspace into account. Accordingly, Joint Publication (JP) 3–12 [4] suggests a way to
apply cyberspace operational planning considerations in JOPP, which is summarized as
the Joint Cyberspace Operational Planning Process (JCOPP), as shown in Figure 1.
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kinds of suspicious activities occurring in cyberspace and providing additional insight 
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Targeting is used to sequentially analyze targets and apply actions to achieve oper-
ational objectives [12]. The Joint Targeting Cycle (JTC) proceeds in the order shown in
Figure 1 and refers to the process of identifying and evaluating potential targets contribut-
ing to the achievement of operational objectives.

2.1.2. Definition of Cyber Awareness

Situational awareness is the most active area of research in the military field. It
refers to the perception of an entity in its environment, an understanding of its meaning,
and a prediction of its near-future state [13–15]. Several studies have been conducted to
implement situational awareness in cyberspace. Barford et al. [16] explained the following
seven aspects of cyber situational awareness.

1. You should be aware of the current situation: you must be able to identify and
recognize attacks, which goes beyond intrusion detection.

2. Pay attention to the impact of an attack: impact assessments should be performed
now and in the future.

3. Be aware of how things are going: situation tracking is a key component of this aspect.
4. Pay attention to the behavior of the threat actor: focus on the actions of the attacker or

threat actor in the situation rather than the situation itself.
5. Recognize why and how the current situation occurred: causal analysis and forensics

are included.
6. Recognize the quality of the collected context-aware information items and derived

knowledge decisions: this can be seen as part of a concrete perception.
7. Evaluate the plausible future of the present situation: predict the paths and actions a

threat may take in the future.

Franke et al. [17] defined cyber situational awareness to include an awareness of all
kinds of suspicious activities occurring in cyberspace and providing additional insight into
the overall situation.
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Jacq et al. [18] defined cyber situational awareness as assisting decision makers by
recognizing events, along with their origins, outcomes, and future predictions, through the
collection, fusion, and visualization of data.

Summarizing the above studies [13–18], cyber situational awareness is defined as
recognizing the current situation in detail and predicting the future situation, focusing on
the behavior of the threat actor.

2.2. Cyber Common Operational Pictures

In the military field, the Common Operational Picture (COP) recognizes the general
situation, updates data on changing situations, exchanges data with internal and external
systems, and collects information. Such a COP can be said to be an effective command
and control system if the user can easily recognize the situation by looking at the data
visualization screen [19–23].

A CyCOP is a visualization tool for the commander’s cyber situational awareness
and considers strategic, operational, and tactical/technical levels when presenting infor-
mation [24]. It should embrace the existing COP and have a level of relevance that can
be easily adapted to the way it is used, such as menus, symbols, and input methods. In
addition, it must be able to sufficiently support the existing weapon system or Command
and Control (C2) system that uses cyberspace internally [25–34].

2.2.1. Intelligence Preparation of the Battlefield

U.S. Army Techniques Publication (ATP) 2-01.3 Intelligence Preparation of the Battle-
field (IPB) [35] describes a systematic procedure for analyzing mission variables, including
the enemy, terrain, weather, and civic considerations in the region of interest, to determine
their impact on operations.

1. Define the Operation Environment: it graphically visualizes the current physical
locations of items and threats for each layer of cyberspace within the operational area.
Table 1 lists the identification items for each layer in cyberspace.

Table 1. Identification Items for each Layer in Cyberspace.

Cyberspace Layer Identification Item

Physical Network Layer
Cyber C2 system, cyber network bridgehead node, network

device (PC, server, router, etc.), Internal/External network contact
node, IDS/IPS, etc.

Logical Network Layer Website, vulnerability, resource URL path, messenger, repository
address, S/W (Software), OS, One Time Password APP, etc.

Persona Network Layer Advanced Persistent Threats (APT) groups, documents, photos,
videos, private keys, public keys, passwords, etc.

2. Describe environmental impacts on operations: the Modified Combined Obstacle
Overlay reflects and visualizes the three layers of cyberspace. It is divided into an
external network that can use the Internet and an internal network that does not use
the Internet (internal network). It is visualized considering the contact point (firewall)
connecting the external and internal networks.

3. Evaluate the threat: it should update the threat characteristics, create a threat model,
develop a comprehensive threat response plan, and identify high-value targets. In
addition, when analyzing the cyber-attack structure and the attacker’s past patterns,
it should clarify the threat situation. It should be able to see the threat’s preferred
internal movement attack technique and all the malware used by the threat, and then
identify assets (high-value targets) that are critical to the threat’s ability to conduct an
operation or point.

4. Determine threat Course of Actions: when selecting a threat response plan, the
expected action (path) should be graphically displayed. In addition, the Modified
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Combined Obstacle Overlay should be nested to represent a threat that incorporates
environmental impacts and implements specific countermeasures.

2.2.2. Identify Types of CyCOP Visualization

Based on the JCOPP and JTC investigated in Section 2.1.1 and the U.S.ATP 2-01.3 IPB
investigated in Section 2.2.1, the types of visualization required when composing CyCOPs
are identified, as shown in Figure 1. The second stage of JCOPP mainly sets operational
objectives. For this, it is essential to analyze the operational environment, which is the
main task of the first stage of JTC. In addition, the main tasks of the second stage of JTC,
setting operational goals, and the main tasks of the second stage of JCOPP coincide with
each other. The relationship between JCOPP and JTC is identified with a red arrow in
Figure 1. JTC steps 1 to 4 are included in ATP 2-01.3. The red text of JTC corresponds
to IPB stage 1, and the orange text corresponds to IPB stage 2. In this way, IPB steps 1
to 4 are identified. CyCOP visualization types are identified according to each element
and definition at each stage of the IPB. In the figure, items marked with 1© in the detailed
description of the IPB stage correspond to 1© in the identified CyCOP visualization type.
In this way, visualization types from 1© to
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are identified. Table 2 summarizes which of
the 10 types of visualizations identified in Figure 1 were implemented in the investigated
CyCOP studies [24–34]. Looking at Table 2, it can be seen that most studies only used
geographic visualization ( 2©) and the internal network connection status ( 4©). However, in
this case, there was insufficient information to identify high-value targets in the third stage
of the IPB, “threat assessment.” Therefore, in this research, the visualization screens ( 1©– 5©)
of the first and second stages of IPB were implemented, and information was expressed in
detail to allow high-value targets to be identified in the third stage of IPB.

Table 2. Visualization Implementation Status in CyCOP Studies.

Study Implemented Visualization Number

Esteve et al. [24] 2©
Pahi et al. [25] Only visualization concept/methodology is presented
Noel et al. [26] 2©, 4©

Gutzwiller et al. [27] Only visualization concept/methodology is presented
Jajodia et al. [28] 4©
Jenkins et al. [29] 2©, 4©
Llopis et al. [30] 2©, 3©, 4©
Jiang et al. [31] There are only reviews of several visualization studies
Doucette [32] Only visualization concept/methodology is presented

Dillabaugh et al. [33] 2©, 4©
Beaudoin et al. [34] Only visualization concept/methodology is presented

2.3. Cyber Common Operational Pictures Interface

In order to quickly prepare and respond to a rapidly occurring cyber-attack, it is
necessary to quickly recognize the cyber situation. To do this, the CyCOP needs a fast
system response time and should be easily and quickly recognized by anyone. This
section shows how four items were investigated. First, research and manuals on system
response times that were perceived by users as fast were investigated. Second, the CyCOP
visualization screen User Interface (UI) was investigated. Third, object symbols that could
be clearly understood by a user on the CyCOP visualization screen were investigated.
Fourth, the size of the object displayed in the CyCOP visualization screen was investigated.

2.3.1. Research on Response Time

MIL-STD-1472H [36] presents the definition and time for each item, leading to the
response times listed in Table 3. In addition, it is suggested that the maximum system
response time of a real-time system should not exceed the time in Table 3.
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Table 3. Acceptable System Response Times.

System Interpretation Response Time Definition Time (s)

Key response, including scroll
wheels, optical wheels, mouse clicks Key pressed until positive response (e.g., “click”) 0.1

Key print Key pressed until the appearance of the character 0.2
Page turn End of the request until the first few lines are visible 1.0
Page scan End of the request until text begins to scroll 0.5
XY entry From the selection of field until visual verification 0.2
Pointing From the input of point to display point 0.2

Sketching From the input of point to display of line 0.2

Local update Change to image using the local database (e.g., new
menu list from display buffer) 0.5

Host update Change where data is at the host in a readily accessible
form (e.g., a scale change of existing image) 2.0

File update Image update requires access to a host file 10

Inquiry (simple) From command until the display of a commonly used
message 2.0

Inquiry (complex) Response message requires seldom used calculations in
graphic form 10

Error feedback From the entry of input until an error message appears 0.2

Kim et al. [37] investigated the response time experienced by users after general
operations in a study on the response time in smartphone-related fields. There are a total
of 28 users, 14 in their 10 s and 20 s (7 males and 7 females) and 14 in their 40 s and 50 s
(7 males and 7 females), and they had been using their smartphones for at least 6 months.
This survey showed that users considered the responses to be instantaneous when the
system responded within 0.1–0.2 s or 0.5–1 s. If the system responded within 2–5 s, it
seemed like it was in progress, but if the system responded within 7–10 s, it felt like it
was disconnected. Table 4 summarizes the guidelines for the minimum response time of
an appropriate system after user manipulation as suggested in the research, along with
guidelines on human response time. What should be noted in this research is that users
generally think that the system is operating normally until the response time is 5 s, and
they are interested in the progress. However, if the response time is more than 7 s, it is
considered that the system is not working properly. Therefore, it is suggested that the
response time should be less than 5 s to give users confidence that the system is operating
normally. Shneiderman [38] suggested that most users prefer a short response time, and
if the response time is longer than 15 s, their concentration is dispersed. The appropriate
response times according to the time definitions are presented in Table 5. The above three
studies [36–38] suggested response speeds according to the execution. If this is again
classified and synthesized according to the difficulty of calculation and data processing, it
can be defined as a simple response time (less than 2 s) and complex response time (more
than 2 s).

Table 4. Acceptable System Response Times on Smartphone.

Type of Task Appropriate Response Time (s)

Switch/button pressed indication 0.1
Display text after typing on the keyboard 0.1–0.2

Display touched text 0.2
Initial response to system access 1–3

Function execution
Simple function 2

Complex function 5
When loading occurs during function execution 15–60

Input confirmation, input error notification 2–4
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Table 5. User Preferred System Response Times.

Type of Task Appropriate Response Time (s)

Typing, moving the cursor, clicking the mouse 0.05–0.15
Simple and frequently used function 1

Common function 2–4
Complex function 8–12

Input confirmation, input error notification 2–4

1. Definition of Simple Response Time

• The input response displayed according to the operation of the input device reacts
within approximately 0.5 s.

- Character display after keyboard input, cursor movement, mouse selection,
switch/button press display, scroll wheel, optical wheel, mouse click, page scan,
XY entry, pointing, sketching, local update, error feedback, etc.

• Reaction within 1 s when executing a file with some capacity after operating the
input device.

- Turning pages, simple and frequently used actions, etc.

• Simple and repetitive function execution has a response time of 2 s.

- Simple inquiry from local host, simple function execution, host update, etc.

2. Definition of Complex Response Time

• Execution that is simple but requires computation and data call outside the unit area.

- General execution, the initial response to system access, input verification, input
error notification, etc.

- Calling various data such as threat information or map components.

• Complex execution such as complex operations and data processing.

- When it involves complex sequence/function execution or program loading such
as system startup or shutdown.

- Remote server data call file update, complex inquiry, etc.

Table 6 shows the response times of 10 items that can be classified as simple execution
among the 12 action items suggested by the above studies [36–38], defined to be within
2 s. In addition, for execution items that require computation or data processing such as
complex inquiry, the response time is presented at the level of 10 s. All the times in the
table are indicated in seconds.

Table 6. User-Acceptable System Response Times Suggested by Relevant Studies.

Simple/Complex
Response Time Behavior MIL-STD-1472H [37] Kim et al. [38] Shneiderman [39] Common

Simple Response Time

Key response, including scroll
wheels, optical wheels, mouse clicks 0.1 0.1 0.05–0.15 0.1

Key print 0.2 0.1–0.2 0.05–0.15 0.2
XY entry, Pointing 0.2

Sketching 0.2 2–4
Error feedback 0.2 2

Page scan 0.5
Local update 0.5
Page move 1.0

Host update 2.0
Inquiry (simple) 2.0 2.0 2–4 2.0

Complex Response
Time

Inquiry (complex) 10 5.0 8–12 10
File update 10
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2.3.2. Research on CyCOP Visualization Screen UI

UI refers to a physical and virtual medium that allows users, systems, and S/W to
communicate. Such UI is also very important for CyCOPs, where users need to be aware of
the cyber situation.

Esteve et al. [24] presented a UI that placed small screens (Ri) on the left and bottom,
expressed the Map/Main display in the center, and displayed a scorecard/Logger on
the right. The Map/Main display could display the terrain or cyberspace domain. The
scorecard/Logger provided additional controls and logs for users to interact with the
system, and Ri visualized graphs, charts, and more.

Dillabaugh et al. [33] implemented a CyCOP based on scenario simulation. Accord-
ingly, the following screen functions were placed on the upper and left sides of the UI.

1. Scenario Controls: a widget that allowed the user to start/pause/speed up a scenario.
2. Active Persona Widget: this made it possible to set the currently active persona, which

was a fictitious individual using the CyCOP scenario within the current scenario.
3. Layers Widget: the user could control the layers displayed on the screen.
4. Ticket Widget: display a sticker for the active persona: a “Ticket” was an action

or information assigned to the current user. The Ticket Widget allowed the active
persona to see all the Tickets currently assigned to it.

The UI-related studies investigated [24,33] were designed differently depending on
the characteristics to be expressed in each CyCOP. Esteve et al. [25] highlighted check-
ing detailed analysis information using graphs, charts, etc. of the selected object on the
Map/Main display by arranging several areas called Ri on the UI. In the research of Dill-
abaugh et al. [33], the intention was to analyze scenarios like a time series by arranging
scenario-related windows on the top and left side of the UI. As in the above studies, in this
research, the UI was configured differently depending on the intention to express on the
CyCOP visualization screen or the main data.

2.3.3. Research on Object Symbols Expressed on the Screen

It is important to clearly understand the objects shown on the CyCOP visualization
screen by applying a common standard to all practitioners. McCroskey et al. [39] logically
expressed the cyberspace and expressed objects as hexagons. Several symbols or characters
were placed inside to distinguish objects. In addition, the actions of each object were ex-
pressed using lines such as attack, extraction, and repair. This is an appropriate expression
method when limiting cyberspace to only the space where operations are performed and
expressing cyber-attacks and defense measures according to the graphic.

MIL-STD-2525D [40] proposes to display objects in the cyberspace domain as shown
in Figure 2. The Frame is a geometric border that represents the state of an object, and Icon
is the innermost part of a symbol that provides a graphic representation of an object. For
the icons of cyberspace objects, the format shown in Table 7 is used. Finally, Fill is the area
inside the Frame, where the color provides an indicator related to standard recognition.
The color is set to a hostile red, friendly blue, neutral green, or unknown yellow. This is
a highly versatile expression method that can be used not only in cyberspace but also on
real maps. In this research, in order to construct the CyCOP visualizations derived from
Figure 3, we complied with the symbol expression standards of MIL-STD-2525D [41].
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2.3.4. Research on the Size of Expression Objects on the Screen

In MIL-STD-1472H [36], the screen size and object size ratio are calculated based on
the visualization of a CyCOP map screen on the wall screen. As shown in Table 8, the size
of the object is defined by the screen size, viewing angle, and distance for one object.
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Table 8. Distance based on Wall Screen Size.

Factor Optimum Preferred Limits Acceptable Limits

Ratio of viewing distance to screen diagonal 4.0 3.0 to 6.0 2.0 to 10
Angle off centerline 0◦ 0 to 20◦ 0 to 30◦

Image luminance (no film in the operating projector) 35 cd/m2

1/
27 to 48 cd/m2

1/
17 to 70 cd/m2

1/
Luminance variation across the screen (ratio of maximum to
minimum luminance) 1.0 1.5 3.0

Luminance variation as a function of viewing location (ratio
of maximum to minimum luminance) 1.0 2.0 4.0

The ratio of ambient light to the brightest part of the image 0 0.002 to 0.01 0.1 maximum 2/
5.17.18.6 Symbol size and image quality for complex shapes. The size of a symbol or graphic shall be such that all text or graphics
embedded within the symbol (e.g., label within symbol) shall subtend not less than 2.9 milliradians (10 min) of visual angle from
the greatest anticipated viewing distance.

First, by calculating the maximum expected visible distance from the user’s eyes to
the screen according to the screen size, the size of the object can be determined according to
the viewing angle. In this case, the object has a size that includes all of the additional text
and title. For example, if you configure a CyCOP with a 2.5 m × 4 m screen (corresponding
to a 1680 × 1050 or 1900 × 1200 resolution), the diagonal length is about 4.72 m. Thus, the
optimal distance is determined to be 4.72 × 4.0 (Optimum) = 18.88 m, and the allowable
distance is at least 4.72 × 2 (Acceptable Limits) = 9.44 m. If it is designed with the minimum
distance of 9.44 m, the size of the object that the user can recognize is calculated to be
2.9 milliradian ((9.44m × 2.9 milliradian)/1000 = 27.4 mm)). The number of objects that
can fit vertically on a 2.5 m × 4 m screen is 2500 mm/27.4 mm = 91 (maximum), as shown
in Figure 4.
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The CyCOP is a graphical visualization tool for situational awareness in cyberspace.
Cyberspace should be divided into external network information and internal network
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information to collect data, process it, and visualize it. Accordingly, the CyCOP framework
was designed as shown in Figure 3.

From a military point of view, IPB stages 1 and 2 are preparation stages for cyber-
attacks. In the case of the 3rd and 4th stages of IPB, “information” and “operation” are
the areas of response to cyber-attacks. Because the goal of this research was to prepare
for cyber-attacks, we designed and implemented visualizations from 1© to 5© that corre-
sponded to IPB stages 1 and 2 among the types of CyCOP visualizations shown in Figure 1.
Visualization screens 1© to 5© of the CyCOP visualizations are shown in Figure 5, and the
data used for these visualizations are shown in Figure 6.
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3.1. Collecting External/Internal Network Information

Open-Source Intelligence (OSINT) refers to information obtained from open sources.
The upper portion of Figure 4 shows that external network information is collected based on
information from public sources. External network information includes Border Gateway
Protocol (BGP) information, Geographic (Geo) JSON, Persona, and other data.

BGP is an external gateway protocol used to exchange routing information between
routers in different Autonomous Systems (AS). Oregon University uploads such BGP
information to the University of Oregon Route Views Archive Project [41] every 2 h. In
this research, these data were collected from 1 June 2021–20 June 2022 in a 24-h cycle. The
data capacity was approximately 9.2 GB per day, approximately 260 GB per month, and
approximately 3.2 TB per year.

GeoJSON is an open standard format designed to systematically represent terrain
based on points with geographic information [42]. There is no detailed geographic in-
formation in BGP information, but by using information provided by MaxMind [43] and
Caida [44], geographic information is obtained and converted into GeoJSON.

MaxMind, SecurityTrails [45], ip-api [46], and WhoisXMLAPI [47] were used for
collecting Persona and other data. Using the IP and geographic information collected
earlier, they found the information included in the 3rd layer of cyberspace and collected all
non-overlapping items.

Information such as the network equipment, S/W, firewall, IP, and port was collected
by requesting the internal network information from the infrastructure manager and
security officer.

3.2. CyCOP Visualization

The CyCOP interface was designed in compliance with the reaction speed, UI, object
symbol, and object size derived from Section 2. In order to comply with the reaction speed,
the minimum number of resource files (js, css, etc.) was called during the visualization
output. The UI was designed as shown in Figure 5. However, as suggested in Section 2.3.2,
the UI shape slightly changed depending on the intent of the CyCOP visualization screens
or type of data mainly used. The object symbols conformed to the standards of MIL-STD-
2525D [40]. The object size was designed and implemented with a size of 13 pixels, as
suggested in Section 2.3.4. Table 9 lists information for the hardware and software used to
implement the CyCOP.

Table 9. CyCOP Implementation Environment Hardware and Software.

Items Descriptions

OS Windows 10 Pro
Processor AMD Ryzen 7 3700X 8-Core Processor 3.59 GHz
Memory 64 GB

Development languages,
software and tools

Python 3.9, django 4.1, deck.gl 8.4, Unity 2022.1.13., bootstrap
5.2.0, oracle 21c, Google Maps Platform

From a military point of view, IPB stages 1 and 2 are preparation stages for cyber-
attacks. In the case of the 3rd and 4th stages of IPB, “information” and “operation” are the
areas of response to cyber-attacks. Because the goal of this study was to prepare for cyber-
attacks, we designed and implemented visualizations 1© to 5©, which corresponded to IPB
1 and 2, among the types of CyCOP visualizations shown in Figure 4. The visualization
screens from 1© to 5© of the CyCOP visualizations in Figure 4 and the data used for
visualization are shown in Figure 6.

Visualization 1© uses information such as the AS source, destination, and route from
the BGP data. As shown in Figure 7, by linking the corresponding information with the
visualization, the status of Internet network activity in the area of interest can be viewed
dynamically. On the left interface, you can see the origin and destination of packets. On the
right interface, it is possible to check whether a packet goes from a specific area to a specific
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destination via a specific area. This allows the network security officer to check which AS
path the network packets accessing the enterprise access through. Such a visualization
screen can be utilized by adding various functions. For example, adding functions such as
network anomaly detection to Back-End can visualize packets suspected of being attacked.
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Visualization 2© uses the same map service API as Google Maps to visualize the
satellite view-based map, as shown in Figure 8. On top of that, geographic information
such as GeoJSON, other data, internal network information, and information such as the
location/facility/building are mixed and visualized. The left interface shows the legend of
the icons, and the central interface shows the satellite view-based map.
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Visualization 3© shows the physical network status of a specific facility in visualization
2© in detail, as shown in Figure 9. Among the physical network assets, it mainly visualizes

the router, and checks the information of the router and how the routers are connected.
The data used include GeoJSON, other data, and internal network information. The left
interface shows the legend of the icons, and the right interface shows detailed information
about the facility selected in the central interface. In general companies, it is possible to
check the connection status of router devices of buildings managed in-house. The military
can check how network devices are distributed within the threatening or threatened area.
Through this, you can use operations such as disabling certain buildings and blocking
certain networks.
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ble to understand how the assets of each layer have interconnections, as well as their re-
lationships with other layers. The relationships between layers are displayed as shown in 
Figure 12. The left interface can select whether to visualize the elements for each layer. 
The right interface shows the hardware (H/W) information, IP, G/W, owner, application, 
S/W used, vulnerabilities, etc. of the object selected in the central interface. This is the most 
important screen among the visualization screens of the framework proposed in this pa-
per. Security personnel can immediately know which software is used and what vulnera-
bilities are in the H/W of the physical network layer in a specific building. Security per-
sonnel can also check who is using the H/W. This helps to figure out which H/W or S/W 
is the core. 

 

Figure 9. Visualization 3©: Visualization of Physical Network Device Location and Information
within the Facility.

Visualization 4© is used to understand the internal network of the facility selected
in visualization 3©. Physical network assets such as PCs, servers, switches, and firewalls,
which cannot be properly located, are visualized in a logical graph, and their connection
relationships are identified as shown in Figure 10. The left interface represents the legends
of icons, and the central interface represents the connection status of each object. In the
right interface, information such as the S/W, vulnerability, IP, and MAC address installed
in the physical network asset is expressed. Vulnerability cases are represented using the
Common Vulnerability Scoring System (CVSS) [48]. The data used include Persona, other
data, and internal network information.
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Visualization 5© shows the internal network as three layers of cyberspace, as shown in
Figure 11, to understand the relationships between network assets in detail. It is possible to
understand how the assets of each layer have interconnections, as well as their relationships
with other layers. The relationships between layers are displayed as shown in Figure 12.
The left interface can select whether to visualize the elements for each layer. The right
interface shows the hardware (H/W) information, IP, G/W, owner, application, S/W used,
vulnerabilities, etc. of the object selected in the central interface. This is the most important
screen among the visualization screens of the framework proposed in this paper. Security
personnel can immediately know which software is used and what vulnerabilities are in
the H/W of the physical network layer in a specific building. Security personnel can also
check who is using the H/W. This helps to figure out which H/W or S/W is the core.
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4. CyCOP System Response Speed Test

The framework designed in Section 3 was implemented as shown in Figures 7–11 in
compliance with the UI, object symbol, and object size investigated in Section 2. However,
because the response speed could not be confirmed with pictures, it was proven by experi-
ments. The experiment tests the response speed of the implemented visualizations 1© to
5©. To measure the response speed, the developer tools provided in the Google Chrome

browser were used.
Experimental items were extracted from the items in Table 6. Items with simple re-

sponse times were excluded because these were difficult to measure in a web environment.
However, the items corresponding to the complex response times were selected for an ex-
periment on the detailed information inquiry and screen output of objects for which people
are most sensitive to the response speed. Among these, File Update was excluded because
it is a function that is not in the visualization implemented in this research. Accordingly,
the finally selected test items are inquiry (simple) and inquiry (complex).
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When any object in a visualization screen was clicked, a detailed description of the
object was displayed in the interface on the right side of the screen. Inquiry (simple)
measured the time from when an object was clicked on the visualization screen until the
detailed description of the object appeared on the right interface. The object information
was requested from the server, as shown in square 1 in Figure 13. As shown in square 2, the
time (response time) until the object information was received on the CyCOP visualization
screen (Client) was measured in the Network tab of the browser developer tool. Inquiry
(complex) called a visualization screen using multiple external/internal data. To measure
this, the time of the red box in Figure 14 was measured. This meant the time it took for
all assets needed to output the visualization screen to be called. For objective evaluation,
when measuring inquiry (simple) and inquiry (complex), after clearing the entire browser
cache and calling 10 times, the average was derived as listed in Table 10. As a result
of the experiment, inquiry (simple) showed a fast response speed of about 0.1 s for all
visualizations. In the case of inquiry (complex), visualization 4© showed the fastest response
time (0.63 s) and visualization 1© showed the slowest response time (1.50 s). This was
because visualization 4© had the fastest speed because the resource was not called for a
large image. In the case of visualization 1©, it showed the slowest speed because it was the
first screen to call information about multiple packets and Google Map API.
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Table 10. Response Time for each CyCOP Visualization.

Behavior 1© 2© 3© 4© 5©

Inquiry (simple) 0.12 0.11 0.11 0.10 0.14
Inquiry (complex) 1.50 0.94 0.92 0.63 1.38

What can be learned through this experiment is that only information that needs visu-
alization should be retrieved and displayed. This is because if you call for a large amount
of DB query information and APIs, the speed slows down. Slowing down means that
rapid cyber situational awareness is impossible after all. The slower the cyber situational
awareness, the more vulnerable it is to cyberattacks.

5. Conclusions

The purpose of this research was to design and implement a CyCOP framework for situ-
ational awareness in cyberspace. By analyzing the JCOPP and U.S.ATP 2-01.3 IPB documents
prepared based on JP 3–12, the screens to be visualized in CyCOPs were identified. In
addition, studies related to the interface (response time, UI, object symbol, object size) for
designing and implementing CyCOPs were investigated. Based on the investigations, the
CyCOP framework was designed and described for each visualization screen implemented.
Finally, an experiment was conducted to measure the response time of 5 visualization
screens to prove that the implemented CyCOP satisfies the inquiry (simple) and inquiry
(complex) criteria. As a result, the response speed of the 5 visualization screens was
about 0.11 s on average for inquiry (simple) and 1.07 s on average for inquiry (complex).
This conforms to the common response times of inquiry (simple) and inquiry (complex)
in Table 6.

This study presented the criteria (UI, object symbol, object size, response time) for
rapid cyber situation awareness in a framework. If CyCOP is developed by applying
these standards, the military will be able to have strong cyber command and control
capabilities. In the private sector, it will be possible to identify and respond to various
cyber-crimes that can occur in the currently operating service in real time. In future research,
we will implement visualizations 6© to
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& CK’s APT Groups data. Visualization 7© utilizes cyber kill chain, ATT&CK’s Tactics,
and CVE information to visualize network threats within the company. Visualization
8© predicts and visualizes the network activity time in areas where many attacks occur.

Visualization 9© identifies which malware was used, which APT group it belongs to, and
profiles cyberattacks. Visualization
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Abbreviations
The following abbreviations are used in this manuscript:
CyCOP Cyber Common Operational Picture
APP Application
OS Operational System
JOPP Joint Operational Planning Process
JP Joint Publication
JCOPP Cyberspace Operational Planning Process
JTC Joint Targeting Cycle
COP Common Operational Picture
C2 Command and Control
ATP Army Techniques Publication
UI User Interface
OSINT Open-Source Intelligence
BGP Border Gateway Protocol
Geo Geographic
AS Autonomous Systems
S/W Software
H/W Hardware
CVSS Common Vulnerability Scoring System
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