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Abstract

:

This paper defines new classes of algorithms for securing and sharing visual information. Algorithms offering data protection against unauthorised access are cryptographic protocols for data sharing and splitting. These protocols ensure the division of information among a trusted group of secret holders, with every protocol participant being allocated a specified number of shares in the executed algorithm. Proposing and defining new solutions in the field of cryptographic algorithms for data sharing constitutes the main topic of this paper. This paper discusses a new class of algorithms for secret sharing with the use of linguistic formalisms dedicated to the processes of meaning interpretation and linguistic data sharing. Linguistic threshold schemes serve the processes of data protection in distributed systems; they are also used to distribute the shared secret parts in an optimum way, and to perform the meaning analysis and interpretation of various data sets. Semantic analysis as an element of the impact assessment of the meaning of the interpreted and analysed data will make it possible to take into consideration a much wider aspect of description and interpretation of the analysed phenomenon or data set; it will also enable the assessment of the core of the characterised sets in respect to other information with related meaning. The proposed protocols enhance the security of shared data, and allow the generation of any number of secret shares, which is greater than traditional secret sharing methods.
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1. Introduction


Algorithms used to protect data or strategic information against their disclosure are commonly understood as data concealment algorithms. Data subject to the processes of concealment can cover various degrees of protecting them against the disclosure of their complete content. This is because both individual pieces of information and entire data sets are concealed; this process can also refer to a complete or partial limitation of access to the secured information. Independent of the type of algorithms used for data protection and security, they are examples of cryptographic protocols to conceal information.



Protection and security protocols to protect data against disclosure or access to them are there to completely safeguard information which is secret, confidential or restricted. Such protocols serve the purpose of protecting access to the data by unauthorised data holders. Such processes can be executed at every stage of secret management, both at the stage of obtaining data, processing or storing it, as well as at the stage of data analysis and security [1,2,3].



Confidential data are subject to protection in the following scope:




	
Disclosure both of the very existence of and the content of the secret information,



	
Disclosure of secret information holders and persons who have access to the protected information sets,



	
Disclosure of the content and meaning of the concealed information sets,



	
Making secret information public.








Protocols serving the security of secret information can be used to protect confidential, secret or strategic, defence or other information that is important for further development, etc. They are executed with the use of cryptographic techniques dedicated to the execution of information protection processes. In this group of protocols guaranteeing data protection against disclosure, we can differentiate between the following algorithm classes:




	
Information encrypting algorithms,



	
Data encoding algorithms,



	
Data concealment algorithms,



	
Data splitting and sharing algorithms.








The leading topic of this paper is drafting a new class of algorithms for the protection of visual data, with the use of splitting techniques.



Information security protocols ensure that a secret is divided and shared among a specified group of protocol participants and holders of concealed information parts. The participants of secret sharing protocols obtain a specified number of shadows, which on their own do not constitute any information, but when put together with other secret parts, they make it possible to reproduce the concealed information. Every participant of the secret sharing protocol becomes a trustee of the shadows he or she keeps and manages. The execution of data sharing algorithms is possible as a result of the application of both data splitting schemes and information sharing schemes.



The processes of data security with the use of cryptographic data sharing information protocols have been described in previous papers [4,5,6,7], where the requirements and individual stages of the processes of data sharing information have been discussed. The selection of an optimum solution depends on the data splitting task executed.



Secret data can be divided among a specified group of secret trustees. Each of them becomes the holder of a part of the split information. Disclosing the content of selected (individual) secret parts does not breach the safety of the entire secret because a single shadow does not contain information that could disclose either a part of the divided secret or its entirety. Moreover, a loss of any shadow has an impact on the possibility to recreate the secret shared.



Cryptographic data sharing protocols cover two types of data concealment algorithms. These are data splitting and data sharing protocols. Data splitting protocols require, in the process of secret re-creation, that all of the constituent elements (shadows) be put back. On the other hand, in data sharing protocols, to reproduce the concealed information it is sufficient to put together a specified number of shadows.



Solutions used thus far have focused on the selection of an optimum protocol for data splitting and sharing as well as methods to generate individual parts of the shared secret, taking into consideration all possible solutions. However, the possibilities of including a process of generating a linguistic shadow containing the characteristics of the concealed data have not been analysed. Generating a linguistic shadow in data sharing protocols would make it possible to take the meaning of the analysed data into consideration, simultaneously bearing in mind the process of splitting (or not) the linguistic shadow. Such an innovative approach to the tasks of concealing data is the leading topic of this paper.



The characteristics of selected solutions are presented in the subsequent chapters of this paper. The structure of this publication is as follows: In chapter two, we discuss secret sharing protocols and their characteristic features. In chapter three, we define a new class of threshold schemes, based on the application of linguistic description formalisms—linguistic threshold schemes. Chapter four contains examples of applications of some defined linguistic threshold schemes. The last chapter presents the summary of this paper and further directions for the development of the solutions proposed here.




2. Secret Sharing Schemes


Data sharing schemes are used to protect and conceal data by means of splitting them into parts, of which, every part (shadow) is allocated to a selected protocol participant. The process of information splitting is executed with the use of a selected data sharing scheme. Protocols of this class include schemes defined as (m, n)-threshold schemes, where n represents the number of all parts of the split secret, while m represents the number of shadows necessary to reproduce the original message.



The following algorithms belong to the group of data sharing techniques [8,9,10,11]:




	
(m, n)-threshold schemes,



	
Protocols of data sharing with fraudulent (cheating) persons,



	
Secret sharing algorithms without the participation of an arbiter,



	
Data sharing techniques without disclosure of one’s parts,



	
Message sharing algorithms with a check,



	
Data sharing schemes with measures to prevent disclosure,



	
Secret sharing techniques with withdrawal of a shadow.








The data sharing algorithms that are most frequently used are the Lagrange interpolating polynomial, the vector algorithm, the Asmuth–Bloom algorithm, the Karnin–Greene–Hellman algorithm and the Shamir algorithm [8].



Data sharing protocols are used in the process of concealing a secret by means of dividing it and distributing parts of the secret among protocol participants. The information is shared by a specified group of secret trustees, where everyone obtains a specified number of secret parts. A protocol participant does not know the content of the entire secret; he or she only knows the ‘content’ of the shadow allocated to them, which is of no relevance to the content of the entire secret. Therefore, disclosing the content of the shadow allocated to a given protocol participant, or unauthorised acquisition by third persons, will not put the safety of the entire information at risk. This is because, to disclose the content of the shared secret, it is necessary to have and to put together a given number of shadows, specified as m. The number of shadows, m, necessary to recreate the shared information is defined at the stage of defining the secret sharing protocol.



The data sharing process scheme is shown in Figure 1.



The threshold data sharing scheme, drafted on the basis of polynomial equation definition in a finite field, has been proposed by Adi Shamir [8]. The main stages of this protocol are as follows:




	
Choosing the number p, which is a prime number, larger than the number of shadows and the largest secret information that is possible to share,



	
Generating any polynomial of m—one degree,



	
Producing shadows ki = F(xi) by means of calculating the values of the n polynomial at various points,



	
Distribution of parts of the shared information (shadows) among secret trustees.








In data sharing protocols every protocol participant obtains a specified number of shadows, depending on the number of protocol participants.



The number of participants in the data sharing protocol is determined at the stage of definitions; the secret is divided for a specified (known) number of participants, and each participant obtains the same or different number of shadows. The method of secret shadow distribution among secret holders can be as follows:




	
With equal rights:



	▪

	
With one shadow allocated—every protocol participant receives only one shadow,




	▪

	
With the allocation of more than one shadows—every protocol participant receives the same number of shadows, greater than one,







	
Varied:



	▪

	
Every secret trustee obtains a different number of shadows,







	
Privileged:



	▪

	
Every secret trustee in a specified group of shadow holders obtains a larger number of shadows than the remaining protocol participants,




	▪

	
A selected group of shadow holders receives a smaller number of shadows, while the remaining protocol participants obtain a larger number.













3. Linguistic Threshold Schemes


The use of threshold schemes in the processes of protection and security of visual data is the most frequent area where these solutions are used. This group also includes a new solution, based on the application of linguistic solutions to the tasks of secret sharing. This task has been discussed in a previous paper [11], where we presented the possibilities of applying linguistic methods for semantic interpretation of data concealment tasks.



The methods of linguistic data description include various linguistic formalisms dedicated to the tasks of meaning description and data interpretation. The most important stage of the entire process of linguistic description is an appropriate selection of linguistic formalism, ensuring an optimum (most appropriate) description of the analysed data. Data meaning analysis has been described by, among others, the authors in [10,12], where it was characterised with an impact assessment of its use in the processes of automatic interpretation of various data sets. In this paper, the authors have focused on the possible applications of linguistic formalisms in the processes of data concealment, particularly in secret sharing schemes.



A new feature of the proposed solution is that it is possible to generate an additional shadow containing linguistic information. This shadow is also subject to the process of allocation among secret trustees; thus, it is also subject to the division process. Depending on the applied division method of the linguistic shadow, we can differentiate between the following solutions:




	
The arbiter knows the linguistic information, while the remaining protocol participants do not have such knowledge and the said information:



	▪

	
is not subject to the division process—in this case, the shadow containing the semantic information is held by the arbiter as assigning it to any other protocol participant would disclose the content of the information,




	▪

	
is subject to the division process—in this case, the linguistic shadow is subject to the division process, while its individual parts undergo the process of allocation to protocol participants,







	
The arbiter does not have any knowledge concerning the linguistic information and the said information is subject to the division process.








Taking into consideration the options above, we have proposed the following classification of linguistic threshold schemes:




	
Linguistic threshold schemes without linguistic shadow division—the semantic information is in a part of the secret that is additionally generated (Figure 2),








	
Linguistic threshold schemes with linguistic shadow division—the semantic information is in an additionally generated shadow constituting secret data, subject to the division process (Figure 3).






Linguistic threshold schemes guarantee information security as a result of the application of not only data sharing protocols and the allocation of individual secret parts to a specified group of secret trustees, but also primarily due to the application of meaning description and interpretation of the shared secret. The application of the meaning techniques of data analysis and interpretation based on the use of grammar formalisms makes it possible to conduct a complete and unambiguous analysis of the shared secret content. The application of linguistic procedures of meaning description of the shared secret makes it possible to enrich the classic solutions with new possibilities in the protected data analysis. This process is important because we can assess the impact of the significance of the protected information on the entire data protection process. The knowledge of the arbiter concerning the role and meaning of the concealed information has an impact on the way he/she selects appropriate data protection protocols.



The application of appropriate (m, n)-threshold schemes generates a clear-cut method of secret division, shadow distribution among protocol participants, as well as the required number of shadows necessary to reproduce the original message. In linguistic threshold schemes, there is a need to determine the number of shadows necessary to recreate the concealed information. In order to reproduce the original message by linguistic threshold schemes, it is necessary to put together:




	
The required m number of shadows, without the linguistic shadow; this is an example of a classic (m, n)-threshold scheme,



	
The required m number of shadows with the linguistic shadow; this is an example of a linguistic threshold scheme containing semantic information regarding the meaning of the shared data.



	
The required m number of shadows, with the required k number of parts of the shared linguistic shadow; this is an example of a linguistic threshold scheme, in which, to reproduce the original information with its linguistic description, it is necessary to reproduce the linguistic shadow by means of k parts of the divided linguistic shadow. The k < m number is the necessary number of parts of the shared linguistic shadows required to reproduce the original message. At the same time, in order to reproduce the entire original message, it is necessary to put together k parts of the linguistic shadow and m − k parts of the remaining shadows.








In linguistic threshold schemes, it is therefore necessary to define the role and significance of the concealed information. The larger their impact, the greater the number of the linguistic shadow parts required in the process of recreating the original message. In this way, it is possible to determine the required k parts of the linguistic shadow as well as the dependence on the m number, i.e., the number of shadows required to reproduce the shared message in linguistic (m, n)-threshold schemes.



By means of application in the linguistic threshold schemes, the rules of grammar description and formalisms of the meaning of data interpretation, these protocols can be used both to guarantee the security of the concealed data and the meaning information contained in the protocols executed. Furthermore, they can also be used to describe the meaning of the protected secret.



Linguistic threshold schemes are a universal data protection tool enhanced by elements of meaning description and interpretation of the shared information; therefore, they can be used by various entities to conceal the meaning of secret (confidential, restricted, strategic) data.




4. Security Analysis


The security of linguistic schemes can be demonstrated based on the properties of classical threshold schemes used to create linguistic protocols. A model for creating new linguistic protocols is based on Shamir’s [8] and Tang’s [9] schemes. Both of these schemes guarantee absolute security from a cryptographic point of view using appropriately constructed interpolation polynomials [8] or finite field algebra operation [9].



The solutions presented in this work additionally use formal grammars of the appropriate type. These can be regular grammars or context-free grammars of the appropriate class of sequential grammars. Tree or graph grammars, for which syntactic analysis has higher computational complexities, can also be used in the creation of linguistic schemes. Table 1 presents the time complexities for parsing tasks using the appropriate class of grammars that can be used to create image linguistic threshold schemes.



The use of grammars of the appropriate class fully preserves the security properties of the data sharing protocols created, and additionally allows the generation of linguistic shares. Together with information about the type of grammar used, this constitutes additional secret shares that are necessary for the restoration of the entire secret.



The presented linguistic secret sharing protocol has the properties of cryptographic information sharing procedures. In practice, this means that the secret or image reconstructed after splitting is identical to the data being split. In order to reconstruct the information, such procedures require a particular number of shares that are distributed among users and cannot not be modified in any way. The introduction of modifications to individual shares renders them useless and cannot be used to reconstruct the secret. All information sharing protocols have similar features.




5. Results of the Application of Linguistic Threshold Schemes


The possibilities of applying new classes of cryptographic solutions in the area of data protection, in particular linguistic threshold schemes, are varied. The most important are visual information security and image databases protection. It is also possible to apply such techniques to the strategic development of healthcare institutions and enterprises at a regional and national level, guaranteeing the security of data transmission with information relevant to the patients and institutions and ensuring the security of computer networks and data transmission in IT networks.



An example of the application of linguistic threshold schemes is guaranteeing the security and efficient management of sensitive, secret or personal data. The processes of the safe management of information that is confidential to a significant extent are conducted by governmental or business bodies, corporations and other entities. Linguistic threshold schemes can also be used in the decision-making processes in healthcare institutions, where in order to make an optimal decision, we need a complex analysis of big data and situations, while the actions taken are of strategic or developmental relevance; as such, access to them is limited.



Another area of application of linguistic threshold schemes is in data protection and distribution at various levels of their processing, taking into consideration the level of an entity: the superior level in hierarchical structures or external levels to a given structure (where the level of fog and cloud belong).



Figure 4 presents an example in which we can divide medical visualization towards the generation of a particular number of secret parts. Such generated shares can be distributed over cloud infrastructures, and later reconstructed by the compilation of the required number of visual parts. Depending on the number of compiled shares, we can obtain source data with different quality parameters or simply prevent unauthorised users from revealing source data.



Figure 5 shows an example of generating language shadows (secret parts) for a very simple input sequence.



This example shows how, for a short input sequence and using simple string grammar, a new linguistic representation of the secret can be created and the secret components of the shared data can be generated.




6. Discussion


The meaning description, data interpretation and analysis were dedicated to the processes of cognitive information management. The paradigm of data cognitive management has been defined by the authors in [12,13], where the process of the meaningful execution of tasks to achieve a specified result has been described; with the use of appropriate measures, the meaning of the described data sets in the processes of obtaining, developing, storing and making available the processed information can also be described.



Cognitive management is dedicated to the support of classic data management processes executed in various entities and structures, in reference to various data and information. This can also be used in healthcare applications and systems.



The use of such algorithms in healthcare systems is crucial because, while many hospital data management systems (hospital information systems) allow data to be secured through encryption, such systems make virtually no use of secret sharing algorithms. Simple encryption guarantees the confidentiality of a patient’s data, but does not allow the patient to participate in the assignment of rights to reproduce his personal and diagnostic data. Such solutions are instead made possible by using the described linguistic threshold schemes, in which the patient is one of the parties sharing their own diagnostic data.



If we take into consideration the linguistic threshold schemes analysed in this paper, with their application possibilities, we must include in our analysis the possibilities of executing cognitive management processes relating to the discussed data protection protocols [14,15,16,17]. The main areas of application of linguistic threshold schemes in the processes of cognitive management are the management and concealment of data with strategic importance as well as the description and interpretation of confidential messages, taking into consideration the reasoning processes relating to possible future changes [18,19,20].




7. Conclusions


The protocols of data protection and concealment are dedicated to the processes of confidential information protection against disclosure or to prevent access thereto by unauthorised persons. The execution of this task is possible owing to the application of safe cryptographic protocols guaranteeing maximum information protection.



In this paper, we have proposed a new algorithm to divide the secret, taking into consideration the possible meaning of the concealed information. Taking into consideration the opportunity to assess the meaning of the analysed secret data makes it possible both to perform detailed analysis and choose an optimum information sharing protocol. This process includes the division of a secret and distribution of all of its parts among the secret trustees’ group. At the same time, the semantic information contained in the protocol referring to the meaning of the concealed information is also subject to the sharing process. The application of data sharing protocols makes it possible to avoid a situation in which secret messages are in the hands of one holder only.



Data sharing protocols ensure information security, which is guaranteed because it is not possible for one single person to disclose the secret. Reproducing the original information is possible only after the number of shadows required by the protocol have been put together.



The innovative solution of this paper is the proposed and discussed linguistic threshold schemes, in which an additional shadow containing linguistic data is generated to describe the meaning of the concealed information and its impact on the entire data protection process. The proposed protocols enhance the security of shared data, and allow the generation of any number of secret shares, which is greater than traditional secret sharing methods.



This paper also presents the possibilities of the application of the discussed solutions as well as further directions for the development of the issues analysed herein.
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Figure 1. Schematics of the data sharing process. 
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Figure 2. Schematics of linguistic threshold schemes without linguistic shadow division. 
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Figure 3. Schematics of linguistic threshold schemes with linguistic shadow division. 






Figure 3. Schematics of linguistic threshold schemes with linguistic shadow division.
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Figure 4. Example of medical visual data sharing. In this example, a selected image was divided into five parts (visible as grey bars) in such a manner that, for restoration, at least three parts are required. Depending on the number of selected parts the original image can be restored with different quality levels. 
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Figure 5. Linguistic shadow generation for an example input sequence. Different colours indicate consecutive 4-bit blocks, and the corresponding rules in the defined grammar. 
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Table 1. Computational complexity for different classes of grammars used in linguistic threshold schemes.






Table 1. Computational complexity for different classes of grammars used in linguistic threshold schemes.





	Type of Grammar
	Parsing Complexity





	Sequential—regular
	O(x)—linear



	Sequential—context-free
	O(xk)—polynomial



	Tree grammar, general
	O(2n)—exponential



	Tree grammar, modified
	O(xk)—polynomial



	Graph grammar, general
	O(2n)—exponential



	Graph grammar, modified
	O(xk)—polynomial
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