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Abstract: Transportation has an essential place in societies and importance to people in terms of
its social and economic aspects. Innovative rail systems need to be integrated with developing
technologies for transportation. Systemic failures, personnel errors, sabotage, and cyber-attacks in
the techniques used will cause a damaged corporate reputation and revenue losses. In this study,
cybersecurity attack methods in smart rail systems were determined, and cyber events occurring
worldwide through these technologies were analyzed. Risk analysis in terms of transportation safety
in smart rail systems was determined by considering the opinions of 10 different experts along with
the Analytic Hierarchical Process (AHP) performance criteria. Informatics experts were selected from
a group of people with at least 5–15 years of experience. According to these risk analysis calculations,
cybersecurity stood out as the most critical security risk at 27.74%. Other risky areas included physical
security, calculated at 14.59%, operator errors at 16.20%, and environmental security at 10.93%.

Keywords: smart railway system; smart railway transportation; cybersecurity; AHP risk analysis

1. Introduction

Technology development has increased significantly, digitalizing communication,
transportation, control, and security systems. All kinds of management, maintenance,
comfort, and safety procedures used in rail systems are organized and developed accord-
ing to international norms and are interrelated thanks to specific physically or virtually
connected infrastructure. There has been an increase in digital technologies with an innova-
tive approach in the rail system sector, with the development of digitalization in existing
infrastructure and an increase in new lines and locations.

The concepts of intelligent transportation and smart railway systems have become
trending topics for all critical infrastructure and industrial control systems, like the smart
grid concept introduced in recent years. In addition, smart cities are based on restructuring
cities to maximize human and natural productivity by reducing their complexity. In
addition, smart grids and cities use a human-oriented, strategic management approach
that creates and supports development, change, and the environment. These cities are
urban spaces with improved service areas and living standards. The structures within these
cities are based on creating comfortable, healthy, human-oriented, self-sufficient living
spaces where innovative and sustainable methods are applied efficiently and intelligently,
respecting nature and minimizing environmental problems [1]. Smart railway systems,
like these systems, have features that facilitate human life, increase comfort, provide safe
transportation, and save time.

In terms of existing infrastructure and developments, while there was no HST (High-
Speed Train) line before 2009 in Turkey, it has reached a length of approximately 1213 km,
and the total length of the rail system is 12,740 km. According to the TCDD (the Republic
of Turkey State Railways) 2020 Performance Program, Logistics, and Transportation sector
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forecast, the HST line length will be 5595 km by 2023 [2]. In addition to the development of
the rail system in our country, the use of railway system transportation, which is one of the
safest transportation methods used for freight and passenger transportation in the world,
is predicted to increase by 40% by 2040, according to the international Railway Delivery
Group data.

These developments require academic and industry-oriented studies to keep up with
the development of digital technologies and to eliminate the cybersecurity risks that arise
with this technology. In view of global industry developments, new needs arise. The
most important company in the transport sector is TCDD, which has started to build
railway infrastructure as a necessary development. Official sources and reports of TCDD’s
strategies and developments show that TCDD has begun to carry out many important
studies regarding the integration of data systems and the inclusion of digital systems in
the transportation sector. The survey carried out within the Eskisehir Regional Directorate
Digital Transformation Office of TÜRASAŞ, which is one of the affiliate institutions of
TCDD, shows that the development of digitalization infrastructure has begun, from in-
dustry 4.0 applications to the application of all kinds of digital technologies, and it was
transformed into a test station. These and similar studies aim to ensure the development of
smart transportation infrastructure in railway systems in our country.

The development of ITS also paves the way for cybersecurity vulnerabilities. ITS
applications are also similar to cyber-attacks, depending on the applications used. Cyber-
attacks, especially those on web-based applications, have similar attack vectors. The
difference here is that attacks such as communication-based listening, changing information
on information screens, and infiltrating control units are possible in ITS traffic lights, signs,
control systems, and road applications.

The use of intelligent transportation systems in railway transportation provides con-
venience in preventing accidents and operational and system safety. However, errors and
accidents can occur in cases of systemic malfunctions, errors, and cyber-attacks, which are
observed worldwide and may occur in smart transportation systems. In the last 15 years,
it has been observed that nearly 200 people have lost their lives in rail transportation
systems due to various reasons, especially signaling system errors. In addition, the use
of multi-criteria decision-making methods for rail transportation systems is discussed
in the literature [3]. Our study will examine the basic infrastructure architectures and
communication systems of smart rail systems. Together with these examinations, the
affected systems will be prioritized, and the events that have occurred or may occur will be
evaluated in detail.

2. Smart Railway System and Used Communication Structures

Developments in digital technologies, smart transportation, and railway systems
have made it possible to control all kinds of controllable systems of vehicles and stations
with physical and virtual connections. The control of these systems from specific centers
contributes to their protection from possible accidents, malfunctions, data loss, time and
income loss, and the formation of more efficient new designs and structures with the
experience gained.

Railway systems carry cargo and passengers between cities. Many different systems
are monitored by control centers. Infrequent applications, station control centers, sub-
control centers from the main control center, and vehicle and road systems (such as line
security systems, point, and signaling systems) are controlled by communication infrastruc-
tures such as LANs (Local Area Networks), Fiber Optics, 4G, and 5G. Depending on the
design of the railway station and the length of the railway route, different station control
systems and track systems are used, which are controlled from the main control center [4].
The network architecture of substation control centers and vehicle controls managed from
the main control center is shown in Figure 1.
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Figure 1. Main control network architecture in smart railway systems.

It provides control of vehicle navigation, security, control, and comfort systems by
communicating with the developed main control centers and station control systems.
Lighting, stairs, ventilation, cameras, elevators, ticket control, and security systems, which
are among the station’s control, security, and comfort systems, are controlled. Apart from
the station, vehicle movement, security, comfort, control systems, switches, signals, and
road control systems are maintained. In Figure 2, the structure of the systems controlled by
the station control systems communicating with the main control center inside and outside
the station is shown.

All kinds of comfort, navigation, and driving systems are managed on the rail system
vehicles operated from the primary and station control centers. While these systems control
all passenger systems, they also carry out the necessary cruise planning and movement
operations by communicating with the center during the cruise. The systems controlled on
the rail system vehicle are shown in Figure 3.
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3. Cybersecurity in Smart Railway Systems

The cyberspace environment refers to environments in which all kinds of information
exist. These environments include every environment, from transportation to health to
the defense industry to the food industry. The masses of information revealed by the
cyberspace environment mean cybersecurity applications need to be protected from threats
to ensure their sustainability.
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With the commercial use of the internet in the 1990s, usage started to increase, and in
2021, it had more than 4 billion users. This user presence has made it standard for internet
environments to be insecure with security gaps and increased security risk. “Critical
infrastructures” are among the most critical things that cybersecurity systems deal with.
Critical infrastructures are summarized as structures that cause loss of life and property
because of the deterioration or accessibility of existing information and reveal security
vulnerabilities on a national scale [5].

Data processing and the use of these data are among the necessary operations, as well
as the protection of the data. While the development of existing technologies is provided
by digital technology, it will reduce the security problems and time losses related to this
field that we will encounter in the future, without further cybersecurity vulnerabilities.
Every day, billions of people rely on railways and metros to navigate rapidly growing
and increasingly congested countries and cities. Digitalization increases connectivity, and
automation makes our trains faster, safer, more comfortable, and more punctual. However,
it also makes them vulnerable to cyberattacks. Railway system services can be severely
disrupted; customer data can be stolen, causing severe economic damage. Even the safety of
passengers is under significant threat [6,7]. It is vital to protect our railways with advanced,
high-tech cybersecurity solutions. The focus should go beyond just trying to prevent and
detect attacks and react quickly [8].

The purpose of implementing cybersecurity measures is to ensure the integrity of
systems by protecting a computer system or group of computers from attempts to break
into a scheme or network and from attempts to steal, alter or destroy stored information.
These cyber-attacks come from sources that are difficult to track and generally take different
forms depending on how they infect, reproduce, and damage viruses, worms, bots, or
software [9].

3.1. Systems Affected by Cyber-Attacks in Smart Railway Systems

With the development of digital technologies in smart railway systems, brakes, air
conditioning, cameras, sensors, etc., electronic systems continue to be at risk from cyber-
attacks. In addition to these systems, non-vehicle systems are also at risk [10]. Non-
vehicle systems can be listed as infrastructure-related central control systems, sub-control
systems, network systems, communication and communication systems, and signaling
systems. Potential systems at risk of cyber-attacks in smart railway systems are presented
in Figure 4 [11].
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3.2. Cyber-Attack Incidents and Attack Methods Experienced in Smart Railway Systems

Worldwide research on smart railway systems, institutions, equipment, and attack
methods has identified those that have experienced cyber-attacks. There have been a few
instances where security problems have arisen in the smart railway system industry [12].
These are listed below in Table 1.

Table 1. Cyber-attack incidents experienced in smart railway systems [12].

Year Location Cyber Incident

2008 Poland In Lodz, Poland, a person derailed four tram trains with his
television remote.

2011 US—Northwest
Region

A group of hackers attacked remote computers, and the train signal
system in the northwest region of the United States was stopped for
two days.

2013 Belgium NMBS (Belgian National Railway) accidentally published the
personal information of several customers.

2014 Japan Japan Airlines confirms the information of frequent flyer program
members was stolen.

2014 USA–New York Data on several million trips in a year by passengers using New
York taxis were published.

2015 North Korea-Seoul Pirates infiltrated the subway system in Seoul, North Korea.

2016 US—San Francisco The hard disk of ticket systems was encrypted by a ransomware
attack in San Francisco.

2017 Sweden The Swedish Transport Agency leaked some driver information to
Eastern Europe due to illegal data access in IBM systems.

When the smart railway transportation systems were examined, the most commonly
experienced or likely cyberattack methods were investigated, as listed below [13,14]. These
can be cyber-attacks in communication and communication systems used in rail transporta-
tion, network systems, software and hardware, electrical and electronic systems, mechanical
systems, and signaling systems. Cyber-attack methods are presented in Figure 5 [15,16].
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The cybersecurity attack methods identified in the research have been determined to
be commonly experienced and possible attacks. As the number of systems data increases, it
becomes more challenging to protect and control them. With the developing technologies,
the vulnerability of big data in terms of security causes data to be disclosed, stolen, and
lost, with consequences for corporate reputation and revenue. For this reason, cyber-attack
methods have been determined by researching smart railway systems. Security measures
should be taken at the highest level for all smart systems used against these cyber-attacks.
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3.3. Security Risk in Smart Railway Systems

With the widespread use of digital technologies in smart railway transportation sys-
tems in recent years, hardware and software security problems have increased [17]. Security
risks that can be experienced in smart railway systems are detailed below. These security
risks have occurred in past events and may arise in the future.

• Collisions in trains;
• Derailment;
• Train disruption;
• Frequent interruptions in train services;
• A situation that leads to fear and possible loss of life;
• A condition causing the passengers discomfort;
• The public being harmed by threats to the safety of the workforce, passengers, or personnel;
• Financial loss;
• Criminal damage;
• Failure to comply with the law;
• Loss of reputation and leakage of sensitive information in railway systems.

The security risks mentioned here should be evaluated as risks that can be experienced
in terms of security that smart railway systems will be exposed to. The loss of life, property,
and income is inevitable in these events. Therefore, more secure models should be preferred
when taking steps to ensure the safety of the systems [18,19].

4. Material and Methods

The Analytical Hierarchy Process (AHP) was first introduced by the Myers and Alpert
duo in 1968. In 1977, it was developed as a model by Saaty and made usable for solving
decision-making problems. The AHP can be explained as a decision-making method. The
estimation method used in the decision hierarchy can be defined and gives the percentage
distribution of decision points in terms of factors affecting the decision. The AHP is
based on one-to-one comparisons of the factors affecting the decision and the essential
values of the decision points in terms of these factors, using a predefined comparison scale
on a decision hierarchy. Consequently, differences in significance turn into percentage
distribution over decision points. The comparison matrix between elements is a nxn square
matrix. The matrix components on the diagonal of this matrix take the value 1. The
comparison matrix is shown below in Equation (1) [20].

A =



a11 a12 . . . a1n
a21 a22 . . . a2n
. .
. .
. .

an1 an2 . . . ann

 (1)

Comparisons are made for all values above the diagonal of 1 in the comparison matrix.
Naturally, for the components below the diagonal, it will be sufficient to use the formula in
Equation (2).

aji =
1
aij

(2)

Considering the example given above, if the first-row, third-column component of the
comparison matrix (i =, j = 3) takes the value 3, the third-row, first-column component of
the comparison matrix (i = 3, j = 1) will take the value 1/3 from the formula. The AHP
significance scale makes a binary comparison. AHP significance levels are shown in Table 2.
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Table 2. AHP importance rates.

Importance Values Value Definitions

1 When both factors are of equal importance.

3 When the 1st factor is more important than the 2nd factor.

5 When the 1st factor is more important than the 2nd factor.

7 When the 1st factor has extreme importance compared to the 2nd factor.

9 When the 1st factor has superior importance compared to the 2nd factor.

2,4,6,8 Intermediate values.

Comparisons of patching selection performance criteria show two sequential perfor-
mance indicators that intersect each cell. Additionally, each value is shown in a different
table by dividing the column totals. Also, the averages of the obtained values were calcu-
lated. The normalized binary comparison matrix is shown in Equation (3).

Bi =



b11
b21

.

.

.
bn1

 (3)

Also, binary comparisons allow for precise subjective evaluation criteria. Consistency
queries help with the evaluation provisions made by binary comparison. Here, patch
management application selection criteria are evaluated using performance criteria appro-
priately designed under the AHP. Additionally, these evaluations were carried out by many
experts in the information technology sector. Weighted average evaluations were calculated
according to expert opinions. The normalized binary comparison matrix formula is shown
in Equation (4).

bij =
aij

n
∑

i=1
aij

(4)

5. Risk Analysis of Cybersecurity and Physical Threats in Smart Railway Systems

Various losses of property and life may occur in rail system operations due to not
taking the necessary precautions and measures. These errors, which may arise due to
human origin and the installed infrastructure and systems, can lead to insecurity of the
course to be carried out, financial losses, and the loss of corporate reputation. Basic critical
security may be required based on railway system structures’ vehicle travel and road
conditions. Especially for routes with a single road in our country (the existing railway
infrastructure between two stations is one-way, and incoming and outgoing vehicles use
the same roads), SCADA errors, systemic errors, infrastructure errors, operator errors,
machinist errors, or cyber-attacks cause accidents with profound consequences. A traceable
and controllable system must be installed correctly to ensure security in smart railway
systems. The smooth operation of this system and the analysis and planning of security
measures should be ensured to protect against possible attacks [21].

Cyber-attacks, terrorist attacks, sabotage, employee errors, and machine and material
errors in the installed and operating systems should be prevented. Safe models should
be created by considering these situations. These models should be adapted to national
and international standards, thereby ensuring environmental safety and physical security,
and preventing financial damage and loss of corporate reputation [22]. Domestic resources
that are not dependent on external sources should be used to control the system correctly.
Transportation safety in smart rail systems is explained in Figure 6.
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Smart railway systems depend on many criteria to ensure safe transportation in the
transportation security model. When they are investigated, especially in data security, it
is essential to address cybersecurity, employee errors, and physical security. On the other
hand, in addition to all of these, environmental safety and climatic conditions are also
essential [23,24]. It is possible to determine the effect values of these given criteria in terms
of risk by considering expert opinions. Also, all systems must be aligned with national and
international standards [25,26].

Risk Analysis Results

According to expert opinions, a risk analysis was carried out by making calculations
with the AHP method. Risk value parameters in smart railway systems were obtained
by interviewing individuals who are experts in their fields because of research. Risk
analyses were carried out based on these parameters. In this study, all data was created
by considering the areas of expertise. Therefore, we believe that the data obtained will be
valuable for academic studies and institutions in the sector. The AHP method is based on
the pairwise comparison method and is used to determine which is the most important risk.
Risk situations in smart railway systems are discussed and revealed with the calculation
results obtained within the scope of this study, and it is seen that there are differences
between these results and the real risk. The main reasons for this include the rapid
development of technologies, increased investments, and the high rate of use by society
compared to previous years. For this reason, to fully reveal the risks, this study is the first
to determine which risks are of higher priority and importance. In this research article, the
results of all calculations are given in Tables 3 and 4. The data in Table 3 were calculated
with the values in Table 2 according to the calculations given in Formulas (1) and (2).
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Table 3. Security risk key performance indicators in smart railway systems.
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Cybersecurity 1 8 7 8 8 5 7 6 9 9 9

Physical Security 0.12 1 6 8 5 3 3 9 5 5 7

Operator Errors 0.14 0.16 1 9 9 9 9 9 9 6 8

Environmental
Security 0.12 0.12 0.11 1 8 9 6 7 7 5 7

Terrorist Attacks 0.12 0.200 0.11 0.12 1 9 8 7 6 7 7

Machine and
Material Errors 0.20 0.33 0.11 0.11 0.11 1 5 7 7 5 7

Sabotage 0.14 0.33 0.11 0.16 0.12 0.20 1 5 5 5 5

Corporate
Reputation 0.16 0.11 0.11 0.14 0.14 0.14 0.20 1 5 4 9

Material Damages 0.11 0.20 0.11 0.14 0.16 0.14 0.20 0.20 1 9 8

Standards 0.11 0.20 0.16 0.20 0.14 0.20 0.20 0.05 0.11 1 8

Foreign
Dependence 0.11 0.14 0.125 0.14 0.14 0.14 0.20 0.11 0.12 0.12 1

Totals 2.36 10.81 14.95 27.03 31.83 36.82 39.80 51.36 54.23 56.12 76

Table 4. Normalized importance weight order of key performance indicators in smart railway systems.
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The risks in terms of the smart railway transport sector were divided into 11 categories.
While determining these categories, the opinions of the institution, experts in the industry,
and academic experts were taken into consideration. At the same time, risk performance
criteria were determined by examining national and international educational studies. In
addition, national and international standards on smart railway systems were reviewed,
and contributions were made to this study. Scores ranged between 1 and 9 according to the
AHP method used to evaluate smart railway transportation systems, which was examined
under 11 categories. According to this grouping, a binary comparison was made between
risks, and their significance levels are given in Table 3. After the values in this table were
computed with the AHP method, normalized values were calculated according to Table 4
for each risk value. Then, according to the AHP method, the normalized total values for
the specified risk and the significance weights as a percentage were determined according
to the normalized total value. The results in Table 4 were created by normalizing the data
in Table 3 using Formulas (3) and (4).

According to the calculations of the parameters obtained for smart railway transporta-
tion systems, the risk importance ranking is given in Table 5. According to this ranking,
each risk’s importance has been pointed out. In addition, representations in a radar graph
are shown in Figure 7. The data in Table 5 summarize the normalized values in Table 4.

According to these risk importance calculations, when looking at other parameters
after cybersecurity, physical security stands out at 14.59%, operator errors are at 16.20%,
and environmental security is at 10.93%.

The radar chart shows the weakest and strongest attack methods that can be experi-
enced. This graph shows the risk significance values obtained from the calculations made
with the AHP method. Among these risks, cybersecurity is the most striking risk, with a
rate of 27.74%.
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Table 5. Security risk key performance indicators’ importance weight order in smart railway systems.

Smart Railway Systems KPIs Importance Weights (%)

Cybersecurity 27.74

Physical Security 14.59

Operator Errors 16.20

Environmental Security 10.93

Terrorist Attacks 9.31

Machine and Material 6.64

Sabotage 4.40

Corporate Reputation 3.71

Material Damages 3.46

Standards 2.05

Foreign Dependence 0.97

Totals 100.00
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6. Conclusions

Technological developments in smart railway transport systems contribute to the
economic and social development of the region. Rail systems are preferred because they
balance the load in other transportation systems and are more effective in certain areas.
Considering the competitive sector, supporting railway systems will contribute to sus-
tainable structures in the long run. Simultaneously with the infrastructure investments in
developing countries, technological investments in smart railway systems are increasing
rapidly. Researchers should put forward strategic studies to support the safe, effective, and
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efficient use of smart railway system technologies. Approaches and solutions using infor-
mation and communication technologies should be developed to solve the transportation
problems of smart railway systems. Creating a safer traffic flow and an environmentally
friendly transportation environment by making the communication between people, vehi-
cles, and infrastructure smart is necessary. With the rapid development of technologies in
smart railway systems, security problems in these systems have come to the forefront. The
increasing cybersecurity attacks in recent years also pose a risk to these systems.

In this study, the factors affecting the safety of smart railway systems were determined,
and a risk analysis of these factors was conducted with the AHP method. The risk analysis
in terms of transportation safety in smart railway systems was carried out by considering
ten different expert opinions along with the “Analytical Hierarchical Process (AHP)” perfor-
mance criteria. The experts who were consulted were selected from those who have at least
5–15 years of experience in the sector. According to these risk calculations, cybersecurity
came to the forefront as the most critical security risk at 27.74%. Other risky areas included
physical security, calculated at 14.59%, operator errors at 16.20%, and environmental se-
curity at 10.93%. According to the risk analysis performance indicators determined in
this study, cyber-attacks are more critical than other performance indicators. According
to the risk analysis study, it is necessary to take more effective security measures against
cybersecurity attacks on the systems used in smart rail systems. These attacks will result
in loss of income and reputation, data loss, and loss of life and property for organizations.
Physical security risk ranks second after cybersecurity when looking at other risk analysis
performance indicators. Specific strategies should be developed to protect, design, and
support smart railway systems. In addition, safe models should be developed in which all
systems can work together.
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25. Gombár, M.; Vagaská, A.; Korauš, A.; Račková, P. Application of Structural Equation Modelling to Cybersecurity Risk Analysis in
the Era of Industry 4.0. Mathematics 2024, 12, 343. [CrossRef]

26. Avcı, I.; Ozarpa, C.; Biçer, Y. Supply security in critical energy infrastructures for reliable energy grids. In Proceedings of the 12th
International Exergy, Energy and Environment Symposium (IEEES-12), Doha, Qatar, 20–24 December 2020; pp. 293–297.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

https://doi.org/10.1016/j.jnca.2022.103540
https://doi.org/10.1109/ACCESS.2021.3050038
https://doi.org/10.1108/IJICC-05-2023-0121
https://doi.org/10.33712/mana.548909
https://doi.org/10.1155/2018/1640167
https://doi.org/10.1109/MITS.2019.2898973
https://doi.org/10.1109/MITS.2018.2889714
https://doi.org/10.1016/j.isatra.2007.04.003
https://www.ncbi.nlm.nih.gov/pubmed/17624350
https://doi.org/10.1016/j.cose.2017.09.004
https://doi.org/10.1016/0022-2496(77)90033-5
https://doi.org/10.1504/IJGW.2021.119001
https://doi.org/10.1007/s13198-019-00778-w
https://doi.org/10.3390/math12020343

	Introduction 
	Smart Railway System and Used Communication Structures 
	Cybersecurity in Smart Railway Systems 
	Systems Affected by Cyber-Attacks in Smart Railway Systems 
	Cyber-Attack Incidents and Attack Methods Experienced in Smart Railway Systems 
	Security Risk in Smart Railway Systems 

	Material and Methods 
	Risk Analysis of Cybersecurity and Physical Threats in Smart Railway Systems 
	Conclusions 
	References

