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Abstract

:

In wireless sensor networks (WSNs), sensor nodes are randomly distributed to transmit sensed data packets to the base station periodically. These sensor nodes, because of constrained battery power and storage space, cannot utilize conventional security measures. The widely held challenging issues for the network layer of WSNs are the packet-dropping attacks, mainly sinkhole and wormhole attacks, which focus on the routing pattern of the protocol. This thesis presents an improved version of the second level of the guard to the system, intrusion detection systems (IDSs), to limit the hostile impact of these attacks in a Low Energy Adaptive Clustering Hierarchy (LEACH) environment. The proposed system named multipath intrusion detection system (MIDS) integrates an IDs with ad hoc on-demand Multipath Distance Vector (AOMDV) protocol. The IDS agent uses the number of packets transmitted and received to calculate intrusion ratio (IR), which helps to mitigate sinkhole attacks and from AOMDV protocol round trip time (RTT) is computed by taking the difference between route request and route reply time to mitigate wormhole attack. MATLAB simulation results show that this cooperative model is an effective technique due to the higher packet delivery ratio (PDR), throughput, and detection accuracy. The proposed MIDS algorithm is proven to be more efficient when compared with an existing LEACH-based IDS system and MS-LEACH in terms of overall energy consumption, lifetime, and throughput of the network.
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1. Introduction


Wireless sensor systems (WSNs) have encountered breathtaking development in recent years due to decreasing costs and a wide range of applications. In a WSN, a large number of sensor nodes are installed for gathering information from a monitored environment and transmitting it using the wireless medium to the base station [1]. Despite their advantages, WSNs face unique challenges such as limited storage, energy constraints, and high node density, which distinguish them from other wireless networks [2].



The security issues become more critical when the WSNs are deployed in a remote or threatening environment where sensors are vulnerable to failures [3,4]. This paper focuses on the security issues in the network layer, specifically on routing attacks that compromise data integrity, confidentiality, and network availability [5,6].



Generally, secure routing protocols are crucial for secure data transmission and network availability, as shown in Figure 1 [7]. The primary challenge in WSNs is the vulnerability of security protocols to various attacks, particularly sinkhole and wormhole attacks. These attacks can lead to serious consequences such as data tampering, unauthorized data access, and the disruption of network services [8,9].



Previous studies have proposed various security mechanisms, but many suffer from high computational complexity and increased communication overhead [10]. Low-level security mechanisms, including cryptography, secure key encryption, and hash functions, provide protection but often need security primitives, for example, security keys. A key management system (KMS) is used for the creation and distribution of keys, consequently developing a protected key network [11,12]. The security protocols designed for sensor networks must take into account node failure and malicious activities as a feature of their basic functionality [13]. Complex or high-level security schemes, like intrusion detection systems (IDSs), offer enhanced protection by identifying and responding to malicious attacks within the network [14,15,16,17].



This section presents the related studies that proposed bi-level techniques for both sinkhole and wormhole attacks [18,19]. A leader-based sinkhole detection approach is proposed by [20]. It has an IDS agent with a counter that identifies the frequency visited by the agent. The counter value will be uploaded when an agent scatters the node. The counter value is refreshed if two agents are found with the same counter value. A swarm intelligence-based approach is proposed in [21] to identify sinkhole hubs in WSNs. Sinkhole detection involves a rule set and a node’s ID. The value of energy is −1 if the ID of the routing parcel is smaller than that stored in the ruleset of the equated node; otherwise, the energy value is +1. To detect a sinkhole node, a technique based on hop count is proposed by [22]. Nodes in the network have their neighbor’s record, including IDs and hop count. A hub node launches a sorting algorithm individually and computes the average number of hops. If the difference between the lowest and the average hop count is larger than the threshold, the particular hub is considered a sinkhole. WRHT, a hybrid technique for wormhole detection, is proposed by [4], which considers time delay probability per-hop (TDPH) and packet loss probability per-hop (PLPH). From the decisions of both the above probabilities, wormhole presence probabilities are calculated on the established route.



Ref. [23] proposed a key encryption technique that splits the network into areas and uses mobile agents (MAs) to preserve energy by keeping it safe from intruders. Visiting Center Local (VCL) partitioned the network into sectors. When the sectors are created, the base station generates a key and shares it among the sensor nodes of the same sectors for securing the network. The use of a key will make the first injection of malicious nodes ineffective. Ref. [24] proposed a weight hop-based packet scheduling scheme, namely the starvation mitigation algorithm (SMA), for networks using the AODV protocol. In this algorithm, dynamic source routing (DSR) route discovery is done. Some of the previously proposed algorithms identify and isolate intruders based on neighbor-changing frequency and distance between nodes [25,26,27]. These protocols have heavy implementation and compromise the parameter of detection accuracy due to their high computational complexity.



Techniques using mobile cluster heads and leaders [20,23,28] to analyze the traffic and identify the attackers have a strong verification mechanism, but generally, the communication overhead increases in these types of mechanisms. This communication overhead increases latency and packet delivery ratio. Some multipath routing protocols are also observed [24,27,29,30,31]. These protocols show high detection accuracy and less resource consumption.



As they are multipath, they are cooperative and deal mostly with cooperative attacks like wormhole attacks. Several among them use the second level of the guard to the system, intrusion detection systems (IDSs) [21,32,33], in which the presence of threats alerts the system. Until now, the IDS mechanisms have low computational overhead, high energy efficiency, and high true positive rates but are unable to isolate attacks with different natures and discover multiple paths to mitigate link failure.



The primary objective of this research work is to develop a hybrid technique by integrating a multipath IDS (intrusion detection system) routing mechanism and a LEACH-based technique to effectively counter sinkhole and wormhole attacks, caused by a single node or multiple nodes, in an energy-efficient way, enhancing the lifetime of the network.




2. Materials and Methods


2.1. System Design and Problem Formulation


This research work innovatively merges AOMDV routing, which has the features of multipath routing, and LEACH protocol, capitalizing on their respective strengths to address routing attacks, such as sinkhole and wormhole attacks in WSNs. This integration offers a comprehensive solution that improves network resilience and adaptability, making a significant contribution to WSN performance and security. The security of the routing process is achieved through several key features such as cluster head (CH) selection and intrusion detection, multipath routing and round-trip time (RTT) monitoring, and non-cryptographic resource-efficient approach. By combining these techniques, the MIDS algorithm ensures secure, efficient, and reliable data routing in WSNs, effectively handling common routing attacks while maintaining high detection accuracy and resource efficiency.



In this research work, a wireless sensor network is deployed with “N = 200” sensor nodes. This network incorporates the criteria of first node die (FND), with the values of “0” and “1”. In this process of FND, if the value is 1, it means the algorithm will stop whenever there exists a dead node with an energy value less than the predefined threshold which is “0.01 J”. If the value is “0”, it will count the dead nodes in the further processing and the algorithm will not stop based on any dead node. The network is deployed on a simulation area of 100 × 100 m2.Anchor-based distance calculation is done by considering “4” anchor nodes.



The AODV protocol is used as an underlying protocol. The proposed version of the IDS mechanism is known as a multipath intrusion detection system (MIDS). As the name depicts, this MIDS also facilitates multipath routing in the case of main path failure using the AOMDV protocol along with minimizing the adverse effects of both attacks. The proposed multipath intrusion detection system (MIDS) assumes the following:




	
The base station has the highest energy resource.



	
The malicious nodes show energy levels higher than the normal sensor nodes.



	
The network possesses the initial energy of 1 J.



	
This algorithm does not require any clock synchronization.









2.2. Mathematical Model for MIDS Algorithm


To verify the effectiveness of the algorithm, a simple mathematical model is constructed. In this deployment, distance “D” between the estimated location of nodes in the coordinates system is calculated using the distance formula:


  D =        x 2 − x 1   +   y 2 − y 1      2    



(1)







The energy model used in the communication phase is adopted from [34]. To transmit “l” bit data packets to and from distance “d”, the energy used is calculated by using Equations (2) and (3), respectively.


    E   T x     l , d   =  {         l e   e l e c   +   ε   f s   ×   d   2     ,   if d ≤   d   t h           l e   e l e c   +   ε   a m p   ×   d   4     ,   if d >   d   t h       



(2)






    E   R x     l   = l ×   e   e l e c    



(3)







Here free space (d2) and multipath fading (d4) are engaged. The amplification factors are     ε   f s     and     ε   a m p     for these two models, respectively. Signal processing energy consumption is denoted by “    e   e l e c    ”.



Using FCM in the first round based on the nodes’ location and layer information, the network is divided into nodes which are grouped into different clusters. The main objective of the FCM is to minimize the objective function “O” given below in Equation (4).


  O ( α , β ) =   ∑  i = 1  n     ∑  k = 1  c     ( α i j )  m  =   ∥ xi − β j ∥  2   



(4)




where “  α  ij” represents the membership of the node at “i” to the cluster center at the position “j” and the cluster center at the jth position is denoted by “βj”.



The packets received Ri and packets transmitted Ti values of a CH(Hi) are processed by the IDS agent in the BS. The IDS agent has a ratio gauge which calculates the intrusion ratio (IR). The formula for the intrusion ratio is given below in Equation (5).


IRi = Ri/Ti



(5)




where Ri are the packets received and Ti are the packets transmitted values of a CH(Hi). The RTT (round trip time) is calculated by using Equation (6).


RTT = t2_i−t1



(6)




where t1 is the route request time by the sender and t2_i is the route reply time by the receiver.




2.3. Detection of Sinkhole and Wormhole Attack Using MIDS Algorithm


In the deployed LEACH-based network, CHs receive data from the sensor nodes which, for final processing, are transferred to the base station (BS). BS has an IDS agent which analyzes the information received by the BS. A simple mathematical model for the verification of the effectiveness of the algorithm is presented. The network comprises uniformly distributed four anchor nodes, strategically positioned at the perimeter of the simulation area and randomly deployed 196 non-anchor nodes (N1, N2). Clusters formed from fuzzy c-mean clustering are denoted by Ci. The Hi is the CH of a certain cluster Ci. The packets received Ri and packets transmitted Ti values of a CH(Hi) are processed by the IDS agent in the BS. The IDS agent has a ratio gauge which calculates the intrusion ratio (IR). From the value received from the IR, the IDS agent decides the malicious activity. IR can take any of the two values: infinity or any numeric value n:


IRi = {infinity: Hi is malicious ; n: Hi is a normal node}



(7)







The underlying AOMDV protocol keeps a record of the routing table entries used by the sender node. It checks in the routing table whether a route is available or not for communication. If the route is found, it gives the information; otherwise, it broadcasts the RREQ parcel to its neighbors which then checks whether a route is available to the necessary goal or not. When the sender node transmits the RREQ, it will note the time t1. At whatever point the receiver gets the RREQ bundle, it sends the RREP parcel to the source along a similar way through which the RREQ parcel has shown up. Time t2_i is noted for each route reply by the sender node.



Then, the sender node takes the RTT (t3_i = t2_i − t1) value from each path and divides this value with the hop count of each respective route. The obtained value is termed as ts_i. The average RTT is calculated with the help of this value ts_i. Now, the calculated value is the threshold (tht) RTT. From the comparison of tht and ts_i, it is found that if ts_i is very minimal, also the hop count of the certain path is 2, then the route is detected as a wormhole link and is jammed for further communication. The sender node detects the first neighbor as malicious and sends a dummy request to it and the receiver receives this dummy request through its first neighbor and detects this node as malicious. In this way, both nodes are eliminated, and routing table entries are updated throughout the network.




2.4. Simulation Parameters


Simulations for the proposed MIDS are simulated using MATLAB R2023b. A WSN is built through deploying “200” sensor nodes in the “100 × 100 m2” simulation area. BS is placed at the center of the WSN which is reflected as the optimal placement for the efficient use of energy. Out of “200” sensor nodes, “4” nodes are positioned as anchor nodes for effective localization, and the rest “196” are non-anchor sensor nodes. Initially, the network has the energy of “1 J”. Some parameters that are used during the simulation process of the proposed MIDS algorithm with their values are shown in Table 1 and Figure 2.





3. Results


Simulation Results


The MIDS algorithm performed fuzzy c-mean (FCM) clustering which assigned cluster centers a membership function based on which they can be the part of more than one cluster. Here, the CHs are assumed as hops. The CH of each cluster receives data from its members and then looks for the shortest path for data transmission to the BS. The path which has the shortest number of hops (CHs) from a specific CH to the BS is considered as the optimal path for that particular CH.



The deployed sensor network has “16” clusters. According to the above-mentioned Figure 3, consider the CH (20) whose cluster members send their sensed data towards it. The IR value computed for the CH (20). Suppose the packet received value “Ri” of CH (20) is “80”, similarly the packets transmitted value “Ti” is “0”. The IR value is calculated as “IR = 80/0 = ∞”; hence, CH (20) is a sinkhole node as indicated in Figure 4 below, and it drops all the packets.



The second case is for wormhole attack detection. In this case, consider that the cluster members of CH (89) delivered sensed data towards it. CH (89) after receiving data from cluster members intends to transmit it to the base station, so it broadcasts a route request and notes the time, let t1 = 5 s, when the RREQ is sent. It receives more than one route replies from the BS, which means that three routes are available to the destination, i.e., i = 3. For each route reply RREP, the sender node noted the time. Assume that it receives three replies through CH (94), CH (34), and CH (64), and the time of RREP is t2_1 = 7 s, t2_2 = 8 s, and t2_3 = 9 s, respectively. Then, the RTT for each route is calculated. T3_1 = 7 − 5 = 2, t3_2 = 8 − 5 = 3, and t3_3 = 9 − 5 = 4. Now, the threshold RTT is calculated using the previous values divided by the number of hop counts between the sender (CH (94)) and the receivers (CH (94), CH (34), and CH (64)). The hop count for the first two routes is two and the third route is one. The value of threshold RTT came out to be, ts_1 = 1, ts_2 = 1.5, and ts_3 = 4. Now, take the average of ts_i and the calculated value is tht = 2.16. Now, compare the values ts_i with tht. For the first route, ts_1 = 1 < 2.16 and the hop count is two. For the second route, the hop count value is two but the ts_2 = 1.5 is not less than the tht value.





4. Discussion


4.1. Performance Evaluation Parameters


This section describes the performance evaluation of the proposed MIDS algorithm in terms of the following:




	
The number of alive nodes.



	
Packet delivery ratio.



	
Latency.



	
Network throughput.



	
Consumed energy during the communication phase.








For the third route, both conditions are false; ts_3 = 4 is not less than the tht and the hop count is one. Hence, the first route is fulfilling the criteria for a malicious node. So, CH (89) detects the first neighbor CH (17) as a wormhole and sends a dummy RREQ to it on the first route; the receiver will receive that dummy request from the CH (94) on the same route so the receiver will detect the CH (94) as the wormhole node. Both these nodes will be isolated, and an alarm will be generated for the other nodes to update their routing entries eliminating these nodes. So, basically, CH (17) and CH (94) were forming a tunnel and accessing the sensitive information of the network.



4.1.1. Number of Alive Nodes


The size of the network is 200 nodes. Figure 5 shows the quantity of alive nodes with the section of rounds that has appeared. Alive node’s recurrence is straightforwardly relative to the estimation of energy. As the energy diminishes, the quantity of alive nodes decreases. Hence, the system's lifetime diminishes.



In this calculation, up to the 500th round, none of the nodes completely lost its energy and had an energy level higher than the threshold energy “0.01” and consequently stayed alive after that as the round increment nodes started depleting energy even after the proposed MIDS algorithm productively finished its 3500th rounds.




4.1.2. Packet Delivery Ratio (PDR)


In the proposed MIDS algorithm, PDR is anticipated based on the data packets produced and packets got according to the record of each node. It has a quantitative relationship between the data packets produced by the source node and those received at the destination node.



In Figure 6 PDR is plotted on the “X-pivot” and rounds are plotted on the “Y-pivot”. Toward the beginning when the sensors are completely dynamic and in their most elevated energy structure, PDR is higher up to the 500th round. After that, as the energy utilization begins expanding, the nodes turn out to be dead which slows the procedure of packet conveyance. Be that as it may, it does not fully disappear up to the 35,000th round. At the point when the all-out energy of the network dips under the edge esteem, the PDR becomes “0”.




4.1.3. Latency


Latency is a deferral of time between the source and the destination of the physical change in the framework being analyzed, or it delineates the time length between the response and simulation. In this research to avoid energy loss.



Figure 7 represents that latency is higher at the beginning of the algorithm as the number of nodes participating is higher, as it is an expression of how much time MIDS takes for a packet to reach its destination after being sent. When the network size is larger till the 10th round, the latency value is almost “5 ms” but it suddenly drops till the 1000th round to “0 ms”. Though the network size does not decrease much, the MIDS algorithm decreases latency value comparatively by the efficient usage of routes.




4.1.4. Throughput


Throughput characterizes the quantity of data handled within the given time or transmitted from one location to another. To examine the overall throughput of the algorithm, it is also compared with the size of the network as shown in Figure 8. The number of nodes participating in the activity at the launch of algorithm throughput is lower due to communication overhead. More number of packets start reaching their destination as the size of the network decreases with the passage of rounds.




4.1.5. Consumed Energy during Communication Phase


The proposed MIDS system loses a particular estimation of energy for every correspondence round. Figure 9 shows when the correspondence started, till the 1000th round, the remaining energy line dropped straightly up to 20 J. Then, until the 1500th round, there occurred a 10 J decrease in energy. After that, the energy value line stood almost steady in the coming rounds till the end limit came.





4.2. Comparative Analysis


For performance comparison of the proposed MIDS, an existing LEACH-based IDS is chosen. Another technique is that MS-LEACH is chosen for comparative analysis. The LEACH-based IDS mechanism adapts a physical division-wise clustering approach and detects forwarding attacks. MS-LEACH adapts a key-based cryptographic approach. Both these techniques outperform their ancestor techniques in terms of overall



	
Network energy consumption.



	
Network throughput.



	
Network lifetime.






The proposed MIDS is also compared with the chosen techniques based on these three parameters. The decision to keep energy consumption, network lifetime, and throughput aligns with the similar simulation parameters used by the LEACH-based IDS and MS-LEACH techniques for comparison. By maintaining consistent parameters, we ensure a fair and accurate evaluation of performance across different algorithms. This approach allows us to directly compare metrics such as energy consumption, network lifetime, and throughput without introducing variability that could arise from changing the number of sensor nodes. It provides a controlled environment to validate the effectiveness and efficiency of the MIDS algorithm relative to the established techniques. The detail of the results is given below.



4.2.1. Network Energy Consumption


For MS-LEACH, when the nodes are less, almost 30% the energy consumption is around 95%. With the increase in the number of nodes, the energy consumption process increases and comes closer to the extreme value which is 100%, as shown in Figure 5. The blue dotted line is a reference paper technique which is the LEACH-based IDS mechanism, and the extreme energy consumption value for this is also 100%. The proposed MIDS has 43% less energy consumption with a change in the size of the network.



The efficient use of energy by the BS makes the proposed algorithm use less energy. The fuzzy c-mean clustering algorithm decides the best possible nodes as CHs which also helps in the minimal use of power by the sensor nodes. Also, the AOMDV mechanism helps in minimal energy consumption by selecting the optimal and secure path for packet transmission.



The MIDS algorithm keeps track of each node, and as soon as it finds an adversary, it generates an alarm and isolates that node. This quick response mechanism helps in the minimal loss of energy by the attacker nodes. In Figure 10, at the start, the energy consumption of MIDS is as low as 35%, but with the increase in the size of the network it starts increasing but the extreme value for this algorithm is not more than 55%.




4.2.2. Throughput of the Network


Average network throughput is a significant metric in this comparison as our MIDS algorithms deal with the packet-dropping attacks. Figure 11 shows the comparison of all three techniques based on average network throughput. MS-LEACH has the worst average network throughput among all. The cryptographic key management process takes a very large amount of time process and causes high communication overhead on both the sender and receiver side. The attacker recognition process is slower in cryptographic key management mechanisms. Hence, the packet delivery ratio is much less in these mechanisms.



The reference technique deals with only one packet-dropping attack. Also, it lacks a secure CH selection technique which makes it more vulnerable to attacks. Hence, when more prone to packet-dropping attacks the average throughput of the network decreases.



The throughput of the network increases by 65% when the MIDS algorithm is used. The MIDS algorithm has a strong mechanism of CH selection, after that the malicious nodes are efficiently detected and isolated, which increases the packet delivery ratio of the algorithm. A strong IDS mechanism makes it quicker in detecting and preventing malicious nodes. Multipath routing mechanism helps in optimal path selection towards the destination which reduces the time for packet transmission, and in the case of the failure of a link, the alternative path is ready which also makes it more time efficient.




4.2.3. Lifetime of the Network


The comparison of MS-LEACH, LEACH-based IDS mechanism, and the proposed MIDS algorithm for network lifetime is shown in Figure 12. The reference paper has 2% more network lifetime than the MS-LEACH but the performance is not effective. The CH selection process in this algorithm is done randomly where the chances of the attacker node selected as CH are higher. The MS-LEACH algorithm has the worst performance out of all. Due to the cryptographic key mechanism, the nodes have a very high communication overhead which leads to the earlier death of the nodes. The proposed MIDS algorithm has almost 62% more life span than the other two techniques. The MIDS algorithm uses an efficient way of CH selection which makes the network secure and long-lasting. MIDS algorithms, through less energy drain, make the sensor nodes alive for a longer time which extends the network lifetime.



From comparative analysis, it is depicted that the proposed MIDS algorithm has 43% less energy consumption than the other two techniques due to the resourceful selection of the CH mechanism and the launching energy consumption model at each level during the communication phase. After CH selection, the intrusion detection agent actively responds to the attacker node which also avoids energy loss by the attacker. This less energy drain makes the nodes alive which increases the processing rounds and hence the overall lifetime of the network by 62%. Similarly, the average network throughput is increased by 65% through proficiently combating the packet drop attacks as shown in Table 2.






5. Conclusions


In this work, a lightweight non-cryptographic intrusion detection routing protocol is proposed which is named Multipath Intrusion Detection Protocol (MIDS). This MIDS mechanism combats the two main routing attacks of the network layer, which are sinkhole attack and wormhole attack, resourcefully and with less communication overhead. In this work, various existing studies are examined which attempt to deal with sinkhole and wormhole attacks in WSNs.



The comparative analysis of the cooperative MIDS algorithm is done with an existing IDS mechanism and MS-LEACH in relation to overall network energy consumption, lifetime, and throughput. The simulation results show that the overall performance of an IDS mechanism increases when combined with a multipath routing algorithm.



MIDS provides comprehensive security coverage, ensuring robust protection against diverse threats. MIDS is designed to operate within LEACH-based networks, but its flexibility allows for adaptation to various WSN architectures and protocols, enhancing its applicability across different deployment scenarios. It has real-time detection capabilities that enable prompt response to malicious nodes, enhancing network integrity and reliability. Potential application scenarios for MIDS can be environmental monitoring, Industrial IoT (IIoT), smart agriculture, healthcare monitoring, and smart cities.



In the future, the algorithm can be improved to enhance security at a multilayer level by mitigating attacks at other layers. Another scope of research is the optimization of memory size used at each level, i.e., sensor nodes, cluster heads, and base stations, in an IDS mechanism.
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Figure 1. WSN security trends [7]. 






Figure 1. WSN security trends [7].



[image: Applsci 14 05220 g001]







[image: Applsci 14 05220 g002] 





Figure 2. Anchor-based location estimation. 
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Figure 3. FCM and optimal path selection. Each color shows distinct cluster. Triangle in each cluster is cluster head (CH). Purple triangle in the center is base station. 
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Figure 4. Sinkhole/wormhole detection. Each color shows distinct cluster. Triangle in each cluster is cluster head (CH). purple triangle in the center is base station. 
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Figure 5. Alive nodes of the network vs. rounds. 
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Figure 6. Packet delivery ratio with rounds. 
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Figure 7. Latency with rounds. 
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Figure 8. Throughput with rounds. 
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Figure 9. Residual energy during communication phase. 
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Figure 10. Average energy consumption. 
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Figure 11. Throughput of the network. 
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Figure 12. Lifetime of the network. 
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Table 1. Simulation parameters and values.






Table 1. Simulation parameters and values.





	Parameters
	Values





	Simulation Area
	100 × 100 m2



	Sensor Nodes
	200



	Initial Energy (Ie)
	1 J



	Simulation Time
	306.0459 s



	Termination Threshold

(ETH = 0.02)
	mean (Ie) < N × ETH J



	Termination Threshold

(For First Node Die)
	0.01 J



	     ε   f s     
	10 pJ/bit/m2



	     ε   a m p     
	0.0013 pJ/bit/m4



	Length of Data
	5000 bits



	er, et
	50 nJ



	do
	87.7 m



	Anchor Nodes
	4



	Non-anchor Nodes
	196










 





Table 2. Comparative analysis of results.






Table 2. Comparative analysis of results.





	Sr #
	Technique
	Energy Consumption
	Lifetime
	Throughput





	1
	MIDS (Proposed)
	43% less
	62% High
	65% High



	2
	LEACH (Reference)
	Medium
	Medium
	Medium



	3
	MS LEACH
	High
	Low
	Low
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