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Abstract: When operating solar–wind power plants (SWPPs) located in populated areas, cases of
premature failure of expensive batteries and other power equipment often occur. The purpose of this
study is to develop a wireless data acquisition system (DAS) for the operation of an SWPP with a
feedback function to prevent material damage from the failure of power equipment and to increase
the efficiency of natural energy use. The principles of constructing a DAS, free from some of the
disadvantages of analogues, are described in this paper. Intelligent wireless current and voltage
sensors and a device for receiving and recording data with an additional feedback function have
been developed, providing real-time feedback when the measured parameters go outside the norm.
Measurement data are displayed on the laptop screen and alphanumeric display and stored on
the hard drive along with timestamps and current event messages. An example of using a reverse
communication channel to implement the functions of backup battery protection and to switch SWPP
loads is described. The principles and methods proposed in this article are suitable for constructing
systems for remote measurements of any physical quantities; therefore, the scope of application of
the described system can be significantly expanded.

Keywords: data acquisition system; wireless sensor; microcontroller; radio module; infrared receiver

1. Introduction

The hybrid utilization of photovoltaic (PV) cells and wind turbines (WTs) is one of
the most promising technologies among renewable energy sources for satisfying the load
demand because the two have complementary energy generation profiles [1–3]. When
operating solar–wind power plants (SWPPs) located in populated areas, cases of premature
failure of expensive batteries and other power equipment quite often occur [1–6]. Most
often, this failure occurs due to the use of algorithms for controlling the operation of solar
power plants that do not take into account the peculiarities of their joint operation with
existing urban or rural power supply networks, and less often due to a malfunction or incor-
rect configuration of solar panel or wind generator controllers. Studies [1,6] also note that
any system is prone to present faults not only due to incorrect initial installation procedures,
but also due to the effects of wear and the aging of components during operation.

Thanks to the opportunity to observe for a long time the operation of low-power
SWPPs of two universities in the city of Pavlodar, the authors came to the conclusion that
the control algorithms for the operation of Green Energy power plants (GEPPs), often
hardwired into standard power equipment, are more suitable for cases of GEPP operation
in remote areas, for example, on distant pastures or in mobile homes. Under the conditions
of joint work of GEPPs with existing utility power supply networks, such algorithms do
not provide satisfactory technical and economic results in relation to their operation and
even lead to losses due to accelerated wear of the main power components. This is not
surprising—after all, in the two above-mentioned location cases, diametrically opposed
requirements are placed on the GEPP. In the first case, the GEPP is subject to a categorical
requirement to ensure that consumers are powered by Green Energy sources and batteries
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for as long as possible. The battery depth of discharge (DOD) is close to 100% and cannot
be significantly limited by controller settings. The service life of even the best modern
batteries is reduced several times in this case. The family of typical DOD curves for
CHALLENGER G12-200 (Ritar International Group. Hengyang, Hunan, China) batteries
is shown in Appendix A. In the case of a GEPP located in a populated area, the depth
of discharge of the batteries can be limited without harm to consumers by transferring
them to power from the utility network upon reaching a DOD level acceptable in terms
of service life. In addition, if there is an excess of wind and/or solar energy, additional
electrical loads can be connected to GEPPs located near inhabited buildings, as described
further in Section 2, and thus increase the efficiency of using free natural energy. It is
obvious that standard GEPP equipment and the algorithms embedded in it do not allow
us to implement the proposed improvements in low-power GEPPs located near inhabited
buildings, even taking into account the possibility of custom settings of standard controllers.
This requires the development of additional hardware and software. Criteria for setting up
these additional tools can only be developed based on a detailed analysis of monitoring
data for the operation of a specific GEPP.

The purpose of this study is to develop a wireless data acquisition system (DAS) for
the operation of low-power solar power plants (up to 10–20 kW) with a feedback function to
prevent material damage from the failure of power equipment and to improve the efficiency
of natural energy use.

The set goals can be achieved as follows:

- Due to the timely prevention of the consequences of emergency conditions by orga-
nizing an automatic feedback response of the data collection system to the incorrect
operation of the standard equipment of the SWPP;

- By automatically switching, using feedback, part of the SWPP loads from power from
the public electrical network to power from natural energy when there is an excess of
it and vice versa when there is a lack of it;

- By identifying abnormal and ineffective operating modes of equipment by analyzing
the results of monitoring the main parameters of the functioning of the SWPP.

An analysis of the monitoring data accumulated over a long period of time will make
it possible in the future to further improve the equipment and algorithms for controlling
the functioning of the SWPP and to tailor them to work together with existing utility
power supply networks. The need to develop a data collection system for monitoring the
operation of “Green Energy” power plants has been repeatedly substantiated previously,
for example, in [7–27].

Thus, further research in the field of improving DASs for GEPPs is currently necessary
and is an urgent task. For these reasons, great efforts are being made in the development
of methods for monitoring the operation of “Green Energy” power plants by the scien-
tific community. The results of the current study can serve as the basis for improving
the algorithms for the operation of low-power “Green Energy” power plants located in
populated areas.

The following data transmission channels are used in GEPP operation monitoring systems:

(1) Wired channels, which have two subcategories:

(a) Coaxial cables or twisted pairs [9–12].
(b) Fiber optic cables [13–15].

(2) Power line communication (PLC) [16,17].
(3) Wireless connection [18–27].

Wired channels provide high-speed transmission of large amounts of data, but due
to the high cost of cable products and the complexity of installation, they are not suitable
for building low-power GEPP monitoring systems, in which high transmission speeds are
usually not required, and data volumes are in the tens or hundreds of bytes. The limited
applicability of PLC technology for monitoring GEPP operation is proven, in particular,
by recent studies [28], which confirm that the level of noise and interference in power
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line communication (PLC) is much higher than in any other communication network.
Using a wired connection on GEPPs is not always acceptable due to the additional wiring
required. At the same time, wireless networks have evolved significantly over the past few
years, providing low-cost and energy-efficient solutions with reliable data collection and
sufficient real-time performance, ensuring lossless data transmission to the final destination.
Therefore, monitoring system developers are increasingly choosing wireless solutions.
In [18–20], communication is based on the GSM network. In particular, they use the
short message service (SMS). However, it should be noted that this channel in places with
unstable communication is not always capable of providing data transmission in real time,
since in the GSM network, voice communication has the highest priority, followed by data
service, and SMS transmission has the lowest priority [29]. In [21,22], a wireless technology
based on ZigBee is proposed to provide online monitoring systems for photovoltaic power
plants. However, to build a ZigBee network, microcontrollers with a flash memory capacity
of 128 kB or more are required, as well as the purchase of licensed software in the form of
the so-called ZigBee stack [30], which makes their use for building low-power DASs for
GEPPs economically unfeasible. The widespread availability of inexpensive energy-saving
radio modules (ESRMs) with convenient interfaces for interfacing with microcontrollers
(MCUs) gives developers of wireless data acquisition systems new opportunities, and in
simple, unbranched low-power GEPP networks, their use may well compete with ZigBee
technology. In [23] and some others, data are sent to the user’s PC in the form of a Wi-Fi
signal, which limits the range compared to ESRMs in places far from routers. For instance,
the range of the popular and inexpensive ESRM type HC-12 with a convenient UART
interface is 1000 m [31]. In more recent works [24–26], the authors adopted Internet of
Things (IoT) technology for solar energy monitoring. Despite the fact that IoT is a modern
and seemingly perfect solution for monitoring solar power plants, this technology may be
at risk of cyberattacks and operational failures [32–34].

2. Materials and Methods
2.1. Analysis of Existing Concepts for Building a Wireless DAS for Low-Power GEPPs

In the block diagram in Figure 1, the authors tried to summarize the currently used
typical solutions for building wireless data acquisition systems (DASs) for GEPPs with a
power of up to 10–20 kW. In Figure 1, the red lines indicate wires connecting remote DAS
nodes. The abbreviations in the diagram are deciphered as follows: SVS—supply voltage
shaper, AS—analog sensor, VA—voltage amplifier, DS—digital sensor, ADC—analog to
digital converter, MCU—microcontroller unit, DSD—data display, recording, and storage
unit (most often a laptop, sometimes LCD indicator and microSD card), and TX—data
transmitter (an ESRM can be used, but more often a GSM module, a Wi-Fi module, a
Bluetooth module, or IoT is used).
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The disadvantage of the standard circuit is the galvanic connection between all compo-
nents of the DAS and GEPP via common wire (Gnd). This does not allow us, in particular,
to measure the voltage of each of several series-connected batteries in the described system.
In low-power GEPPs with a nominal main battery voltage of, for instance, 48 V, it is typical
to use sections of four 12 V batteries connected in series. Since over time, the parameters of
power batteries vary more and more, a case may occur when the total battery voltage is
normal, while individual batteries will be overdischarged, and others will be overcharged.
This can cause the electrolyte to “boil over” and sulfation of the plates, followed by an
avalanche-like increase in the internal resistance and voltage of the battery, its overheat-
ing, and a decrease in the ability of the entire main battery to accept and release charge.
Therefore, monitoring the voltage of each battery is absolutely necessary.

In a typical design, the supply voltages for all of the central and peripheral DAS
modules are generated from the main battery voltage using a supply voltage shaper (SVS).
The lines marked in red feed sensors farther away from the main DAS module and are
longer, as are the lines from the shunt and from the main battery, and the lines from the
central DAS module to the DSD module. The lines connecting the common peripheral
wires to the central DAS module are also longer. The signal lines of the sensors are also
longer, often consisting of two or three conductors, depending on the type of interface.
The total number of lines for connecting one digital sensor can reach 5. For complete
diagnostics, in addition to voltage, it is also necessary to measure the temperature of each
battery. Temperature sensors must have thermal contact with each battery. It turns out
that the DAS, being wireless, actually has the form of a device to which a large number
of long wires are connected, even if a modern specialized DAQ card is used to connect
sensors, such as National Instrument USB-6009 (Austin, TX, USA) with 8 inputs and a
14-bit multisystem I/O.

In addition, regarding the reasons given in Section 1, when using IoT, Wi-Fi, and GSM
technologies, failures and interruptions in data transmission are possible.

Among the disadvantages of all of the DASs considered is the absence in their compo-
sition of at least the simplest means of diagnosing the serviceability of their components.
It is also unknown how the system will behave and what will be recorded in the DAS
monitoring protocol discussed in Section 1 if the cables of one or more sensors fail or break.

Many of the data collection systems discussed in this review allow you to collect and
process data in real time, as well as exchange data with a central control system that uses
artificial intelligence to speed up the response to events. However, small GEPPs with a
power of up to 10–20 kW, as a rule, are not connected to the central control system, and
the recorded data, due to the lack of full-time employees, are processed with a time delay
of several days or even weeks. This problem is highlighted particularly clearly in DAS
variants that record data on SD cards and transmit them via the Bluetooth interface [27].
Such a delay is acceptable provided that all GEPP equipment is in good working order
and is set up correctly after commissioning. If at least one of these conditions is not
met, then equipment failure during automatic monitoring without constant or at least
regular monitoring by people can be prevented only by adding to the DAS the function of
automatically responding to problems and abnormal conditions.

2.2. Improved DAS Design Concept for Low-Power GEPPs

The concept of building a wireless DAS option, free from the gaps and weaknesses
noted in Sections 1 and 2.1, is explained by the block diagram shown in Figure 2.

The red rectangles in the upper left quadrant of the diagram indicate wireless smart
sensors, each of which contains a primary measuring transducer PMT, a radio transmitter
TX with an antenna, an infrared receiver IRR, and a microcontroller not shown in the
diagram located in one housing. In the practical implementation of sensors, all of the
listed modules are selected from among widely available products that have low-power
consumption modes, which makes it possible to power them from small-capacity bat-
teries. The sensors differ from each other only in the PMT module, which is selected
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depending on the type of physical parameter X being measured. Many modern digital
sensors can convert two physical parameters simultaneously into a digital signal. In the
diagram, they are indicated by the letters X and Y. For example, a BMP280-type sensor
can output the measurement results of both atmospheric pressure and temperature to the
microcontroller [35]. For the purpose of galvanic isolation, each sensor is powered by a
separate GB. This gives us freedom to choose the placement of sensors and the ability to
connect them to GEPP equipment at different potentials in relation to the common wire.
In particular, this approach makes it possible to easily organize the measurement of the
voltage of each individual battery in a chain of series-connected power batteries PA1. . .PA4.
For this purpose, in the left column of the sensors shown in Figure 2 (VCS #1, VCS#2),
it is enough to select specialized voltage and current sensors (VCSs) as the PMT. Since
the current strength in batteries PA1. . .PA4 is the same, the current measurement pin is
connected only to VCS #1, and for the remaining sensors VCS #2. . .VCS #4, it is not used.
Choosing popular digital temperature sensors (for example, DS18B20) as the PMT makes it
easy to perform the temperature measurement of each power battery separately and, in
general, in any other places of the GEPP. In discrete value sensors of the “0/1” type, it is
possible to forgo the purchase of a PMT by using microcontroller ports with level matching
circuits and protection against overvoltage and impulse noise for its implementation.
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Most of the time, all wireless sensor modules, except the low-power IRR, are in energy-
saving sleep mode. The waking up and polling of sensors are carried out by the DAS
controller one by one via the infrared channel, so these processes cannot be disrupted by
external influences via the radio channel. The sensors only transmit data using simple
ESRMs, so the resistance of the sensors to external influences over the radio channel is
higher than when ZigBee transceiver modules are used for this purpose, and the security
of the entire system is higher than when using the Internet.

The reception of data packets, verification of reliability, and decoding of sensor signals
are carried out by the DAS controller from each sensor in turn using a simple RX receiving
radio module, which does not have built-in functions for calculating the checksum and
confirming reception. The software of the DAS controller ensures that information received
from the sensors is displayed with time stamps on the laptop monitor screen and recorded
on the hard drive. Unlike analogues, a significant part of the received information is also
displayed on a 4-line LCD indicator, which makes it possible not to keep the laptop screen
constantly on and thus save the resource of its battery, which is used to reserve power for
the DAS receiving part during power outages. Unlike analogues, in the proposed DAS
concept, the received data are not only recorded, but also analyzed in real time, and if their
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values deviate from the norm, the DAS controller immediately issues a system response
to these deviations in the form of IR commands. Commands are decrypted on the power
equipment side using an infrared command decoder (DC IRC), powered from the main
battery through a step-down DC/DC converter. After decoding, the commands act on the
GEPP power equipment through executive units (EUs).

Let us consider the behavior of the proposed system in various situations. At a normal
voltage of each battery, switch S3 of the main battery charging circuit is closed, and the
standard Load1 is connected to the output of the GEPP inverter at the right time. If there is a
dangerous excess voltage of at least one battery, two options for automatic system response
are possible. In the most straightforward version, the system’s reaction could be to issue
the command Cmd3 to turn off the main battery charging circuit with switch S3. However,
this solution is not the most optimal, as it leads to the underutilization of natural energy.
The best option in this case is to issue commands to switch the additional AC Load #2 from
utility power to GEPP power. A load of this nature (or even several of them) can always be
found and connected to low-power GEPPs, located, as a rule, close to inhabited buildings.
This could be, for example, ventilation and lighting installations, advertising structures, etc.
An increase in the GEPP load current will cause a decrease in the voltage of each battery,
but due to the presence of hysteresis in the subroutine for responding to voltage changes,
issuing commands to turn off the loads will not occur until the voltage of at least one of the
power batteries PA1. . .PA4 reaches the lower permissible threshold. Therefore, all “extra”
natural energy will be effectively used. To prevent flicker operation of switches S1 and S2,
the DAS controller must be set to the correct lower and upper thresholds for issuing and
removing commands Cmd1–Cmd3 and the corresponding time delays.

If there is a dangerous drop in voltage of at least one battery, the DAS controller
switches the loads to power from the utility network with a time delay, preventing battery
failure. The ability to transmit a large number of feedback commands provides great
opportunities not only to prevent the failure of GEPP equipment, but also to implement
various promising options for optimizing the process of converting natural energy into
electrical energy.

The proprietary software for the sensors and DAS controller developed by the authors
made it possible to ensure that there are no disruptions to the monitoring process of the
remaining sensors when any sensors are turned off during operation, as well as “hot”
automatic activation of the sensors registered in the system. The number of sensors in the
system is limited almost only by the maximum permissible increase in the sensor polling
cycle time. For example, with an interval between polling pulses of 0.5 s and a number of
sensors of 32, the cycle time will be 16 s. The minimum interval limitation of 0.5 s is due
to the finite amount of time it takes for the wireless sensor components to wake up from
sleep mode.

Unlike most DAS construction concepts analyzed in Section 1, the proposed concept
allows one to connect a large number of sensors to the system and place them in any
convenient GEPP locations without increasing the number and length of connecting wires,
that is, to implement a truly wireless DAS.

The proposed system also implements the function of online remote diagnostics of
sensor status, which is not available in analogues, without connecting additional wires
using requests submitted from a hand-held IR remote control in pauses between polling
pulses, as shown in Figure 2. Diagnostic requests are received by the infrared receivers
(IRRs) included in each smart sensor. The diagnostic process is described in detail in
Appendix B and, in part, in Section 2.3.

The team of authors designed, manufactured, and tested a full-scale model of the
proposed DAS, containing part of its components, the minimum required to begin the
practical use of DAS. The results of testing the model at the SWPP of Toraighyrov University
in the city of Pavlodar confirmed the correctness of the ideas embedded in the proposed
concept and proved the performance of the technical solutions and software used for its
implementation.
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Details of the implementation of the proposed concept and the results of full-scale
tests of the DAS prototype are described in the following sections.

2.3. Obtaining Initial Information about Current and Voltage

To ensure the functionality of the monitoring system, at a minimum, information about
the current and voltage in the power circuits is required [7,36]. Currently, there is no doubt
that measurements and data transfer must be carried out in digital form. A typical way to
measure and digitize constant voltage today is to use analog-to-digital converters (ADCs)
with the averages of multiple samples to reduce amplitude jitter. For this purpose, as a rule,
ADCs that are part of modern microcontrollers (MCUs) are most often used. However, the
reference voltage in such ADCs usually does not exceed 5 V, and to bring higher voltage
levels in the power circuits of the SWPP to the input voltage range of the built-in ADC, it is
necessary to use resistive voltage dividers, as shown in Figure 1. When measuring current
to measure small voltages on shunts or Hall sensors, it is impossible to do so without
additional direct current amplifiers, which are subject to zero drift at their outputs and
require a bipolar power supply [37]. Along with a decrease in resolution and accuracy,
all this complicates the sensor design and forces the use of more expensive MCUs with
12-bit ADCs. The approach to the selection of equipment for measuring direct current and
voltage is radically changed by the appearance on the general market [38] of inexpensive
digital sensors in an integrated design, which make it possible to comprehensively solve all
of the above problems.

To obtain primary information about current and voltage directly in digital form, the
most suitable sensors in our case were the INA219 sensors, allowing for the simultaneous
measurement of not only voltage, but also the strength and power of the direct current. A
block diagram of the INA219 current and voltage sensors is shown in Figure 3. These sen-
sors already contain inside the crystal [39] a measurement mode switch (current–voltage),
a pre-amplifier, and a built-in 12-bit ADC, which provides much higher metrological and
speed parameters than the 10-bit ADC of most widely used microcontrollers. In addition,
they are very compact and economical, consuming no more than 1 mW in the power supply
circuit. Using one such sensor, you can simultaneously measure voltage up to 26 V, current
up to 3.2 A, and power up to 83 W with high accuracy. To expand the current and power
measurement limits, an external shunt is used.
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Figure 3. Block diagram of INA219 current and voltage sensors.

Current measurement is carried out using a 0.1 Ohm resistor (shunt) with an accuracy
of 1% (inputs Vin+ and Vin−). The microcircuit, by averaging a given number of ADC
samples, measures the voltage at the terminals connecting the voltage and the voltage
drop across the shunt, and then, according to the laws of electrical engineering, calculates
the current and power and enters them into its internal registers. The contents of the
registers can be read from the microcircuit via the I2C interface in a time of about 1 ms.
Calculation of the contents of the INA219 registers for sensors intended for installation on
the batteries of the SWPP of Toraighyrov University (ToU) was carried out in the BasCom-
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AVR environment using a program compiled on the basis of the methodology from the
datasheet of the INA219 module. A fragment of the program is shown in Figure 4. A more
detailed description of the calculation algorithm included in the program is provided in
Appendix C.
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As a result of the calculation, for sensors measuring current with a shunt of 15 A,
75 mV, the values of the register Config = 2EEF (Hex) were obtained (averaging from
32 + 32 ADC samples for 34 ms), and for the register, Calibr = 8664. For voltage-only
sensors, Config = 2EEE (average of 32 ADC samples in 17 ms; ADC does not waste time
measuring current) and Calibr = 0000. The selected sensor settings provide a maximum
displayed current of 32,8 A without register overflow and no jitter between repeated
measurements. In order to avoid damage to the contents of the registers at the moment the
power is turned on, the obtained calculated values are entered by the microcontroller into
the sensor registers each time the control program is started.

2.4. Selecting Components for a Smart Wireless Sensor

The ability to configure the number of averaged ADC samples in the INA219 in
combination with the output of the result in digital form allows you, in order to control
the measurement process, to use an inexpensive MCU without an ADC with a program
memory of 2 kB, for example, Attiny2313A from company Atmel (San Jose, CA, USA). The
Attiny2313A MCU, for which a block diagram of the Attiny2313A microcontroller is shown
in Figure 5, was chosen by the authors because of its ability to operate when the supply
voltage drops down to 1.8 V and because of its low current consumption. Even at a clock
frequency of 4 MHz, its current consumption at a supply voltage of 3.3 V does not exceed
2 mA [40].

For similar reasons, to build a wireless sensor, the authors used an infrared receiver
TSOP31236 from Vishay (Dallas, TX, USA), capable of accurately receiving IR code messages
at a distance of up to 24 m even when the supply voltage is reduced to 2.5 V [41]. A block
diagram of the TSOP31236 infrared receiver is shown Figure 6.

To transmit measured current and voltage values via radio, the authors used the
JDY-40 radio module, shown in Figure 7.
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This radio module was chosen because of its ability to provide a transmission range
in line-of-sight conditions of up to 120 m at low supply voltages from 2.2 to 3.6 V, its low
current consumption in sleep mode—no more than 5 µA [42], and also the convenience of
connecting it to a microcontroller via the UART interface.

To power the sensors, the authors, in accordance with the concept formulated in
Section 1, decided to use autonomous galvanic power supplies. The use of autonomous
power supplies significantly expands the freedom of choice of installation locations for
sensors in the power circuits of the SWPP, which are at different potentials in relation to the
common wire, which is especially important for the series-connected batteries of the SWPP.

The choice of nickel–zinc batteries PKCELL [43] is due to their increased nominal
voltage of 1.6 to 1.7 V and the absence of pulsed DC-DC converters in their composition.
Such batteries are not sources of additional electromagnetic interference for the infrared
radiation receiver included in the developed sensor, as well as for other control and
measurement circuits of the SWPP. The nominal voltage of a battery of two such elements
is ≈ 3,3 V and is ideal for powering all components of the sensor. Since most of the
time, the most energy-intensive sensor module—the JDY-40 transceiver—is in sleep mode,
the average current consumed by the wireless sensor does not exceed 2.4 mA, and the
continuous operation time from one set of batteries is at least 1 month. When the power
supply is discharged to a voltage below 3.05 V (that is, approximately two days before the
failure of the most power-critical node), the sensor automatically includes the “Supply is
low” signal as part of the information byte with the sensor number. This fact is continuously
displayed and logged at the receiving end of the radio link along with measurement data
and time stamps. Replacing the power source during a pause between transmissions of
information packets takes 1 to 2 s and does not disrupt the monitoring process.
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2.5. Description of the Developed Smart Wireless Sensor

The block diagram of a current and voltage sensor developed in accordance with the
concept formulated in Section 2.2 is shown in Figure 8. The designations in this figure are
as follows: IRR—infrared receiver, VCS—primary voltage and current sensor, ZQ1—quartz
resonator, MCU—microcontroller, INT1—MCU interrupt line, PO.1–PO.3—MCU output
port lines, LED—indicator LED, TX—radio transmitter, and RR—reed relay. A voltage
divider made up of resistors R1 and R2, the output of which is connected to the AIN1
input of the analog comparator of the MCU, and an internal reference voltage source
connected inside the MCU to the second input AIN0 of the analog comparator form a unit
for monitoring the supply voltage of the MCU. The response threshold of the control unit
is set using a precision construction resistor R2. The components located on the sensor
board are highlighted in black, those connected externally are highlighted in blue, and
those contained inside the chips are in red.
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The sensor can operate in main and diagnostic modes. In main mode, the sensor
operates as follows. The TX (radio transmitter) is put into sleep mode most of the time
and the RR relay contact is open. Thanks to this, the average power consumption of the
sensor along the power circuit is significantly reduced, and the voltage measuring circuit
practically does not consume current from the power battery. The MCU, through port
INT1, cyclically polls the infrared receiver, sending reset pulses to the watchdog timer
(WDT) built into the MCU at the end of the cycle. Therefore, in normal mode, the WDT
does not interfere with the operation of the sensor. If the MCU freezes, for example due
to strong electromagnetic interference, the WDT restarts the MCU after a set time (in our
case, 512 ms), and its work according to the program automatically resumes. When a
request is received from an IR request pulse generator (IR-RPG) or from an IR remote
control, the microcontrollers of all sensors decipher it, but only one MCU responds to
the request, having accepted the code stored in its memory. This MCU uses the RR relay
contacts to connect “its” VCS to the battery for a time of about 15 to 50 ms. After the
measurement process is completed, the MCU reads the current and voltage from the VCS
registers. Then, the MCU of the requested sensor generates a response message containing
a byte of the sensor number, two bytes of voltage, two bytes of current, and a checksum
byte of the package. After which, several times in a row, it transmits a packet of several such
parcels onto the airwaves at a speed of 9600 baud. During the process of measuring and
transmitting the packet, the LED lights up, visualizing the sensor’s response. To transmit



Appl. Sci. 2024, 14, 5553 12 of 26

a packet, the transmitter (TX) is brought out of the sleep state for 200 to 300 ms. Other
wireless network sensors ignore the request that was not intended for them. Repeated
transmission of information parcels and their checksum makes it possible to organize on
the receiving side software detuning from reception errors in the presence of interference in
the radio channel. In practice, it has been established that when using JDY-40 transceivers,
to organize an uninterrupted data collection process in the SWPP ToU hardware room,
it is enough to have 3–4 parcels in a package. The organization of a noise-resistant radio
channel is described in more detail by the authors in [44].

If the supply voltage of the sensor drops below the set threshold, the signal at the
output of the supply voltage monitoring unit changes, and the transmitter MCU adds
the number 100 to the sensor number. The signal generated in this way in relation to the
decrease in supply voltage is easily allocated by the MCU on the receiving side of the
radio channel.

If a code is received that corresponds to a request for the sensor to enter into diagnostic
mode, the MCU initiates the transmission of diagnostic data via radio. The diagnostic
mode is described in more detail in Appendix B.

In the laboratory of applied electronics of Toraighyrov University (ToU), a working
sample of the above-described sensor was designed and manufactured. The appearance of
the sensor removed from the housing is shown in Figure 9.
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Figure 9. Appearance of wireless current and voltage sensor: connector for programmer (1), At-
tiny2313A microcontroller (2), LED (3), precision tuning resistor for setting power supply response
threshold (4), upper arm of voltage divider that controls supply voltage (5), power supply connector
(6), resistor (7), capacitor (8), throttle (9), resistor (10), INA219 current and voltage sensor (11), reed
relay (12), overvoltage limiter interrupting current through relay (13), TSOP31236 infrared receiver
(14), negative terminal for connecting measured voltage (15), JDY-40 radio module (16), jumper pins
(17), capacitors (18), links (19), quartz resonator (20), and capacitor (21).

Tests of the above-described sensor in real conditions of the Green Energy hardware
of the SWPP of ToU proved its ability to ensure error-free data transmission even through
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walls over distances 4 times greater than the minimum required transmission range; so,
3 more copies of such a sensor were manufactured. Test details are given in Appendix D
and Video S1: “Distance Test”.

2.6. Description of the Receiving Part of the Data Acquisition System

To organize the collection of data from several sensors in accordance with the concept
formulated in Section 2.2, a full-function single-board receiver with a built-in IR request
pulse generator, a real-time clock, and an informative 4-line liquid crystal display (LCD)
of 20 characters was developed and manufactured in line. The block diagram of the DAS
receiver is shown in Figure 10 in black.
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Figure 10. DAS receiver block diagram and equipment connection diagram on receiving side.

Blue shows the connection of external equipment for recording received data, while
red shows the hardware resources included in the MCU platform and personal computer.
The green color shows the connection of the programmer, which is necessary only during
program debugging. The designations in Figure 10 are as follows: RRX—data receiver
radio module, RTC—real-time clock, GB—backup battery of RTC, CDU—control and
display unit, Arduino nano—microcontroller platform based on the Atmega328P MCU,
Soft.RX.pin—MCU pin, on which an additional UART data input is organized in the
software, INT1—MCU-level interrupt input, configured to trigger on the falling edge of
the Int signal with the RTC, CA—current amplifier, FPSU—IR flash power setting unit,
IR-LED—infrared LED, PC—personal computer, and USB.1 and USB.2—USB ports of a PC
with virtual Com ports organized on them.

A simplified algorithm of the program that controls the operation of the DAS receiver
is shown in Figure 11.

In Figure 11, in order to increase the readability of the block diagram of the algorithm,
auxiliary functions and actions in interrupts are not shown. For the same purpose, the exit
and entry points of the lines indicating connections between blocks are marked as “A” and
“B”. The use of marks allows one to reduce the number of lines in the drawing and avoid
their intersection.

The appearance of the finished DAS receiver, designed and programmed by the
authors, is shown in Figure 12.

In addition to the LCD 20 × 4, the control and indication unit contains two more
buttons and two LEDs. The button on the board is designed to turn on/off the mode of
generating IR pulses for polling sensors, and the button on the Arduino is used to restart
the MCU. The red LED indicates single data reception errors, if any, and the blue is used to
turn on/off the mode of generating IR pulses for polling sensors. On the LCD indicator, the
symbols “!” and “ˆ” are displayed before the abbreviated designations of the sensors (D1,
D2, D3, D4), and “Lo” after them. The symbol “!” before the sensor number means that
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the voltage measured by it is less than the minimum permissible by the manufacturer for
this battery; the symbol “ˆ” means that the measured voltage is greater than the maximum
permissible for this battery. The abbreviation “Lo” after the sensor number means that the
sensor supply voltage is low (Low), less than 3.05 V. If there are no deviations in battery
voltages and sensor power supply from the norm, only sensor numbers (D1, D2, D3, D4)
are displayed in the top line.
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The operation of the DAS receiver is explained by a simplified algorithm of the
program that controls the operation of the DAS receiver, as shown in Figure 11. After
starting the program and configuring the ports, interrupts, RTC, and I2C interface, the
software UART is open for receiving radio module signals. The hardware UART-USB
available on board the Arduino platform is used for two-way communication with a
personal computer. In this case, its input line is used to set the current RTC date and time,
and its output line is used to log the operation of the DAS on the computer. After this,
the receiver goes into sleep mode. When an interrupt signal is received, generated every
second by the RTC chip, the receiver MCU generates an IR code to request a response from
the sensor, after which the receiver switches from sleep mode to the mode of detecting the
header of the data block sent by the sensor. After receiving the header, the MCU receives
data from the sensor, decrypts them, adds time and date stamps to them, displays them on
the LCD indicator, and sends them to the PC for display on the monitor and recording on
the hard drive. The process is then repeated cyclically for the remaining sensors.



Appl. Sci. 2024, 14, 5553 15 of 26

Appl. Sci. 2024, 14, x FOR PEER REVIEW 16 of 28 
 

 
Figure 12. Appearance of DAS receiver removed from case: LCD (1), buzzer (2), USB cable (3), re-
sistor (4), backup battery for powering RTC (5), LED (6), diode (7), oxide semiconductor capacitor 
(8), RTC chip (9), quartz resonator RTC (10), tuning capacitor (11), button to turn on/off mode of 
generating IR pulses for polling sensors (12), receiver radio module (13), and microcontroller plat-
form Arduino nano (14). 

In addition to the LCD 20 × 4, the control and indication unit contains two more but-
tons and two LEDs. The button on the board is designed to turn on/off the mode of gen-
erating IR pulses for polling sensors, and the button on the Arduino is used to restart the 
MCU. The red LED indicates single data reception errors, if any, and the blue is used to 
turn on/off the mode of generating IR pulses for polling sensors. On the LCD indicator, 
the symbols “!” and “^” are displayed before the abbreviated designations of the sensors 
(D1, D2, D3, D4), and “Lo” after them. The symbol “!” before the sensor number means 
that the voltage measured by it is less than the minimum permissible by the manufacturer 
for this battery; the symbol “^” means that the measured voltage is greater than the max-
imum permissible for this battery. The abbreviation “Lo” after the sensor number means 
that the sensor supply voltage is low (Low), less than 3.05 V. If there are no deviations in 
battery voltages and sensor power supply from the norm, only sensor numbers (D1, D2, 
D3, D4) are displayed in the top line. 

The operation of the DAS receiver is explained by a simplified algorithm of the pro-
gram that controls the operation of the DAS receiver, as shown in Figure 11. After starting 
the program and configuring the ports, interrupts, RTC, and I2C interface, the software 
UART is open for receiving radio module signals. The hardware UART-USB available on 
board the Arduino platform is used for two-way communication with a personal com-
puter. In this case, its input line is used to set the current RTC date and time, and its output 
line is used to log the operation of the DAS on the computer. After this, the receiver goes 
into sleep mode. When an interrupt signal is received, generated every second by the RTC 

Figure 12. Appearance of DAS receiver removed from case: LCD (1), buzzer (2), USB cable (3), resistor
(4), backup battery for powering RTC (5), LED (6), diode (7), oxide semiconductor capacitor (8), RTC
chip (9), quartz resonator RTC (10), tuning capacitor (11), button to turn on/off mode of generating
IR pulses for polling sensors (12), receiver radio module (13), and microcontroller platform Arduino
nano (14).

If an overcharge or overdischarge of at least one of the SWPP batteries is detected,
the receiver MCU generates and sends IR codes to the DC of the IRC command decoder,
as shown in Figure 2. Commands from the decoder are sent to the corresponding EU of
backup protection located on the side where the batteries are located, thus preventing
failure or a reduction in battery life. A time delay in cases where it is necessary before
executing a particular command is set in the EU. The mentioned DC and EU perform based
on the known principles of IR remote control and are therefore not described in this article.

The control program allows you to poll several dozen sensors with an interval of 1 s,
which is enough to organize full monitoring of the operation of the SWPP of ToU. At the
same time, the absence of a response from any number of sensors does not lead to failures
in receiving data from other sensors. The return of sensors to the system is detected and
displayed automatically. If necessary, the polling frequency can be increased to 2 times per
second by simply reconfiguring the interrupt period from the RTC.

3. Results and Discussion

Figures 13 and 14 show screenshots of the process of monitoring the voltage and cur-
rent of four series-connected SWPP batteries. When recording them, the voltage deviation
of individual batteries was simulated by temporarily replacing the corresponding battery
with a regulated laboratory power source.
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Figure 14. A screenshot of the process of monitoring the voltage and current of SWPP batteries with
a recorded case of overcharging battery No. 2.

Figure 13a shows the nature of the recorded information at permissible voltages
(12–14 V) of the power batteries. Backup protection is not required in this case. Figure 13b,c
show the system’s reaction to overdischarge of the first and third batteries below the
permissible limit (<12 V). In both of these cases, to prevent battery failure, backup protection
issued a command via an infrared channel to turn off the load (or switch it to power from
the city network). It should be emphasized that backup protection is triggered only in cases
where the standard controllers of solar panels and wind generators for some reason cannot
ensure normal operation of the batteries.

If the battery was overcharged above the permissible limit (>14 V), the system issued
an IR command to turn off the charging circuit of the entire section of series-connected
power batteries, as shown in Figure 14. If it is necessary to organize backup protection and
against short circuits, faster equipment should be used.

As a result of the research, the authors formulated the principles of constructing a
wireless DAS for low-power GEPPs free from some of the disadvantages of analogues,
and developed and implemented “in hardware” a wireless intelligent current and voltage
sensor and equipment for indicating and recording data received from several such sensors.
Successful tests of the DAS organized in this way in the hardware room of the “Green
Energy” power plant of ToU confirmed the correctness of the design principles, circuit
solutions, and program algorithms embedded in the developed system. The distance from
the installation sites of the sensors to the installation site of the receiving equipment in
the equipment room does not exceed 4.5 m; so, the result of the range tests should be
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interpreted as the possibility of error-free data reception using the described equipment
with a four-fold margin in range. Appendix D and Video S1: “Distance Test” illustrates the
range of the sensor.

In addition to solving the main problem of organizing wireless data collection, the
authors managed to provide many additional useful functions that were not available in
known analogues:

• The use of an infrared communication channel in the described DAS in addition to
the radio channel makes it possible not only to organize a feedback channel with
SWPP equipment protected from outside interference, but also to implement on this
basis backup protection of SWPP equipment from damage and abnormal operating
conditions (PDAOCs). In the future, this will make it possible to transform the data
collection system into a full-fledged automatic control system (ACS) for the operation
of the SWPP with relay protection functions for all of the main elements of the SWPP.

• The construction of sensors and other equipment based on mass-produced, widely
available electronic components and modules facilitates the organization of their
mass production.

• Powering the sensors from autonomous sources that are not galvanically connected
to power circuits, as well as the wireless method of transmitting information, makes
it possible to avoid a “web” of wires near the power circuits of the SWPP and thus
minimizes their influence on the measuring circuits and recording equipment.

• The use of autonomous power supplies for sensors significantly expands the freedom
of choice of their installation locations in the power circuits of the SWPP, which are at
different potentials in relation to the common wire, which is especially important, for
example, for series-connected SWPP batteries.

• Connecting the voltage measuring circuits of the sensors to the batteries only for the
duration of the measurement automatically eliminates the problem of preventing
damage to the SWPP batteries due to their deep discharge during a long-term shortage
of solar and wind energy or during temporary conservation of the SWPP. This is
particularly relevant for GEPPs with low-capacity batteries. The resource of reed
relays allows us in our case to carry out such switching for several decades [45].

• The hardware anti-freeze protection built into the sensors and the DAS receiver pre-
vents disruptions to the monitoring processes and operation of the ACS and PDAOC
due to interference that occurs during switching in the power circuits of the SWPP or
in the supply network.

• The developed sensors contain tools for rapid diagnoses of their serviceability and
control of the main parameters of their settings. The diagnostic process can be initiated
at almost any time using the hand-held IR remote control. This does not require
disconnecting the sensors from the SWPP circuits and connecting additional wires
to them.

An analysis of the current level of technology developed for remote intervention in
the operation of control systems led the authors to the conclusion that reliable protection
against harmful influences should be ensured by developing equipment whose operation is
hardware-independent of the Internet. In the system proposed by the authors, the process
of remote data collection is protected from outside interference not only in software, but
also in hardware due to the refusal to exchange critical information, from the point of view
of hacking, over radio channels. The transmission of requests to sensors and control actions
on the power equipment is carried out exclusively via the IR channel. With this approach,
even deliberately clogging the radio channel with powerful interference will only pause the
monitoring process, but will not lead to the issuance of false control actions on the power
equipment of the GEPP.

For clarity, the significant differences of the proposed system are summarized in
Table 1.
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Table 1. Comparison of some features of existing and proposed data acquisition systems.
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Monitoring of GEPP using GSM − − +/− − − −
Monitoring of GEPP based on Zigbee + − +/− − − +

Monitoring of GEPP based on Internet
of Things +/− − − − − −

Monitoring of GEPP using Bluetooth − − + − − −
Monitoring of GEPP using Wi-Fi − − − − − −
Monitoring of GEPP using radio and
IR channels + + + + + +

4. Conclusions

In this article, the authors propose the concept of building a wireless DAS, free from
some of the disadvantages of analogues and which has additional useful functions in
comparison with them. The structure of the main DAS module, the design of intelli-
gent wireless sensors, and a method for connecting them to the main module have been
developed, significantly reducing the number and length of connecting wires.

The use of an infrared communication channel in the described DAS in addition
to the radio channel made it possible to organize a feedback channel protected from
outside interference with the sensors and power equipment of the SWPP. On this basis, the
following was achieved:

(1) Implement backup protection of SWPP batteries from overcharge and overdischarge;
(2) Introduce into the system elements to increase the efficiency of natural energy use by

automatically switching part of the SWPP loads from power from the public power
grid to power from natural energy when there is an excess of it and vice versa when
there is a lack of it;

(3) Organize prompt remote diagnostics of the status of sensors without connecting
additional wires.

In the future, this will make it possible to transform the data collection system into
a full-fledged automatic control system for the operation of the SWPP with the functions
of backup protection of the main elements of the SWPP against damage and abnormal
operating conditions, adapted for effective collaboration with existing utility power sup-
ply networks.

Successful full-scale tests of the developed system in the “Green Energy” hardware
room of the Toraighyrov University SWPP proved its full functionality and the correctness
of the design principles and technical solutions underlying it. The concept of construct-
ing the DAS proposed in this article is suitable for constructing systems for the remote
measurement and logging of almost any physical quantity and makes it possible to easily
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increase the number of interrogated sensors to several dozen; so, the scope of application
of the described DAS can be significantly expanded.

Supplementary Materials: The following supporting information can be downloaded at: https:
//www.mdpi.com/article/10.3390/app14135553/s1, Video S1: Distance Test.
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Appendix B

The diagnostic mode is intended for online remote diagnosis of the health of sensors
and for the monitoring of the main parameters of their settings without disconnecting
the sensors from the SWPP circuits and without connecting additional wires to them. It
is initiated separately for each sensor using a standard infrared remote control in pauses
between sensor polling pulses from the IR-RPG, or when the latter is temporarily turned
off. Diagnostic results are received remotely using a standard radio module and displayed

https://www.mdpi.com/article/10.3390/app14135553/s1
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on a laptop screen using a standard TTL-USB adapter or on a smartphone screen using a
Bluetooth module. Examples of sensor responses to diagnostic data requests are shown in
Figure A2.
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In the first of the examples given, the supply voltage of sensor No. 2 is less than 3.05 V,
which is reflected in the fifth line of the log file of the message “Low supply voltage!”,
underlined in red. Sensors No. 2 and No. 3 are configured to measure voltage only, and
No. 4 is configured to measure voltage and current up to 15 A with an external shunt.

Appendix C

1. At the beginning of the program, the values of the INA219 sensor configuration
registers are selected for the following reasons:

In the bottom line of Table A1, there are values of the configuration register bits that we
selected (highlighted in red) in accordance with the recommendations from the following
fragments of the INA219 datasheet.

All INA219 16-bit registers are actually two 8-bit bytes via the I2C interface.

Table A1. Configuration register 00h (read/write).

BIT
# D15 D14 D13 D12 D11 D10 D9 D8 D7 D6 D5 D4 D3 D2 D1 D0

BIT
NAME RST — BRNG PG1 PG0 BADC4 BADC3 BADC2 BADC1 SADC4 SADC3 SADC2 SADC1 MODE3 MODE2 MODE1

POR
VALUE 0 0 1 0 1 1 1 0 1 1 1 0 1 1 1 1

Table A2. Bit descriptions.

RST: Reset Bit

Bit 15 Setting this bit to ‘1’ generates a system reset that is the same as power-on
reset. This resets all registers to default values; this bit self-clears.

BRNG: Bus Voltage Range

Bit13 0 = 16 V FSR
1 = 32 V FSR (default value)
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Table A2. Cont.

PG: PGA (Shunt Voltage Only)

Bits 11, 12
This sets PGA gain and range. Note that the PGA defaults to ÷8 (320 mV
range). Table A3 shows the gain and range for the various product
gain settings.

BADC: BADC BusADC Resolution/Averaging

Bits 7–10
These bits adjust the Bus ADC resolution (9-, 10-, 11-, or 12-bit) or set the
number of samples used when averaging the results for the Bus Voltage
Register (02h).

SADC: SADC Shunt ADC Resolution/Averaging

Bits 3–6

These bits adjust the shunt ADC resolution (9-, 10-, 11-, or 12-bit) or set
the number of samples used when averaging the results for the Shunt
Volage Register (01h).
BADC (Bus)and SADC (Shunt) ADC resolution/averaging and
conversion time settings are shown in Table A4.

MODE: Operating Mode

Bits 0–2
This selects continuous, triggered, or power-down mode of operation.
These bits default to continuous shunt and bus measurement mode. The
mode settings are shown in Table A5.

Table A3. PG Bit Settings (1).

PG1 PG0 GAIN RANGE

0 0 1 ±40 MV

0 1 +2 ±80 MV

1 0 +4 ±160 MV
1 1 +8 ±320 MV

(1) Shaded values are default.

Table A4. ADC settings (1).

ADC4 ADC3 ADC2 ADC1 Mode/Samples Conversion Time

0 X (2) 0 0 9-bit 84 µs

0 X (2) 0 1 10-bit 148 µs

0 X (2) 1 0 11-bit 276 µs
0 X (2) 1 1 12-bit 532 µs
1 0 0 0 12-bit 532 µs

1 0 0 1 2 1.06 ms

1 0 1 0 4 2.13 ms

1 0 1 1 8 4.26 ms

1 1 0 0 16 8.51 ms

1 1 0 1 32 17.02 ms

1 1 1 0 64 34.05 ms

1 1 1 1 128 68.10 ms
(1) Shaded values are default. (2) X = Do not care.
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Table A5. Mode settings (1).

Mode 3 Mode 2 Mode 1 Mode

0 0 0 Power-Down

0 0 1 Shunt Voltage, Triggered

0 1 0 Bus Voltage, Triggered

0 1 1 Shunt and Bus, Triggered

1 0 0 ADC Off (disabled)

1 0 1 Shunt Voltage, Continuous

1 1 0 Bus Voltage, Continuous
1 1 1 Hunt and Bus, Continuous

(1) Shaded values are default.

Bits 15 and 14 are left at their default values of 0.
Bit 13 for the 32 V bus = 1.
Bits 12 and 11 are used for the voltage drop across 80 MV shunt = 01.
Bits 10 to 7 and 6 to 3 according to Table A4 for 32 samples with a 12-bit resolution are

chosen equal to 1101.
For sensors that measure the current as well as the voltage, according to Table A5,

for operating mode = shunt and bus and continuous bits 2 to 0, select conditions 111. The
result of selecting the bits of the configuration register will be entered in the bottom row of
Table A1.

Contents of the Config register = 0010.1110.1110.1111 = 2EEF (Hex).
For sensors that measure only the voltage, according to Table A5, for operating

mode = bus voltage, continuous bits 2 to 0 are selected equal to 110.
Contents of the configuration register for these sensors = 0010.1110.1110.1110 = 2EEE (Hex).
2. To calculate the Calibr INA219 register, the program shown in Figure 4 performs

the following steps:
In the case of using an external shunt, the program calculates the resistance of the

external shunt using the rated current and voltage drop across the shunt using Ohm’s
law, and then calculates the total resistance of the parallel-connected internal and external
shunts using the well-known equation, Formula (A1):

Rshunt =
Rinternal shunt·Rexternal shunt

Rinternal shunt + Rexternal shunt
. (A1)

In our case, it turns out that Rshunt ≈ 4762·10−3 Ohm. The program then calculates
the value of Current_LSB—(least significant bit—the value of the least significant bit of the
register) for the Calibr register using Formula (A2):

ILSB =
Imaximum expected

215 =
15 A
32768

= 0.000458 A. (A2)

We select and enter into the program the nearest round value of ILSB = 1 mA. The
program calculates the maximum displayed current value, which fits into a 16-bit num-
ber, Imax = 32.768 A. To obtain a value of 15 A in the current register at Config = 399F
Hex (320 mV on the shunt), the register value is calculated using the formula from the
datasheet (A3):

Calibr = trunk
(

0.04096
ILSB × RSHUNT

)
= 8601 (A3)

To obtain a value of 15 A in the current register at Config = 2EEF Hex (80 mV on the
shunt), the Cal value is recalculated:

Calibr =
8601·320

80
= 34404 = 8664 Hex (A4)
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After calibrating the current channel using a standard ammeter, the value
31,300 = 7A44 Hex is accepted for firmware in the “Calibr” register.

Appendix D

To test the performance of the above-described sensor and determine its range in real
conditions of the SWPP ToU hardware, a simplified receiver of its signals was designed
and built, not containing a real-time clock (RTC) and IR-RPG. This work was based on
the technical solutions and algorithm formulated in [44]. The appearance of the testing
equipment on the receiving side is shown in Figure A3a. In Figure A3a, number 1 indicates
the sensor signal receiver on the Attiny2313A MCU, number 2 indicates the radio module
of the JDY-40 transceiver, and number 3 indicates the TTL-USB converter connected via
USB-HUB to a personal computer (PC).

To determine the maximum range of data transmission, a program was installed in the
sensor microcontroller that implements the mode of continuous automatic measurement
and the cyclic transmission of measured values to the receiving and recording device. The
sensor with an SWPP battery simulator and an SWPP load simulator in the form of a
miniature incandescent lamp connected to it gradually moved away from the receiving set
of equipment. Using the “Terminal V.9b” program on a PC, time stamps were generated
and the voltage and current of the battery and load simulators received over the radio
channel, measured by the sensor, were generated and recorded in a file. Fragments of
received data recorded as the distance increases are shown in Figure A3b, with the upper
lines corresponding to a sensor distance of 5 m, and the bottom lines representing a distance
of 20 m. The minus sign in front of the current value indicates the battery discharge mode.
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The testing equipment made it possible to record in a log file a protocol for receiving
signals from a wireless sensor as it gradually moved away from the set of receiving
equipment at a distance from 5 to 20 m. The receding rate was kept constant throughout
the experiment, so that given the starting and final distances, the transmission distance
could be determined for any time recorded in the log file. If even one erroneous parcel is
received out of four sent in a row, the receiver software automatically issues a “#” sign to
the terminal. The absence of such a sign in the line means full compliance of the received
data with the transmitted data.

Analysis of the log file shows that single reception errors (automatically marked with
a “#”) began at 13:37:37, when the sensor was moved outside the Green Energy equipment
room to the far end of the corridor, and the signal was transmitted through two internal
reinforced concrete walls.

The distance from the sensor installation sites to the receiving equipment installation
site in the equipment room did not exceed 4.5 m; therefore, the result of the range tests
should be interpreted as the possibility of error-free data reception using the described
equipment with a four-fold range margin.
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