
Citation: Wallis, T.; Dorey, P.

Collaboration Practices for the

Cybersecurity of Supply Chains to

Critical Infrastructure. Appl. Sci. 2024,

14, 5805. https://doi.org/10.3390/

app14135805

Academic Editors: Giorgia Casella,

Mirco Peron, Letizia Tebaldi and

Eleonora Bottani

Received: 29 April 2024

Revised: 23 June 2024

Accepted: 25 June 2024

Published: 3 July 2024

Copyright: © 2024 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

applied  
sciences

Article

Collaboration Practices for the Cybersecurity of Supply Chains
to Critical Infrastructure
Tania Wallis 1,* and Paul Dorey 2

1 School of Computing Science, University of Glasgow, Glasgow G12 8RZ, UK
2 Information Security Group, School of Engineering, Physical & Mathematical Sciences, Royal Holloway,

University of London, Egham TW20 0EX, UK; paul.dorey@rhul.ac.uk
* Correspondence: tania.wallis@glasgow.ac.uk

Abstract: This work describes the collaboration practices of a community of interest in the UK
that brings together cybersecurity professionals with a shared interest in improving supply chain
cybersecurity for Operational Technology (OT) environments. This research emphasizes the need for
collective responsibility between organizations and provides a set of principles for adopting a code of
practice and partnership approach to supply chain cybersecurity. This work has enabled cybersecurity
experience from several critical infrastructure sectors, including energy, rail, aviation, water, health,
and food, to analyze the uptake and practical use of existing supply chain guidance, identifying gaps
and challenges. The community has examined touch points with the supply chain and identified
improvements related to the communication of cybersecurity requirements, technical and commercial
engagement between customers and suppliers, and in the tailoring of implementations towards
operational technology contexts. Communicating the context of securing cyber-physical systems is
an essential perspective for this community. This work exemplifies a partnership framework and is
translating experiences into useful guidance, particularly for OT systems, to improve cybersecurity
levels across multiple contributors to critical infrastructure systems.

Keywords: cybersecurity; resilience; supply chain management; operational technology; cyber-
physical systems; critical infrastructure; information sharing; systems engineering

1. Introduction

In recent years, cybersecurity events impacting Critical National Infrastructure (CNI)
have been increasing in quantity and importance [1–3]. The use of the supply chain as
an attack vector has increased significantly, with incidents having a knock-on effect on
many organizations via their trusted supplier networks. Such events have highlighted the
importance of collaborative approaches and a more coordinated and consistent preparation
and response to cybersecurity. This is a global issue due to dependencies on international
supply chains and similar equipment being used in critical infrastructure in many countries.

Cybersecurity is a shared problem, and it requires shared understanding and partner-
ship to address it. However, policy interventions and resulting regulations can only focus
on the cybersecurity obligations of individual organizations. End-to-end security for the
technical solutions and services that encompass multiple actors requires interorganizational
responses. The effective transfer of risk management responsibilities between organiza-
tions and the dividing up of responsibility and accountability is a challenge because the
risks are shared in a technically interdependent solution operating across organizationally
independent governance structures.

In an attempt to address this, regulations have placed expectations on operators
of CNI to take responsibility for the cybersecurity of their supply chains where there is
potential impact on the essential services that they provide to society. The cybersecurity
assurance of third parties has therefore become more important both during procurement
and throughout the lifecycle of a product or service. Due to the scale of dependency on the
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supply chain, managing these assurance processes as individual organizations involves
significant overhead for both customers and suppliers unless a more consistent and shared
approach can be adopted. Furthermore, a concentration of risk and dependencies in the
supply chain, where there is over-reliance on a few specialized suppliers, is leading to
regulators considering regulations also being placed directly on important entities in the
supply chain [4,5].

The end-to-end oversight of supply chains for critical infrastructure therefore requires
a governance approach where a collective response to cybersecurity can be prepared, up-
lifting security practices where needed most. This work has defined and built a Supply
Chain Expert Group (SCEG) [6], a community of several organizations and individual
experts, which recognizes the need to collectively achieve cybersecurity objectives that
cannot be addressed by a single organization. This community provides an example of
collaborative governance through the willingness of cybersecurity professionals to work
across organizational boundaries to protect critical infrastructures more effectively. Its
work focuses on the CNI sectors using Operational Technology (OT), including energy,
transport, water, health, and food sectors. This enables the pooling of knowledge and
gathering experiences from the group to translate into useable guidance consistent across
supply chains. It also looks at the creation of practical and simplified guidance to assist
companies with fewer resources for cybersecurity. Bringing together cross-sector input to
these issues and cross-pollinating experience from other sectors is also assisting progress by
stimulating new ideas and solutions. This collaboration is providing a bridge between the
UK National Cyber Security Centre (NCSC), private sector companies, and lead Govern-
ment departments to improve cyber resilience and ensure the policy and regulatory stance
is applicable to the technical solutions that form our critical infrastructures. These issues
are globally relevant and are also receiving attention from US Government and European
Commission initiatives.

2. Related Work

This section considers related research from two perspectives: firstly, guidance is
assessed on supply chain cybersecurity coming from governments as well as recommen-
dations and frameworks coming from academic research, including where research is
guiding compliance activities for individual organizations. Secondly, research is reviewed
that points to the collective and interdependent nature of the supply chain cybersecurity
problem and implies the need for partnership approaches to address the interdependencies.

2.1. Guidance on Supply Chain Cybersecurity

The National Institute of Standards and Technology (NIST) provides guidance on
supply chain risk management practices [7] that points to ‘agreement documents’ as a
vehicle for deciding accountability and responsibility between different service providers
and security requirements being detailed in contracts. Working directly with external
providers to identify appropriate mitigations is also suggested as a potentially more cost-
effective approach [7].

Entities regulated under the NIS directive are obliged to take ‘appropriate and propor-
tionate’ measures to manage cybersecurity risks to their operations and service provision
and to prevent or minimize the impact of incidents. This includes addressing risks coming
from the supply chain and an entity’s relationship with its suppliers [4].

The European Agency for Cybersecurity (ENISA) [8] expects organizations to define
rules for their suppliers and requirements for products and services to protect their informa-
tion and assets by managing this through contractual arrangements. ENISA recommends
supplier relationships be managed with defined rules and processes, including rules for
subcontracting to cascade requirements along the supply chain. ENISA also provides
good practices for suppliers, integrators, and service providers that are linked to relevant
standards [8].
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The NCSC has created a set of guiding principles and advises creating a tiered set of
supplier security profiles related to the level of potential impact of a supply chain cyber
incident to the customer’s business and operations. For each security profile, minimum
security requirements should be defined and additional requirements provided for higher
impact profiles [9]. The NCSC also recommends mapping supply chain dependencies
to better understand the cyber maturity of suppliers and focus improvements that are
proportionate to the risk [10].

For the energy sector, Oesterreichs Energie [11] defines security requirements for
technical components and systems for both the procurement and implementation phases
of control systems. It also recommends maintenance processes to be agreed with suppliers
and defined in contracts [11].

Boyes [12] provides a model for cyber-physical systems that augments Parker’s frame-
work for information security [13] with facets of trustworthiness. This model is applied
to the supply chain from three perspectives: continuity of operations, control of access
and system operations, and integrity utility and authenticity of information including the
system’s configuration [12].

Bomhard and Daum [14] review the growing challenges of including cybersecurity
in contracts, recommending customized contract annexes to provide customer specifics
within standard service contracts. The cybersecurity requirements specified in contracts
can become set at the conclusion of the contracting process unless they can encompass
future threats that are constantly changing. It is suggested to ‘dynamically refer’ to the
latest guidance and recommendations that are regularly published and updated [14].

Cinar [15] provides a practical contribution with strategies to help manage risks in
the supply chain including a five-step process for companies to identify, prioritize, and
mitigate supply chain risks [15].

2.2. Partnership in Supply Chain Cybersecurity

Different aspects of collective cybersecurity activity have been described by the litera-
ture as follows.

Parker et al. [16] emphasize the importance of engaging vendors in cybersecurity
considerations throughout, including during design, build, and implementation as well as
in the ongoing evolution of cybersecurity in a changing threat landscape [16].

The ‘extreme interconnectedness’ and ‘urgent problem’ of cybersecurity across supply
chains are introduced by Melnyk [17], who raises the need for combining observations
from different actors and for alignment of supply chain organizations behind a common
objective. Melnyk questions if the focal firm can individually fulfill the role of ‘change agent’
in this space and suggests this might be better achieved by a consortium of companies,
academia, and government [17].

Borchert [18] recommends stakeholders co-produce information together, moving
beyond information sharing between organizations to shared ownership of information.
This would aim to provide actionable information for tackling immediate threats and
improve understanding of the broader context of unfolding developments and future
risks. The need to organize information flows between stakeholders necessitates a process-
based approach, to improve preparations and continuously adapt to a changing security
environment [18].

Shaked et al. [19] emphasize a whole systems approach to guide progress in cybersecu-
rity maturity levels. This work identifies ‘domains of practice’ and ‘dimensions of operation’
as a means to evaluate cyber maturity by highlighting characteristics that contribute to the
emergent properties of the sector, as its constituents interact [19].

Gupta [20] examines the interlacing of physical and virtual supply chains through case
studies in additive manufacturing. Gupta recommends a collaborative approach involving
engineering and design teams with security in developing defense methods [20] due to the
potential for attacks to impact physical equipment within cyber-physical systems.
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A survey of the cybersecurity challenges of the supply chain in a defense and military
context [21] proposes the need for semantic modeling to discover technology intersections
and interdependencies and a synergy of business processes for a ‘mutually beneficial
environment’. Sobb et al. identified that research is needed on ‘what the risks truly are
in an operational context’ and to understand what factors would inform how integrated
technologies ‘affect the cybersecurity of their respective systems’ [21].

Meagher provides a useful worked example to guide compliance activities for an orga-
nization [22]. This work designed a ‘Cyber INTEL’ framework for aligning cyber-resilience
activities with cybersecurity regulations and standards. This framework is applied to a
fictional manufacturing company to demonstrate achieving compliance with relevant cyber
laws, such as NIS2 [4], GDPR [23], and the NIST Cybersecurity Framework [24]. This
worked example briefly mentions third-party responsibilities in relation to a wide area net-
work that links three manufacturing plants and recommends vetting alternative suppliers
of critical materials in business continuity planning. The gaps identified by Meagher’s anal-
ysis include a missing layer of governance for supply chain risks and managing third-party
vendors. This was highlighted as a ‘high-risk impact’ requiring ‘immediate attention’ [22].

2.3. Research Aims and Contribution

The above related works [7,8,11], on the whole, treat products and services as items to
be secured separately from the customer organization and recommend this to be managed
through requirement definitions and contractual arrangements.

The novelty and originality in our work is the focus on assurance of products/services
within the customer environment, where suppliers are contributing to the resilient op-
eration of the purchasing customer. This requires partnership and integrated processes
with suppliers, where responsibilities cannot easily be divided and a collective responsi-
bility emerges. Our work provides a framework for working more directly with external
providers to mitigate risks, as suggested in [7].

When activities are outsourced to suppliers, the overall risk ownership remains with
the purchasing customer, and suppliers are contributing to the operational risk that is
owned by the customer. This calls for effective interworking between customer and
supplier organizations. This research provides a foundation for collaboration practices that
aims to support a more effective contribution from suppliers to the cybersecurity of their
customers’ solutions.

The authors’ previous collaborative work with the UK energy sector [25] has shown
that NCSC principles can be used as the basis for the creation of more specific guidance
to assist energy companies with a common, whole sector approach to supply chain cyber-
security. In that work, risks were related to the product or service being provided, and
security requirements were specified for each type of supplier, such as service operators,
maintainers, manufacturers, and systems integrators. Also, that work introduced supply
chain cybersecurity as a shared problem and proposed a partnership approach with dia-
logue between customers and suppliers, introducing the concept of a code of practice that
is founded in partnership for effective cybersecurity with the supply chain [25].

In Section 2, this paper describes how the SCEG was established. A reference model is
provided in Section 4.1 that has enabled an analysis of interaction points with the supply
chain. Outputs produced during the first year of the SCEG collaboration are outlined in
Section 4.2, Section 4.3, Section 4.4. These outputs emerged from the interests of the group
and from topics that were relevant to their industry roles. These outputs are therefore
limited by the experience and sectors represented in the SCEG. Initial outputs are assisting
companies with standards and assurance. Later outputs navigate towards partnership
thinking, such as preparing and responding to incidents with suppliers involved.

The work also explored perspectives from different CNI sectors on our previously
proposed Code of Practice and Partnership (CoPP) approach [25] and has applied and
further developed these partnership principles by defining partnership practice statements
in Section 4.5. Section 5 discusses the findings, and Section 6 concludes the contribution
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of this research and introduces planned future work. Table 1 shows the structure of
this research.

Table 1. Structure of the research.

Research Design

Objective To propose and exercise a partnership approach to supply chain cybersecurity. Provide a practice
framework as a foundation for collective responsibility between organizations.

Literature Review

A review of the literature that recommends cascading cybersecurity requirements along the
supply chain with contracts and agreements that separate responsibilities. An overview of
research that highlights the lack of governance for supply chain risks and the interdependencies
involved and calls for a consortia of companies, common approaches, and combined observations
to address the problem.

Proposed Approach A code of practice and partnership approach to guiding supplier contributions to the
cybersecurity of CNI.

Case Study The design and build of a supply chain expert group to exercise partnership working.

Recommendations
A supplier engagement reference model to guide interaction points with suppliers and increase
information flow between partners. Practice statements are provided to set a partnership
foundation between interdependent organizations.

Future Work
Research the practice of applying new NCSC supply chain guidance to OT environments to
propose how this can work in practice. Design an illustrative responsibility model with generic
templates to guide the combined responsibilities of customer, suppliers, and regulator.

3. Materials and Methods

This research includes transdisciplinary characteristics [26] by focusing on the real-
world problem of supply chain cybersecurity and involving non-academic participants in
the process. By working with a transformative approach, this research has proactively sup-
ported industry and government actors and by continually reflecting on broader contexts
is providing impact beyond academic outputs. This research has an applied orientation to
contribute towards improving practices and required both academic and non-academic
actors to engage in a process of co-creating new knowledge.

A practice space was created by convening a group of potential collaborators with a
shared interest in supply chain cybersecurity. Initially, a review of the skill sets, knowledge,
and experience of the members built an understanding of the expertise in the group.
Introducing an overview of the problem area set the common ground for the collaboration.
By developing and communicating a shared vision, the group could proceed with an
integrative approach to combine skill sets through a process of sharing and analysis to
form a synthesis of experiences and practices. Where possible, this was then translated
into usable guidance to enable cybersecurity improvements suitable for an OT context.
The essential components to establishing such a collaborative practice space are detailed
in Table 2.

This resulted in an OT cybersecurity Supply Chain Expert Group (SCEG) involving
40 active members across operators, suppliers, consultants, academia, and NCSC to exer-
cise partnership approaches involving several sectors and to define partnership practices.
Attracting Operational Technology (OT) experience to the group was essential to form an
OT context as a backdrop to all the work items, ensuring recommendations were suitably
specific for OT deployments, and to improve understanding of the context of OT among
relevant stakeholders. The support of the NCSC, the respected UK technical authority,
has provided credibility to attract high-caliber participants, but notably the NCSC has
encouraged the group to generate its own thinking and firmly ground the work in the
needs and experiences of the private sector operating CNI.
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Table 2. Components of a collaborative practice space.

Founding a Collaborative Practice Space

Define the reason for the practice space, introducing the challenge and the problem to be addressed.

Convene the group—inviting different perspectives on the issue to enrich the work with multiple perspectives.

Set the common ground for the collaboration—with rules of engagement.

Develop and communicate a shared vision together, defining the context for the practice.

Know the group—meet them where they are—get to know the knowledge, experience, and expertise in the group. To meet them
where they are at and invite contributions, with the goal in mind and the objective communicated.

The synthesis—a process of sharing and analysis to form a synthesis of experiences and practices, broadening perspectives,
addressing gaps, together constructing new knowledge.

Creative effort, co-producing outputs—content provided from different experts is reviewed by all and discussed in meetings to
develop further insights together. Translation of the work into actionable guidance is encouraged to enable cybersecurity

improvements suitable for an OT context to be shared beyond the practice group.

To establish a creative and committed group, members are involved in the direction and ownership of activities to foster motivation
to contribute and address topics that were relevant and useful to members. The group defines their own priorities and outputs, and

the group is facilitated and supported (not ‘managed’ or directed) by the group’s coordinators.

The SCEG placed importance on listening to the perspectives of different participants,
OT and safety, cyber and physical security with the aim to co-produce improved guidance
and best practices. The SCEG enabled a two-way exchange, exploring both sides of the
customer and supplier story. The group has supported the process of customer security
expectations being placed on suppliers and is also balancing this with an emphasis on the
supplier perspective. From the early stages, the group therefore looked from the other
direction, from the supplier toward the customer, to also give a voice to supplier experiences
in the process. Suppliers are often lacking information in terms of what security capability
they need to deliver, including addressing potential gaps in customer capability and how
their component could influence the overall risk picture in a customer’s operation. Content
and discussion were opened up to wider review beyond the group on a regular basis to
improve outcomes and reach of the work.

The group is different to an Information Sharing and Analysis Center (ISAC) that is
typically for a specific sector. Many suppliers provide products and services to several
sectors, so it was appropriate to form a group involving different sectors. An unexpected
benefit was revealed in feedback from the group that they found it very useful to meet
and discuss with other sectors. For example, progress viewed in one sector was inspiring
other sectors to see a path to improvements. ISACs are also almost entirely focused on
operational and tactical information sharing rather than strategic change as required in
examining how organizations will operate together and determine future responsibilities.

The SCEG has used its prior experience to build a group culture to leverage initiatives,
encouraging and energizing contribution to create tangible results, establishing a supportive
environment as a foundation for activities to be performed consistently and effectively.
Rather than leading the SCEG like a project that imposes external targets and deadlines on
members, it was important for the success of this volunteer work group for members to
be included in the direction and ownership of activities to foster motivation to contribute
and address topics that were relevant and useful to members. It took time to set these
foundations and establish a creative and committed group.

After an initial period of building relationships through knowledge sharing, the
structure of the work program was then created. An on-line repository was provided
for sharing and working together. Discussion meetings captured a gap analysis, which
resulted in ten work items for the group to co-produce. A lead member, based on their
own expressions of interest, was identified for each work item, and individual members
agreed to create content for or review each of the topics. Outputs are made specific to
ICS and OT cybersecurity and provide industry-based illustrations of best practice and



Appl. Sci. 2024, 14, 5805 7 of 16

case studies of NCSC principles. The work items aim to be detailed enough to guide the
implementation of OT cybersecurity improvements across CNI supply chains without the
need for a customer or supplier to have dedicated teams of professionals to provide an
interpretation. To provide an overall context for the different parts of guidance, an analysis
of the supplier engagement process was carried out by the group to create a common
reference model. This is being used to bring together the different SCEG outputs into a
process flow. Initial outputs of the group produced during its first year are described in
Section 3.

4. Results

This section describes the reference model that was developed by examining the stages
of interaction with the supply chain during the lifecycle of a product or service. This section
also describes the initial SCEG outputs and provides practice statements to define the
partnership principles.

4.1. Supplier Engagement Model

To enable the interactions between customers and suppliers to be better understood
and analyzed, the collaborative workgroup developed and agreed upon a generic model for
customer/supplier touchpoints in a supply chain. This ran from procurement through the
life of a product or service and even considered close-out. This was used to identify where
there was effective transfer of risk management responsibilities or knowledge relating to
cybersecurity. It also identified examples where there have been benefits from a mutual
commitment to cybersecurity with proactive and useful information flows between partners.
The model was also used to highlight gaps and challenges in common practices, which are
described later in this paper.

Figure 1 shows the generic supplier engagement process flow and the touchpoints
with the supply chain. The most common artifacts or techniques used at particular stages
(e.g., a Request For Information questionnaire—RFI) were also identified for each stage.
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The SCEG defined the different stages in the process, identified the key tools and
sub-processes, and then shared their experience on how well these worked in practice,
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particularly highlighting any gaps. Table 3 highlights the key findings from examining this
supplier engagement reference model and the following sub-sections present each stage
with the views of the experts.

Table 3. Key findings from supplier engagement reference model.

Selection Contract Discovery Through Life Closeout

Provide motivation to
propose secure

solutions within
tendering rules.

Assist synergy between
commercial and

technical requirements.

Communicate
operational risks to

help vendors propose
secure solutions.

Integration of security
processes in the

customer environment.

Exit plan agreed
upfront, regain control
of assets, close access to
info and systems, how
data will be deleted.

Communicate security
status of current

systems and target
security objectives.

Create specific contract
wordings for OT

network infrastructure
and OT InfoSec policy.

Clear definition of
cybersecurity

requirements for
delivery.

Address changes in
threat, risk, regulations.

Manage knowledge
transfer.

Define roles and
responsibilities.

Exercises to test how
you work together to

manage incidents.

Retain contacts for
future incidents.

4.1.1. Selection

Selection generally follows a process where the supplier organization is shortlisted via
a Request for Information (RFI) and then their product or service is matched to the more
detailed requirements of the customer—often through a request for proposal (RFP) to help
decide to procure or reject a particular proposal.

In the opinion of the experts in the workgroup with experience in multiple sectors, it
was much more common for organizations to just issue an RFI in the context of cybersecurity
and thus select that capability at a supplier corporate level. Going on to focus cybersecurity
assessment in the detail of an RFP with specific risks in mind is therefore seen as a sign of
greater maturity in a customer’s third-party risk management processes.

The experts also stated that they saw that the lack of specific detail in defining cyberse-
curity requirements even occurred within RFP processes, where it was rare in the tendering
process that the customer would provide a detailed security status of current systems and
their target security objectives. Several experts went on to provide illustrations where
procurement processes without well-defined cybersecurity may run afoul of procurement
rules where a supplier is not permitted to raise matters considered to be out of scope.
This can prevent suppliers from proposing secure solutions or flagging identified security
concerns and can therefore prevent relevant and appropriate security from being included
in product and service offerings.

The experts noted that going into more detail on security requirements does run
the risk of increasing complexity and workload for both customers and suppliers due to
having to create and respond to bespoke security control frameworks and checklists. It
was therefore seen to be important to reference common standards. Representatives from
suppliers in particular stressed the importance of using international standards to reduce
unnecessary regional customization.

The unwelcome overhead of having multiple RFI questionnaires/processes and di-
verse RFP topics [12] along with the energy sector solutions of creating a standardized RFI
and common RFP guidance are described in [25]. The cross-sector expert group gave this
further consideration and identified the challenge of declaring a common standard set that
could work across multiple sectors—particularly important for suppliers serving several
sectors with common products and services. The group therefore set itself the task of seeing
if a workable standards set could be declared for OT systems (considered more diverse
than office IT systems) across multiple CNI sectors.

The expert group also identified the value of using pre-existing company certifications,
such as ISO 27001 [27] and the UK Cyber Essentials [28], the advantage here being re-
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useability with customers and suppliers not having to re-perform work for each new
engagement. However, it was noted that lack of understanding of the scope of a certification
could be misleading and could result in a certificate that does not cover the actual product or
service being procured. An illustration of this is that the common examples of certifications
currently used in procurement cover IT and not OT environments. The group therefore
set itself the task of choosing a well-established attestation process and seeing if it could
be easily adjusted and applied to the scope and context of OT systems, as described in
Section 4.3.

The results of the analysis of the selection phase and the resulting actions relevant to
OT and the expert group are summarized in Table 4.

Table 4. OT actions arising in selection phase.

Activity/
Tool Purpose Issue Identified Results and Actions

RFI
Selection of a supplier

with good cybersecurity
practices.

Multiple questionnaires
and duplicated

processes.

UK Energy sector has produced a common RFI.
More work is needed on how to promote adoption.

RFP
To define cybersecurity

requirements for the
specific product or service.

Diverse number of
requirements,

insufficient detail.

UK Energy Sector has produced guidance on RFP
key topics.

More guidance is needed on how to define current
and target state.

Standards
Referenced

To simplify defining
security requirements and

solutions.

Unclear which standards
to choose from a very

long list.

Simplified guidance (in Section 4.2) has been
produced to declare key standards, particularly

cross-sector and internationally accepted.
More detailed guidance for individual sectors will

be provided in future work.

Certification
To provide pre-worked

assurance of cybersecurity
status.

Lack of cybersecurity
service certification for

OT systems.

Currently testing to see if a common attestation
scheme can be adjusted to address OT.

Also, the SCEG is currently creating a framework for
categorizing assurance tools.

4.1.2. Contracts

It became apparent, due to the differences between IT and OT, that OT needs have
not been addressed well in contractual arrangements. Because of the different risk profiles,
specific contracts/sets of requirements are required for network infrastructure interacting
with OT along with OT-specific security policies.

Contractual clauses can be used for the transfer of risk management responsibilities
to suppliers, but such commitments are potentially ineffective in actual implementation if
not supported by an exchange of technical information and clarifications relevant to the
service provision. High-level contract clauses do not provide the necessary level of detail
that ensures implementation at the required security level. The expert group suggested that
a discovery and definitions phase could aid this process and assist more synergy between
commercial and technical requirements. However, contracts are tools used to focus on
unambiguous responsibilities and assign liability rather than encourage collaboration. If
cybersecurity is inadequately specified to suppliers, then all aspects of managing the risk
remain fully with the customer.

The delivery of the management of risk could be more effective as a conversation and
a process. It was proposed that a collaborative discovery process of emerging security
risks should be facilitated. The actual definition of cybersecurity requirements for delivery
requires a risk assessment to indicate security levels with different resulting requirements.
Communicating operational risks, describing threats, and capturing risk tolerance would
help suppliers to propose appropriately secure solutions. However, discussing and refining
requirements is heavy on customer and supplier resources and increases the overhead of
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contract negotiation. Therefore, having defined standard requirements for different security
levels would be helpful.

4.1.3. Through Life and Assurance

Due to the changing nature of cybersecurity, the group recommended extending
supplier assurance activities throughout the contract lifecycle to define what the ongoing
support will be for integrating and maintaining security in the customer environment. The
roles and responsibilities for assurance also need to be clear. Where contracted services are
complex and likely to change, the group has proposed that ideally a joint security committee
of supplier and customer representatives should address ongoing changes in threats, risks,
and regulations and be able to evolve and re-specify security requirements as necessary.
Such a committee could also be engaged to establish processes and relationships between
company ‘first responders’ to enable the management of incidents across customer and
supplier companies and promote the testing of processes through collaborative exercises.
Cyber-attacks can also take advantage of any weaknesses or false assumptions in the trust
relationship between customer and supplier. Defining the specifics of their trusted engage-
ment would help avoid exploiting inherent trust by the customer in their supplier. Inherent
in running OT is also the need to establish support for critical ongoing operations; this
raises the importance of maintaining supplier relationships for managing risks throughout
the lifecycle. There is a risk that the through-life operational cost of cybersecurity may not
be fully considered unless the scoring criteria during procurement recognize both initial
investment and ongoing operational expenditures. Budgets need to be realistic through life
and need to address change in threat, risk, and regulatory expectations. Security can be
dynamic in its demands during the life of a contract, and this makes costing a challenge.

4.1.4. Closeout

The group pointed out that the closure stages of a contract relationship must also be
considered in advance, emphasizing the importance of having an exit plan agreed upfront,
for example, to regain control of assets, close access to information and systems, and agree
how data will be deleted. Managing knowledge transfer before closeout and maintaining
contacts in case of future incidents are also important.

4.2. Declaring Standards

As mentioned in Section 2, a dive into standards and regulations is provided with a
worked example by Meagher [22]. ENISA also provide guidance that is linked to relevant
standards [8]. This section describes the work of the SCEG to provide a review of the most
utilized standards in supply chain cybersecurity.

Practice experience was gathered from the SCEG members and representatives for
each CNI sector on the most important and relevant standards being used in supply chain
cybersecurity assurance for OT. This has been collated and presented as an infographic
and is intended to give companies a head start in navigating available standards. Due to
significant skill shortages in cybersecurity and the different perspective of OT deployments,
it is really important and necessary to find ways to disseminate knowledge such as this
assistance with navigating standards. The group also considered that it was important to
highlight where any well-accepted standards did or did not require payment of a license
fee as cost was seen to be an inhibitor for smaller organizations.

There are further layers of detail planned for this work to elaborate on the information
shown in the infographic. This first stage release is shown in Figure 2, and additional layers
with more detailed practice experience of utilizing standards per sector will be provided in
future work.
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4.3. Validating OT Security through a Trusted Third Party—Translation to OT Context

Supplier assurance improves understanding of the cybersecurity risk management
status between companies and ensures that a supplier, technology, or service that a customer
business relies upon has an acceptable level of cybersecurity maturity. Assurance enables
businesses to make risk mitigation decisions based on the degree of evidence of compliance
and subsequent trust. Use of an independent assurance provider can also provide in-depth
evidence and verification and confirm ongoing compliance with contracts and regulations.
The advantage of using a third party is the reduction of effort by the customer, and it may
reduce work by the supplier if the same assessment can be re-used by other customers.

A review of commercial assurance service provider provisions and how well they
address OT has been carried out within the SCEG by members sharing their experience
of the market. This review discovered a focus on IT and financial assurance and found
very limited third-party assurance provision that directly addresses OT cyber risks. To
test the potential extension of established IT assurance processes to cover OT, it was
decided to review the SOC2 trusted service criteria. SOC2 is a well-established auditing
procedure under the International Federation of Accountants [29] to assure the security of
service providers. The trusted service criteria include: security, availability, confidentiality,
processing integrity, and privacy. These were reviewed from the perspective of OT and
re-prioritized towards OT needs, such as availability being prioritized above privacy.

In addition, these criteria and points of focus have been mapped to the Cyber As-
sessment Framework (CAF) [30] provided by NCSC, to align the work with a framework
familiar to industry end users and to assist them with identifying key areas for assessment
and to decide the scope of assurance and use the findings to target on-site audits. Due to the
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importance of including safety considerations in assessments, an additional mapping was
carried out according to Annex D of the Code of Practice for Cybersecurity and Safety [31]
that provides indicators of good practice for the assurance of safety and security. This
SCEG output is an example of existing guidance needing translation and extension to be
applicable to an Operational Technology (OT) environment.

Figure 3 below provides a snapshot of this work, and a detailed version of this output
is available on the SCEG’s web presence [6].
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4.4. Addressing Incident Response with the Supply Chain

The SCEG provided input to the guidance for industry on developing incident re-
sponse and management with the supply chain. This work has also been enhanced with
input from beyond the SCEG membership to also include cross-sector incident response
experience from thirty individuals/organizations. This is a living document that will be
updated with new experience over time and is available on the SCEG website [6].

This work in particular stressed the importance of developing a mature understanding
of vendor deployments in IT and OT to assist with understanding the impact and potential
extent of exploits and to be able to focus resources on impacted systems.

Some of the key points covered are provided in Table 5.

Table 5. Developing incident response and management with the supply chain.

Incident Response with the Supply Chain

Incident response as a team effort with business stakeholders.

Supplier engagement in both preparation and response to incidents.

Embed cybersecurity awareness with suppliers and departments, e.g., procurement and legal.

Maintain understanding of the risk associated with providing products/services to a customer organization.

Have supplier risk assessments on record to assist with initial impact assessment.

Develop supplier-specific playbooks with key suppliers.

Carry out joint cyber-related exercises with suppliers.

4.5. Partnership Principles and Practice

Previous work with the energy sector introduced partnership principles [25] that
have now been further tested with the Supply Chain Expert Group and other CNI sectors,
resulting in twelve practice statements that define the Code of Practice and Partnership
(CoPP) approach, as detailed in Table 6. This CoPP approach has been launched with the
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energy sector in the UK and will form the basis of supplier network collaborations in other
sectors in future work.

Table 6. CoPP core principles and practice statements.

Core
Principles Partnership Practice Statements

Basic
Security Is Foundational

1. Designed in security
Security will be designed into products and services with a design informed by threat and the context of
where and how the product and service will be used. Suppliers will provide secure deployment/engagement
guides, such as defining secure by a default system delivery.

2. Security by default
Good security practices, including regulatory obligations and secure information handling, will be requested
by the customer, established by default by the supplier, and confirmed by agreement. Staff, including
third-party systems integrators, will be required to follow the agreed-upon good practices and be expected to
be trained in doing so. Good practices may require a collaborative work group to develop or declare from
existing standards (e.g., device hardening).

3. Securely developed
Systems will be built and developed in a secure environment by security-trained developers using a robust
secure development lifecycle [32].
Additionally, secure engineering will tailor solutions to the context of end use to provide functional resilience
and secure operation of the system in the customer environment.

4. Maintained through life
Security will be maintained and kept updated in a timely manner and throughout a ‘reasonable’ lifetime to
goals clearly stated upfront in commercial terms. The stated lifetime will include a migration path for
upgrade or risk mitigation where a fourth-party vendor component goes out of security support.

Security Needs
Collective

Responsibility

5. Combined incident management
Suppliers and customers will share knowledge and expertise to work together in the management of
incidents and will participate in collaborative exercises to test those processes. The need for separate or
combined exercises will depend on the nature of the risk and will need to be agreed upon.

6. Clear roles and responsibilities
Services and/or products will be delivered and adopted with a clear definition of the different security roles,
responsibilities, and interdependencies between supplier and customer.

7. Integrated systems and processes
Suppliers and customers will support the integration of security processes and technologies in the customer
environment. This will include adopting industry APIs and protocols for security management reporting
interfaces. Security management processes, such as for identity and access management or alerting, will be
appropriately linked between supplier and customer.

8. Mutual innovation and support
Both suppliers and customers recognize the need to work together (such as developing common guidance,
responsibility templates, or reference architectures) in collaborative cybersecurity forums to manage risk, help
in meeting regulatory requirements, and also benefit from the opportunities of new technologies and business
models. For specific engagements, suppliers and customers may well combine their security expertise.

Transparency and
Communication Are Key

9. Risk awareness
Both suppliers and customers will inform one another about relevant current or emerging security risks
through a collaborative discovery process and be open to receiving challenges to their own assumptions, such
as a supplier warning a customer if they see a proposed inappropriate use of systems, customers articulating
operational risks to help vendors propose secure solutions, or sharing views on emerging business models
and/or technologies with new attack surfaces and threats.

10. Vulnerability reporting
Suppliers and customers will operate processes for transparent reporting and appropriate timely handling of
vulnerabilities discovered by themselves or third parties, including the operation of a responsible
disclosure process.

11. Assure end-to-end supply chain
Suppliers will assure the cybersecurity of their own supply chain and provide the customer with a suitable
maintained bill of materials describing the components and software which are integrated into what they
provide—for which the NTIA SBOM work is a key standard reference [33]—including when assurance was
last confirmed.

12. Adopt international standards and certification
Suppliers and customers will aim to adopt international standards and promote common assurance
approaches, tests, and certification, which will be progressed by collaborative work groups as needed.
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5. Discussion

The formation and practice of the OT cybersecurity supply chain expert group has
brought together a combination of perspectives on cybersecurity across supply chains to
critical infrastructure. The resulting view from the SCEG collaboration is that commonly
used supply chain management approaches for cybersecurity risk, particularly for oper-
ational technology (OT), are not bringing sufficient clarity on roles and responsibilities
and do not support a shared understanding of risk. The agreed partnership practices de-
scribed in Table 6 indicate the need for collaborative practices, working together, integrated
processes, and the use of responsibility templates. From an IT perspective, more efficient
ways to manage supply chain cybersecurity issues are required for extensive supply chains.
In an OT environment, with critical ongoing operations and potential physical impacts,
relationships with suppliers become even more important to foster a collective response to
the issues.

The sectoral response to supply chain cybersecurity thus far has been to place regu-
lations on individual customer organizations and to provide supply chain management
guidance aimed at the practices of individual organizations. Broadbrush security im-
provements by regulations and guidance for individual organizations definitely bring
benefits through incremental improvements but are insufficient in achieving integrated
risk management, which must be informed by the context. Without the context, where a
supplier is asked to provide a self-assessment or evidence of cybersecurity maturity, they
are evidencing their own cybersecurity practices for their own organization and their own
risks and not beyond.

Where suppliers are contributing to the risk of others by their product or service
being used in the customer environment, then this risk also needs to be addressed: for
example, where suppliers are connected to OT networks, they need to come under the
cybersecurity management processes of the customer, and responsibilities can become less
clear (e.g., joiners, movers, leavers’ processes). Suppliers need to at least be provided with
clear security requirements and a security risk profile related to the potential impact on the
customer’s context. This would guide supplier contribution to OT security with clearer
direction on what is required of them.

However, responsibility for the oversight of an integrated operation cannot be out-
sourced. The operator of an essential service retains ownership of the primary risk, i.e.,
the cybersecurity risks that can impact the operations/business of the essential services
provider, even when aspects of the service are outsourced. This remains a confusing concept
in supply chain management, so the SCEG group considers that a clearer model describing
responsibilities and interactions would be of value.

6. Conclusions and Future Work

Establishing this expert group has set the foundation to provide a deep dive into
OT experiences of applying cybersecurity in this domain. Practice statements have been
developed to define the partnership approach to supply chain cybersecurity.

Rather than mitigation of risks in the supply chain through contract management, this
group is giving attention to collective responsibility within customer–supplier partnerships
and how that can work in practice. This paper provides the initial outputs of the SCEG
group and presents the concepts and the foundation that are now in place for further explo-
ration of a CoPP approach per sector in future work. The outputs reflect and synthesize
the experience and sectors represented by the 40 members of the SCEG. To address this
limitation, wider review and input has been sought to improve the SCEG outputs and
continued improvement is invited via the SCEG’s web presence [6].

Future work will gather the in-practice experience of applying the latest NCSC supply
chain guidance [9,10]. This aims to provide a working example of supply chain cybersecu-
rity in CNI and how it works in practice. Experiences in the SCEG have found that even
if the expected process and methods defined in the standards and guidance are followed,
additional descriptions at organization interaction points are needed to guide the process to
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the required level of detail. For example, standards require information to be passed from
customer to supplier during the specification and the flow down of security requirements,
but there is a lack of detail on how this should happen, such as what information is needed,
where responsibilities lie, or deciding the boundaries between responsibilities. Future work
will therefore look at the feasibility of creating a generic model to support the definition of
customer, supplier, and regulator boundaries and how to define the responsibilities of each
group. The aim is to derive an illustrative responsibility model from scenarios drawn from
different sectors.
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