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Abstract: The NFC and MIFARE systems (referred to as HF-band RFID) are a special case of Radio
Frequency Identification (RFID) technology using a radio frequency of 13.56 MHz for communication.
The declared range of such communication is usually several cm and is characterized by the need to
bring the data carrier close to the system reader. Due to the possibility of transmitting sensitive data in
this type of system, an important problem seems to be the electromagnetic security of the transmitted
data between the cards (tags) and the reader and within the system. In most of the available research
studies, the security of RFID systems comes down to the analysis of the effectiveness of encryption
of transmitted data or testing the range of communication between the reader and the identifier. In
this research, however, special attention is paid to the so-called electromagnetic information security
without the analysis of cryptographic protection. In some cases (e.g., data retransmission), encryption
may not be an effective method of securing data (because, e.g., encrypted data might be used to open
and start a car with a keyless system). In addition, the research draws attention to the fact that the
data from the identifier can be accessed not only from the identifier, but also from the control system
(reader, wiring, controller, etc.) from which the data can be radiated (unintentionally) at a much
greater distance than the communication range between the identifier and the reader. In order to
determine the security of the transmitted data in the HF-band RFID systems, a number of tests were
carried out with the use of specialized equipment. During the measurements, both the data carriers
themselves (cards, key fobs, stickers, tags) and exemplary systems for reading data from the media (a
writable card reader, a mobile phone with NFC function, and an extensive access control system) were
tested. The experiments carried out made it possible to determine the safety of NFC and MIFARE
systems during their use and only storage (e.g., the ability to read data from an identification card
stored in a pocket).

Keywords: electromagnetic compatibility; electromagnetic disturbances; device immunity;
measurement techniques; protection of information; NFC; RFID

1. Introduction
1.1. Use and Threats of NFC Technology

The presented work is a continuation of previous research, the results of which were
published in the journal Electronics in 2023 as a Cover [1].

Short-range communication systems such as NFC and MIFARE are systems with very
similar operations and, consequently, have similar applications. They operate on the basis
of a radio frequency of 13.56 MHz and in some cases can be used interchangeably (Mifare
Desire). These systems have been used, among others, in the following areas:

e  Mobile payments [2];
e Access control [3];
e  Cashless payments for public transport tickets [4];

Appl. Sci. 2024, 14, 5854. https:/ /doi.org/10.3390/app14135854

https://www.mdpi.com/journal/applsci


https://doi.org/10.3390/app14135854
https://doi.org/10.3390/app14135854
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0000-0001-5404-3987
https://doi.org/10.3390/app14135854
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app14135854?type=check_update&version=1

Appl. Sci. 2024, 14, 5854

2 0f29

Health care [5];

Monitoring the strain condition of critical structures [6,7];
Tickets to events such as concerts;

Loyalty programs;

Campus cards;

Tolls (vignettes);

Parking management

Internet of Things (IoT).

The operation of these systems involves the transmission of data between the identifier
and the individual elements of the control system. It is the data transmission process that
can pose a great threat to the security of the transmitted data, which may include personal
data, identification numbers, medical data, permits to enter controlled access areas, etc.
Such data can then be used, for example, to forge the original identifier or directly transmit
data to terminals without the cardholder’s knowledge.

Among the most important risks associated with the use of NFC or MIFARE (this
applies to virtually every RFID standard) are the following [8,9]:

e Interception of transmissions and copying of data to another medium or use of such
data for a specific purpose;

e Transmission of data from an identifier located at a large distance from the reader
using an additional transmission channel (so-called theft by a suitcase);

e  Blocking the system by generating a high-power signal in the frequency band used by
the system.

The results of the research presented in the following part of the article and the
conclusions resulting from them do not take into account the software security measures
used, such as encryption of transmitted information. They primarily concern the aspect of
electromagnetic information penetration, i.e., the possibility of receiving an electromagnetic
emission correlated with the transmitted information at any point of the system used (e.g.,
ID, reader, controller, wiring, etc.).

1.2. Design of the HF-Band RFID System

The basic elements of the NFC and MIFARE system, as in other RFID solutions,
are an identifier, a reader, and a controller (in some cases it can be integrated with a
reader). In addition, depending on the application, it can be supplemented with a computer,
electromagnetic locks and others. A simple diagram of such a system in use as an access
control system is shown in Figure 1.

CONTROLLER

CARD READER
N
DOOR
o
RFID CARD
ELECTROMAGNETIC LOCK

Figure 1. Sample diagram of an access control system.
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1.2.1. Controller

The most important element of the HF-band RFID system is the controller (Figure 2). It
is responsible for controlling the actuators of the system, such as barriers (bars), gates, and
electromagnetic locks, based on the data on accepted identifiers programmed and stored in
it. In addition, it controls the badge readers by supplying power to them and activating
or blocking the badge reading function. In complex systems (e.g., time and attendance
control), the controller cooperates with the computer, sending to it information about the
read identifier data, along with information about the reading time and the access zone.
The controllers can operate one door zone (entrance and exit) as well as several door zones
(also entry and exit).

Figure 2. Single-zone controller—one door, entrance and exit.

1.2.2. Computer

A computer cooperating with the controller, together with a dedicated application, is
used to program the controller—entering identifier data along with access to individual
zones and storing data on the input/exit request to/from the zone. By using the NFC card
programmer, it can also save the necessary data on it for later use in the system.

1.2.3. Reader

The task of the card reader (identifiers, Figure 3) is to generate an electromagnetic
field of the appropriate frequency (13.56 MHz and, in the case of readers supporting two
RFID standards, additionally 125 kHz) and the current sufficient to power the identifier.
In addition, in the case of readers in NFC (or MIFARE) systemes, it is necessary to have
an appropriate time course of the generated signal, which will initiate the exchange of
data between the reader and the identifier. At the same time, the reader decodes and
demodulates the identifier signal and sends the signal via the bus to the controller.

Figure 3. Universal reader—LF-band RFID and HF-band RFID.
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1.2.4. Electromagnetic Lock

The electromagnetic lock (deadbolt, gate) has an executive function. Controlled by
the voltage supplied from the controller, it unlocks the door, the bolt, or allows the gate to
rotate. The lock itself usually does not send a return signal to the controller. Information
about opening or closing the door is usually provided to the controller by an additional
element, such as a magnetic sensor.

1.2.5. Identifier
The most common form of ID is a plastic card or key ring (Figure 4).

| RFID HF
L = eita =2 e
(a) (b)
Figure 4. Example TAGS identifiers: (a) RFID card, (b) key ring, (c) sticker.

It consists of a coil embedded in plastic and an electronic circuit (chip), the task of
which is to encode the data stored in its memory and keying the coil based on it. Identifiers
in the HF-band RFID system usually do not have their own power source. They are
powered by an electromagnetic field generated by the reader [10-12]. The most common
integrated circuits are the NTAG213, NTAG215 or NTAG 216 family with a total memory
of 180 to 924 bytes [13-15]. The memory structure of this chip is shown in Figure 5.

Page Addr Byte number within a page
Description
DEC HEX 0 1 2 3

0 Oh Serial number Manufacturer

1 1h Serial number data and

2 2h Serial num- | internal Lock bytes | Lock bytes | staticlock bytes

ber

3 3h Capability container (CC) Capability Con-
tainer

1 4h User memory User memory

5 5h pages

38 26h

39 27h

40 28h Dynamic lock bytes RFUI Dynamic lock
bytes

41 2%h CFGO Configuration

42 2Ah CFG1 pages

43 2Bh PWD

A4 2Ch PACK RFUI

Figure 5. Structure of data stored in the identifier layout (NTAG213).
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The data from the system are output serially, but unlike LE-band RFID systems, the
identifier is waiting for the reader to send a query. Before sending, the data are usually
encoded in the Manchester system [16] shown in Figure 6.

(X[ 1]1[1[1]1[1[1/11]o[1]o[1]0[0[0 1][1]0]
Data |_|
Clock
(IEEE 802.3)

Figure 6. Manchester coding.

2. Electromagnetic Safety of Identifier
2.1. Determination of the Threshold Magnetic Field Strength

In the case of electromagnetic information security of passive data carriers, a very
important parameter is the threshold strength of the electromagnetic (magnetic) field, at
which the identifier is able to accumulate the energy necessary for operation and at the
same time start communication with the reader. In order to determine this parameter, the
measurement system (Table 1) is presented in the Figure 7.

Table 1. List of apparatus used to carry out the measurements.

Device Type Producer
Spectrum Analyzer 3588A Hewlett Packard
(10 kHz-150 MHz) Everett, WA, USA
Reader LF-band RFID . YiToo
and HF-band RFID N5106 RFID Reader Writer Guangzhou, China
ID card NTAG213
Magnetic Antenna 6509 EMCO Elektronik GmbH
(1 kHz-30 MHz) Gilching, Germany

AT
VA s/

To analyzer 50

To computer (USB) / charger

Figure 7. Measuring system for determining the minimum value of the magnetic field strength
necessary for the ID to operate.

In the case of NFC and MIFARE identifiers, a harmonic magnetic field of a certain
intensity is not sufficient to start data transmission through the identifier, as is the case
with LF (125 kHz) RFID systems. In order to start the transmission, it is necessary for
the reader to send an appropriate request. This feature of the system made it necessary
to use a ready-made NFC reader in the measurements instead of a simple coil (magnetic
antenna) connected to a signal generator. The NFC reader used, and the characteristics of
its radiation are shown in Figure 8.

During the measurement, the ID card was held close to the reader until the communi-
cation was established (which was signaled by a diode and a sound by the reader). Then, a
magnetic antenna connected to a spectrum analyzer was placed at the same distance and
the level of magnetic field strength was read (after taking into account the values of the
antenna’s correction factors).
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Figure 8. Universal LF-band RFID and HF-band RFID ID reader—programmer and frequency charac-

teristics of its radiation.

The measured level of the magnetic field necessary for the ID to operate (threshold

level) is similar to that of LF-band RFID and amounted to approx. 85 dBpA /m.

2.2. Modulation Depth Factor as a Function of Distance of Receiving Coil from ID Card

The modulation depth factor (Figure 9) is one of the most important parameters of a
signal that determines its readability. It is defined by two signal parameters—U,;;x and
U,,in and its value is calculated according to the relationship (1). The modulation depth
factor is often expressed as a percentage (2).

m— Upax — umin
umux + umin
Umux - umin
Mo, = 100 14X — —min
/ Upax + umin

Figure 9. Parameters defining the modulation depth factor.

)

@
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Signals with a modulation depth factor of less than 2% are usually difficult to identify
on the one hand and susceptible to electromagnetic disturbances occurring in the environ-
ment on the other. Examples of NFC signal waveforms corresponding to modulation depth
for m = 27% and m = 7% were presented in Figure 10.

S TI0A (NGTIBGE Wisd ot 10 125816 X2)
e e L T S

Al 1ra Axi1]
183 O00000u: +5 4545, -7 10000
(@
B0 11028, (NGT2B4458 Wed Ot 18131256 2073
i oaosf 2 70 0% [ Sop
L~
Ax 1/AY: AY[1)
-183 000000ws +5 464 5kH: <286 T5mi
(b)

Figure 10. Examples of NFC signal waveforms corresponding to modulation depth: (a) m = 27%,
(b) m = 7%.
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Measurements of the modulation depth factor as a function of the distance of the
receiving coil from the identifier card were carried out in the measurement system shown
in Figure 11. The ID card was placed at a distance of 3 cm from the reader. The reader
was characterized by a constant level of emitted electromagnetic field with a frequency of
13.56 MHz. The receiving coil was set at distances of 1.5, 3, 5, 10 and 15 cm from the ID card
and the parameters of the signal received by the coil were read. The measuring equipment
listed in Table 2 was used to carry out the measurements.

To osciloscope 1MQ

AT
PR BE A

3cm
To computer / charger

Figure 11. Measuring system for determining the modulation depth factor.

Table 2. List of apparatus used to carry out the measurements.

Device Type Producer
. Keysight
Oscilloscope DSOX1102A Colorado Springs, CO, USA
Reader LF-band RFID . YiToo
and HF-band RFID NS106 RFID Reader Writer Guangzhou, China
ID card NTAG213

Receiving coil
(65 x 35 mm, 6 coils)

1 Made for the purpose of research in Military Communication Institute-National Research Institute (MCI-NRI).

MCI-NRI !

The obtained values of U4 and U,,;, and the values of the modulation depth factor
determined on their basis are presented in Table 3, while exemplary images recorded by
the oscilloscope are shown in Figure 12.

Table 3. Recorded signal parameters and calculated value of modulation depth factor for selected
receiver coil distances from the identifier.

Signal Parameters

Distance d Modulati
odulation
fem] Unax[V] Unin[V] Depth Factor m [%]
1.5 4.75 2.15 38
3.0 2.48 1.36 29
5.0 1.50 0.93 23
10.0 1.37 0.28 14
15.0 0.14 0.10 16

Measurements carried out at distances greater than 15 cm were characterized by low
signal levels and were practically unreadable due to the almost zero modulation depth
factor m.
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|De0 11008, DNETZB445E Tue Ot 17 100650 2003
1 200Ny 2 0.0 24 0/ Hop

144 A1)
+10.000000u: +100.00kH: 525 00mV

(@)
D50 11024, CNG7254458 Tue ot 17 103335 2023
T 0% 2 -261.0s 10005 Stop

174X A1)
+11.550000us +06 B0k 155, 26mi

(b)

Figure 12. Recorded signal waveforms corresponding to distance measurements: (a) 1.5 cm (m = 38%),
(b)10 cm (m = 14%).

2.3. Use of a Resonant Circuit to Increase the Range of Reading Data from the Identifier

One of the simplest solutions to increase the level of the measured signal is to use a
resonance system tuned to the frequency of the carrier wave used in the HF-band RFID
system, i.e., 13.56 MHz. Due to the high frequencies used in the system, the additional
capacitance in the system must take into account the impedances of the spectrum analyzer
and oscilloscope used in the research. The actual circuit for determining the frequency
response of the resonant circuit consisted of a spectrum analyzer with a high-impedance
input and its tracking generator, an oscilloscope, a transmitting coil with an inductance of
approx. 10 uH (12 coils, 6.5 x 3.5 cm), and a receiving coil with an inductance of 5 uH with
a 22 pF capacitor [17-20]. The diagram of this circuit is shown in Figure 13 and the circuit
for simulation in the LTspice program is shown in Figure 14. During the simulations carried
out using the LTspice program, the parasitic parameters of individual elements were not
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taken into account. In the case of the analyzed frequencies, this did not significantly affect
the obtained results (Figure 15).

Osciloscope

Spectrum
Analyzer

O pg smesm @

Input IMQ 15 pF

Tracking generator 50Q

Figure 13. The real circuit for measuring the frequency characteristic of a resonant system.

1n
= L S (o2 c1 c2 R1 R2
Ac1 z 3 Taa T 1Meg 1Meg
= =
Rser=50 73 10p ° j 5p p
x -
Receiving

Analy i g T g Analyzer
generator input coil circuit Scope input input

Figure 14. The electrical diagram of a circuit for testing the frequency characteristic of a resonant
system using the LTspice application.

30dB

2008~
10dB 4 L
0B - &
-10dB-
2008 :
10MHz ~ 11MHz ~12MHz 13MHz 14MHz 15MHz 1TMHZ  19MHz
Range: -28 dBm

Res BW: 17 880 Hz
I

Start: 1 008 808 Hz

(b)

Figure 15. Results of tests of the frequency characteristics of the resonant system: (a) in the frequency
range of 10 MHz to 20 MHz—simulation in LTSpice application, (b) result of the measurement
of the characteristics with a spectrum analyzer in the frequency range from 1 MHz to 40 MHz—
actual measurement.
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Elements with determined capacitance and inductance values during the measure-
ments and simulations were used in the next stage of measurements, the purpose of
which was to determine whether the applied solution would allow to increase the range of
emission from the NFC system identification card (MIFARE).

For this purpose, the measurement system shown in Figure 16 was implemented.
Instead of a regular magnetic coil, it was necessary to use a computer NFC reader. This
was due to the need to send appropriate queries to force the transmission of the identifier.
The continuous carrier wave, which could be used in the LF-band RFID system, in the case
of HF-band RFID systems, did not force the start of transmission between the badge and
the reader.

To osciloscope 1TMQ

To analyser TMQ

To computer / charger

Figure 16. Measuring system for determining the modulation depth factor using a resonant system.

The measuring equipment listed in Table 4 was used to carry out the measurements.

Table 4. List of apparatus used to carry out the measurements.

Device Type Producer
. Keysight
Oscilloscope DSOX1102A Colorado Springs, CO, USA
Hewlett Packard
Spectrum analyzer 3588A Everett, WA, USA
Reader LF-band RFID . YiToo
and HF-band RFID NS106 RFID Reader Writer Guangzhou, China
ID card NTAG213

Receiving coil (65 x 35 mm,

~ 1
6 coils) with 22 pF capacitor MCINRI

1 Made for the purpose of research in Military Communication Institute-National Research Institute (MCI-NRI).

During the tests, the ID card was placed at a distance of 3 cm from the reader. The coil
and capacitor were placed at different distances from the identifier and on the basis of the
obtained oscillograms the modulation depth factor and the signal level were determined
as a function of the distance of the coil from the identifier. The values of Uy, and U,,;,
read using the oscilloscope and the calculated values of the modulation depth factor m
are shown in Table 5, while examples of images recorded by the oscilloscope are shown in
Figure 17.

Table 5. Recorded signal parameters and calculated value of modulation depth factor for selected
receiver coil distances from the identifier for the resonant circuit use case.

Signal Parameters

Distance d Modulati
odulation
[em] Unax[V] Winin[ V] Depth Factor m [%]
3.0 124 7.10 27.0
5.0 475 2.80 26.0
10.0 139 1.00 16.0
15.0 0.75 0.75 14.0
20.0 0.43 0.35 10.0

25.0 0.29 0.25 7.0
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500K 11028, CNGT20445 Wed Oct 18 1258 16 2023
T Z00WF 2 (R 0.0 Ttop

AX /A A1)
-163. 000000 +5 4545kH 710000V

(a)
MIIMWWHDIINH?UJM
T 1858 2 165,05 TO D05/ op

AX 1AX A1)
-183 000000us +5 4E45H; -74B 50m¥

(b)

Figure 17. Cont.
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‘ /’!{CL'JJ( “m

CIMini-Circuits*

ZFL-500LN +
N +5 dBm Max Iwmn i e g 26

LRI
1833301837
GND 415V

@ i mraf | 24

D50 11028, CRET284458 Wad Ot 18131256 2023
I o0 2 2405 10,00 op

AX 174X AY[1)
183.000000: +5 4545k, 786 TSerld

(c)

Figure 17. Recorded signal waveforms corresponding to distance measurements: (a) 3.0 cm (m = 27%),
(b) 15 cm (m = 14%) and (c) 25 cm (m = 7%).

The results show that the use of the resonance system allows the information from the
identifier to be read even from a distance of 25 cm. For this case, the calculated modulation
depth m is 7% and the signal amplitude is two times greater than in a non-resonant system
at a distance of 15 cm.

2.4. Use of a RF Amplifier to Increase the Range of Reading Data from the Identifier

Another method of testing to increase the range of information penetration was the
use of the ZFL-500LN+ signal amplifier from Mini-Circuit for the frequency range from
0.1 MHz to 500 MHz. The supply voltage of the amplifier during the tests was approx. 12 V
DC. Its view and the characteristics of the gain as a function of frequency are shown in
Figure 18.

o
AMPLIFER z 27

—12V —-15V - --16V|
‘ ‘

0 100 200 300 400 500
FREQUENCY (MHz)

(a) (b)

Figure 18. (a) The ZFL-500LN+ amplifier and (b) its frequency gain characteristic—according to the
amplifier manufacturer’s data [21].
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The measuring equipment listed in Table 6 was used to carry out the measurements.
The measuring system used in the measurements is shown in Figure 19.

Table 6. List of apparatus used to carry out the measurements.

Device Type Producer
Oscilloscope DSOX1102A Colora dolgl?r’f;gg}; €O, UsA
Spectrum analyzer 3588A Hewlett Packard
(10 kHz-150 MHz) Everett, WA, USA
Reader LF-band RFID . YiToo
and HF-band RFID NS106 RFID Reader Writer Guangzhou, China
ID card NTAG213
Signal amplifier ZFL-500LN-+ Mini-Circuit
New York, NY, USA
Military Communication
Receiving coil Institute-National Research
(65 x 35 mm, 6 coils) Institute, Zegrze

Poludniowe, Poland

Amplifier
ZFL-500LN+

. )
» 10 osciloscope 1MQ

To analyser TMQ

A2
JR 6 A

To computer / charger

Figure 19. Measuring system for determining the modulation depth factor using a signal amplifier.

During the tests, the ID card was placed at a distance of 3 cm from the reader. The
coil was placed at different distances from the identifier and on the basis of the obtained
oscillograms the depth factor and signal level were determined as a function of the distance
of the coil from the identifier. The values of Uy, and U,,;, read with the use of an
oscilloscope and the calculated values of the modulation depth factor m are presented in
Table 7, while examples of images recorded by the oscilloscope are shown in Figure 20.

Table 7. Recorded signal parameters and calculated modulation depth factor value for selected
receiver coil-to-ID distances for ZFL-500LN+ use case.

Signal Parameters

Distance d Modulati
odulation

cm .

[em] Unax[ V] Uinin[ V] Depth Factor m [%]
3.0 13.3 9.7 16.0

5.0 11.0 8.4 13.0

10.0 8.2 6.3 13.1

20.0 6.3 49 13.0

25.0 4.2 3.2 14.0

30.0 31 2.7 7.0
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DE0-K 11028, CNGT2B4458 Friler 20 1142 02 2023
1 200w/ 2 226.2% 5. 000%/ Stop

174K A1)
+9.200000us +108.70kH:z -1.500000
(@)
S0 11024, CNGT284458: Frilct 20 11:45:14 2023
1 100V 2 174 83 2.000%/ Stop

174K AY[1)
+3.200000us +108.70kHz -575.00m\

(b)

Figure 20. Cont.
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DE0-R 11024, CNGT284458 Frilct 20 11:4856 2023
1 B20% 2 174 B

2 000%/ Stop

I
I
I

ey

fit 174 AY(1):
+9.200000us +108. T0kHz -7 75mV

(©)

DS0: 11024, CNST204456 Fri Ot 20 11:52'55 2023
1 5009/ 2

174.03 10.00s¢ Stop

1448 AY(1)
+9. 200000us +108.70lHz -187.50my

(d)

Figure 20. Recorded signal waveforms corresponding to distance measurements: (a) 3.0 cm (m = 16%),
(b) 20 cm (m = 13%) (c) 25 cm (m = 14%) and (d) 30 cm (m = 7%).

The use of the amplifier in the receiver circuit allowed to increase the communication
range to 30 cm. The shape of the time waveform of the signal allows for the identification
of distinctive features important from the point of view of the possibility of non-invasive
information acquisition. Receiving the signal from the identifier from such a distance, in
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Umax [V]

14

12

10

—o—Coil

order to copy or retransmit it, may already pose a significant threat to the data contained in
the identifier.

Of the three methods of reading data from the NFC identifier presented, the method
using an amplifier seems to be the most effective. However, a much simpler and cheaper
solution, and comparable in terms of effectiveness, is the use of a resonance system. The
benefits resulting from the use of the resonant system are observed especially for distances
d not exceeding 20 cm, when the signal readability (modulation depth factor) is comparable
or even greater than in the case of using an amplifier. At the same time, the amplitude
of the read signal is sufficient to receive it without the need to use expensive specialized
receivers. A comparison of the level of signals measured by each of the three methods
presented above and the modulation depth factors is shown in Figure 21.

40

10 20 30 0 10 20 30
d [cm] d[cm]

—o—Coil

Coil and capacitor Coil and capacitor

Amplifier Amplifier

(a) (b)

Figure 21. Comparison of the measured maximum signal levels (a) and the determined modulation
depths (b) using the three methods discussed.

3. Electromagnetic Security of Selected HF-Band RFID Card Readers and Access
Control Systems

3.1. Reader Systems

The experiments described so far, aimed at increasing the range of communication
between the RFID card and the receiver, did not allow for a significant increase in the
distance between the receiver and the card. Even with the use of an amplifier, the range of
communication is still close to that declared by the manufacturers of RFID systems.

Therefore, in the next step, research was carried out for three cases of different ways
of reading identifiers [22-26]:

(@) A complete access control system consisting of the following:

VC-1200C controller;

Power supply;

Battery (backup system);

1 RFID Card Readers R101EM;
1 RFID card readers S1-RX;
Electric door strike.



Appl. Sci. 2024, 14, 5854

18 of 29

(b) Reader/programmer connected to the USB connector of the computer.
() NEFC-enabled phone as a reader.

The measuring equipment listed in Table 8 was used to carry out the measurements.
Measurements for each of these cases were carried inside an anechoic shielding chamber.
This was to avoid the influence (jamming) of external disturbances on the obtained results.

Table 8. List of equipment used to carry out measurements of selected HF-band RFID readers.

Device Type Producer
. Agilent
Oscilloscope DSO90404A Santa Clara, CA, USA
. . Dynamic Sciences
Measuring receiver R1550 Chatsworth, CA, USA
HE525 Rhode&Schwarz
A set of measurement antennas HE526 .
HE527 Munich, Germany

Reader HF-band RFID:
° Reader LF-band RFID and HF-band

e Access Control System Reader
(Complete System)

e  Smartphone (as a reader)

ID card

Computer with reduced electromagnetic

emission (for cooperation with NS106 reader)

NS106 RFID Reader Writer

S51-RX

Galaxy A32
NTAG213

YiToo
Guangzhou, China

SecuKey
Shenzhen, China

Samsung
Suwon, South Korea

Military Communication
Institute-National Research Institute,
Zegrze Poludniowe, Poland

3.1.1. Access Control System

The diagram of the complete access control system and its practical implementation is

presented in Figure 22.

Controller
VC-1200C

Power supply

Battery

R101EM

gl

card reader
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&

Electro-catch

==
w
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Figure 22. (a) Diagram of the access control system and (b) its practical implementation.
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The recorded signals from the tested system include both signals from the reader
queries and signals from the identifier responses, which are shown in Figure 23.

ol tup T Measure  Ar Utilities  Help 24 Odt 2023 12:40 PM
Acquisition is stopped.
1.25 GSa/s High Res

B 50.0 mv/ o

identifier

| response

More

] 16mv  |[ENEE
(tor2) (1] =

Delete X ¥
All A—(1) = -159.7587763940 ms -269.78 mV
= -159.7679637273 ms 188.30 mV
A = -9.1933333 ps 81.48 mV
1/AX = 188.774475 kHz

Figure 23. An example of a signal waveform recorded from the reader—identification system.

If no identifier is in the immediate vicinity of the reader (within its range), then the
reader continuously sends queries (in the case of the access control system reader it is
approx. every 10 ms, and approx. every 1 ms in the case of the used reader-programmer).
This is shown in Figure 24.

File Control Setup Trigger Measure Analyze Utilities Help
Acquisition is stopped.
5.00 GSa/s High Res Ee——= ~—~—~—~——~—~—~—1 1.12 GHz

IEl D‘II : ‘ on ! _C.‘IH

X Y
A (1) = 4.1954556 ps 95.56 mV
B---(1) = 13.7510111 ps 1.21428 V

A 9.5555555 ps 1.38978 V
1/AX = 104.651163 kHz

Figure 24. The time waveform of the signal corresponding to the queries sent by the reader when
there is no identifier in range.

When the identifier is brought closer, a signal with a lower amplitude appears in
response to the query, which is the response of the identifier. The lower amplitude of the
response is related to the identifier’s method of functioning, which does not have its own
power source and “takes” the necessary energy from the reader’s signal. However, it does
not introduce additional electromagnetic energy into the environment, but only affects the
signal sent by the reader, modulating it to a depth usually not exceeding 40%.
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The time waveform of an example of a recorded signal containing a number of ques-
tions and answers, as shown in Figure 25.

etup Trigger Measure E Utilities  Help 23 Oct 2023 12:43 PM

q ition is stopped.
508 MSa/s High Res

=

=

2| =) ==

ey

B

—_—

176.6412000 ps 30mv (S

¥
A—(1) = 166.911268 ps 95.50 mV
= 165.576860 us 1.21428 V
A = -1.334460 ps 1.38978 V
1/AX = 749.4805 kHz

Figure 25. Time waveform of the signal corresponding to the reader’s queries and ID responses.

The measuring system in which the measurements were carried out is presented
in Figure 26. The measurements for this case were carried out in the frequency range
from 1 MHz to 1 GHz. Potentially dangerous frequencies may be, for example, the basic
frequency of the reader’s operation (13.56 MHz) and its harmonics.

Computer

Active monopole
antenna HE525
oractive biconical e= o= == -
antenna HE526

or active dipole

antenna HE 527 Dsciloscopel

Door Gate

Figure 26. Measuring system for testing revealing emissions from the access control system under test.

A graph showing the signal level at individual frequencies is presented in Figure 27.
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Figure 27. Level of electromagnetic disturbances from the tested set of access control.

Figure 28 shows waveforms recorded with an oscilloscope connected to the “VIDEO”
output of the measurement receiver after tuning to selected frequencies. The used FSWT26
receiver has two programmable outputs. Measured VIDEO signal can be redirected to any
of these outputs. For our tests, the oscilloscope connected to one of these outputs was used.
The oscilloscope allows recording of binary and text files. This function was used during
the conducted tests.

EEEEEEEN -

Il bW b d
AHHALEARRA

! bt o il h i \1 \ |
i l'uhﬂ I;lv’ :wulululm‘n 1“""“‘"1: 4‘,")5}[! Qe ;‘Iu' “I, ql‘l] f,( i;v‘ i “ Iﬁ lv]1 |

Figure 28. Sample images of the obtained waveforms for frequencies equal to (a,b) 13.56 MHz;
(¢) 27.12 MHz; and (d, e) 40.68 MHz.
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3.1.2. NS106 Reader-Programmer

An identical scope of tests was carried out in relation to the NS106 reader-programmer
connected to a computer with a reduced level of electromagnetic emissions (TEMPEST).
The relevant measurements were carried out in the layout presented in Figure 29.

Active monepole
antenna HES25

or active Riconical m e -x == -
antenna HE526
or active dipele
antenna HE 527

WVIDEO

Door Gate

@) (b)

Figure 29. Measuring system for testing revealing emissions from the tested NFC reader-programmer:
(a) diagram of the measuring system, (b) photo of the measuring system.

The measurements for this case were carried out in the frequency range from 1 MHz
to 1 GHz. They were aimed (as in the previous example) to detect possible frequencies at
which it would be possible to receive a signal from the identifier. Potentially dangerous
frequencies may be, for example, the basic frequency of the reader’s operation (13.56 MHz)
and its harmonics. For the duration of the measurement, the monitor, keyboard and mouse
were switched off to reduce electromagnetic disturbances in the measurement environment.

A graph showing the signal level at individual frequencies is presented in Figure 30.

Ta

R-1580
100 kHz 506 Koz
: 100.00 msS : -
! 1
1M 10M 100M ic
Fregquency (Hz)

Figure 30. Level of electromagnetic disturbances from the tested reader/programmer (harmonics
observed up to 700 MHz).
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In this case, a number of harmonic emissions (relative to 13.56 MHz) were observed,
on which it was possible to receive data related to the transmission between the reader and
the identifier.

Figure 31 shows several selected waveforms recorded with an oscilloscope connected
to the “VIDEO” output of the measurement receiver after tuning to selected frequencies.
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1.21420 v B——(1) = 178419178 us 1.2
1.30970 v A = -5.1i1111 ps 1030970 V.

1426 v
57

Figure 31. Sample images of the obtained waveforms for frequencies (a,b) 13.56 MHz, (c,d) 27.12 MHz,
(e,f) 189.94 MHz, and (g,h) 691.56 MHz.
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3.1.3. Galaxy A34 as an HF-Band RFID Reader

The last of the analyzed cases was the use of a mobile phone equipped with an NFC
module to read identifiers. A SAMSUNG phone marked as GALAXY A32 was used for the
research. The measuring system in which the tests were carried out is shown in Figure 32.

Samsung
GALAXY A32

=
£

—

Active monopole

antenna HE525

oractive Biconical am wm == == -
antenna HE526

or active dipole

antenna HE 527

VIDEO

Door ~ Gate
Figure 32. Measuring system for testing the revealing emissions from the tested mobile phone.

The measurements for this case were carried out in the frequency range from 1 MHz
to 100 MHz (the measurement range is limited due to the lack of visible disturbances of
the revealing emission nature). They were aimed (as in the previous example) to detect
possible frequencies at which it would be possible to receive a signal from the identifier.
Potentially dangerous frequencies may be the basic frequency of the reader’s operation
(13.56 MHz) and its harmonics.

A graph showing the signal level at individual frequencies is shown in Figure 33.

30
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Figure 33. Level of electromagnetic disturbances from the tested mobile phone.
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Figure 34 shows waveforms recorded with an oscilloscope connected to the “VIDEO”
output of the measurement receiver after tuning to selected frequencies.

EEEEEEN E

B

5 mw. ll 22412000000 ms |EEY[S : 7

uisition is stopped.
MSa/s

EEEN G

I

BE|

=

‘B

Figure 34. Examples of obtained waveforms for a frequency of 13.56 MHz: (a—c).

As can be seen in the presented measurement results (Figures 30 and 31 and
Table 9) the least secure of the tested RFID HF systems is, in our opinion, the NFC card
reader/programmer NS-106 because of the following reasons:

e  Very clear revealing emission signals were observed up to the frequency of 691.56 MHz
(Figure 30);

o  These signals were characterized by a high level of field strength of up to 60 dBuV/m
(Figure 30);

o  The level of waveforms observed on the oscilloscope corresponding to the data sent
from the identifier is comparable to the level of the signal corresponding to the queries;

e  The range of the occurrence of revealing emissions was estimated at about 10-20 m
(depending on the frequency);
The possibility of identifying the reader’s signal at about 50 m;
It is, in our opinion, a great threat in relation to both the possibility of intercepting the
transmission and tracking the card reader.

As can be seen in the presented measurement results (Figures 23-25, Figures 27 and 28
and Table 11) the second tested RFID HF system that is not fully secure is, in our opinion,
the ACS-Access Control system, because of the following reasons:

e  For this system, it was possible to recreate information for the frequencies of 13.56 and

40.68 MHz.

e  The estimated range of information penetration (i.e., the distance from which it is

possible to read the data transmitted by the identifier) is about 2-3 m.
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e On the other frequencies, only queries sent by the system reader were received, and
their estimated range should not exceed 10 m.

e  The most secure system tested was the NFC built into the Samsung Galaxy A32 see
results (Figures 33 and 34 and Table 10) because of the following:

e  For this system, the measurements were carried out in the frequency range from
1 MHz to 100 MHz (the measurement range was limited due to the lack of visible
disturbances of the revealing emission nature).

e  Potentially dangerous frequencies may be the basic frequency of the reader’s operation
(13.56 MHz) and its harmonic.

Table 9. List of basic parameters visible at the oscillograms Figure 31.

Figure/Frequency Level of Signal U Duration of Single Signal Pulse A
(@) 13.56 MHz 1.309 V 1.22 s
(b) 1356 MHz 1309V 84512 s
(© 27.12MHz 1309V 84512 s
(d) 27.12MHz 1309V 1.33 us
(€) 189.94 MHz 1309 V 84.512 s
(f) 189.94 MHz 1500 V 1.334 us
(g 69156 MHz 100.00 mV 1.292 ps
(h) 691.56 MHz 1.309 V 1.22 us

Table 10. List of basic parameters visible at the oscillograms Figure 34.

Figure/Frequency Level of Signal U Duration of Single Signal Pulse A
(a) 13.56 MHz 72.50 mV 88.88 s
(b) 13.56 MHz 42420 mV 9.444 s
(¢) 13.56 MHz 83.90 mV 1.222 ps

Table 11. List of basic parameters visible at the oscillograms Figure 28.

Figure/Frequency Level of Signal U Duration of Single Signal Pulse A
(a) 13.56 MHz 58.1 mV 222.222 us
(b) 13.56 MHz 81.4 mV 9.19 ps
(©) 27.12MHz 1353 mV 9.33 s
(d) 40.68 MHz 823 mV 188.88 us
(e) 40.68 MHz 1353 mV 9.33 us

4. Conclusions

As a result of the analysis of the obtained measurement results and the experiments
carried out, it can be concluded that the range of communication between the card and the
reader declared by the manufacturers of LF-band RFID systems is correct and the other
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reception methods described in the article do not significantly affect it. The maximum
distances from which it is possible to read the data do not exceed a dozen or so cm.
Therefore, the communication between the card and the reader can be considered safe.
Unauthorized persons cannot restore the data stored on the card and possibly copy such a
card without direct access to it.

The weakest links in the entire access control system are the card readers. In this case,
with the appropriate equipment, it is possible to restore the data stored on RFID cards.
Identification of such data is possible from a distance not exceeding 2 m.

In the case of HF-band RFID (NFC) communication, it is possible to receive a signal
from the identifier from a distance of approx. 30 cm using simple and inexpensive solutions.
This can be a potential danger with regard to the possibility of copying or transferring data
from the identifier. Information and Communication Technologies (ICT) security measures
such as encryption of sent data were not taken into account.

As in the case of LF-band RFID solutions, for HF-band RFID the weakest link seems
to be the systems used to read information. For example, in the case of an access control
system, the estimated range of information penetration (i.e., the distance from which it is
possible to read the data transmitted by the identifier) is about 2-3 m. For this system, it
was possible to recreate information for the frequencies of 13.56 and 40.68 MHz. On the
other frequencies, only queries sent by the system reader were received, and their estimated
range should not exceed 10 m.

The worst variant turned out to be the use of an NFC card reader/programmer to read
the identifier. In this case, very clear revealing emission signals were observed up to the
frequency of 691.56 MHz. These signals were characterized by a high level of field strength
of up to 60 dBuV/m. In addition, the level of waveforms observed on the oscilloscope
corresponding to the data sent from the identifier is comparable to the level of the signal
corresponding to the queries. On the basis of these data, the range of the occurrence of
revealing emissions was estimated at about 10-20 m (depending on the frequency) and
the possibility of identifying the reader’s signal at about 50 m, which is a great threat in
relation to both the possibility of intercepting the transmission and tracking the card reader.

As already mentioned in the summary, this research is the continuation of previous
research studies on the electromagnetic security of RFID systems using low frequencies
for communication. The continuation of the current research will be focused, on one hand,
on another type of radio communication in UHF RFID systems and, on the other hand,
on the electromagnetic security of RFID systems in terms of the use of the method of data
retransmission from the identifier or system over much longer distances. This phenomenon
can be particularly dangerous in cases of contactless payments, keyless entry and starting
vehicles, and are already being exploited by criminal groups.
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