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Abstract: Industry 4.0, which was proposed ten years ago to address both the industry’s strengths
and faults, has finally been replaced by Industry 5.0. It seeks to put human welfare at the core of
manufacturing systems, achieving societal goals beyond employment and growth to firmly provide
wealth for the long-term advancement of all of humanity. The purpose of this research is to examine
the risks involved in the adoption of Industry 5.0’s architecture. The paper discusses the significance
of Industry 5.0 and the advanced technology needed for this industrial revolution, followed by a
detailed discussion of Industry 5.0’s human-centric strategy. The comprehensive literature review
has resulted in the identification of risks and their mitigation strategies in Industry 5.0 architecture. A
taxonomy with respect to different categories of risks has also been proposed. This study classifies
Industry 5.0 system assets, identifies platform-independent risks, and develops countermeasures to
protect against potential threats, irrespective of the business or domain.

Keywords: Industry 4.0; Industry 5.0; cyber security; IIoT; cobot; AI; DoS

1. Introduction

The current technological revolution will profoundly change the way individuals
throughout the world live, work, think, and cooperate [1]. Digital technology built on
artificial intelligence can handle business problems. They are utilized to achieve mass
customization and enhanced production with less human work. Industry 5.0 was first
proposed in 2015, but its effects on production have just begun becoming apparent. Here,
cutting-edge production techniques are used to meet customized customer requests. Artifi-
cial intelligence is being used as a new tool in industrial processes to improve accuracy and
performance [2].

1.1. Industry 4.0 Overview

Industry 4.0, the fourth industrial revolution which is strongly tied to the Internet of
Things (IoT), cloud computing, big data analytics, and other technologies as mentioned in
Figure 1, was developed around the concept of smart factories, i.e., a manufacturing unit
where different process are linked vertically and horizontally [3]. The concept of smart
factories, which is the key element in Industry 4.0, focuses on the utilization of artificial
intelligence (AI), IoT, and robotics to enhance productivity, optimization, efficiency, and
quality of operations. Machines are interconnected with each other to communicate with
a central control system, which ensures real-time monitoring and decision-making in the
smart factories of Industry 4.0 [4].
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Figure 1. Industry 4.0 architecture [3].

1.2. Industry 5.0 Overview

The issue for manufacturers throughout the world is to boost productivity while keep-
ing people informed in the manufacturing process. This endeavor becomes increasingly
challenging when emerging technologies like brain–machine interfaces and advancements
in AI make robots more essential to the production process. The upcoming industrial
revolution, known as Industry 5.0, can handle these problems. In a nutshell, the phrase
“Industry 5.0” alludes to humans and robots cooperating rather than competing [5]. In-
dustry 5.0 merely focuses on the workers’ knowledge, skills, and abilities, which can be
incorporated with the machines [6]. It has been examined how Industry 5.0 is currently
performing in relation to related research developments. Notably, supply chains, AI, big
data, digital transformation, machine learning, and the Internet of Things are still key
factors influencing Industry 5.0. These are the same forces that formed Industry 4.0 [7].

The three key determinants of Industry 5.0’s development are identified as human-
centric, sustainable, and resilient development [8]. The term “human touch” in Industry 5.0
refers to the integration of human expertise, intelligence, and creativity with the machine
to increase the effectiveness of the industrial output [9,10]. To have a better understanding
of this “human touch” in Industry 5.0, consider the example of mobile manufacturing, in
which machines are responsible for creating and integrating parts of mobile phones, and
humans customize them according to the needs of the customer. Figure 2 illustrates how
Industry 5.0’s architecture combines human and machine collaboration [7]. A different
perspective characterizes Industry 5.0 as being faster, more scalable, and involving more
people than earlier due to the type of technology available. This can be achieved by
pushing for more sophisticated robot-human interfaces that combine human intelligence
and creativity with better automation and integration of robots. Increased productivity
will result from this. Industry 5.0 offers significant benefits such as increased productivity,
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agility, profitability, adaptability, change-readiness, and cost reduction. By emphasizing
usability, accessibility, and user experience, human-centric design principles improve
security measures by guaranteeing that security protocols are simple to understand and
smoothly incorporated into workflow procedures. By incorporating human-centric design
concepts into security measures, organizations can cultivate a security-aware culture among
staff members, enabling them to take an active role in protecting assets and reducing
possible risks in Industry 5.0 environments. However, it also offers core benefits such
as the evolving global society, fostering open-minded employees, and waste prevention
for sustainability, cost savings, environmental protection, and better social interaction.
Through the reduction of wasted materials and resources, the four types of waste prevention
viewpoints have a substantial impact on both the environment and the economy. With the
goal of minimizing material costs and social repercussions, these views encompass physical
waste, urban waste, process waste, and social waste [11].

Acknowledging the paradigm shift from a techno-centric Industry 4.0 to a human-
centric approach in intelligent and automated factories draws attention to the growing
ethical issues across various industrial sectors. Ethical issues emphasize the importance of
tools like Value Sensitive Design (VSD) in converting complex cultural values into practical
design necessities, particularly in the context of human–machine symbiosis in the Factory
of the Future [12].

Figure 2. Industry 5.0 architecture [7].

Along with human centricity, Industry 5.0 distinguishes itself by thoughtfully incor-
porating sustainable and resilient practices into the constantly changing realm of modern
industrial systems, as depicted in Figure 3. To complement the evolution of Industry 4.0,
Industry 5.0 represents a strategic change towards tackling socio-environmental challenges
stemming from the ongoing digital industrial transition [13]. Industry 5.0, which positions
itself as a comprehensive approach that fully incorporates digitalization into processes
throughout organizations and supply chains, essentially aims to achieve a symbiosis of
technological, social, and ecological elements. The change from a solely technological focus
to one that takes into account the advantages and comfort of individuals further reinforces
the sustainability element and fits in with the overall wellbeing of society in what is some-
times referred to as “Society 5.0” [14]. The circular economy is a key focus in the context of
electric vehicles, emphasizing the circularity of resources in supply chains. Product-Service
Systems (PSS) enable new business models for this economy. Industry 5.0’s sustainable
value networks prioritize service integration and digital technologies to enhance ties be-
tween participants [15]. Global automakers prioritize sustainability through recycling and
product reuse, leading to supply chain reorganization. Electric vehicles and digitization are
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transforming the sector, fostering stronger supplier-manufacturer relationships through
digital technology and product-related services [16].

In Industry 5.0, where complex industrial processes are vulnerable to disruptions due
to the use of modern technologies like AI, big data analytics, and IoT, resilience is essential.
The idea goes beyond only enduring difficulties; it also emphasizes performance enhance-
ment and flexibility in the face of setbacks. The need for resilience has been highlighted by
the COVID-19 pandemic, which implies that organizations must develop systems that can
withstand disruptions and quickly bounce back. Resilience is mostly attributed to flexibility
and inherent redundancy, which allow systems to overcome malfunctions or failures. To
prevent and successfully respond to disruptions in the Industry 5.0 scenario, organizations
need to proactively strengthen resilience through techniques like modular production sys-
tems, flexible manufacturing system designs, and risk management procedures, including
cybersecurity measures [17,18]. The emphasis on resilience and sustainability is not just
a catchphrase in Industry 5.0; it is a core design principle. The awareness of the essential
role that humans play in this technology environment is what distinguishes Industry 5.0.
A special synergy is produced when humans and machines work together. Humans are
adaptable, skilled at addressing problems, and capable of making subtle decisions. This
human–machine collaboration promotes sustainable operations by lowering the need for
ongoing maintenance and guaranteeing steady production. Because human workers can
swiftly adjust to changing circumstances and manage unforeseen problems, Industry 5.0
places a strong emphasis on the human touch as a means of developing resilience. In
Industry 5.0, a holistic strategy that leverages the capabilities of both humans and robots
emerges as essential to attaining sustainability and resilience.

Figure 3. Industry 5.0 [13].

1.3. Concept of Industry 5.0

Industry 4.0 was found to be less concerned with people and more with technology,
dismissing the role of people in productive systems. As a result, Industry 5.0 has emerged
as a complementary and transitional philosophy from a technological Industry 4.0 to a
human-centered Industry 5.0, where worker wellbeing is prioritized while preserving
productive performance. Moving beyond a profit-centric approach, Industry 5.0 empha-
sizes sustainability through a dedication to social, environmental, and societal factors.
Though it emphasizes workplace safety, human–machine connections, and larger social
and environmental responsibilities, the notion acknowledges the power of technology
for industrial development while also tying commercial aims and social goals together.
Harness in human–machine collaboration, enhancing interaction in complex industrial
systems, and empowering people and operators through individual capabilities and skills
are all examples of future possibilities for human centricity [19]. Based on the concepts of
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the 6 R’s policy of industrial recycling, Industry 5.0 may be the first to be human-driven
in terms of sustainability: Recognize, Rethink, Realize, Reduce, Reuse, and Recycle waste
where possible while producing/creating customized, high-quality products. However,
there is still a debate about the concept of Industry 5.0, specifically how this strategy might
help sustainable development [13].

Humans manage personalization and critical thinking while machines handle
monotonous jobs in Industry 5.0, which integrates humans and technologies as collabo-
rative robots [20]. Industry 5.0 is a symmetric innovation aimed at securing outputs by
isolating automated systems, preparing the next generation of global governance [13,19,20].

The creation of the Digital Twin (DT), which depicts a high-fidelity, virtual, physical
entity with real-time communication, is a particular aspect of using robots. [19,21]. These
Industry 5.0-identified DT (Digital Twin) systems enable production optimization while
conducting operational safety assessments in conjunction with simulation systems [22].
DTs, primarily focused on connectivity and production system modeling, can reduce
educational inequality by promoting tele-operability and interactive robot production
systems for instruction and learning [19,21,23].

1.4. Difference between Industry 4.0 and Industry 5.0

Industry 4.0 focuses on utilizing cognitive computing to integrate cloud servers with
intelligent facilities and the Internet of Things in manufacturing plants, while Industry 5.0
stresses the importance of bringing human hands and brains back into the industrial setting.
The eras of humans and machines are attempting to collaborate to maximize efficiency and
responsible resource usage. Factory data in Industry 4.0 is collected and stored in the cloud
for analysis by various instruments and sensors. Access to these data is crucial for artificial
intelligence to improve goods and enhance the manufacturing environment. With the aid
of intelligent manufacturing and tools like the Internet of Things, artificial intelligence,
physical cyber systems, cloud computing, and cognitive computing, Industry 4.0 put a
strong emphasis on customization. The human connection with production, which is made
possible by increased human interaction and engagement in the production system, is
one of the key components of Industry 5.0. In this revolution, applying critical thinking
abilities increases the automated system’s speed and precision. Industry 5.0 automates
equipment updates, modernizes production systems, avoids overproduction, and selects
appropriate instruments through intelligent systems. The goal of this revolution is to use
digital equipment with human intelligence to speed up manufacturing and prevent errors
in systems [11].

Industry 5.0 prioritizes human centricity, sustainability, and resilience, requiring logis-
tics to balance societal, environmental, and economic aspects. Industry 4.0’s smart logistics
revolution aims to replace human operators and increase productivity. The emphasis in
Industry 5.0 is now more on the environment and human beings, with new technologies
being employed to enhance human operators rather than replace them to provide more
highly customized goods and services. Many logistics providers are, in this sense, going
through a smart transformation of Industry 4.0; however, this smart transformation should
not be impeded but rather redirected to better accomplish societal, environmental, and
economic sustainability in Industry 5.0 [24].

1.5. Threats and Risks Involved

It is important to remember that the fifth industrial revolution will be fueled by cobots
(collaborative robots), robots, and artificial intelligence, which will play critical roles in
this sector. Despite its potential and capabilities, the industry will still require human
modification and personalization skills [25].

As shown in Figure 4, most of the industries that have embraced the concepts of
Industry 4.0 and Industry 5.0 are responsible for the generation of significant value through
the capture, storage, and mining of big data. This has led to the creation of several opportu-
nities in a variety of industries, including government services and even healthcare [26,27].
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Given the multiple benefits that may be derived from big data, the industrial revolutions
that resulted in the creation of ICT and other kinds of digital technology drove big data to
become the present oil in the technological world. Because of the importance and influence
of big data, organizations often spend a significant amount of money on issues related to
privacy and cyber security. For instance, stricter access control restrictions must be put in
place as big data are gathered and stored to guarantee that it can only be used for those
purposes. However, because security and privacy issues will be treated extremely seriously,
it is crucial to consider how data are shared and linked across numerous organizations and
industries [25,28]. Because most industries have automated and digitalized their operations,
which has revealed a variety of vulnerabilities that can substantially harm the system, cyber
security in the fourth and fifth industrial revolutions has become crucial. Even though both
Industries 4.0 and 5.0 are already up and running, they have brought with them several
operational issues that are problematic for digital supply networks and connected smart
industries [25,29].

This is because the industrial value chain may not be able to immediately mitigate
the effects of a cyber-attack if one occurs. After all, those effects could be quite severe, and
they are not prepared for such risks. Therefore, as Industry 4.0 transitions to Industry 5.0,
addressing the cyber dangers necessitates developing robust cybersecurity strategies that
must be vigilant, secure, and persistent, fully integrated into organizational and IT strate-
gies [30]. In this discussion, cybersecurity threats in Industries 4.0 and 5.0 are evaluated.
The need for maintenance and ongoing upgrades to handle these risks is highlighted [25].

The number of terminal and intermediary devices has significantly increased because
of Industry 5.0’s extensive adoption of IoT. Cyber threats have greater opportunities because
of this increased attack surface. To safeguard infrastructure, Industry 5.0 uses blockchain-
based access control systems and artificial intelligence (AI)-based intrusion detection
systems (IDS). Compared to Industry 4.0, this represents a more complex and advanced
approach to security. Cyber-physical systems and augmented reality (AR) are emerging
supporting technologies for the Internet of Things. The harmonization of functionality
may become more complex as a result of these technologies’ potential introduction of
new security requirements. In conclusion, Industry 5.0 highlights the use of cutting-edge
technologies like blockchain and artificial intelligence for security, expands the attack
surface with an emphasis on the Internet of Things, and tackles particular difficulties
related to the integration of various applications and auxiliary technologies [31].

Figure 4. Threats and risks in Industry 5.0 [26,27].
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This study aims to address the following research questions by focusing on key areas
to enhance understanding and provide valuable information about the topic:

• Research Question 1: What are the potential challenges in the adoption of Industry
5.0, considering factors like compatibility with existing systems, workforce training,
and technological complexities?
The motivation behind this research question is to address the potential issues related
to the adoption of Industry 5.0, which are crucial if one is to fully profit from it. It
is important to comprehend these difficulties, including compatibility with current
systems, workforce training, and technological complexity, to ensure a successful and
seamless transition to Industry 5.0.

• Research Question 2: What technologies Industry 5.0 may use for supply chain
transparency and traceability have for data privacy?
The purpose of this research question is to address issues including product safety,
labor rights, and environmental sustainability. There has been a growing focus on
increasing supply chain transparency and traceability. Industry 5.0 can provide a
chance to accomplish these objectives.

• Research Question 3: What issues should be taken into account while using Industry
5.0 to enhance security, worker safety, and wellbeing?
The goal of this research question is to investigate how Industry 5.0 might be used
to enhance worker safety and wellbeing in light of increased automation and the
expanding usage of robotics and AI in production.

2. Methodology

A systematic literature review (SLR) was carried out for this study to thoroughly eval-
uate pertinent papers related to Industry 4.0 and Industry 5.0, with a particular emphasis
on related risks and threats. (“Industry 5.0” OR “Industry 4.0” AND “threats” OR “security
risks” OR “cybersecurity risks” OR “privacy risks” OR “risks”) was the search query used
to find relevant research publications. The academic works published as journal articles,
conference papers, or book chapters between 2018 and 2023 were included in the inclusion
criteria. To include the most current and pertinent contributions to the subject, the review’s
scope was restricted to this time frame. In contrast, studies not directly relevant to Industry
5.0 and 4.0 or not addressing the risks and threats associated with them were filtered out
using exclusion criteria. Moreover, research not written in English and those whose whole
texts were unavailable were not included. The advantage of this SLR is that it offers a
thorough understanding of the state of the art when it comes to the threats and risks related
to Industry 5.0. This helps practitioners, researchers, and decision-makers to improve
cybersecurity and minimize possible risks in the changing industrial landscape.

As depicted in Figure 5, SLR methodology was used in this study to analyze papers
that were found in several significant databases, including IEEE Xplore, Google Scholar,
Science Direct, ACM, and Springer. The original dataset included many publications: a total
of 18881 papers from all databases, including 9630 from Google Scholar, 6025 from Science
Direct, 491 from ACM, 2467 from Springer, and 268 from IEEE Xplore. Strict inclusion
and exclusion criteria, as previously mentioned, were utilized to guarantee a targeted
and pertinent review. As shown in Figure 6, a selected group of studies surfaced after
these criteria were applied, and these papers served as the foundation for the systematic
literature review. This methodical approach sought to extract important insights from the
large body of literature, adding to a thorough knowledge of the field of study.
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Figure 5. Systematic Literature Review Methodology.

Figure 6. Number of publications after inclusion/exclusion criteria over 2018–2023.

3. Literature Review

The results of a thorough analysis of research publications related to the topic are
presented in Tables 1–4 below. The key factors of this study include all the risks identified
with its affected assets, risk mitigation strategies (if any), and all the challenges. This
technique addresses all the risks, threats, and challenges that Industry 5.0 has been facing.
All the advantages and disadvantages of Industry 5.0 are then discussed. With the help of
this literature review, practitioners and researchers will be able to see a comprehensive list
of risks in Industry 5.0. This will help the practitioners who are trying to adopt Industry
5.0 to make informed choices about such a transition.
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Table 1. Identified Cybersecurity Risks in Industry 5.0.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[9]
Trust risk: there are significant risks

because of AI and automation, and there is
a need to build trust in ecosystems.

ICT (Information and Communications
Technology) systems, Data

The deployment of IoT nodes using
“Authentication” and “trusted security” as

a security mechanism when interacting
with diverse devices.

Establishing security and trust
in ecosystems.

[32]

The possibility of cyber-physical
vulnerabilities resulting from the

integration of cyberspace and physical
space in Human-cyber-physical systems

(HCPS) raises the possibility of
compromised decision-making processes,
data breaches, and system malfunctions.

cyber-physical systems, data
confidentiality, and security

To protect data and system integrity,
mitigation techniques may involve putting

strong cybersecurity measures in place,
such as intrusion detection systems, access

limits, and encryption.

Some of the challenges that may arise are
making sure that cyber and physical

components are compatible and
interoperable, addressing privacy issues

regarding the collecting and use of
personal data in HCPS, and encouraging

stakeholders to trust and accept
automated decision-making processes.

[33]

Smart contracts enhance security in
decentralized asset management (DAM),

but their irreversible nature poses risks, as
hackers can use faults to steal tokens,

posing a threat to blockchain transactions.

Integrity and security of financial assets,
data saved and exchanged on

blockchain networks.

Adopt secure coding standards, code
audits, and testing for smart contract

vulnerabilities, incorporating encryption
and multi-factor authentication to protect

private information and prevent
illegal transactions.

Smart contract transactions are
irreversible, making it challenging to

identify and correct mistakes or fraudulent
activity and retrieve lost or stolen money

due to security breaches or
malicious activity.

[34]

Data privacy risks in healthcare,
particularly IoT-based systems, pose a
significant challenge in supply chain

management, particularly in managing
data privacy and integration.

Data, supply chain, planning cycles

Industry 5.0 utilizes decentralized IIOT
(Industrial Internet of Things), blockchain
middleware, and mass customization to
integrate data in smart manufacturing
from numerous sources and services.

One of the key challenges faced by the
shipping sector is data privacy.

[35,36]
Eavesdropping, intercepting, or hijacking:
Unauthorized access or management of

sensitive data

IIoT communication channels,
network setup

Implement secure communication
protocols and encryption

Protecting wireless networks and avoiding
“man-in-the-middle” attacks

[35] Brute force attacks: Constant and repeated
efforts to guess passwords or keys IIoT end devices, servers, and applications Implement secure password guidelines

and account lockout features.
Security and usability must be balanced,
and access credentials must be managed.

[35] Denial of Service: Interruption of
processes and potential physical threats

IIoT end devices, Industrial
Control Systems

Network segmentation and intrusion
detection systems implementation

Timely component and configuration
vulnerability analysis

[37]
Security risks include adversarial AI, the
responsibility gap, and the unpredictable

nature of industrial AI-based systems.

Industrial AI systems, critical
industrial assets

ML (Machine-Learning) algorithms
should be improved and tested against

adversarial AI.

Costly failures and changes, price of skill,
high standards for regulations, legal and

regulatory difficulties.
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Table 1. Cont.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[38]

Privacy issues may include compromised
data integrity and confidentiality,
unauthorized access and theft of

node identities

IIoT devices, data
Implement encryption, secure

authentication, and access
control measures.

Limited autonomy, a lack of
computational resources, and efficient

access control mechanisms.

[38]

Data exposure, data integrity difficulties,
confidentiality issues, DoS (Denial of

Service) attacks, and
authentication challenges

Cloud/Fog services, data, Big data
repositories, Virtualized resources.

Implement reliable monitoring,
encryption, and access control procedures.

Challenging to detect fraudulent behavior,
lack of trust in service providers, and lack

of control over access policies.

[39] Malicious reconfiguration of sensors Sensors, manufacturing
information architecture

Put security measures in place to stop
unauthorized sensor reconfiguration.

Systems of the next generation do not
prioritize security.

[39] Security flaws being exploited by
attack vectors.

Industrial manufacturing equipment,
manufacturing information architecture

Regularly update software and firmware,
create firewalls and network segments,
and evaluate the security situation in

industrial equipment design.

Problems with security implementation’s
compatibility. Security of networked

systems is difficult.

[39] Compromise of platforms and
infrastructure

Computers used for Computer-aided
Design (CAD) design, industrial

network domain

Put strong cybersecurity safeguards in
place for CAD design machines. Apply

security patches and software updates on
a regular basis. Implement strict access

and authentication controls.

The widespread use of cloud-based
architecture creates new security

difficulties. Providing uniform security
measures across platforms and

infrastructure can be challenging.

[40]
Cybersecurity threats like direct and

indirect attacks on service providers’ IT
systems.

Industrial networks, transportation
systems, and manufacturing-related items

and equipment with connectivity.

The process of improving industrial
control systems’ cybersecurity resilience

involves system identification,
vulnerability analysis, stakeholder

involvement, NIST Framework, DevOps
approach, improved attack tree, risk

evaluation methods, and STRIDE security
analysis.

The importance of cyber security in
industrial systems is crucial for Industry

4.0 management, and enhancing industrial
management support is vital for

comprehensive studies.

[41]

Cyber espionage: Industry 4.0 is exposed
to cyber espionage due to smart and

linked corporate operations. Industry 4.0
has become a favorite target for

well-organized cybercriminal gangs
looking to steal intellectual property and

sensitive data.

Virtual data, violation of commercial
agreements, industrial control systems.

Technologies for intrusion detection and
prevention and security evaluation, and

industrial control systems (ICS) risk
management, software updates, secure

communication

Integrity protection, layered encryption.



Appl. Sci. 2024, 14, 1466 11 of 29

Table 1. Cont.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[41]

DoS attacks are common in factories due
to interdependent equipment and the

importance of the unavailability of certain
devices in the production environment.

Cloud services, servers. Encryption of data streams, access
control/multiple authorization.

These attacks are unpredictable and
difficult to handle.

[42]

Industry 4.0 businesses face significant
cybersecurity risks due to the increased

interconnectivity of smart devices, sensors,
and actuators, including Industrial

Control Systems and IIoT gateways.

Data integrity, data confidentiality and
data availability, productive time,

violation of commercial agreements.

The DevOps approach enhances industrial
security, visualizes security risks using an

attack tree, assesses risks in smart
manufacturing systems using a

hierarchical model, and calculates IoT
cyber risk economic impacts.

Modern industrial equipment with smart
devices and wireless networks or wired

Ethernet can create potential entry points
for cyberattacks due to the lack of proper

design for cybersecurity.

[43]

Small and Medium-Sized Enterprises
(SMEs) face cybersecurity risks due to
weak supply chain links and lack of

awareness in Industry 4.0, resulting in
inconsistent measurements of supply

chain cyber risks.

Recovery planning in the supply chains of
Small and Medium-Sized Enterprises.

SMEs must invest a sizable amount of
money in cyber security and recovery

planning; cyber risk puts them at a
disadvantage.

In all the examined Industry 4.0 technical
advancements, there is a lack of clarity

regarding disaster recovery plans.

[44]
Computational load for IoT devices,

blockchain implementation, and security
risks in IoT

IoT devices like sensors.

Implement a blockchain-based IoT
framework to stop different attacks and

use machine learning to lighten the
computational load on IoT devices.

Blockchain communication protocols may
cause data corruption, while IoT devices
may face high computational burden due
to machine-learning solutions, impacting

their functionality and usage.

[45] Loss of intellectual property and security
of the data. Data, intellectual property Implementation of data security measures. Protection of sensitive information.

[46]

The study predicts an increase in future
cyberattacks on AI projects, particularly in
medical devices and data, necessitating a

robust cybersecurity strategy.

Medical devices and data

To ensure sustainable and scalable AI
projects, it is crucial to have a robust
security architecture, educate staff on

security measures, and foster trust within
the project environment.

Analyze the medical device industry’s
awareness of security issues and the
approaches used to address them.

[47] Cyber-attack.
Information systems, infrastructures,

computer networks, and personal
electronic devices.

The Industrial Process System
Environment Strategy uses the Cyber Risk
Analysis in the Industrial Process (CRISP)

approach to evaluate how cyberattacks
will affect specific devices or the system as

a whole.

To effectively implement the CRISP
approach, access to process documentation

and the Asset Management System is
crucial for risk assessment.
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Table 1. Cont.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[48]
Cybersecurity risk, implementation cost,

lack of financial resources, lack of
skilled workers.

Data, human resources, businesses. N/A Resistance of employees to change.

[49] Cybersecurity risks due to inadequate
infrastructure in Industry 4.0 Machines and data N/A

By connecting devices to the Internet
without taking adequate security

precautions, unauthorized users can access
the devices remotely and cause damage.

Table 2. Identified Workforce and Training Risks in Industry 5.0.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[36,50,51]

Human resource risk: It will be difficult to
find workers with the specialized skills

required for the new procedures in
Industry 4.0, which also calls for better

pay.

Human capital and employee
engagement.

Universities and educational institutions
must ensure that study programs are

updated because Industry 4.0 is made up
of many different technologies. This will

ensure that there are enough people
available to execute Industry 4.0.

Train labor to work with robots and
machines.

[52]
Industry 5.0 demands multidisciplinary

and multi-technical knowledge, increasing
demand for well-trained workers.

Efficiency and effectiveness of training
programs. N/A

Training becomes challenging, especially
in sustainable development goals

emphasizing lifelong learning for future
worker development.

[51]
Lack of understanding of the

circumstances and activities taking place
on the shop floor.

Shop floor personnel, machine statuses,
order progress.

Enable real-time monitoring and improve
data visibility.

Training and awareness, data security and
privacy

[34]

Human resource risk: To work in such an
atmosphere, the staff need sufficient

training. To enable these smart workers to
work in the manufacturers’ smart

environments, strong management
practices are needed.

Human capital and employee
engagement.

Industry 5.0 is built on effective
communication between humans and

robots with a focus on human centricity.

Train labor to work with robots and
machines.

Predictive maintenance of machines
required.
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Table 2. Cont.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[9]

Skills gap and training challenges: To
effectively collaborate with advanced
robots and smart machines, human

workers must have competency skills.

Human workers N/A Adoption of advanced technology,
training, and skill development.

[53]

Industry 4.0 adoption may face workforce
and technological challenges, including

digital skills shortages, competency gaps,
employee wellbeing concerns, and

cybersecurity threats.

Workforce wellbeing and safety, data. Workforce training and up skilling.

The implementation of worker wellbeing
monitoring technologies, particularly

among the aging workforce and persons
with impairments. There is a dearth of

skilled employees with digital capabilities.

[49]

Adaptation of skills: The days of standard
employment profiles are over. Workers in

Industry 4.0 must adapt to jobs and
abilities that are outside the scope of their

current responsibilities.

Employee, organization, human resources. N/A
Such demands may put staff under

excessive strain and may reduce support
for Industry 4.0 techniques.

[44] Technology and workforce challenges Technology, workforce N/A

Industry 4.0 implementation may pose
challenges to worker safety and

productivity due to inadequate digital
skills training and competency gaps.

Table 3. Identified Operational and Implementation Risks in Industry 5.0.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[34]

Technical integration: Producing
low-quality products can result from the

use of technologies that are not capable of
coping with digitalization.

Low-quality products.

Industry 5.0 promotes human centricity,
blending creativity with machine accuracy
and deploying robots for repetitive tasks

to increase productivity and enhance
product quality.

New IT (Information Technology)
technology installation calls for

more effort.
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Table 3. Cont.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[54]
To keep risks at a manageable level, risk
management entails risk identification,

assessment, and mitigation.

Objectives of the organization, a range of
objectives, options for the organization,

and risk management options.

Risk management involves identifying,
assessing, and reducing potential hazards
through systematic strategies, comparing

alternatives, and following cycles for
creating, planning, assessing, and deciding

on acceptable risks.

Ensuring that risk management is
integrated into general management;

understanding the permitted ranges and
risk characteristics; recording and sharing

results to aid in making decisions;
ensuring the efficacy and acceptability of

the solutions selected

[37]
Operational risks and challenges: High
talent costs, high regulatory constraints,

and high costs of failure and change.
Human resources, existing investments.

Demonstrate compelling Return On
Investment (ROI), Enhance recruitment

and retention strategies.

Costs associated with change and failure,
competing for the best talent, prerequisites
for adhering to compliance requirements

are crucial challenges in the realm of
industrial AI.

[53]

Organizations’ inadequate readiness for
Industry 4.0, including inadequate

planning for new supply models and
smart technologies, may hinder the

realization of benefits during the
transitional period.

Organization
Implementing smart safety technologies,

integration of self-learning machines, and
adoption of cobots.

Organizations are lagging in readiness for
Industry 4.0, with only 20% of new supply
models and 15% of smart and autonomous

technologies considered ready.

[44] Poor readiness of Industry 4.0. Industry 4.0’s implementation. N/A

Insufficient planning for new supply
models and smart technologies could

cause transitory phase issues and hinder
the realization of their benefits.

[44]
Implementation and complexity problems,

insufficient justification, and lack of
understanding

ML for cyber security, intelligent factory
integration.

The integration of blockchain and
machine-learning technology in intelligent
manufacturing requires technical expertise

and careful configuration, as
machine-learning results can be

challenging to interpret and comprehend.

Organizations struggle with designing
and integrating blockchain and

machine-learning technologies for
enhanced security due to complexity,

requiring clear explanations and vision for
effective training and security analysis.

[55] Barriers to the implementation of
Industry 4.0 Industry 4.0’s implementation

The task involves a comprehensive
analysis of all factors influencing Industry

4.0 adoption, considering
inter-dependencies.

Concerns about data security, a competent
workforce, workplace disputes, a lack of
financial resources, and a lack of digital

readiness.

[51] Supply chain disruption. Supply chain operations. Supply chain diversification and risk
analysis should be used.

Keeping a global supply chain’s
complexity and cooperation under control.
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Table 3. Cont.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[55]
Companies in both developed and

developing countries lack
digital readiness.

Small and medium-sized companies.

Gain more understanding of Industry 4.0,
concentrate on strategic rather than purely

financial issues, and handle
organizational opposition.

Lack of awareness of Industry 4.0’s
strategic importance, organizational

resistance on the part of workers, and
middle management levels.

[49]

Failure of machines: cascade machine
failures, which occur when one machine
failure leads to another, and significant

costs associated with enhancing
machine security.

Machines N/A N/A

Table 4. Identified Other Risks in Industry 5.0.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[51] Fragmented system landscape and
difficulties in system integration IT Systems.

Create standards for system
interoperability and use
integration frameworks.

Compatibility with legacy systems,
technical difficulty.

[9]

Investments are needed to adopt
cutting-edge technology like cobots in

Industry 5.0, covering the costs of
technology acquisition and human

workforce training.

Human resources, company finances N/A Financial and cost management

[36] Connectivity risk: In Industry 4.0,
technology is heavily reliant on machinery.

Network connection and communication
channels.

It is imperative to identify and address
any new, unique machinery demands as

soon as feasible.

Utilize sensing techniques for data
collection, learning, and automated

decision-making, ensuring components
can be tracked throughout the value chain

for each created item.



Appl. Sci. 2024, 14, 1466 16 of 29

Table 4. Cont.

Ref. Study Risks Identified Assets Affected Risk Mitigation Strategies Challenges

[36]

Educational risks: Industry 4.0’s new
developments could lead to increased

inequality and societal splintering, as well
as the loss of numerous jobs.

Learning and development.

Universities and educational institutions
must ensure that study programs are

updated because Industry 4.0 is made up
of many different technologies. This will

ensure that there are enough people
available to execute Industry 4.0.

Industry 4.0 implementations demand
specialized knowledge in numerous

technology fields.

[56]

Adverse learning and dependency risk
involves the development of bad habits

and poor decisions due to machines
learning in good faith, leading to increased

reliance on machines, potentially
causing harm.

Workforce and organizational resilience.

The Human–Machine Cooperation (HMC)
approach is a model involving cooperative
agents, humans and machines, working
together to achieve common goals and
manage interferences to modify their

decisions and actions.

N/A

[51] Existing manual processes are costly and
prone to mistakes.

Labor-intensive processes,
production systems.

Automation and robotics implementation,
improved process documentation.

The initial investment in automation and
resistance to change.

[37]

Technical risks or challenges include those
related to training, testing costs and

complexity, huge state spaces, and data
storage and collection.

Industrial AI systems, data storage and
acquisition infrastructure.

Enhance preprocessing methods and data
quality and employ

high-fidelity simulations.

Cost and complexity of data acquisition,
limited labeled training data, testing

disruption, complexity of
industrial systems.

[57] Safety and security risks in
human-robot collaboration.

Workers’ mental health, robots,
collaborative workspace, industrial

process, control systems.

Calculate the degree of injuries caused
by collision.

Reduce injury in interactions between
humans and robots.

Prevent crashes and accidental contact.

Understanding human limits and pain
tolerance is crucial for developing safe,

effective human-robot collaboration
systems in Industry 4.0, requiring effective

mechanical systems and collision
detection procedures.

[45] Limited access to technology Technology N/A Unclear cost–benefit analysis, high
investment levels.

[46]

Businesses need to efficiently handle data
for scalable AI solutions, requiring a

strong data environment to handle large
volumes of computational demands.

Data-intensive AI projects. Cost–benefit analysis. High cost and investments.
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4. Outcomes of the Studies

Following the completion of the systematic literature review, it is evident from Figure 7,
which represents Table 5 that the risks related to Industry 4.0 and Industry 5.0 may be
divided into three main categories: cybersecurity risk, operational and implementation
risk, and workforce and training risk. Although there are more risk categories, these three
are the most common. Knowing these three key risk categories is essential to moving the
discussion along.

Figure 7. Frequency of identified risks based on Table 5.

Table 5. Types of risks present in reference studies.

Risks Reference Studies

Workforce and training risk [9,34,36,44,48–53]

Financial and investment risk [9,46,48]

Security risk [9,37]

Cybersecurity risk [32–36,38–49,55]

Operational and implementation risk [34,35,37,43,44,49,51,53–55,57]

Technological risk [36,45,56]

Social and societal risk [36]

System integration risk [34,51]

Information and Knowledge Gap Risk [51]

Technical risk [37]

Information security risk [38,45]

4.1. Cybersecurity Risks

Over the past few years, interest in cyber security has significantly increased. As
our world becomes increasingly connected, real-time system availability is becoming
increasingly important. As a result, enterprises must pay close attention to maintaining
and preserving their information assets to prevent the effects that cyberattacks may have
on them. The assets play a big role in critical corporate operations. Additionally, users and
customers are increasingly appreciating the value of the information provided by various
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technologies. A cybersecurity risk is the result of the likelihood that a cybersecurity-related
incident will occur and its possible effects. It includes a variety of hazards with different
technology, attack routes, and techniques, but they all have two things in common: they
might have a big impact, and people might think that they are improbable. To identify
and manage these dangers, which were previously viewed as unlikely and hence received
little attention, cyber security entails activities. Due to their unpredictable nature and the
requirement for specialized ways to detect and classify them, cybersecurity risks require a
different strategy for management than other categories of hazards [58].

Confidentiality, integrity, and availability are the three main security objectives as
shown in Figure 8, and in a cybersecurity attack, these objectives are violated, leading to
attacks on digital systems, networks, and data. It considers the potential for unauthorized
access, data breaches, system outages, and data theft.

Figure 8. Principles of cyber security [34].

4.2. Operational and Implementation Risks

The difficulties and unknowns that organizations encounter when implementing
new technology or procedures are referred to as operational and implementation risks.
The practical ramifications of introducing new systems, practices, or strategies within an
organization are tied to these risks. They can result from several things, including human
errors, technical difficulties, poor planning, and opposition to change.

Operational risk is the potential for a loss brought on by either outside events or
insufficient or poor internal processes, people, or systems [59].

Contrarily, implementation risks concentrate on the difficulties and barriers that appear
when implementing new technology or procedures. These hazards could include issues
with adjusting to new systems, a lack of personnel training and knowledge, and insufficient
funding or resources for implementation.
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4.3. Workforce and Training Risks

Risks related to the workforce’s capacity and readiness for utilizing new technology
or processes are referred to as workforce and training risks. Particularly in the context of
technical breakthroughs and digital revolutions like Industry 4.0, these risks are concentrated
around the human resource component of adopting new projects. On the other hand, train-
ing hazards might include insufficient training programs, resistance to training, the cost of
training, etc., in the workforce, which could include a shortage of competent workers, a com-
petency gap, a generational difference, etc. Risks related to the workforce and training must
be effectively addressed if new technologies are to be successfully implemented and used.

5. Discussion

The goal of the systematic literature review (SLR) carried out for this study was to
explore and analyze the risks, threats, and challenges related to Industry 5.0 and its related
fields. We have learned important things about the new risks and weaknesses in a variety
of fields, such as data security, health, education, the environment, business, and mixed
domains, through a thorough study of pertinent research studies as mentioned in Table 6
above. The results of the SLR are interpreted and analyzed in this discussion, with a focus
on their implications for a more comprehensive understanding of risks in the context of
Industry 5.0. This study’s taxonomy as shown in Figure 9 above, in contrast to Industry 4.0,
is primarily concerned with human–machine collaboration since, with humans returning to
the game, there are greater risks involved in their training and adoption of new technology
according to Figure 10.

Table 6. Risk Classification Based on Domains.

Domains Reference Studies

Data Security [9,32–49]

Health [46]

Education [34,36,50,51]

Environment No related references.

Business [51–53,55]

Mixed domains [51,54,56,57]

The concept of “Industry 5.0” is still being discussed and studied and is not yet
extensively used [52]. In comparison to Industry 4.0, Industry 5.0 is still in an early stage,
and there may still be questions regarding what it really involves and how it varies from
Industry 4.0. It still has not attained the same degree of acceptance and recognition as
Industry 4.0. Due to Industry 4.0’s maturity and established principles, the body of research
that is now available focuses mostly on it. There is a lack of comprehensive literature about
Industry 5.0, and it has been difficult to locate relevant publications that are only concerned
with this new idea. This paper’s focus is on the risks discovered within the framework of
Industry 4.0 to ensure a thorough review of risks and obstacles. IoT presents challenges
in developing nations, especially in finding high-quality hardware, sensors, and devices
for IoT 4.0 and 5.0 implementation. High costs and a lack of qualified individuals hinder
industrial adoption of IoT and automation despite potential cost reductions. Manufacturing
facilities that employ IoT in conjunction with blockchain technology to protect their privacy
and security will have to deal with significant upfront expenditures and ongoing problems
to build a block of transactions. Attacks on Internet of Things systems emphasize the
necessity of thorough security designs, which include effective cryptography research and
safe systems [24].

Industry 5.0’s digital infrastructure is at risk from cyberattacks, posing risks to unau-
thorized access, data breaches, and industrial processes. Physical security threats, such as
unauthorized access or equipment tampering, can also impact digital assets. Supply chain
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disruptions due to natural disasters or geopolitical crises can cause critical component
shortages, affecting production and financial losses. Industry 5.0 systems need robust
supply chain plans, physical security, and cybersecurity measures to mitigate risks [31].

Figure 9. Taxonomy of major risks present in Industry 4.0 and Industry 5.0.

According to what has been observed so far, Industry 4.0 presents one of the biggest
challenges for cyber security because it relies on IoT, cloud computing, AI, and other
technologies that make systems and data vulnerable to attacks from malicious individuals.
In light of this, Industry 5.0 also utilized these technologies, and cybersecurity threats are
enormous. Unauthorized access to robots, the alteration of AI algorithms, or the interrup-
tion of human–machine communication are all examples of cybersecurity hazards. Strong
cybersecurity measures, including encryption, access control, secure communication proto-
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cols, intrusion detection systems, and routine software updates, are required by Industry
4.0 and Industry 5.0 to handle these concerns. To keep one step ahead of cyber attackers,
organizations also need to engage in employee training to raise security awareness and
regularly monitor and assess their systems for any vulnerabilities. Overall, cyber security
continues to be a crucial component of Industry 4.0 and Industry 5.0, and it is crucial to
adequately handle these risks to guarantee the safe and secure adoption of cutting-edge
technology in the industrial sphere. Security is a barrier since Industry 5.0 must be estab-
lished before ecosystem trust can be built. When deploying IoT nodes, authentication is
used to interface with a variety of devices and protect against future quantum computing
applications. The use of automation and AI in Industry 5.0 presents difficulties for the
business and calls for trustworthy security. Since ICT systems are at the core of Industry
5.0 applications, strict security standards are required to avoid security risks. Risks associ-
ated with Industry 5.0’s integration of cyber-physical systems (CPS) include supply chain
vulnerabilities, cybersecurity threats, privacy concerns, operational safety, interoperability
issues, and ethical problems. Robust encryption, redundancy, fault-tolerant design, and
ethical concerns are only a few of the components of an all-encompassing strategy that
must be based on technological, regulatory, and ethical considerations to guarantee secure
CPS integration. Because of the diversity of the technical landscape, Industry 5.0 presents
varying risks connected with different types of assets. Safety issues are raised by robotics,
necessitating careful programming and tangible fail-safes to stop mishaps. AI systems
provide ethical and privacy challenges that necessitate open algorithms and compliance
with data protection laws. The introduction of cybersecurity vulnerabilities by IoT de-
vices highlights the necessity of secure communication methods and frequent updates
to minimize the risk of possible breaches. To meet the particular problems of each asset
class, which include ethical, regulatory, and technical aspects, customized risk management
solutions are needed [60].

Figure 10. Distribution of risk categories.
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According to the results of the current study as mentioned in Figure 11, Industry
4.0 had operational and implementation risks because it employed highly automated
technology. With that in mind, Industry 5.0, which emphasizes a human-centric approach
and uses advanced technologies like DT, cobots, 6G networks, etc., calls for people to
develop competency skills. As they work with advanced robots, human workers must
learn how to collaborate with smart machines. Learning technical and soft skills can be
difficult for human workers, especially in emerging fields like overseeing translation and
developing industrial robots [9]. Changes in organizational culture, business procedures,
and job responsibilities are frequently necessary for the deployment of new technology.
Important elements of operational and implementation risks include controlling change
resistance and enabling smooth transitions.

Risks associated with the workforce and training are mostly related to the human
resources side of integrating new technologies. These dangers are primarily focused on
the individual and on how well the workforce can adopt and use the new technologies.
People frequently struggle to adjust to new situations, and when forced to coexist alongside
robots at work, they frequently struggle to do so. The adoption of cutting-edge technology
necessitates greater time and effort from human workers. When procedures are often
automated and advanced machines are utilized in Industry 4.0, there are workforce and
training hazards. In Industry 5.0, it is also challenging to execute a human-centric strategy
smoothly since humans find it difficult to work with robots. It is crucial to understand
that there can still be obstacles in the way of this new paradigm’s adoption. To guarantee
a seamless and inclusive transformation, Industry 5.0 deployment demands a delicate
balancing act between technology, employee development, and organizational culture.

Industry 4.0 also entails other dangers, such as those related to finances, society, system
integration, and other factors. Investments in cutting-edge technology are essential since it
is becoming more expensive for firms to train employees, which makes it difficult for them
to upgrade their production lines for Industry 5.0 [9]. Industry 5.0 adoption is costly due to
the need for smart machines and skilled staff to enhance production and efficiency.

Other than these issues, one of the primary concerns in Industry 5.0 is the risk to
human health. It has been shown from study papers that individuals are inclined to adapt
to this because they feel uneasy using machines. The advent of new technology, such as
collaborative robots and AI-driven systems, may leave the workforce unsure about the
risks that could be involved. Because machines are playing a bigger role in the production
process, workers may be concerned about mishaps or injuries. Industry standards and
regulatory frameworks are crucial for ensuring safety and security in advanced industrial
environments like Industry 5.0. These guidelines enforce safety measures for robotics, data
privacy standards for AI-driven systems, and cybersecurity best practices for Internet of
Things devices, ensuring a safe and uniform environment [61].

Figure 11. Highlights of the study.
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6. Solution

As mentioned above, few pertinent studies, particularly high-quality journal papers,
are accessible for reference because Industry 5.0 is a relatively new idea. Additionally,
there are a variety of viewpoints on how Industry 5.0 will evolve, including the usage
of various supporting technologies, worker training for the industrial transition, and the
design of Industry 5.0 systems as shown in Figure 12. This has caused a lack of specific
goals for the development of Industry 5.0 architecture and the application of associated
enabling technologies.

Figure 12. Opportunities and Limitations in Industry 5.0 [9].

As a result of the numerous risks associated with Industry 4.0, Industry 5.0 is also
conquering those risks. Some ways may mitigate these risks. Industry 4.0’s IoT had
numerous difficulties, but Industry 5.0 systems can be more autonomous and sustainable
thanks to smart contracts implemented using blockchain technology, which also reduces
the need for various types of documentation and third parties. Since the IIoT contains
a lot of sensitive and important data that needs to be protected, resilient manufacturing
techniques can help improve data security [34].

The necessity for technologies to adapt to the growing digitalization is one of the key
problems of Industry 4.0. However, Industry 5.0 strives to be people-centric and blends
human innovation with machine accuracy to boost performance and efficiency. It would
be simple to adapt to Industry 5.0 provided workers received adequate training on the
technologies [20].

The automation of current production technology is a result of Industry 4.0. Therefore,
it is essential to give the employees proper training. Although Industry 5.0 emphasizes
human centricity and is built on effective human-robot cooperation. Cobots have made a
significant contribution in this regard. These robots cooperate with people to complete the
assigned task. As a result, they assist in increasing the workers’ productivity and efficiency.
Without having to perform boring duties or risk their safety, the workforce can engage in
more valuable activities. To guard against future failures, these devices must, however,
undergo predictive maintenance [9].

Industry sectors, cybersecurity professionals, governmental organizations, and tech-
nology suppliers are working together to develop an Industry 5.0 environment that is
resilient. Businesses are working with cybersecurity specialists to implement cutting-
edge security measures and carry out in-depth risk assessments. This entails putting in
place sophisticated intrusion detection systems, safe communication channels, and en-
cryption techniques designed to safeguard assets in the rapidly changing Industry 5.0
environment [62]. Governmental organizations enforce cybersecurity standards, promote
information exchange, and collaborate with technology providers to enhance Industry 5.0’s
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resilience. This collaboration strengthens defenses against cyberthreats and creates a safe,
flexible industrial environment [63,64].

7. Applications
7.1. Manufacturing Industry

Industry 5.0 emphasizes maximizing collaboration between more accurate machinery
and human creativity. To ensure sustainable production, it develops practices for resource
recycling and reuse. It is also essential that production has less negative environmental
effects [9]. Worldwide industrial processes are changing thanks to Industry 5.0, which
frees human workers from boring tasks. In the past, robots have been used to complete
dangerous, exhausting, or physically taxing jobs in production settings, such as welding,
painting, and carrying big goods into warehouses. As office equipment becomes smarter
and more networked, Industry 5.0 aims to combine cognitive computing capabilities with
human intelligence and resourcefulness to facilitate collaborative tasks [20].

7.2. Education

The goal of Industry 4.0 education was to minimize human involvement and give
emphasis to machines; however, the goal of Industry 5.0 education is to develop a synergy
between autonomous machines and humans. Stronger equipment working in tandem with
better-trained specialists will promote efficient, safe, and sustainable production [9].

7.3. Intelligent Healthcare

A real-time, intelligent hospital is what Industry 5.0 aims to build. Within the health-
care industry, technology can offer remote monitoring solutions. It is crucial to improving
the doctors’ quality of life. Doctors may concentrate on infected patients and give effective
data for better treatment during the COVID-19 pandemic using this smart healthcare tech-
nology [9]. These days, doctors use ML models to aid in the diagnosis of patients’ illnesses.
Intelligent wearable, a patient’s medical data can be continuously captured in real time by
such smart watches and sensors and stored in the cloud [20].

7.4. Supply Chain Management

Industry 5.0-enabling disruptive technologies, such as DT, cobots, 5G and beyond,
ML, and IoT, when combined with human ingenuity and smarts, can assist businesses in
fulfilling demand for delivering personalized and customized goods more quickly. This
assists supply chain management in integrating mass customization into their production
processes since it is a fundamental tenant of Industry 5.0 [20]. Additionally, it guaran-
tees that the supply chain’s end-to-end operations are smooth, including the choice of
raw materials based on an understanding of the demands of each customer in terms of
customization and personalization. Industry 5.0 aims to integrate automated, intelligent
digital ecosystems with human interaction, enhancing customer satisfaction and managing
corporate productivity and profit margins through innovative supply chain solutions [9].

In Industry 5.0, there is a pronounced emphasis on achieving sustainable development
goals (SDGs), specifically focusing on goals related to health and wellbeing (SDG 3), decent
work and economic growth (SDG 8), industry, innovation, and infrastructure (SDG 9), and
sustainable cities and communities (SDG 11),8 as depicted in Figure 13. These goals will be
positively impacted by the development of Society 5.0 and the shift from Industry 4.0 to
Industry 5.0. Novel business models, disaster management, and the digital transformation
of healthcare are all aided by disruptive technology. Disruptive technologies also partially
contribute to the achievement of other SDGs, including no poverty (SDG 1), zero hunger
(SDG 2), high-quality education (SDG 4), clean water and sanitation (SDG 6), inexpensive
and clean energy (SDG 7), and responsible consumption and production (SDG 12). Inter-
actions among the SDGs have an indirect impact on the remaining objectives. Although
Society 5.0 will firmly prioritize responsible consumption, Industry 5.0 will unavoidably
lead to increased production, adaptability, and efficiency. Industry 5.0 and Society 5.0
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are linked to smart city and village concepts, indicating their potential contributions to
socio-economic sustainability as well as their influence on other SDGs [65].

Figure 13. Industry 5.0 Applications with Sustainable Development [9,20].

The research findings have significant theoretical and practical implications for organi-
zations pursuing Industry 5.0 adoption. The study of three main risk categories—security,
workforce and training, and operational and implementation—gives a strong theoretical
basis for comprehending the risks inherent in the architecture of Industry 5.0. Drawing
from previous research, the theoretical implications provide a thorough view of potential
pitfalls beyond the synthesis of existing knowledge. This synthesis is a useful resource for
academics and researchers examining the relationship between technology and industrial
paradigms, and it also advances our theoretical knowledge of Industry 5.0 risks. From
a practical standpoint, the identification of these risks provides practitioners with useful
information to support their strategic planning and risk reduction initiatives. To protect
sensitive data, practitioners can use the insights offered to strengthen their cybersecurity
architecture, put strong encryption mechanisms in place, and set up proactive monitoring
systems. A customized approach to breaking down the barrier between human–machine
interaction is provided by identifying workforce and training concerns as organizations
enter the Industry 5.0 scenario. The study emphasizes how important it is to fund training
initiatives, close the knowledge gap, and develop a workforce capable of working in har-
mony with cutting-edge technologies. This reduces operational disturbances brought on by
a shortage of human competence in addition to promoting an innovative culture. Moreover,
the practical consequences are critical when it comes to operational and implementation
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concerns. The lack of qualified employees to implement Industry 5.0 initiatives is a sig-
nificant obstacle, and this study offers firms a road map to overcome it. This synthesis
contributes to the academic discourse and provides industry professionals with practical
counsel on navigating the challenges of Industry 5.0 adoption by balancing theoretical
insights with practical considerations.

Production managers should prioritize an adequate cybersecurity architecture, fund
ongoing training initiatives, and employ strategic ways to control operational risks, accord-
ing to this study. These include adopting safe communication methods, putting strong
encryption techniques into place, and incorporating real-time monitoring systems. Pro-
ductivity and resilience can also be improved by creating a collaborative atmosphere that
promotes human–machine synergy. Production managers can successfully incorporate
Industry 5.0 into their operational frameworks by putting these recommendations into
practice. This study sincerely attempted to discover and classify a wide range of potential
obstacles with the goal of fully comprehending the risks landscape in Industry 5.0. It is
recognized that the dynamic nature of Industry 5.0 may create new threats that are still
unknown, even if every attempt was made to investigate and list the various concerns
connected to the integration of modern technologies in industrial ecosystems. By carefully
examining a broad range of risks in the context of Industry 5.0, the research aims to lay a
solid foundation. Given the constant evolution of technology, it is critical to understand that
new risks could emerge at any time. However, the risks that have been carefully detailed in
this study provide insightful information that production managers need to know to make
the transition to Industry 5.0. Production managers can use these insights to strengthen
their preparation, effectively address obstacles, and make a substantial contribution to the
overall success of Industry 5.0 integration in the manufacturing sector.

8. Limitations and Future Work

Technology’s acceptance and technological trust are essential. People who use the new
technologies are being trained at the same time as technology is being adapted to humans.
Security, privacy, a lack of skilled staff, a drawn-out process, and a high price demand are
the present problems. Industry 5.0 adoption is required to work with smart machines and
cobots and adhere to industrial standards and laws. The three future directions for Industry
5.0 are quantum computing, cognitive computing, and human–machine interaction [9].
The installation phase of the technologies brought by Industry 5.0 is still ongoing. The
literature research reveals their advantages over Industry 4.0; however, it does not mention
any potential future difficulties. As a result, it is challenging to research the constraints and
difficulties presented by Industry 5.0 technologies. Future research can be done to identify
the difficulties Industry 5.0 technologies encounter and produce a workable solution [34].

Asset taxonomy and risk assessment methodologies must be modified as Industry
5.0 develops to account for future technological advances and scalability. Asset taxonomy,
which groups and arranges different assets, must be adaptable enough to integrate new
technology easily. To incorporate new categories like sophisticated robotics, AI-driven
systems, and developing Industry 5.0-specific IoT devices, taxonomy frameworks must be
continuously improved. As this report makes clear, there are still a lot of workforce and
training risks, and people are still not prepared to adjust to Industry 5.0. Therefore, for
people in this industry to be able to deal with machines with ease as time goes on, they
must be adequately trained in accordance with technological changes.

9. Conclusions

This review-based work focuses on analyzing the difficulties that Industry 5.0 is facing.
Industry 5.0 has implemented several new technical advances, including collaborative
robotics, cyber-physical cognitive systems, hypercustomization in the industry, and predic-
tive maintenance. This study paper examined Industry 5.0, its potential, and the difficulties
it poses in the constantly changing context of the Industrial Revolution. Through au-
tomation, IoT, AI, and data-driven processes, Industry 4.0 paved the door for incredible
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improvements, but it also exposed several hazards that required careful consideration. The
study analyzed and highlighted hazards associated with Industry 4.0, including personnel
and training risks, operational and implementation risks, and cybersecurity concerns. The
panorama of industrial transformation has advanced further with the arrival of Industry 5.0,
adopting a human-centric strategy that aims to balance humans and technology. It has been
noted that the risks mentioned in Industry 4.0 have trickled down to Industry 5.0 despite
this paradigm shift. Although Industry 5.0 offers hopeful glimpses of a new industrial
age, it also encounters the same constraints, roadblocks, and difficulties as Industry 4.0.
As networked systems and technology continue to be targets for malicious actors, the
research demonstrated that cybersecurity dangers still exist in Industry 5.0. Operational
and implementation risks continue to exist since the integration of sophisticated technology
demands careful planning and adaptation to existing systems. In addition to presenting
challenges for the workforce, Industry 5.0’s seamless adoption of a human-centric strategy
may make it difficult for people to interact with robots productively.
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