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Abstract: Recently, the application of fog-computing technology to vehicular ad hoc net-
works (VANETs) has rapidly advanced. Despite these advancements, challenges remain
in ensuring efficient communication and security. Specifically, there are issues such as the
high communication and computation load of authentications and insecure communica-
tion over public channels between fog nodes and vehicles. To address these problems, a
lightweight and secure authenticated key agreement protocol for confidential communi-
cation is proposed. However, we found that the protocol does not offer perfect forward
secrecy and is vulnerable to several attacks, such as privileged insider, ephemeral secret
leakage, and stolen smart card attacks. Furthermore, their protocol excessively uses elliptic
curve cryptography (ECC), resulting in delays in VANET environments where authenti-
cation occurs frequently. Therefore, this paper proposes a novel authentication protocol
that outperforms other related protocols regarding security and performance. The pro-
posed protocol reduced the usage frequency of ECC primarily using hash and exclusive
OR operations. We analyzed the proposed protocol using informal and formal methods,
including the real-or-random (RoR) model, Burrows—-Abadi-Nikoogadam (BAN) logic, and
automated validation of internet security protocols and applications (AVISPA) simulation
to show that the proposed protocol is correct and secure against various attacks. Moreover,
We compared the computational cost, communication cost, and security features of the
proposed protocol with other related protocols and show that the proposed methods have
better performance and security than other schemes. As a result, the proposed scheme is
more secure and efficient for fog-based VANETs.

Keywords: fog computing; vehicular ad hoc network; lightweight; key agreement; perfect
forward secrecy; BAN logic; RoR model; AVISPA simulation

1. Introduction

The vehicular ad hoc network (VANET) [1] offers a promising approach to improv-
ing communication and data sharing between vehicles and infrastructure, transforming
contemporary transportation. The VANET facilitates several applications, including road
safety support, modernized traffic management, and improved driving experiences [2]. To
provide these services, it is essential to handle the large amounts of traffic data generated
by vehicles, which requires rapid data transmission and real-time data processing [3].
Traditional VANET architecture has used cloud computing technology for data storage
and processing to satisfy these requirements. However, the cloud server is far from the
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vehicle; thus, processing the numerous data generated by a vehicle results in high latency
and communication costs.

Fog computing [4] is a promising solution to improve the functionality of VANET
environments, providing real-time processing and storage capabilities and using the com-
munication and computing resources of each vehicle more efficiently. Furthermore, fog
computing enables efficient data processing, enhanced scalability, and low-latency com-
munication by extending the concept of cloud computing to the network edge in VANET
environments [5]. Therefore, integrating fog computing with VANETSs is necessary to
improve the capabilities of autonomous vehicles.

However, fog-based VANETs encounter security challenges that threaten road safety
and system integrity [6]. The interconnectedness of vehicles makes them vulnerable to
cyberattacks, and messages transmitted over VANETs on public channels can be tampered
with, replayed, intercepted, or deleted by an attacker. Moreover, the dynamic characteristics
of fog nodes and reliance on wireless communication necessitate a robust authentication
scheme to safeguard operations in fog-based VANETs [7]. Fog-based VANETs must satisfy
certain security requirements, such as secure data transmission, privacy protection, and
authentication.

Therefore, robust security protocols must be developed to authenticate entities and
reduce potential threats. In 2024, Awais et al. [8] proposed a secure and lightweight
authentication scheme to strengthen the security of fog-based VANETs. However, problems
typically occur, such as session key exposure due to ephemeral secret leakage attacks and
high communication costs due to the frequent use of public keys. Therefore, this paper
proposes an improved protocol to address these security concerns effectively and enhance
the overall reliability and efficiency of fog-based VANETS.

2. Related Works

This study introduces several papers that have described fog-based VANETs. Hou
et al. [9] proposed a vehicular fog-computing architecture that uses vehicles as the in-
frastructures to improve communication and computational capacity. This architecture
performs communication and computation by efficiently employing the resources of indi-
vidual vehicles via a collaborative aggregation of end-user clients or nearby edge devices.
Combining the resources of individual vehicles significantly improves the quality of vehic-
ular applications and services. Peixoto et al. [10] proposed a framework for data clustering
to reduce traffic data at the edge of vehicular networks using fog computing. The proposed
framework for data clustering introduces two techniques to minimize the traffic informa-
tion flow: a baseline technique that detects traffic congestion and two modified clustering
techniques that order points to identify the clustering structure and density-based spatial
clustering of applications with noise. This framework maintains high accuracy, even in
highly congested vehicular traffic conditions, and reduces the communication costs in
VANETs. Pereira et al. [11] introduced a framework for applying fog-computing technology
in a VANET environment. Furthermore, they proposed a proof-of-concept system for data
analyses in a fog-based VANET environment. Their study applied actual VANET data to
demonstrate that fog computing is as effective as cloud computing. Their study demon-
strated that distributed fog nodes can cooperate to process crucial data, quickly providing
reliable data for smart city decision support systems. Farooqi et al. [12] designed a priority-
based fog-computing model for smart-city vehicle transportation to reduce delays and
latency. When the fog node was overloaded, they redirected high-priority requests to an
adjacent node and transmitted low-priority requests to the cloud for additional processing.
This technique reduced latency and delays by 20% and 35%, respectively, compared to the
cloud computing architecture, allowing efficient communication between devices.
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This research introduces several papers describing authentication protocols in wire-
less communication environments. For example, in 2017, Hamid et al. [13] proposed a
triparty authenticated key agreement (AKA) protocol using a fog-computing facility in a
healthcare environment. The proposed protocol uses bilinear pairing cryptography and
decoy technology to access and store private healthcare data securely. In 2018, Jia et al. [14]
proposed a triparty AKA protocol for fog-based healthcare systems. They employed an
elliptic curve cryptosystem and bilinear pairing to guarantee the security of the session
key. In 2018, Okay et al. [15] described a secure data aggregation protocol for smart grids
using fog computing based on the additive privacy scheme proposed by Domingo-Ferrer.
Moreover, in 2018, Lyu et al. [16] introduced an efficient and privacy-preserving aggre-
gation scheme using fog-computing architecture to maintain aggregator anonymity. This
protocol uses differential privacy and homomorphic encryption to safeguard aggregator
obliviousness. In [13,14], computationally expensive cryptographic technology was used
for the authentication phase. Bilinear pairing cryptography has high communication costs
due to its computational complexity and the additional data required for key generation
and data transmission. Moreover, precise data, such as healthcare information, demand
high accuracy and reliability, increasing the latency. However, in fog-based VANETS, low
latency is vital due to the importance of real-time data transmission and quick decision-
making between vehicles. Therefore, the methods in [13,14] are inefficient and unsuitable
for fog-based VANETs. In [15,16], the smart-grid environment is based on static data
and designed without considering the dynamic network scalability, resulting in a lack of
real-time data processing and responsiveness to dynamic situations. However, in fog-based
VANETs, where many vehicles move simultaneously, real-time communication and data
processing between vehicles and minimizing latency are essential. Therefore, the methods
in [15,16] are unsuitable for fog-based VANETs.

Many researchers have studied effective and practical authentication schemes based
on fog-based VANETSs to address the security and privacy protection demands of vehicle
communication. Ma et al. [17] proposed a novel AKA protocol without bilinear pair-
ing to enable secure communication in fog-based VANETs. The protocol offers securely
shared session keys, privacy protection, and mutual authentication. Eftekhari et al. [18]
suggested a security-enhanced, three-party pairwise shared key agreement protocol for
fog-based vehicular communication. They demonstrated that the protocol introduced
by Ma et al. [17] does not satisfy several vital security requirements and is vulnerable
to security attacks. To address these challenges, they reduced the communication costs
compared to the protocol by Ma et al. [17] and improved security by defending against
diverse attacks. Kumar et al. [19] introduced an authentication protocol based on fog
nodes that adopts a multitrusted authority architecture, using operations based on ECC to
achieve low communication and computational costs. They designed a robust and efficient
authentication protocol using ECC and symmetric key encryption and decryption systems.
Wau et al. [20] designed an authentication key exchange scheme that enhances secure com-
munication in fog-based VANETs with fog nodes as relay nodes. This approach leads to a
secure and efficient third-party authentication key exchange scheme. The proposed scheme
uses only a few simple operations, including the cryptographic hash function, exclusive
OR (XOR), and ECC, considering the restricted computing capabilities of vehicle users and
fog nodes. Awais et al. [21] proposed a three-party AKA protocol for fog-based VANETs
without depending on bilinear pairing. They used ECC to mitigate security threats in public
wireless communication channels. Furthermore, they employed lightweight cryptographic
operations for low computational and communication costs. Hedge et al. [8] introduced
an efficient and secure authentication scheme using key agreement and management for
a cloud-fog-device framework. This scheme applied symmetric trivariate polynomials,
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elliptic curve cryptography (ECC), and a fuzzy extractor for authentication. Awais et al. [22]
proposed a novel four-party AKA protocol for fog-based VANETs using only lightweight
cryptographic techniques and ECC without utilizing bilinear pairing technology. These
protocols [8,17-22] proposed an authentication protocol for fog-based VANETs. However,
these protocols require high computational and communication costs in order for them to be
utilized in a fog-based VANET environment and do not meet several security requirements.
Therefore, we proposed a secure and efficient authentication scheme for fog-based VANETs
to address these issues.

3. Preliminaries

This section covers the concepts of ECC, the threat model, and the system model

illustrated in Figure 1.
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Figure 1. Fog-based VANET architecture.

3.1. Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) [23] is a public key encryption method that applies
the mathematical structure of elliptic curves. An elliptic curve, E, is defined as Eq(a, b):
y? = x% + ax + b(modp), where a,b € F,, and p and q are large prime, and 44> + 27b% # 0.
Then, we can select an additive cyclic elliptic curve group, G, with the order g and generator
P. The properties of group G are listed below.

e  Elliptic Curve Discrete Logarithm Problem: Given two random points, A,B € G,
calculating a random value k satisfying A = k - B in polynomial time is infeasible.

e Elliptic Curve Computational Diffie-Hellman (ECCDH) Problem: Given three random
points, A, M, N € G, calculating mn A satisfying M = mA and N = nA in polynomial
time is infeasible.

3.2. Threat Assumption Model

This paper adopts the Dolev—Yao security model [24-26] and the Canetti and Krawczyk
security model [27-29] as threat models for the proposed protocol. The capabilities of an
adversary, A, are summarized as follows:

* A can intercept, modify, eavesdrop, and replay messages on public communication
channels.
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A and vehicles know the identities of all fog nodes. A may be a legitimate vehicle user
or a privileged insider on the cloud server.

A can obtain the secret values of the smart card through power analysis attacks [30,31].
A can obtain long- or short-term keys from the network and attempt to compute
the session key. The long-term keys are the private keys of the network entities,
and the short-term keys are the random values generated during the authentication
process [32].

In a real VANET environment, the cloud server and fog nodes are securely connected,

making it difficult for attackers to compromise them. However, vehicles can be captured or

stolen by attackers, making them vulnerable targets. Therefore, we considered vehicles as

insecure entities and assumed a threat model.

3.3. System Model

The system model includes the cloud server (CS), fog node (FN;), and vehicle user (V;).

Cloud server (CS): The CS is a fully trusted entity that initializes the system setup
and provides registration services for V; and FN; and stores the verification values
derived from their identities for authentication.

Fog Node (FN;): FN; is a semi-trusted entity in the protocol that has its own com-
puting capabilities and storage capacity. The fog node mediates the authentication
messages transmitted between CS and V;. Once the authentication phase is complete,
FN; establishes a shared session key with CS and V;. FN; has data storage servers and
is a wireless communication facility in VANET environments.

Vehicles (V;): Each V; employs its on-board unit to communicate with other vehicles
or infrastructure and collect real-time traffic information. In addition, V; is considered
untrustworthy in fog-based VANETS, so the adversary can perform attacks after
registering as a legitimate user.

4. Proposed Protocol

tion,

This section introduces the proposed protocol comprising five phases: initializa-
registration, login and authentication, password update, and user revocation and

re-registration. Table 1 lists the notations for the proposed protocol.

Table 1. Notations of the proposed protocol.

Notation Description

Vi

Vehicle user

EN; Fog node

Cs Cloud server

ID; Identity of vehicle user

ID; Identity of fog node

PID; Pseudo identity of vehicle user

RID; Secret pseudo identity of vehicle user
PSW; Password of vehicle user

N; Secret key of vehicle user

N; Secret key of fog node

S, X, Yj Secret keys of cloud server

T Set of random numbers

R; Set of public keys

SKi—jcs Session keys of V;, FN;, and CS
Auth;, Auth; A secret value needed for authentication
h(-) Cryptographic hash function

® Exclusive OR operation

Concatenation operation
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4.1. Initialization Phase

CS selects large prime numbers p,q and a,b € F,. Then, CS selects a secure elliptic
curve, Eg(a,b) : y* = x3 +ax + b (4a® 4 27b* # 0), in a finite field, F,, and t = log,
represents the security metrics. Moreover, G denotes a cyclic group with order g with a
base point P. Then, CS randomly selects an integer, s € Z;, as a secret key and computes
P,y = sP. The public system parameters are released as (G, P, Py, ), whereas the value
of s remains confidential. Then, CS selects secure one-way hash functions i(.) : {0,1}* —
{0,1}", generating a 256-bit output and a fuzzy verifier, 2¢ < sy < 28. Finally, CS publishes
system parameters {P,,;, Eq, P, h(.)} and keeps s secret.

4.2. Vehicle Registration Phase

Each vehicle transmits a registration request to a fully trusted cloud server in this
phase and receives a smart card.

Step 1: V; inputs a user identity (ID;) and password, PSW;, and chooses an integer, 24 <
so < 28. V; computes RPSW; = h(ID; || PSW; || so) and PID; = h(ID; || RPSW; || s0)
and sends (ID;) to CS in a secure manner.

Step 2: After responding to the request of V;, CS randomly selects x; € Zj; and calculates
N; = h(PID; || s || x;). Then, CS stores N; on a smart card and sends it to V; through
a secure channel. CS also stores the pair (PID;, x;) in a database.

Step 3: Then, V; computes M; = h((h(ID;) & PSW;)modsy) and N = h(RPSW; || M;) ®
N;. V; stores (N7, M;, sp) on a smart card and deletes N;.

Figure 2 presents the vehicle registration phase.

Vehicle user (V;) Cloud server (CS)

Inputs ID; and PSW;

Chooses sg

Computes RPSW; = h(ID; || PSW; || so)
PID; = h(ID; || RPSW; || s¢)

PID;
Secure channel
Selects x; € Z;
Calculates N; = h(PID; || s || x;)
Store N; in smart card
Stores the pair (PID;, x;)
Smartcard
Secure channel
Computes M; = h((h(ID; & PSW;)mods)
N/ = h(RPSW; || M;) ® N;
Stores (N, M;, sg) in smart card
Deletes N; in smart card

Figure 2. Proposed vehicle registration phase.

4.3. Fog Node Registration Phase

FN;j is registered with CS before deployment. To achieve this, FN; transmits its identity
I D]- to CS, which randomly selects Y; from the set of integers, where ¥ < Z;‘,. Afterward,
CS computes N; = h(ID; | s || y;) and securely transmits N; to FN; and stores the pair
(ID;, y;) in its database. Figure 3 presents the fog node registration phase.
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Fog node (FNj) Cloud server (CS)
Selects ID;

ID;

Secure channel
Selects y; € Z,,
Calculates N; = h(ID;j || s || y;)
Stores the pair (ID;, y;)
N
j

Secure channel

Figure 3. Proposed fog node registration phase.

4.4. Login and Authentication Phase

In this phase, CS, F N;, and V; authenticate each other using their secret values and
agree on a shared session key for secure communication. Figure 4 presents their interactions,
and the details are provided below.

Step 1: Insert ID; and PSW; and compute M/ = h((h(ID;) ® PSW;)modsy). After comput-
ing, check whether Ml’ = M;; if not true, V; will terminate the session and notify
the user of the login failure. Then, V; request the user to retry the login process. If
true, V; computes RPSW! = h(ID; | PSW; || so) and N; = N;* @ h(RPSW/ || M!).
Next, V; selects a random number, r; < Zj]‘, and calculates R; = rP,R; =
1Py, RID; = PID; ® h(Ry), and Q; = h(Ry || N; || ID; || IDj), and V; transmits
(Dl = R4, RID;, Q;, ID]) to FN]

Step 2: FN; verifies the freshness of the random number in D; from V; and selects a
random number, 2 € Z7, to calculate Ry = rpP and L; = h(N; || ID; || Q;). FN; then
transmits (D, = Rq, RID;, Ry, raRy, Lj, ID]-) to CS.

Step 3: After receiving the authentication request from FN;, CS verifies the freshness of the
random number in D, from FN; and computes R} = sR; and PID; = RID; @ h(R}).
CS checks its database for items that correspond to (PID}, x;) and (I D]’», yj). If CS does
not find such items, it rejects the request and terminates the session. If CS finds the
items, CS continues with additional computations as follows: - N/ = h(ID! || s || x;)
-N/ = h(ID; ||'s || yj) - Q) = h(R} || N/ || 1D} || ID) - L} = h(N; || ID; || Q)). CS
checks whether L;. = L]- is true, and if conditions are not true, CS will terminate the
current session and request FN; and V; to retry the authentication process. Otherwise,
CS randomly chooses r3 € Z:; , calculates R3 = r3P, and computes the following: -
Ri_j_cs =13 (r2R1) - Kjj = h(N; || Ri—j_¢s) ®h(N; || Ri—j_cs) - SKi—j_cs = h(h(N; ||
Ri—jcs) | B(Nj || Rii —j—cs) || Ri—jcs) - Authj = h(h(N; || Ri—j—cs) || Rijcs |
SKi_j_cs). Then, CS transmits (D3 = Kjj, R3, 3Ry, Auth;) to FN;.

Step 4: After receiving the response from CS, FN; verifies the freshness of the random
number in D3 from CS and computes R; ;_¢s = 2+ (r3R1), h(N; || Ri—j_cs) = Kj; ©
h(N] || Rifjfcs)/ SKifjfcs = h(h(Nl H Rifjfcs) H h(N] || Rifjfcs) || Rifjfcs)/ and
Auth} = h(h(N; || Rij—¢s) | Ri—j—cs || SKi—j_¢s)- Then, FN; verifies whether
or not Auth} = Authj is true, and if conditions are not true, F N]- will terminate
the current session and notify CS of authentication failure. If true, F Nj computes
Auth; = h(Auth; || h(Nj || Ri—j_¢s)) and transmits (Dy = Kjj, 72R3, Auth;) to V.

Step 5: After receiving the response of FN;, V; verifies the freshness of the random number
in Dy from FN; and computes R;_j_c; = 71 - (r2R3), h(Nj || Ri—j_cs) = Kij @ h(N; ||
Ri-j-cs), SKizj—es = h(h(Nj || Ri—j—cs) || h(Nj || Rizjcs) Il Rizj-cs), Auth} =
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h(h(N; H Ri—j—cs) | Ri—j—cs | SKi—j—cs)r and Auth; = h(AUth;‘ H h(Nj “ Ri—j—cs))'
Then, V; verifies whether or not Auth} = Auth;; if conditions are not true, V; will

terminate the current session.

After the authentication phase is fully completed, a secure shared session key is

established between V;, F N]', and CS.

Vehicle user (V;) Fog node (FN;)

Cloud server (CS)

% Login

Inserts ID;, PSW;

Computes

M = h((h(ID;) ® PSW;)mods)
Checks M! = M;

If not true, rejects login try;

% Generate authentication message
Otherwise, computes

RPSW! = h(ID; || PSW; || so)

Ni = N & h(RPSW} || Mj)

rn e Z;,R1 =nP,R = rlppub
RID; = PID; & h(Ry)

Qi =h(Ry || N; || ID; || ID)

(D1=Rq,RID;,Q;,1D;)

% Verify response message
Computes
Rt—j—cs =T (r2R3)

% Relay authentication message
1 € Z;,Rz =P
Lj = h(N; | ID; || Qi)

(D2=Ry,RID;,Ry,r5R1,L;,ID;)

% Verify authentication message

Rll = SR1

Computes

PID] = RID; & h(R})

Search the entire (PIDj, x;), (IDj,y;) in database
If not found, rejects the request and terminates the session
Otherwise, computes

N = h(ID} |5 | x;)

N = (1D, || | vi)

Q) = h(R; || N, [ 1D! | 1D;)

L = h(N; || 10; | @)

Checks L/’- =L;

If not true, terminates the session;

% Generate response message

Otherwise, chooses 73 € Z*, Rz = r3P

Computes R;_j ¢ = 13- (r2R1)

Kij = 1(N; || Ri—j—cs) © h(Nj || Ri—j—cs)

SKij-cs = h(h(RG | Rij-cs) || (NG [ Rij-es) | Ricj-cs)
Auth/- = ]’l(}’l(N, “ Rl—j—cs) “ R[—j—cs H SK,',/',CS)

(D3:K R3,73R1,Auth]‘)

ijs

% Relay response message

Computes

Rijes =12+ (r3Ry)

B(N; || Rij—cs) = Kij @ h(N; || Ri—jos)

SKi-j-es = h(H(N: | Ricjoes) || AON) [ Rije) || Ricje)

Auth; = h(l’l(Nl H Ri—j—cs) || Ri—j—cs H SK,',];CS)

Checks Auth]f = Auth;

If not true, terminates the session;

Otherwise, computes Auth; = h(Auth; || h(N; || Ri—j—cs))
(Dy=K;

jr2Ra, Auth;)

I(N; || Ri—j—cs) = Kij @ B(N; || Ri—j—cs)

SKi*/'*fs = h(h(Ni ” Ri—j—CS) ” h(Nf H Ri—j—cs‘) H Ri—j—cs)
Auth; = h(h(Nl H Ri,jfcs) H Ri,]‘,w H SK,‘,]',CS)

Auth! = h(Autl! | h(N; | Riy-so))

Checks Auth; = Auth;

If not true, terminates the session;

Figure 4. Proposed authentication phase.
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4.5. Password Update Phase

Vehicle users can update their passwords as often as desired, as follows:

Step 1: After entering ID; and PSW; in the smart card, V; sends a password change request.

Step 2: The smart card computes RPSW; = h(ID; || PSW; || so) and M; = h(h(ID;) ®
PSW;)modsg) and then checks whether or not M/ = M; matches the stored M; to

verify the authenticity of M. If the verification is confirmed, the smart card inputs
I Di and PS Wl'.

Step 3: First, the new password, PSW/"?, must be entered. Then, the smart card gen-
erates 2* < s < 28 and calculates RPSW® = h(ID; || PSW™® || sv) and
M!*® = h(h(ID;) © PSW]"*”)mods;“"). Finally, the smart card replaces (N;, M;, so)
with (NJ©, M, s(¢).

4.6. User Revocation and Re-Registration

If V; is compromised, CS deletes (ID;, x;) from its database. Then, login attempts with
the previous smart card are rejected.

CS allows V; to re-register through registration. V; re-registers using the same identity

new

and an updated password. Afterward, CS assigns a new random number, x;*“, and stores

it in the database with V;’s PID;.

4.7. Fog Node Revocation

If FNj is compromised, CS deletes (1D}, y;) from its database. Access requests from
FNj are denied afterward because the random number y; is needed to verify authentication
requests.

5. Security Analysis

This section analyzes the proposed protocol using formal and informal methods.

5.1. Formal Analysis
5.1.1. BAN Logic

This section presents the Burrows—-Abadi-Nikoogadam (BAN) logic [33] of the pro-
posed protocol. The BAN logic method is a formal approach used for analyzing and
verifying the correctness of authentication protocols. Table 2 presents the notation and
definitions, and the BAN logic rules are provided below.

Table 2. Burrows —Abadi-Nikoogadam (BAN) logic notation.

Notation Description
01,6, Principals
oy, 0o Statements
01 =01 01 believes oy
01| ~ o1 61 once said oy
0= 01 controls oy
01 < oq 01 receives 0y
#oq o1 is fresh
(01)k oy is encrypted by K
01 < 0, 61 and 6, have shared key K

SK Session key
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5.1.2. Burrows—-Abadi-Nikoogadam (BAN) Logic Rules
1. Message meaning rule (MMR):

91 = 91 é 92, 91 < (0’1)](

91| = 92| ~ 01
2. Nonce verification rule (NVR):

91| E#(O’l), 91| = 92 ‘ ~ 01

91| = 92| =01

3. Jurisdiction rule (JR):
91| = 92| - 01, 91| = 92| =01

01 ‘ =0
4. Belief rule (BR):
91 ‘ = (0’1, 0'2)
01 ‘ =0
5. Freshness rule (FR):
61 ‘ = #(c1)

61 ’ = #(o1,02)

5.1.3. Goals

The goals are to demonstrate that the vehicle user, V;, fog node, F N;, and cloud server,
CS, all agree on the same session key, SK.

G1: V=V, &N

G2 V|=FN|=V, &5 FN,
G3: FNj| =V &N

Ga FN|=V|=V B EN,
G5 FNj|=Cs &5 PN

Ge: FNj=cCs|=cs 8 PN
G7: CS|=Cs SN

G8: CS|=FNj|=cs S FN

5.1.4. Idealized Forms

The following idealized forms of each message are transmitted during the authentica-
tion phase:
D; : Vi — FNj: (Ry, Qi
Dy : FNj— CS: (Ry, Ry, 2Ry, Lj)n;
D3 : CS— FNj: (Rs, r3Ry, h(Ni || Rivjmcs))n(Nj|R,__cs)
Dy i FNj—= Vit (r2Rs, h(Nj [| Rizj—cs))n(ny|R;__co)
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5.1.5. Assumptions
The assumptions of the proposed protocol are provided below.
Az Vi = #(r2Rs)
Ax: FNj| =#(Ry)
As: FNj| = #(R3)
Ay CS| =#(Rp)
Ass V| =EN; = (v &5 ENp)
As:  FNj|=CS= (cS S5 FNy)
A7z CS|=FN;= (CS &5 FN))
Ag: FNj|=Vi= (V; &5 FN))

h(Ni”Ri—j—cs)

Ag: VZ|EVI(—>FN]

h(N;)

Aqp: PN]| =CS+——— FNj
B h(Nj)
Az CS| =CS + FN;
- h(NiHRi—j—cs)
AlZ: FN]| = Vz FN]‘
h(N:
A13: Vll =V ﬂ) CS
h(N;)

A CS| =V« CS

5.1.6. Burrows—-Abadi-Nikoogadam (BAN) Logic Proof

The BAN logic proof is based on the following assumptions and idealized forms:

S1: FNjreceives D;.
S1: FN; < (Ry, Qi)n;
S2: CSreceives Ds.
Sp: CS <1 (R, Ry, r2R1,L]-)N],
S$3: Applying S; and Ap; to the MMR yields Ss.
S3: CS| = FNj| ~ (Ry, Ry, 2Ry, Lj)
S4: Applying S3 and A4 to the FR yields Sg.
Sy : CS| = #(Rq, Ry, rle,Lj)
S5: Applying Sz and S4 to the NVR yields Ss.
Ss: CS| = FNj| = (Ry, Ry, 2Ry, Lj)
S 6: We can obtain S¢ by applying S5 to the BR.
Se : CS| = ENj| = (r2R1)

S7:  FNjreceives Dj.
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S7: FNj <0 (R3, 73Ry, (Ni || Ri—j—cs))n(Nj|R;_ ;o)
S8: Applying Sy and Ajg to the MMR yields Sg.
Sg : FNj| = CS| ~ (R3, 73Ry, h(N; || Ri—j—cs))
S9: Applying Sg and Aj to the FR yields So.
So : FNj| = #(R3,73R1, h(N; || Ri_j_cs))
S$10: Applying Sg and Sy to the NVR yields Sqp.
S10: FNj| = CS| = (R3, 73Ry, h(N; || Ri—j_cs))
S$11: We can obtain S1; by applying Sy to the BR.
S11: FNj| = CS| = (r3Rq)
S12: V, receives Dy.
S12: Vi < (2R3, B(Nj || Rivjcs) )n(Ny|R,_; o)
S$13: Applying S1p and Ag to the MMR yields Sy3.
S13: Vil = FNj| ~ (raR3, h(Nj || Ri—j—cs))
S14: Applying S13 and A to the FR yields Sq4.
S14: Vi| = #(r2Ra, h(Nj || Ri—j—cs))
S15: Applying S13 and Sy4 to the NVR yields Sys.
S15: Vil = FNj| = (raR3, h(Nj || Ri—j—cs))
S16: We can obtain Si4 by applying S;5 to the BR.
516 : Vil = FNj| = (r2R3)

§17:  From Sg, 511, and Sy6, Vj, FNj, and CS can compute the session key SK;_; s =
R(h(N; || Ri—j—cs) || B(Nj || Ri—jcs) || Ri—j—cs)-

Si7: Vil =FN| = V; S8 FN;  (Goal 2)
S18: FNj| =Vi| =V, 2K FN; (Goal 4
S19: FNj| = CS| = CS &5 FN;  (Goal 6)
Sa0: CS| = FNj| = CS &5 FN;  (Goal 8)

S18: The]R canbe applied to Sy1, S22, S23, and Sp4 using As, Ag, Ag, and Ay, respectively.

So: Vi| =V S5 FN; (Goal 1)
S FNj| =V, 2K FN; (Goal3)
Sy: FNj| = CS &8 FN;  (Goal 5)
Sx: CS|=CS S FN;  (Goal 7)

Finally, the vehicle user, fog node, and cloud server mutually authenticate each other.
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5.1.7. Real-or-Random Model

The real-or-random (RoR) model [34] is a formal security analysis method that proves
the semantic security of the session key in the authentication protocol. In the proposed
protocol, the participants are the vehicle user, fog node, and cloud server: Ta’{}_, TalffN_, and

Taléss, respectively. In the RoR model, adversary A can intercept, eavesdrop, replay, and
modify all insecure channel messages to determine the session key, SK. A can perform
the queries Execute(Tal‘c}i, Talg\,i, Talgs), CorruptSC(TaI‘c}i), Send(Tak", Msg), and Test(Ta").
Table 3 presents the queries performed by A.

Table 3. Queries in the real-or-random (RoR) model.

Query Description

A can eavesdrop messages transmitted via public channels
ki ko ks ki ko ks .
Execute(Taw Tapy,, Tals) between Tay, Tapy,, and TaZs. A can perform passive
attacks with these messages.

CorruptSC (Takl) A can obtain secret values stored in the stolen smart card
P Vi of Tal‘c}i by performing this query.
By performing this query, A can send a message, Msg, to a
Send(Talff", Msg) participant, Tak". Furthermore, A can obtain a response

message from a participant, Tay" .

In the last game, A performs this query. When this query is
performed, an unbiased coin, c, is tossed. The head
represents 1 and the tail represents 0. If ¢ = 1, then Tay"
Test(Tay") returns the session key, SK; If ¢ = 0, then Ta"" returns a
random number. In other cases, Talfc" returns NULL. If A

correctly guesses that the returned value is the session key,
SK, A wins the game.

Theorem 1: We define gy,,, |Hash|, §senq, and I as the number of hash queries performed
by A, the range space of the hash function, the number of send queries performed by A,
and the length of the identity V;, respectively. Furthermore, the breaking possibility of the
ECCDH problem is AdvpkC©(A), and the Zipf parameters are C’ and s’. When Advp(A) is
the probability that A breaks the session key in polynomial time, we prove the following
equation:

2
T cc ' Ysend
Adop(A) < |Hagh| +2Adopt£C(A) + 2max{C'q%,,4, 5261” } (1)
Proof. A plays five games, GM,(n =0,1,2,3,4), based on the RoR model. AVTGWIGMn(A)
represents the advantage of A to break the session key after playing the game GM,,.

. GMp: In the first game, A selects a random bit, r. A does not know any information
required to calculate the session key, SK, and has no queries to perform. Thus, we
derive the following equation:

* GMj: A performs the Execute query to conduct an eavesdropping attack. From
that query, A obtains all public channel messages (D1 = Ry, RID;, Q;, ID;),(Dy =
Rq,RID;, Ry, Ry, L]‘, IDj), (D3 = K,’j, R3,73Rq, Auth]-), and (Dy = Kij/ 2R3, Auth;).
Afterward, A performs a Test query to calculate the session key, SK. However, A
cannot calculate the session key, SK, because it is masked by long-term keys N; and
N; and the short-term key R;_; ;. Thus, we obtain the following equation:
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AVTGwiom, (A) = AVTGwicm,(A). 3)

GM;y: In this game, A performs the Send and Hash queries to calculate the session
key, SK. To obtain the values needed for calculating the session key, SK, A must
determine the hash collision using messages from the public channel. Thus, we obtain
the following equation due to the birthday paradox [35]:

2
Tha

AVTG A) - AVTG A < —H1__ 4

| wiGm, (A) wicm, (A)] < 2[Hash] 4)
GM;: In this game, A tries to compute SK with the messages (D1 = Ry, RID;, Q;, ID]-),
(D2 = Ry, RID;, Ry, 12Ry, Lj, IDj), (D3 = Kjj, R3, 3Ry, Authj), and (Dy = Kjj, 12R3,
Auth;). However, the session key, SK, consists of Ri—j—cs =1r3-1p 11 P, derived from
the ECCDH problem. Therefore, we obtain the following inequality:

|AVTGwicm, (A) — AVTGwicm, (A)| < Adopyi < (A). (5)

GMy: In the last game, A performs the CorruptSC query and extracts (N}, M;, sg)
from SC. However, A cannot compute the session key, SK, because the smart card
values are masked with a hash function using ID; and PSW;. Thus, we obtain the
following inequality using the Zipf law [36]:

| AVTGwigm, (A) — AVTGyigs (A)| < max{C'q%,,4, qs;?d } (6)

At the end of all games, A must guess whether or not r is correct from the Test query.

Therefore, we obtain the following equation:

1

AVTGwiom,(A) = 5 )

We derive the following equation from Equation (2) and (3):

1 1
EAdvp(A) = |AVTGwicm,(A) — 5|

: ®)
= |AVTGwicm, (A) — E\-

We also compute the following equation from Equations (7) and (8):

1
EAdUP(A) = [AVTGwicm, (A) — AVTGwicm, (A)|- ©)

We apply the triangular inequality to the Equation (9).

%Advp(A) — |AVTGicm, (A)
< |AVTGwicm, (A)
+ |AVTGwigm, (A)
< |AVTGwigm, (A)
+ |AVTGwigm, (A)
+ [AVTGwigm, (A)

AVTGwiom,(A)] (10)

2

Tna ECC rs"  Ysend
< + A A)+m ( .
= 2|Hash| dUpM ( ) ax{ Tsend ol }
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By multiplying Equation (10) by two, we obtain the following result:

2
T ECC ' Gsend
Adop(A) < |Hagh\ + 2Adopyr “(A) + 2max{C'qS,, ,, 5287 }. (11)
Finally, we prove the semantic security of our proposed protocol using the RoR
model. [

5.1.8. AVISPA Simulation

In this section, we presents formal security verification of our proposed protocol
using AVISPA [37]. AVISPA has been widely used to verify the security of authentication
protocols, primarily to assess their resilience against man-in-the-middle and replay attacks.
Moreover, AVISPA is a formal analysis tool that implements an authentication protocol
using the High-Level Protocol Specification Language (HLPSL). In addition, AVISPA uses
four back-end models: “on-the-fly model-checker (OFMC)”, “constraint logic-based attack
searcher (CL-AtSe)”, “SAT-based model-checker (SATMC)”, and “tree automata based on
automatic approximations for the analysis of security protocols (TA4SP)”. The back-end
models evaluate the security features of an authentication protocol and generate the output
format as a result. Since XOR operation is used in our proposed protocol, we only use
OFMC and CL-AtSe back-end models. Figure 5 depicts the simulation results, and the
proposed protocol is considered safe. Therefore, we can demonstrate that the proposed
protocol resists replay and man-in-the-middle (MITM) attacks.

% OFMC SUMMARY
% Version of 2006/02/13 SAFE
SUMMARY DETAILS
SAFE BOUNDED_NUMBER_OF_SESSIONS
DETAILS TYPED_MODEL
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL PROTOCOL
/home/span/span/testsuite/results/fogauthenti.if /home/span/span/testsuite/results/fogauthenti.if
GOAL
as_specified GOAL
BACKEND as_specified
OFMC
COMMENTS BACKEND
STATISTICS OFMC
parseTime: 0.00s
searchTime: 0.00s STATISTICS
visitedNodes: 8 nodes
depth: 3 plies Analysed: 3 states
Reachable: 0 states
Translation: 0.00 seconds
Computation: 0.00 seconds

Figure 5. Simulation results under OFMC and CL-AtSe.

5.2. Informal Analysis

This section demonstrates that the proposed protocol satisfies the security properties
detailed below.

5.2.1. Anonymity and Untraceability

In the proposed protocol, the vehicle user performs the authentication step using the
pseudo identity, PID;, and the temporary identity, RID;, ensuring the anonymity of the
vehicle user. Furthermore, PID; and RID; change dynamically with each session due to
timestamps and random values; hence, the attacker cannot track the vehicle user. Therefore,
the proposed protocol guarantees the anonymity and untraceability of the vehicle user.
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5.2.2. Perfect Forward Secrecy

If the long-term keys s, x;, and y; of the cloud server are exposed to an attacker, the
attacker can compute the long-term keys of the vehicle and the fog node, N; and N;.
However, the attacker cannot recognize both the long- and short-term keys of the network
simultaneously (Section 3.2) because, even if the attacker knows the values of N; and N;,
the attacker cannot determine the value of R;_; s, consisting of the random values r1, 72,
and r3. Therefore, the attacker cannot calculate the session key, comprising the long-term
keys N; and N; and short-term key R;_; . Therefore, the proposed protocol can safeguard
perfect forward secrecy.

5.2.3. Stolen-Verifier Attack

If the cloud server database is leaked to the attacker, the attacker can obtain the pseudo
identity and the random value x; of the vehicle user and the identity and random value y;
of the fog node. The attacker may endeavor to calculate the session key using these values.
However, without knowing the short-term keys 71, 3, and r3, the attacker cannot compute
the session key. Furthermore, the pseudo identity of the vehicle is masked with its identity,
password, and s, and the attacker cannot derive sensitive information from the identity
and the random values x; and y; of the fog node.

5.2.4. Stolen Smart Card Attack

The attacker can steal the vehicle’s smart card to obtain the stored data (N}, M;, sg).
Based on these parameters, the attacker may attempt to impersonate the vehicle user and
calculate the session key. However, all parameters are masked with the ID, password, and
so value of V;. The attacker must guess the ID and password simultaneously, which is
computationally infeasible. Therefore, the proposed protocol is resistant to stolen smart
card attacks.

5.2.5. Session Key Disclosure Attack

The attacker may attempt to determine the session key using messages from the public
channel and the obtained values. However, to compute the session key, the attacker must
guess the values of N;, N i) and Rijcs which are masked in a hash function using s, xi, yj,
and random values. The attacker cannot obtain these values; thus, the proposed protocol
resists session key disclosure attacks.

5.2.6. Replay and Man-in-the-Middle Attacks

To attempt a replay attack, the attacker may intercept public channel messages D1,
Dy, D3, and Dy. However, these messages contain timestamps T1, T, T3, and Ty and
verification parameters Q;, L;, Auth;, and Auth]-, and each entity checks the freshness of
the messages. Therefore, the network participants can confirm the secret parameter values.
Thus, the proposed protocol resists replay and MITM attacks.

5.2.7. Ephemeral Secret Leakage Attack

If the temporary secret random values rq, 12, and r3 are leaked, the attacker may
attempt to calculate the value of R;_; ;. However, the attacker cannot know the long- and
short-term keys of the network simultaneously (as seen in the threat model assumptions);
thus, even if the attacker knows the random values 71, ¥, and r3, they cannot determine the
values of N; and N;. Therefore, the attacker cannot compute the session key, comprising
the long-term keys N; and N; and short-term key R; ;. Therefore, the proposed protocol
resists ephemeral leakage attacks.
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5.2.8. Privileged Insider Attack

If the attacker acquires all values used during the registration process, they may
attempt to guess the ID and password of the vehicle user. However, the values used during
the vehicle registration phase are masked in a hash function, including the ID, password,
and sg values, making it impossible to guess them simultaneously. Therefore, the proposed
protocol is resilient to privileged insider attacks.

6. Performance Analysis

In this section, the computational and communication cost of our protocol is compared
to that of existing related protocols [18-21].

6.1. Computational Cost Analysis

This subsection compares the computational cost of our proposed protocol
with [8,17-22]. We denoted the consumption time of the ECC scalar multiplication, hash
operation, symmetric cryptography operation, and fuzzy extractor as Tem, Ty, T, /4, and Ty.
We used a cryptography library called MIRACL to measure all operations in these protocols.
We conducted experiments in different environments, considering the computing perfor-
mance of vehicles and fog nodes. First, we conducted an experiment on a desktop equipped
with an i7-4790 intel CPU, 16 GB of RAM, and a Linux Ubuntu 20.04-desktop-amd64 op-
erating system to reflect the high computing performance of the fog nodes. Moreover,
we conducted the same experiment on a Raspberry PI 3B with an ARM Cortex-A53 and
1 GB of RAM to reflect the low computing performance of vehicles. We summarized the
execution time for each operation in Table 4. We configured the PUF response produced by
a fuzzy extractor to ensure noise resilience, assuming that the execution time is the same
as that for ECC scalar multiplication. We investigated the computational costs deriving
from all operations performed during the authentication phase of these protocols. In Ma
et al.’s protocol [17], a vehicle performed three ECC scalar multiplications and four hash
operations, so we calculated the computational cost of the vehicle as 3T, + 4T), = 4.479 ms.
A fog node performed four ECC scalar multiplications and four hash operations, so we cal-
culated the computational cost of the fog node as 4T,;; + 4T}, = 5.968 ms. The cloud server
performed eight ECC scalar multiplications and nine hash operations, so we calculated the
computational cost of the cloud server as 8T, + 9T;, = 11.939 ms. Thus, the total cost of
vehicle, fog node, and cloud server is 15T¢y;, + 17T}, = 22.386 ms.

Table 4. Execution time for each operation.

Notations Descriptions Desktop Raspberry PI
Tem ECC scalar multiplication 1489 ms 2.579 ms
Ty, Hash operation 0.003ms 0.021 ms
Te/a Symmetric cryptography operation 0.00lms 0.013ms
Ts Fuzzy extractor 1489 ms 2.579 ms

In Eftekhari et al.’s protocol [18], a vehicle performed three ECC scalar multiplication
operations and fourteen hash operations, so we calculated the computational cost of the
vehicle as 3T,;; + 14T, = 4.509 ms. A fog node performed three ECC scalar multiplications
and sixteen hash operations, so we calculated the computational cost of the fog node as
3Tem + 16T, = 4.515 ms. The cloud server performed three ECC scalar multiplications and
seventeen hash operations, so we calculated the computational cost of the cloud server
as 3T, + 17T}, = 4.518 ms. Thus, the total cost of vehicle, fog node, and cloud server is
9Tem + 47T, = 13.542 ms.
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In Kumar et al.’s protocol [19], a vehicle performed five ECC scalar multiplications,
eleven hash operations, and one symmetric cryptography operation, so we calculated the
computational cost of the vehicle as 5T, + 11Tj, + 1T, ;4 = 7.479 ms. A fog node performed
five ECC scalar multiplications, ten hash operations, and two symmetric cryptography
operations, so we calculated the computational cost of the fog node as 5T, + 10T, +
2T,;/4 = 7.477 ms. The cloud server performed two ECC scalar multiplications, three
hash operations, and three symmetric cryptography operations, so we calculated the
computational cost of the cloud server as 2T, + 3T}, + 3T, /4 = 2.99 ms. Thus, the total
cost of vehicle, fog node, and cloud server is 12T, + 24T}, 4 6T,,; = 17.946 ms.

In Wu et al.’s protocol [20], a vehicle performed two ECC scalar multiplications
and eight hash operations, so we calculated the computational cost of the vehicle as
2Tem + 8Ty, = 3.002 ms. A fog node performed four ECC scalar multiplications and five
hash operations, so we calculated the computational cost of the fog node as 4T, + 5T}, =
5.971 ms. The cloud server performed three ECC scalar multiplications and thirteen hash
operations, so we calculated the computational cost of the cloud server as 3T, + 13T, =
4.506 ms. Thus, the total cost of vehicle, fog node, and cloud server is 9T, + 26T}, =
13.479 ms.

In Awais et al.’s protocol [8], a vehicle performed three ECC scalar multiplications and
six hash operations, so we calculated the computational cost of the vehicle as 3T, + 6T, =
3.002 ms. A fog node performed four ECC scalar multiplications and four hash operations,
so we calculated the computational cost of the fog node as 4T, + 4T, = 5.971 ms. The
cloud server performed four ECC scalar multiplications and nine hash operations, so we
calculated the computational cost of the cloud server as 4T, + 9T;, = 4.506 ms. Thus, the
total cost of vehicle, fog node, and cloud server is 11T, + 19T}, = 16.436 ms.

In Hedge et al.’s protocol [21], a smart device performed three ECC scalar multi-
plications and thirteen hash operations, so we calculated the computational cost of the
vehicle as 3T, 4+ 13T}, = 4.506 ms. A fog node performed five ECC scalar multiplica-
tions and ten hash operations, so we calculated the computational cost of the fog node
as 5T,y + 10T;, = 7.475 ms. The cloud server performed four ECC scalar multiplications
and six hash operations, so we calculated the computational cost of the cloud server as
4Tey + 6T, = 5.974 ms. Thus, the total cost of smart device, fog node and cloud server is
12Ty + 29T}, = 17.955 ms.

In Awais et al.’s protocol [22], we calculated the computational costs by combining
those of the fog nodes and the RSUs. A vehicle performed three ECC scalar multiplications
and three hash operations, so we calculated the computational cost of the vehicle as
3Tem + 3T), = 4.476 ms. A fog node performed five ECC scalar multiplications and five hash
operations, so we calculated the computational cost of the fog node as 5T¢y,; + 5T}, = 7.46 ms.
The cloud server performed six ECC scalar multiplications and ten hash operations, so we
calculated the computational cost of the cloud server as 6T, + 10T}, = 8.964 ms. Thus, the
total cost of vehicle, fog node and cloud server is 14T,,;, + 18T, = 20.9 ms.

In our proposed protocol, a vehicle performed three ECC scalar multiplications and
fifteen hash operations, so we calculated the computational cost of the vehicle as 3T¢;;, +
15T;, = 4.512 ms. A fog node performed two ECC scalar multiplications and ten hash
operations, so we calculated the computational cost of the fog node as 2T, + 10T}, =
3.008 ms. The cloud server performed three ECC scalar multiplications and twelve hash
operations, so we calculated the computational cost of the cloud server as 3T, + 12T, =
4.503 ms. Thus, the total cost of vehicle, fog node, and cloud server is 8T, + 37T), =
12.023 ms.

We show the comparison results of computational cost of our proposed protocol and
other related protocols in Table 5 and Figure 6. The results show that our proposed protocol
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has a lower total computational cost, especially on the fog node side, than related protocols.
Therefore, we can state that our proposed protocol has relatively higher computational
efficiency than other related protocols.

Table 5. Comparison of computational costs.

Protocol  Vehicle User Fog Node Cloud Server Total

[17] 4.479 ms 5.968 ms 11.939 ms 22.386 ms
[18] 4.509 ms 4515 ms 4.518 ms 13.542 ms
[19] 7.479 ms 7477 ms 2.99 ms 17.946 ms
[20] 3.002 ms 5.971 ms 4.506 ms 13.479 ms
[8] 4.485 ms 5.968 ms 5.983 ms 16.436 ms
[21] 4.506 ms 7.475 ms 5.974 ms 17.955 ms
[22] 4.476 ms 7.46 ms 8.964 ms 20.9 ms
Proposed 4.512 ms 3.008 ms 4.503 ms 12.023 ms

Ma etal. (2019) Eftekhari etal. Kumaretal (2024) Wuetal (2021) Awaisetal (2024) Hedge et al. (2024) Awais et al_(2024) Proposed
(2021
Protocals

B Vehicle user M Fog node Coud server Total

Figure 6. Visualization of computational costs comparison [8,17-22].

6.2. Communication Cost Analysis

This subsection compares the communication cost of our proposed protocol
with [8,17-22]. We denoted that the ECC point, hash output, random nonce, identity,
and timestamp were 320, 256, 256, 128, and 32 bits, respectively. In Ma et al.’s protocol [17],
a vehicle transmitted {AIDy,, Ty,, Ry, «}, so we calculated the communication cost of the
vehicle as 864 bits. A fog node transmitted {AIDy,, Al DFN]., Ty, TFN]., Ry, Ry, Ry, a, B} and
{Ry, R3, IA{/3, Tcs, 7}, so we calculated the communication cost of the fog node as 3296 bits.
The cloud server transmitted {R3, R3, R;, Tcs, v, 7}, so we calculated the communication
cost of the cloud server as 1504 bits. Thus, the total cost of vehicle, fog node, and cloud
server is 5664 bits.

In Eftekhari et al.’s protocol [18], a vehicle transmitted {RIDpgr, XvE, YvE, h%SE, T}, so
we calculated the communication cost of the vehicle as 1120 bits. A fog node transmitted
{RIDfs, RIDpR, Xrs, XvE, Yrs, Yve, hS, T and {mRIDES", Xrs, Xcs, hik}, so we calcu-
lated the communication cost of the fog node as 3104 bits. The cloud server transmitted
{mRI Dggnez", mRI Dég”“", Xcs, hgg, hVE} so we calculated the communication cost of the
cloud server as 1344 bits. Thus, the total cost of vehicle, fog node, and cloud server is
5568 bits.
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In Kumar et al.’s protocol [19], a vehicle transmitted My = {PKy, PIDV;, V;, T;} and
Ms = {PKy,, V5, Ts}, so we calculated the communication cost of the vehicle as 1600 bits.
A fog node transmitted M, = {M;, PKp, PIDFN;, Vy, T,} and My = {PKp,, V4, Ty}, so we
calculated the communication cost of the fog node as 2592 bits. The cloud server transmitted
M; = {C3, V3, T3}, so we calculated the communication cost of the cloud server as 544 bits.
Thus, the total cost of vehicle, fog node, and cloud server is 4736 bits.

In Wu et al.’s protocol [20], a vehicle transmitted M; = {PID;, N;, By, B3, T}, so we
calculated the communication cost of the vehicle as 992 bits. A fog node transmitted
MZ = {Ml, PFSID]', Nj, Nij/ B5, B6, Tf} and M4 = {Ki]', V], Njcr Tc, sz}, so we calculated
the communication cost of the fog node as 3200 bits. The cloud server transmitted M3 =
{Kl-]-, V1, Vo, N, Ny, Tc}, so we calculated the communication cost of the cloud server as
1440 bits. Thus, the total cost of vehicle, fog node, and cloud server is 5632 bits.

In Awais et al.’s protocol [8], a vehicle transmitted D; = {Ry,RID;, Q;}, so we
calculated the communication cost of the vehicle as 832 bits. A fog node transmitted
D, = {D1,Ry, Ry, RID;, Lj} and Dy = {Ra, R, X;, Auth;}, so we calculated the com-
munication cost of the fog node as 3136 bits. The cloud server transmitted D3 =
{Rs3, Y, Xi, Auth;, Authj}, so we calculated the communication cost of the cloud server
as 1344 bits. Thus, the total cost of vehicle, fog node, and cloud server is 5312 bits.

In Hedge et al.’s protocol [21], a smart device transmitted {CIDs, RV3, Cs, T1}, sO
we calculated the communication cost of the vehicle as 864 bits. A fog node transmitted
{CIDs, CIDy, Csm, Cy, Fe, FUID;, RVy, FV,, Ty, T2} and {Fsm, Ty, FCSUID;, T5,CV,}, so we
calculated the communication cost of the fog node as 3136 bits. The cloud server transmitted
{CV,, T3}, so we calculated the communication cost of the cloud server as 352 bits. Thus,
the total cost of vehicle, fog node, and cloud server is 4352 bits.

In Awais et al.’s protocol [22], we calculated the computational costs by combining
those of the fog nodes and the RSUs. A vehicle transmitted M; = {TI Dy, Ry, a}, so we
calculated the communication cost of the vehicle as 704 bits. A fog node transmitted M, =
{M, TIDRsuy, Ra, B}, Mz = {Ma, TIDpn;, R3, v}, Ms = {Rio, X}, and Mg = {Ro, Xj}, so
we calculated the communication cost of the fog node as 4672 bits. The cloud server
transmitted My = {Ry, Rg, Ry, X]-}, so we calculated the communication cost of the cloud
server as 1344 bits. Thus, the total cost of vehicle, fog node, and cloud server is 6592 bits.

In our proposed protocol, a vehicle transmitted D; = {Rl,RI D;,Q;, 1 D]-}, SO we
calculated the communication cost of the vehicle as 960 bits. A fog node transmit-
ted D2 = {R], RIDl', RQ, 1’2R1, L], ID]} and D4 = {Ki]'/
the communication cost of the fog node as 2432 bits. The cloud server transmitted

2R3, Auth;}, so we calculated

D3 = {Kl-]-, R3,r3R1, Auth;}, so we calculated the communication cost of the cloud server as
1152 bits. Thus, the total cost of vehicle, fog node, and cloud server is 4544 bits.

We show the comparison results of communication cost for our proposed protocol
and other related protocols in Table 6 and Figure 7. In Table 6 and Figure 7, the results
show that our proposed protocol has the lowest total communicational cost among other
related protocols. Therefore, we can state that our proposed protocol has relatively higher
communication efficiency than other related protocols.
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Table 6. Comparison of communication costs.

Protocols Communication Costs
[17] 5664 bits
[18] 5568 bits
[19] 4736 bits
[20] 5632 bits
[8] 5312 bits
[21] 4352 bits
[22] 6592 bits
Proposed 4544 bits
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Figure 7. Visualization of communication costs comparison [8,17-22].

6.3. Security Features

We compared the security features of the proposed protocol with those of related
protocols [8,17-22]. We considered (SF1) “preservation of anonymity”, (SF2) “preservation
of untraceability”, (SF3) “preservation of perfect forward secrecy”, (SF4) “resistance to
stolen verifier attack”, (SF5) “resistance to stolen smart card attack”, (SF6) “resistance to
session key disclosure attack”, (SF7) “resistance to replay attack”, (SF8) “resistance to MITM
attack”, (SF9) “resistance to ephemeral secret leakage attack”, and (SF10) “resistance to
privileged insider attack”. Table 7 summarizes the comparison of security features. The
results show that the proposed protocol has superior security than other related protocols
in fog-based VANET environments.
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Table 7. Comparison of security features.

Security Features  [17] [18] [19] [20] [8] [21] [22] Proposed
SF1 @) @) @) O O O O O
SF2 @) @) @) 0O O O @) O
SF3 @) @) @) o X - @) O
SF4 @) @) @) - @) - @) O
SF5 @) @) - - X O - O
SF6 @) - - - (@) - O O
SF7 @) @) @) 0O O O O O
SF8 @) @) @) O O O @) O
SF9 X @) @) o X O @) O

SF10 X - - - - @) - O

-: Not considered. X: Insecure. O: Secure.

7. Conclusions

In this study, we proposed a lightweight and robust authentication protocol for secur-
ing fog-based VANETs. Considering the features of fog-based VANETs, we used the ECC
system and fuzzy verifier to establish a session key securely and efficiently for vehicle-to-
infrastructure communication. The proposed protocol provides perfect forward secrecy
and resists various attacks, such as trace and ephemeral secret leakage attacks. Furthermore,
we conducted informal and formal security analyses to demonstrate the efficiency and
security robustness of our protocol. The informal security analysis demonstrated that our
protocol satisfies security requirements and the formal security analysis using BAN logic,
the AVISPA simulation tool, and the RoR model, demonstrating that our protocol offers
mutual authentication and session key security. Finally, we compared the performance
of our protocol with that of other related protocols to evaluate its efficiency. The results
demonstrated that our protocol outperformed the compared protocols in computational
and communication cost. In the future, we plan to assess our protocol’s practical issues
through simulations that consider actual VANET conditions. Moreover, future research
will aim to expand this study to enable secure communication under various network
conditions. Additionally, we plan to introduce outsourcing computing methods to lower
the computational costs for vehicles, and these improvements will expand the potential
applications of intelligent vehicle systems.
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