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Abstract: This paper investigates the secure transmission for buffer-aided relay networks in the
Internet of Things (IoT) in the presence of multiple passive eavesdroppers. For security enhancement,
we adopt the max-link relay selection policy and propose three secure transmission schemes:
(1) non-jamming (NJ); (2) source cooperative jamming (SCJ); and (3) source cooperative jamming with
optimal power allocation (SCJ-OPA). Moreover, to analyze the secrecy performance comprehensively,
two eavesdropping scenarios, i.e., non-colluding eavesdroppers (NCE) and colluding eavesdroppers
(CE) are considered. Based on this, by modeling the dynamic buffer state transition as a Markov chain,
we derive the exact closed-form expressions of the secrecy outage probability, the average secrecy
throughput, and the end-to-end delay for each schemes. The analytical analysis and simulation shows
that the SCJ-OPA scheme achieves similar performance as the NJ scheme when the total transmit
power is small. On the other hand, when the transmit power is high, the performance achieved
by SCJ-OPA is similar to that of SC]. Thereby, the SCJ-OPA scheme can achieve better performance
across the entire total transmit power, which makes up the defects of NJ and SCJ exactly.
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1. Introduction

The Internet of things (IoT) serves a crucial architecture in future wireless communication systems,
which can connect all things (e.g., mobile devices, sensors, and vehicles) to the Internet and enable
these physical devices with sensorial and computing capabilities to cooperate with each other and
achieve common goals [1-3]. Numerous fields such as industry, medical and transportation are
expected to deploy IoT applications widely [4]. Moreover, due to the resource constraints of IoT
devices (e.g., energy and computing capability), relay transmission is seen as a promising solution to
solve the problem above in IoT networks, which has attracted great research interest [5-7]. Specifically,
in [6], the unmanned aerial vehicle (UAV) was considered as the relay node firstly, and then the
outage probability and throughput was investigated in the UAV relay assisted IoT networks enhanced
with energy harvesting. In [7], G. Chen et al. considered both half-duplex (HD) and full-duplex
(FD) decode-and-forward (DF) relaying schemes in multi-hop IoT networks, whose operating mode
was similar to the one in [8], and studied the outage probability of the system with randomly
located interferers.

However, since the best link may be not available, the relay has to follow the fixed transmission
strategy to transmit the data packet [9]. That is to say, the selected relay receives the data packets
from the source node in the first hop and then forwards it to the destination node immediately in the
second hop. Recently, equipping data buffer at the relays has drawn considerable attentions due to its
ability of offering high performance gains and extra degrees of freedom, which is called “buffer-aided
relay” [10-13]. In [12], A. Ikhlef et al. proposed the max-max relay selection (MMRS) scheme for
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DF relay networks. In [13], the max-link relay selection scheme was proposed, which could achieve
better performance than MMRS by selecting the best link among all the available links. Nowadays,
several works have considered applying the buffer-aided relay to IoT for increasing the reliability
of communication networks [14-16]. The buffer-aided successive relay selection scheme for energy
harvesting IoT networks based on DF and amplify-and-forward (AF) relay is investigated in [15].
In [16], a novel prioritization-based buffer-aided relay selection scheme was proposed, which can
seamlessly combine both non-orthogonal multiple access (NOMA) and orthogonal multiple access
(OMA) transmission in the IoT.

On the other hand, the broadcast characteristics of the wireless channels makes the wireless
networks vulnerable to malicious attacks by illegitimate nodes, which presents a new challenge for
the security of data transmission [17,18]. The encryption technique employed at the upper layer is a
traditional method against eavesdropping [19]. However, this traditional technique not only imposes
extra computational complexity resulted from the secret key management but can also be easily
decrypted with the rapid improvement of the calculation level and thus being inappropriate to provide
security services for IoT networks especially. Alternatively, physical layer security has been proposed
as an effective approach to prevent the eavesdroppers from intercepting the information transmission
by exploiting the randomness nature of the wireless channels [20-22]. Inspired by this, lots of research
efforts have focused on the security of IoT networks from a physical layer security perspective [23-26].
In [23], the secrecy outage performance was studied for the wireless communication in IoT under
eavesdropper collusion. In [24], three different scheduling schemes were designed to perform secure
communication in an untrusted-relay-aided IoT uplink transmission. An on-off based multiuser secure
transmission scheme was proposed for the heterogeneous IoT downlink networks in [25]. Then,
the authors optimized several parameters to maximize the network secrecy throughput. Additionally,
P. Huang et al. further examined the maximization of the secrecy sum rate for the downlink IoT systems
with a novel relay-aided secure transmission scheme [26]. In recent years, some works have studied the
physical layer security of buffer-aided relay networks [27-29]. In [27], G. Chen et al. proposed a novel
max-ratio relay selection scheme to enhance the physical layer security for buffer-aided DF networks.
For multi-relay multiple-input multiple-output (MIMO) cooperative networks, a buffer-aided joint
transmit antenna and relay selection (JTARS) scheme was proposed in [28], and then the expression of
the secrecy outage probability in closed-form was derived to assess the impact of different parameters
on the secrecy performance. The closed-form expression of the secrecy outage probability was also
derived in [29] to understand the secrecy performance of a buffer-aided underlay cognitive relay
network. However, the secure transmission of buffer-aided relay network in IoT is an open issue to
study. To the best of our knowledge, the design of secure transmission schemes for buffer-aided relay
IoT networks has not been examined.

Inspired by these observations above, we investigate the secure transmission for buffer-aided relay
IoT networks. To enhance the secrecy performance of the considered system, we adopt the max-link
relay selection policy and propose three secure transmission schemes. The main contributions of this
paper are summarized as follows:

e We propose three secure transmission schemes, i.e., non-jamming (N]J), source cooperative
jamming (SCJ) and source cooperative jamming with optimal power allocation (SCJ-OPA),
to enhance the secrecy performance for buffer-aided relay networks in IoT scenarios.

e By modeling the dynamic buffer state transition as a Markov chain, we derive the closed-form
expressions of the secrecy outage probability, the average secrecy throughput and the end-to-end
delay under the non-colluding eavesdroppers (NCE) and colluding eavesdroppers (CE) scenarios,
respectively. Based on these expressions, the impacts of different parameters on the secrecy
performance can be evaluated effectively.

e Our findings highlight that although the NJ and the SC] schemes can achieve good secrecy
performance when the total transmit power is small or large, respectively, the SCJ-OPA scheme
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outperforms the other two schemes across the whole transmit power range of interest, which can
make up the defects of the other two schemes.

Table 1 provides a list of the fundamental symbols throughout this paper. The remainder of the
paper is organized as follows. In Section 2, we introduce the considered system model and the relay
selection policy. Section 3 presents three transmission schemes. In Section 4, we investigate the several
key performance metrics of the system, respectively. Section 5 provides simulation results. Finally,
the conclusion is given in Section 6.

Table 1. List of the main notations and parameters.

Symbol Description Symbol Description
M Number of relay sensors ()T The transpose operation
R The m-th relay sensor M, The number of available links in the first hop
K Number of eavesdroppers M, The number of available links in the second hop
Ey The k-th eavesdropper « The power allocation factor
L Buffer size Pout The overall secrecy outage probability
hap The channel coefficient of link a — b Poutn The secrecy outage probability at state s,
h,, The channel vector of link a — b T The stationary probability vector
E[] The expectation operation Tty The stationary probability vector at state s,
dap The distance between a and b Rs The predefined secrecy rate
K The path loss factor Yin The secrecy outage threshold
Cap The achievable secrecy rate of link a — b N The number of all the buffer states
a? The variance of AWGN A The state transition matrix
Pg The maximum transmit power of S A The (v,n)th entry of A
Pr The maximum transmit power of relay sensor I The identity matrix
Protal The total power Q The all-ones matrix
Sn The n-th buffer state T The average secrecy throughput
@n (m) The number of data packets in By, at state s, Diotar The average end-to-end delay
-1l The Euclidean or L, vector norm Om The average queuing length at Ry,

2. System Model and Relay Selection Policy

2.1. System Model

Let us consider the uplink transmission for the buffer-aided relay network in IoT application, as
illustrated in Figure 1, which consists of a source sensor S, a controller D, M half-duplex intermediate
relay sensors {R,, }*_| and K passive eavesdroppers {E;}+_;. In the network, all nodes are equipped
with a single antenna and each relay is also equipped with a data buffer B, of finite size L. Note that
the data packets in the buffer obey the “first-in-first-out” rule. Therefore, the time that a data packet
is transmitted from the relay sensor to the controller depends on the length of the queue. On the
other hand, it takes only one time slot to transmit a packet from the source sensor to the relay sensor.
Furthermore, the S — R and R — D links are referred to as the main channel, and the S — E and
R — E links are referred to as the wiretap channels. All channels are modeled as the quasi-static
flat Rayleigh fading, hence the channel coefficients keep unchanged in the coherent time of the
channels [30]. Since the impact of significant path loss, the direct link between S and D is assumed
unavailable. That is to say, the source sensor S has to communicate with the controller D via the
assistance of multiple intermediate relay sensors [27,31,32].

In this paper, we denote the complex Gaussian random variable /,;, as the channel coefficient of
link @ — b. According to this, the channel gain |k, |2 can be regarded as an exponentially distributed

ab ’
expectation operation, and d,, and « represent the distance of the link and the path loss factor,

respectively. Specifically, the main channels are assumed independent and identically distributed
(ii.d), ie., Asg = Arp. Besides, due to the energy limitation of the sensors nodes in IoT networks,
we consider the total power constraint Ps + Pr = Pry,;, where Ps and Pg represent the maximum
transmit power of the source and the relay sensor, and Pr,,; denotes the total power.

random variable, which mean it is equal to E {|hub|2} = 1/Ay = dF, where E[-] denotes the
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—— > The Main Channel
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Figure 1. System Model.
2.2. Relay Selection Policy

In this subsection, we investigate the max-link relay selection considering the secrecy constraints [13].
To further probe into this relay selection policy mentioned above, the number of the data packets in
each buffer is modeled as a state firstly. We define s, = [, (1), ¢y (2),- -, ¢u (M)]” as a certain buffer
state, where ¢, (m) € {0,1,---,L} (1 <m < M) denotes the number of data packets in buffer By, at
state s;,.

For the buffer-aided relay R;;, when its buffer is full or empty, it means that the relay cannot receive
or transmit data packet, i.e., ¢, (m) = L or ¢, (m) = 0. According to this, ¢y , (m) = 1and ¢, (m) =1
denote that the relay R, can be chosen to receive and transmit data packet at state s,,. In other words,
the corresponding link is available. On the contrary, ¢ , (m) = 0 and ¢, ,, (1) = 0 represent the link in
the first and second hops corresponding to the relay R, is not available, respectively. Hence, we have

_) 1, n(m)#L _J 1, gu(m)#0
¢1'n(m)_{ 0, @u(m)=L and¢2’"(m)_{ 0, @u(m)=0"

Then, the number of available links at state s, in the first or the second hops are, respectively,
given by

M

My, = 2 P10 (m), (1)
m=1
M

M, = Z Pon (m). ()
m=1

Based on [13], the relay selection policy can be mathematically expressed as
2 2
K}, 0 } ©

7

R* = arg max {

hgp
SRMLn
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2
where |l Rl = I’I(l?i { |hsr, |2} denotes the largest channel gain among M) ,, available links in the
1,n @n(i)#L
2 2
first hop. Similarly, |hr | = n(w)é {’hRj D’ } is the largest channel gain among M ,, available
My ¢n(j)#0

links in the second hop.

From the above expression, we find that the relay with the strongest channel gain is always
selected for data transmission. Specifically, when R* is selected for reception, it receives and decodes
the data packet and the packet can be stored in the buffer B*. Hence, the number of packets in the
buffer B* increases by one. Similarly, when R* is chosen for transmission, the controller D receives and
decodes the data packet, and the buffer B* discards the packet. Thereby, the number of the packets
correspondingly decreases by one. Furthermore, if the whole communication between the source
sensor S and the controller D is not successful, the buffer state will remain unchanged.

3. Transmission Schemes

In this section, a conventional non-jamming scheme and two source cooperative jamming schemes
are presented for the considered buffer-aided relay IoT networks.

3.1. NJ Scheme

The total transmission is divided into two hops. In the first hop, the source sensor S sends the
signal to the relay sensor while intercepted by K eavesdroppers { Ex } le. Hence, the received SNR at
R; and Ej can be, respectively, expressed as
2

N Ps, |hsg,
SR, — o2

, (4)

NJ _ Ps, ’hSEk’2
SE, = o2

7 (5)

where Ps, = Pr,, /2 denotes the transmit power of the source sensor, which obeys the uniform power
allocation for ease of analysis. |hgg, |2 and |hg, |2 represent the channel gains of link S — R; and
S — Ej, 02 is the variance of the additive white Gaussian noise (AWGN).
Similar to the first hop, the received SNR at D and Ej can be, respectively, given by
2
Pg, hRjD‘

Nj _
TR,D =

7 (6)

o2

2

N] Pr, |hg;E,

TRiE, =

/ @)

o2

2 2
where Pr, = Pr,, /2 is the transmit power of the selected relay sensor, and ‘h R;D ‘ and ‘h R;Ex denote

the channel gains of link R; — D and R; — Ej, respectively.
Due to the presence of multiple eavesdroppers, we take both NCE and CE scenarios into account.
In the NCE scenario, the eavesdroppers decode information individually without interactions [33].
Hence, the received signal-to-noise ratio (SNR) at the eavesdroppers of the first and second hops can
be, respectively, given by

2
Ps. max (h )
_ N o (lhse|
T,Nce T A% TsE T o2

/ ®)



Appl. Sci. 2019, 9, 4506 6 0f 19

2
) . )

In the CE scenario, all eavesdroppers can exchange the information with each other and adopt the
maximal ratio combining (MRC) for enhancing the intercept ability [34,35]. Thus, the instantaneous
SNR of the eavesdroppers’ channels for the first and second hops are expressed as

PR] max ‘thEk
NJ NJ _ 1<k<K !

= max =
ToNcE T R TRiE o2

Ps, ||hsgl|?
N Ny _ Ps; ||hsEg
T,cE = )3 Tsg, = 102 ’ (10)
1<k<K
2
Pg, hR]-E‘

NJ _ NJ
V2, cE = ) TRE, =

, (11)
1<k<K

2
where hgr denotes the K x 1 channel vector between the source sensor and the eavesdroppers. Similarly,
hg ;g represents the channel vector between the selected relay sensor and the eavesdroppers.

The NJ scheme is a benchmark invoked for the purpose of comparison, which can also be
applicable for the practical application scenario due to it lower complexity.

3.2. SCJ Scheme

In this case, when the second hop is selected, the source sensor can send jamming signals to the
eavesdroppers with the transmit power Pj,, which degrades the quality of eavesdroppers’ channels
effectively without interfering other nodes. Furthermore, due to the total power constraint, we have
Ps, + Pj, + Pr, = Prysa1, where Ps, denotes the transmit power of the source sensor when transmitting
useful information. Similar to the NJ scheme, the power allocation follows the uniform allocation rule,
i.e., PRZ = PTotul/Zf PSZ = P]z = PTotul/4'

The first hop of the SC] scheme is the same as the NJ scheme, hence we have 'ygg = Ps, |h5 R |2 /o?

and ’yggk] = D, |hgg, |2 /2. In the second hop, the received signal-to-interference-plus-noise-ratio
(SINR) at Ej is given by

Pg,

hg. ‘
sc] RjEy

TR, = (12)

02 + Py, |[hyg | >

where |, |2 denotes the link of S — E; when S acts as a jamming node.
Thus, for the NCE scenario, the received SNR and SINR at the eavesdroppers of the first and
second hops can be written as

2
PSz max (’hSEk’ )
sc; 1<k<K
T1,NCE = o? ' "
Pr, |hr.E
’)’;?\I]CE = max Z—sz "
, 1<ksK | 02 + P, |y, |

For the CE mode, the received SNR and SINR of the eavesdroppers’ channel for the first and
second hops are given by

2
sc; _ Ps, [[hsg]]

1,CE — 0—2 4 (15)
Pr. ||h ?
R R:E
SC 2 ’
VocE = ’ (16)

02+ Py, [y |
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where hjg represents the K x 1 channel vector between the source sensor and the eavesdroppers when
the source acts as a jamming node.

3.3. SCJ-OPA Scheme

To further enhance the physical layer security for the SCJ scheme, the optimal power allocation
operation is employed at the source sensor node under the SCJ-OPA scheme. Similar to the section
above, we still assume that Pg, = Pry, /2. Then, we have Ps, + P, = Prytq /2. Given Ps, = aPrytq; /2
and Pj, = (1 — «) Pryye /2 where 0 < & < 1 denotes the power allocation factor. We aim to find the
optimal power allocation factor to minimize the secrecy outage probability of the considered system.
Therefore, the optimization problem can be written as

min Py, (17)
14
s.t. O<a<1

where P,,; represents the overall secrecy outage probability of the system. We derive the expression of
the secrecy outage probability and solve the optimization in the following section. Moreover, making
an appropriate substitution of the parameters, i.e., Ps, — Ps, and P, — PJ,, the received SNR or SINR
at the corresponding node under the SCJ-OPA scheme can be obtained easily, hence is omitted.

Now, according to the authors of [36,37], the achievable secrecy rate of the first and second hops can
be, respectively, expressed as

CSre = [logz (1 + 7§Ri) —log, (1+ ’YT,E)} ’ / (18)

+
Choe = [log, (1+7kp) —logs (1+7%6)| (19)
where x€ {N],SC],SC] — OPA}, i g € {’y{’NCE,’inE}, Yo € {VE,NCEWE,CE}/ [x]" = max {0, x}.
4. Performance Analysis

4.1. Secrecy Outage Analysis

In this subsection, we investigate the secrecy outage performance of the considered system.
According to [13], considering all of the possible states, the secrecy outage probability of the system is
given by

N
P;ut (’Yth) = 2 nvjp;ut,n (’Vth) ’ (20)
n=1

where N = (L 4 1)™ denotes the total number of states, 7z; and Pyt

(77w) denote that when the state

is s, the corresponding stationary probability and the secrecy outage probability. -y, 2 92K represents
the secrecy outage threshold. Besides, to make the following analysis traceable, we define 75, =

(1 + ’yg%l ) / (1 + ’yf,E), Yy = (1 + 7;;\,4 D) / (1 + VE,E) and the noise variance is 02 = 1.
n 2,1

4.1.1. NJ Scheme
According to [28], the secrecy outage probability at state s, under the NJ scheme is given by

N
Pavkn (vin) = E i (vi) - E g (). @D
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Theorem 1. The CDF of 'yglj under the NCE scenario is given by

My, K-1 _ _q\s+t _ Aggs(x—1)
FNI(x):ZZ<M1,n>(K 1) (-1 KAse R -

el s=0 =0 s t Ase (t+1) + Agrsx

Proof of Theorem 1. See Appendix A. [

Theorem 2. The CDF of 7;5\11] under the CE scenario can be written as

My, K _ Aggs(x—1)
/ M A _ SR\ )
F o (x) = Z( " )(—US <5E> e 1. (23)
s=0

s AsE + Agrsx

Proof of Theorem 2. See Appendix B. [

It is worth noting that, if we replace some parameters, i.e., My, — My, Ps;, — Pr,, Asg — Arp
and Agg — ARrg, we can derive the CDF of 'ygzj due to the symmetry of the first and second hops.

Next, we proceed with the stationary probability under the NJ scheme 7zV/. Firstly, we denote Q,,
as the set whose states can be transferred from state s, successfully within one step. Then, according
to the authors of [13,38,39], we denote AN/ € RNXN ;35 the state transition matrix of the Markov chain
under the NJ scheme, where the entry A% = Pr[T (t+1) =5, |T (t) = s, | denotes the transition
probability of moving from state s, to the state s, where s is an element in set €),.

As can be seen from the relay selection policy, if the packet is not successfully transmitted to
the corresponding node, the buffer state keeps unchanged. In other words, the secrecy outage event
occurs. On the other hand, when the current state transforms to another state s, within one step, i.e.,
sy € Oy, then the corresponding transmission is successful. From these observations, the entry of AN/
is given by

N
Pou{,n ('Vth) s So = 8n

N —pNJ
Agn = Lpetallnl s, €0, (24)
0, else
Based on this, we can obtain the stationary probability vector in the following.
Theorem 3. The stationary probability vector of the NJ scheme is given by
-1
N = (AM -1+Q) b, (25)
T
where tNT = 7'[{\]], né\]] e, n%q ,b=(1,1,---, 1)T, L is the identity matrix and Q is the all-ones matrix.

Proof of Theorem 3. The proof can be found in [13]. O

Now, by substituting Equations (21) and (25) into Equation (20), the closed-form expression
of the secrecy outage probability for the NCE and CE scenarios under the NJ scheme can be easily
derived, respectively.

4.1.2. SCJ Scheme
The secrecy outage probability at state s, under the SCJ scheme can be represented as

sc
P out,In (ven) = E scr (7en) "Eser (Yen) - (26)
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Theorem 4. The CDF of 'ySC] under the NCE scenario is given by

My, K— _ A _ Agps(x=1)
b =KL b ( Mzn ) ( Kt 1 >(—1>”tﬁt {p’Eh ) +ph(te ™, @)

s=0 t= 2

]E Pr _ /\RDSX+)LRE(t+1)
2, p () = Mospeelttl)

where p = ARePp , I (t) and I () are given by

t t—1 _ tePu(t) Ei(— ’ 28
El EICTEETLLS TN (28)

{ —ePH OB (—p (1)), =

17 _ t—1+1 _ t+1
B N G (10 >

Proof of Theorem 4. See Appendix C. O

Theorem 5. The CDF of ,hs;g] under the CE scenario can be presented as

Mz/n Mz _ARDPS(X 1)
F = M -1)° R P, 30
)5 (x) S;) . (=1)°e (30)
where @ is given by
) 1 Aﬁ; (/J/\/E K K K-1 0 t K—-1-1 ) 31
=1+ (K—l)le E = ¢ i (_ ) (_w) 1/ (31)

. __ ARpsx _ 1
with 0 = P Are” w=0+ P, and ®1 can be expressed as

F( I—t+1, w)\]E )

I—t+1 ’ I—t >0
A]E
P, = —Ei( w)\]E), l—t=—-1 , (32)
B f—1—1 A —1-v Y t—1-1 )
e WA]E Z (v )(t( i ]lE)l)aJU - ( (tilizl)! Ei (7w/\]E) ’ l —t S -2

v=1

where T (-, -) is the upper incomplete Gamma function [40] (eq. (8.350.2)), and Ei (-) is the exponential integral
function [40] (eq. (8.211.1)).

Proof of Theorem 5. See Appendix D. O

Recalling the first hop of the SCJ scheme is the same as the NJ scheme, we can derive Fﬂyzf]
by making a substitution of some parameters. Furthermore, the stationary probability vector of
the SCJ scheme 7r°¢/= (AS¢) — 1+ B) ~!'b can also be obtained following the similar analysis as in
Theorem 3. Hence, the secrecy outage probability for the NCE and CE scenarios under the SCJ scheme
in closed-form can be derived by substituting Equation (26) and 7°¢/ into Equation (20).

4.1.3. SCJ-OPA Scheme

Since the difference between the SCJ and the SCJ-OPA scheme is that the latter operates the
optimal power allocation at the source sensor, making a substitution of the parameters Ps, — Ps,,
Pr, — Pg, and Pj, — Pj;, we can obtain the secrecy outage probability for the NCE and CE scenarios
under the SCJ-OPA scheme easily.
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However, recalling the closed-form expression and the optimization problem mentioned above,
we find that an explicit expression for « is intractable. Instead, considering that the value space of « is
limited, thus the optimal result can be obtained by numerical calculations, i.e., the grid-search solution
or the straightforward search solution, and the computer complexity is also acceptable.

4.2. Average Secrecy Throughput and End to End Delay

The average secrecy throughput can measure the average rate of the transmitted information
which is kept confidential to the eavesdropper. Resorting to the work in [24,41], the average secrecy

throughput can be expressed as

R
= 2 (1= B (). 3)
where the factor 1/2 is because every packet reaches the controller takes two time slots.

Recalling the definition of the secrecy outage probability, the value of P}, is increased with
the increase of Rs. Thus, from Equation (33), we observe that the function of the average secrecy
throughput with respect to R is a unimodal function. When R; is small or large, only the lower
average secrecy throughput can be obtained. That is to say, there exists an optimal secrecy rate which
can maximum the average secrecy throughput of the considered system. The optimization problem
can be given by

T*

max T*. (34)

Rs
Following a similar approach, we find the optimal Rs by utilizing the grid-search or the
straightforward search techniques.
In the buffer-aided relay IoT network, the end-to-end delay is the time slots it takes for a data
packet to arrive at the controller from the source sensor, which is given by

Dol = 1+ Dg, (35)

where the term “1” represents the delay at the source sensor. This is because each packet takes only
one time slot when it is sent from the source sensor to the relay sensor. D} denotes the average delay
at the intermediate relay sensors. On the other hand, considering the probability of selecting a relay
sensor R, among all M relays is the same, we can obtain D} = Dy and T,;, = T*/M, where Dy
denotes the delay at relay R, and T}, represents the average secrecy throughput at relay Ry,.

Then, we denote ¢, (m) as the queuing length in the buffer of relay R,, at state s,. Therefore,
considering all of the possible states, the average queuing length at R, can be written as

N
Q=Y. mhou (m). (36)
n=1
With the help of the Little’s law [42], the average delay at relay Ry, is given by

_ Qx
Dy, = =2 7

k=7 (37)
Finally, based on the analysis above, the average end-to-end delay can be expressed as

N
2M Y. mtren (m)

o* =14 =L . (38)
fotal Rs (1— Pyt (Yh))

5. Simulation Analysis

In this section, Monte-Carlo simulation results are presented to validate the theoretical analysis
derived in the previous sections for the three transmission schemes. Without loss of generality,
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the normalized distance is set as follows: dsg = drp = 1, dsg = drp = 2. The path loss factor x is set
to be 3. From the figures, the theoretical curves are in exact agreement with the simulation results,
which verifies the accuracy of our theoretical analysis.

Figure 2 illustrates the secrecy outage probability versus the total transmit power budget Pr,;
for the three proposed transmission schemes. As shown in Figure 2, the secrecy outage probability
decreases with the increase of P, until a secrecy outage performance floor occurs at high transmit
power. This is intuitive since both capacities of the main and wiretap channels improve with the
increase of the transmit power. Furthermore, we observe that, in both the NCE and CE scenarios,
the NJ scheme outperforms the SCJ scheme at the low total transmit power, while the opposite holds
in the high total transmit power. For the SCJ-OPA scheme, almost the same performance as the NJ
scheme can be obtained at the low transmit power, and, when Pr,,,; is large, a similar performance as
the SCJ scheme can also be achieved, which indicates that the SCJ-OPA scheme covers the shortages of
the NJ and SCJ schemes exactly. In addition, it is worth noting that the secrecy performance of the CE
scenario is worse than that of the NCE scenario under the same conditions, which is because that the
MRC scheme utilized by the CE mode can enhance the ability of eavesdropping.
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Figure 2. Secrecy outage probability vs. the total transmit power budget Py, for the three proposed
transmission schemes when Rg = 0.6 (bit/s/Hz), M =3,L =2, K =2.

Figure 3 plots the average secrecy throughput of the three proposed transmission schemes versus
the total transmit power budget Pr,;,;. It is observed that the average secrecy throughput increases
until it converges to a fixed value with the increase of the total transmit power. In addition, we further
observe that the NJ and SCJ-OPA schemes outperforms the SC] scheme in terms of the average secrecy
throughput when Pr,,; is not large. At the high P, the SCJ and SCJ-OPA schemes achieve better
performance than the NJ scheme. In other words, utilizing the SCJ-OPA scheme can improve the
secrecy performance of the considered system, especially when the total power is small or large.

Figure 4 investigates the impact of the secrecy rate Rs on the average secrecy throughput for the
NCE and CE scenarios, respectively. From these figures, we find that, for both NCE and CE scenarios,
the average secrecy throughput first increases with the increase of Rs and then decreases when R
increases beyond a certain value, which demonstrates the accuracy of the analysis in Section 4.2.
Besides, it can be observed that when the total transmit power is small, i.e., Pry,; = 10 dB, the SCJ-OPA
scheme obtains a similar average secrecy throughput as the NJ scheme, which are both better than
the SCJ scheme. On the other hand, when the total transmit power is large, i.e., Pry, = 20 dB,
the SCJ-OPA and SCJ schemes are superior to the NJ scheme, which is consistent with the previous
analysis and simulation.
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Figure 3. Average Secrecy throughput vs. the total transmit power budget Pr,;,; for the three proposed
transmission schemes when R; = 1 (bit/s/Hz), M =L =2,K = 2.
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Figure 4. Average Secrecy throughput vs. the secrecy rate R; for the three proposed transmission
schemes under the NCE (a) and CE (b) scenarios when M =2, L = 3, K = 2, Py, = 10, 20 dB.

Figure 5 presents the end-to-end delay for the three proposed transmission schemes versus
the total transmit power budget Pr,,;. As shown in Figure 5, the end-to-end delay is significantly
decreased as the Py, increases in both the NCE and CE scenarios. Similarly, when the P, increases
beyond a certain value, the end-to-end delay remains unchanged. That is to say, a performance
floor occurs. This is because the secrecy outage probability tends to a fixed value at this moment.
Furthermore, we can also observe that the SCJ-OPA scheme achieves better performance in terms of
the end-to-end delay than the other two schemes across the entire transmit power range of interest,
which indicates the advantage of the SCJ-OPA scheme.

Figure 6 plots the secrecy outage probability versus the buffer size L for the three proposed
transmission schemes under the NCE and CE scenarios, respectively. As can be readily observed,
as the buffer size increases, the achieved performance approaches the performance floor. Specifically,
for both NCE and CE scenarios, the NJ and SCJ-OPA schemes outperform the SCJ] scheme when Pr,;
is small. On the contrary, the SCJ and SCJ-OPA schemes are superior to the NJ scheme at the condition
of the high transmit power, which matches the simulation above.
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Figure 5. End to end delay vs. the total transmit power budget Py, for the three proposed transmission
schemes when R; = 0.6 (bit/s/Hz), M =L =2,K =3.
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Figure 6. Secrecy outage probability vs. the buffer size L for the three proposed transmission schemes
under the NCE (a) and CE (b) scenarios when Ry = 0.5 (bit/s/Hz), M = 2, K = 3, Py, = 5, 15 dB.

Figure 7 shows the impact of the power allocation factor « on the secrecy outage probability for
the SCJ-OPA scheme. The curves shown in Figure 7 are calculated by using the grid-search or the
straightforward search methods. It is clearly seen that the optimal power allocation factor is decreased
with the increase of Pp,;. That is to say, more power is allocated to transmit the useful information
at the source sensor when Pry,; is not large. This is because, when « is too small, only few packets
can be sent from the source sensor to relay sensors in the first hop. Thereby, not enough data packets
can be forwarded to the controller. Even if the jamming power is large in the second hop, it cannot
improve the secrecy performance of the whole network. On the other hand, with the increase of Pry,,
the dominant factor that affects the secrecy performance of the considered system changes from the
information transmit power to the jamming transmit power at the source sensor, which is the exact
reason the optimal power allocation factor becomes smaller gradually.
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Figure 7. Secrecy outage probability vs. the power allocation factor « for the SCJ-OPA scheme under
the NCE and CE scenarios when R; = 0.5 (bit/s/Hz), M = L =2, K = 2, and Pr,;;; = 12, 20, 30 dB.

6. Conclusions

In this paper, we propose three secure transmission schemes for buffer-aided relay networks
in IoT. To take full advantage of buffer-aided relay, the max-link relay selection policy is adopted to
enhance the secrecy performance by selecting the main link with the best rate. Furthermore, for each
schemes, we also derive the exact expressions of the secrecy outage probability, the average secrecy
throughput and the end-to-end delay in closed-form by utilizing the Markov chain theory under
both the NCE and CE scenarios, respectively, which provides an effective way to evaluate the secrecy
performance of each proposed scheme. Our numerical results indicate that, when the total power
Pryta1 is small, the performance achieved by the SCJ-OPA scheme is similar to that of the NJ scheme.
On the other hand, the SCJ-OPA scheme can also achieve almost identical performance as the SCJ
scheme when Pr,,; is high. In other words, the SCJ-OPA scheme achieves better performance across
the whole transmit power range of interest than the other two schemes, which is because the factor «
can be dynamically allocated under different total transmit power. These results could be useful in the
design of buffer-aided relay IoT networks under multiple eavesdroppers scenarios.
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Appendix A

2

and Y| = max. (|h SE, |2) , according to the order statistic, the CDF
1<

Let us define X; = \a>

hgp
SRMl,n

of 72]1] under the NCE scenario can be expressed as
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_ 1+P51X1 . o x—1
F NJ (x) =Pr (1—}-[3511/1 < x> = A FX1 (PS +xy)fy1 (y) dy (Al)

TE1 1

According to the relay selection policy and the analysis above, the CDF of X; and the PDF of Y;

are, respectively, expressed as
1n

B, (x) = (1—ehse) ™7, (A2)

K-1
fri (y) = KAsg (1 - e*ASEy) e NSEY. (A3)

Then, substituting Equations (A2) and (A3) into Equation (A1) yields the desired result shown in
Theorem 1 by using the binomial theorem [43].

Appendix B
Assuming Y, = ||hgg||?, the PDF of Y can be presented as [44]

K—1,—Asey
fr, (v) = A§5%~ (Ad)

Following the similar analysis as Equation (A1), we can derive the CDF of '7;5\]1] under the CE
scenario, which can be expressed as

ny][g]l] (x) — ‘/Ooo FX] <xp_511 + xy)fyz (y) dy (A5)

To this end, substituting Equations (A2) and (A4) into Equation (A5), the CDF of 72]1] under the
CE scenario can be obtained as Equation (23) after some simple manipulations.

Appendix C

2
Pr., |hg+
We first define Z; = max (Rz‘RE"“Z) , and the CDF of Z; can be expressed as

1<k<K 1+P[2‘h]Ek
Pr, |hge£, |
=[[Pr| ————"F—5<z]. (A6)
K 1+ Py, |h15k|

2
Pr, |hR+
Py, () = Pr | max [LRelimnl )
1<k<K\ 1+ Py, ’h]Ek’
In view of the selection of a relay sensor that is independent of the eavesdroppers’ channel, we
have the PDF of |hg-f, |2 and |IjE, ’2 as follows:

2 (x) = Agpe MREY, (A7)
g,
and
fi p(x) = AjpeVEY, (A8)
‘thk‘
By substituting Equations (A7) and (A8) into Equation (A6), the CDF of Z; can be easily obtained,
which is given by

K
Pr,AJE — AR
Fr (z2)=(1- 2 e R . A9

4 ( ) ( PRZ)\]E + sz)‘REZ (A9)
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Next, we can derive the PDF of Z; by taking the derivative of Fz, (z) with respect z. We also
2

B and the CDF of X can be easily derived by making a substitution of some

MZ n

parameters. Following a similar approach, the CDF of ’ng] under the NCE scenario can be given by

denote X; =

. 1+ X Y A
Fﬂg’ (x) =Pr (1 7 < x) = /0 Fx, (xz4+x —1) f;, (z)dz. (A10)

AJEP
Substituting the CDF of X, and the PDF of Z; into Equation (A10), and denoting = Afgl’iz ’
2

]/l (t) — /\RDSX-;/\RE(t-ﬂ—l)

. , the CDF of 'yf:g] can be further expressed as
2

My, K— _
F s (x) =K z(”?)(Kt1>ewHﬁ

(A11)
_ Arps(x=1) 0 ,— (t) 00 - (t)
Pz /\ﬂ/ e Mgy /e”ydy
0

Pl ap Ch gt

L(t) L(t)

For item I (), there are two cases to consider, i.e,, t = 0 and f > 0. We can obtain the
corresponding terms for two cases according to the equalities [40] (eq. (3.352.4)) and [40] (eq. (3.353.2)),
respectively. Similarly, the item I, (¢) can be easily derived when we utilize [40] (eq. (3.353.2)) to solve
the corresponding integral. Finally, the desired results in Theorem 4 can be easily obtained after some
mathematical manipulations.

Appendix D
Denoting Y3 = ?_ the CDF of 'ygg] under the CE scenario can be given by
1+ PR, X5
FWSC] (X) == Pr w

= 1+ 5.7 (A12)

:/ooo/omFX2 ( P;l 1+P z)fY3( ) dyfz, (2) dz

By invoking the PDF of Y3 and Z; and the CDF of X, into Equation (A12), we can obtain the
expression as follows:

Mz/y, M2 B /\RDPs(x—l)
F'YSC/ (x) = Z " (—1)5 e Ry

E2

S
/ /OOAK yK=1 - AREJFHP] >yd AK K-1, —A,Ezdz (A13)
TS TR

A

)

Now, by utilizing [40] (eq. (3.351.3)) and the binomial theorem, we have

A:(lZEW>K:§<I:>(1)t(wa)t, (A14)
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where 6 = ?IR’}L;’; and w =0+ % for the analysis tractable. Hence, ® can be further written as
2 2
K 2K 00 K—=1,~Apz
K E z8 e MEE ]z
o=Y (-0)' s | = (A15)
=0 t (K—l). 0 (z+a})
D,

Obviously, to obtain ®, we have to calculate ®; first. For the item ®,, there are also two cases to
consider, i.e., t = 0and ¢t > 0. For t = 0, with the help of [40] (eq. (3.351.3)), we have &, = (K — 1)!)‘;EK/
which yields ® = 1. On the other hand, for ¢ > 0, by changing variable z + w = p and using the

binomial theorem, we have

K-1 _
®, = ew)\[}; 2 ( Kl 1 ) (—W)K_l_l
1=0

/ o=t MEpdp (A16)

w
D,
By utilizing [40] (eq. (3.351.2)), [40] (eq. (3.352.2)) and [40] (eq. (3.353.1)), the item 7 as t > 0
can be derived, as shown in Equation (32). Finally, the desired result in Theorem 5 can be derived by
pulling everything together.
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