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Abstract

:

The advent of three-dimensional (3D) printing has found a unique and prominent role in Industry 4.0 and is rapidly gaining popularity in the manufacturing industry. 3D printing offers many advantages over conventional manufacturing methods, making it an attractive alternative that is more cost-effective and efficient than conventional manufacturing methods. With the Internet of Things (IoT) at the heart of this new movement, control over manufacturing methods now enters the cyber domain, offering endless possibilities in manufacturing automation and optimization. However, as disruptive and innovative as this may seem, there is grave concern about the cyber-security risks involved. These security aspects are often overlooked, particularly by promising new start-ups and parties that are not too familiar with the risks involved in not having proper cyber-security measures in place. This paper explores some of the cyber-security risks involved in the bridge between industrial manufacturing and Industry 4.0, as well as the associated countermeasures already deployed or currently under development. These aspects are then contextualized in terms of Industry 4.0 in order to serve as a basis for and assist with future development in this field.
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1. Introduction


Since the dawn of the first industrial revolution in the eighteenth century, there has been continual development in all areas of the manufacturing industry. The first industrial revolution stemmed from the first innovations in industrial machinery (such as the steam engine) that enabled large-scale manufacturing and mechanization. The second industrial revolution followed. With the invention of electricity that could be utilized to develop new infrastructure that could further expand upon industrial capacity, the second industrial revolution occurred during the late nineteenth century to the early twentieth. The third industrial revolution was caused by the invention of computers in the 1950s. The introduction of computers in the industrial context led to many new possibilities in terms of process automation and optimization [1,2]. Although these past revolutions had enormous ramifications in the industrial sector, we have now arrived at what is arguably the most prominent and disruptive phase of the manufacturing industry that has ever taken place. Industry 4.0, denoting this new phase as the “fourth industrial revolution”, has already become a buzzword in industrial manufacturing circles. This new phase in the manufacturing industry is rapidly expanding, with the introduction of new and innovative technologies designed to provide more cost-effective, robust and efficient solutions to manufacturing paradigms [1].



One of the most prominent of these new technologies is 3D printing. As an additive manufacturing process, 3D printing has made it possible for manufacturers to produce complex products at a fraction of the manufacturing cost that conventional manufacturing methods would entail. At the same time, 3D printing offers a production efficiency that is orders of magnitude higher than conventional manufacturing processes [1,3].



Another driving force of Industry 4.0 is the Internet of Things (IoT) movement, which involves interconnecting various digital and electronic devices and platforms through communications networks, particularly through the Internet. This method of interconnecting various technological platforms presents the ability to interface with manufacturing equipment located anywhere in the world, from anywhere in the world. As a result, product designers are able to send product designs for manufacturing to an ever-growing list of possible manufacturing houses, causing a transformation of the manufacturing industry where a more flexible yet optimized production environment is presented. In a study conducted between April 2012 and January 2014, titled Project SHINE (short for “SHodan INtelligence Extraction”), the number of manufacturing devices deployed in control systems environments connected to the Internet (either intentionally or unintentionally) were already in excess of 500,000. At a reported average rate of 2000 to 8000 new devices detected on a daily basis, one can only imagine the sheer magnitude of Internet-connected devices that are present in these environments today [3,4]. In fact, according to a press release by Gartner, the number of IoT devices in use around the world is estimated to reach in excess of 20.4 billion devices in 2020 [5]. As a result of this growing trend, some industries and government bodies have already started acting towards exploring, researching and developing new strategies and technologies to address the needs of such a trend. For example, a resolution on developing an integrated industrial digitalization strategy for the European Union (EU) was already adopted by the European Parliament in June 2017 [6].



As disruptive and innovative as 3D printing in Industry 4.0 is, there is paramount concern about the cyber-security aspects involved. Industries around the world are all too familiar with the risks involved if proper digital security measures are not in place. For example, industrial espionage and industrial sabotage are very real concerns for industries where sensitive and proprietary data could be exposed or even destroyed. Another example is the deliberate disruption of manufacturing processes by malicious hackers to cause damage to manufacturing entities [2]. Despite the fact that 3D printing is rapidly being adopted as a prominent manufacturing process, many of the security measures required to provide a secure interconnection platform are still in the development phase. Lack of proper security measures in this industry could pose a number of potentially devastating risks. For example, aviation parts that do not conform to the required specifications, or medical implants that contain manufacturing defects, could have serious consequences when such components fail mechanically. Furthermore, in the advancement of materials for 3D printing, including “programmable materials,” there is a further risk that commercialization could precede the required due diligence. This aspect, referred to as 4D printing, is however beyond the scope of this article [1,7].



It is therefore of critical importance that proper cyber-security measures are developed and implemented in order to provide efficient and cost-effective additive manufacturing platforms that are digitally safe and secure from cyber-attacks. Since the topic of cyber-security aspects in Industry 4.0 is a relatively new field, many of the proposed countermeasures are still in their infancy. As a result of the lack of digital security knowledge among some designers and engineers involved in the development and maintenance of equipment in industrial control systems environments, the implementation of digital security measures in these environments is often viewed as a secondary priority [3]. The constant race for higher yields and productivity on the production line also contributes prominently to the notion of viewing security in such environments as a non-critical component. In the quest for this production efficiency, the usage of an artificially intelligent algorithm is also included, and there are therefore further ethical, legal and technological challenges embedded in the manufacturing process.



Arguably, this is one of the greatest risks that the industrial manufacturing environment faces in the foreseeable future. However, significant progress has already been made by some of the leading players in the field of digital security, aimed specifically at the industrial environments through innovative approaches to problems that are unique to this field.




2. A Complete Paradigm Shift


The migration from conventional industrial manufacturing to manufacturing in Industry 4.0 contains a complete paradigm shift in the way that process control flow and the associated security measures are approached. To understand why this is indeed such a big paradigm shift, it is necessary first to look at how process control flow and the associated security measures are implemented in the conventional/traditional sense, i.e., before Industry 4.0. Thereafter, we briefly consider the increasing trend of bridging two similar technological platforms that are designed for entirely different applications, along with a unique style of collaboration that is becoming the new norm within industries. Finally, a broad definition for the term “Industry 4.0” can be formulated and brought into context with the observed technological trends of today. Once the concept of Industry 4.0 is introduced, the associated risks involved within this paradigm shift can be identified and explored, particularly in terms of informational and cyber-security.



2.1. Traditional Approach to Manufacturing Process Security


The typical manufacturing plant infrastructure consists of two main technological platforms, namely operational technology (OT) and information technology (IT) [8]. OT refers to the combination of hardware and software used to monitor plant processes by means of, e.g., sensors and feedback data streams from plant machinery, in order to control these processes by components such as pumps, valves and actuators. Typical examples of equipment that forms part of OT are supervisory control and data acquisition (SCADA) systems, programmable logic controllers (PLC), measuring equipment and human-machine interfaces. Combinations of these platforms are used to ensure that plant operations run as intended by design, and to prevent hazardous conditions through processes that operate outside the process limitations and safety margins. Figure 1 illustrates the basic concept of the interconnectivity of OT in the typical manufacturing plant:



It can be seen from Figure 1 that OT platforms are typically connected to a central authority that monitors and controls the manufacturing processes. This can be in the form of multiple PLCs and SCADA systems that receive data from sensors and make adjustments to the manufacturing process by means of controlling valves, pumps and actuators, based on the data received from the sensors. Furthermore, many processes rely upon human interaction, ranging from changing equipment settings to manually changing the states of systems through mechanical switches. These actions are to be performed by plant technicians and engineers who are skilled and knowledgeable in the manufacturing processes, and have exclusive access to the associated hardware and software platforms. This immediately points out one of the key vulnerabilities in OT systems security, since the state of the OT systems security is highly dependent on the trustworthiness of the plant technicians and engineers. A significant amount of trust is put into these plant personnel to perform the right manipulations to the OT systems and to perform their activities without any malicious motives at all times.



The significance of plant technicians’ and engineers’ trustworthiness can be appreciated by considering the Maroochy Shire sewage spill incident that occurred in Queensland, Australia in the year 2000 [2]. This incident was allegedly the result of the behavior of a disgruntled contractor whose malicious actions allegedly resulted in the spillage of nearly 1 megaliter of raw sewage into a nearby river. The spill stretched out up to nearly 12 km away from its source. An investigation into the incident revealed that a number of SCADA systems that controlled over 140 sewage pumping stations had been hacked and controlled by means of inducing faults in the SCADA systems through compromised control messages. Communication between the central control center and the pumping stations was facilitated by means of a private two-way radio communication system that operated through a number of repeater stations, as illustrated in Figure 2 below. Because of a lack of proper access control and cyber-security measures of the sewage plant’s control systems, it was possible for the ex-employee to easily obtain access to the control systems’ network of the plant, particularly given the fact that he had in-depth knowledge of the architecture of the network.



The Maroochy Shire sewage spill is a classic example of a security breach within a SCADA system. Historical data of industrial control system (ICS) incidents indicate that such incidents already started occurring as early as 1982 [8]. However, after the introduction of SCADA systems that communicate via transmission control protocol/Internet protocol (TCP/IP) in the early 2000s, the number of ICS incidents increased dramatically. Although numerous well-established security measures for TCP/IP communications are available today, such security measures were still in their infancy (if existent at all) when TCP/IP-compatible SCADA systems were introduced. However, these security measures are mostly applicable to IT systems networks, and are generally not compatible with OT systems networks—a topic that is discussed in more detail in Section 2.2. Such a lack of well-established security measures is more than enough of a vulnerability in process control security to allow any person with sufficient knowledge of the process control architecture to gain unauthorized access to the control network and to induce changes in the process control settings that are driven with malicious intent. This fact highlights another important security vulnerability of traditional OT systems, namely that control networks have little or no security that can protect the networks from unauthorized access.



One of the general causes of these types of security vulnerabilities of traditional OT systems is a direct result of the technological platforms around which they are designed. For example, although many of the “intelligent” OT systems make use of embedded microcontroller platforms, these platforms generally do not possess the computational capacity required to implement proper security measures. Furthermore, these embedded platforms typically use standard (and somewhat primitive) peripherals such as RS-232, inter-integrated circuit or serial peripheral interface to communicate with each other. Although some of the protocols used between OT systems are typically proprietary, the simple nature of the communication peripherals makes them relatively easy to intercept [8].



Besides OT platforms in general, many manufacturing plants also contain a network of IT equipment that typically includes devices such as computers, printers, servers and routers. This type of equipment usually possesses a much higher computing capacity, so that advanced security measures can be implemented, such as antivirus software and firewalls.



Information and data security in IT systems is characterized by three key aspects: confidentiality, integrity and availability (CIA) [8,9]. These are known as the three CIA pillars of information and data security. Information of a confidential nature should be protected from parties that are unauthorized to view it. This may be, for example, in the form of documentation that contains sensitive information that could cause harm to a company should it be leaked into the wrong hands. The integrity of information is a very important aspect that concerns the validity of the data. Should information be maliciously manipulated without detection, it could be difficult to determine whether or not the information is actually legitimate. When information loses its integrity, it can hide important detail that, if not interpreted as it should be, could have detrimental consequences in a production environment. An example of such a case would be data containing the safety parameters of an industrial plant’s processes that are manipulated, in order to represent a false indication of the actual states of the processes to which control systems could erroneously react. Of course, no data would be useful without being available to the parties that need the data. Therefore, data should always be available to the intended parties without landing in the hands of unauthorized individuals. It can thus be intuitively deduced that an effective IT security system requires a fine balance between these three key aspects (confidentiality, integrity and availability), which can very easily be in conflict with one another if not properly implemented.




2.2. Convergence of IT and OT


The introduction of low-cost devices that have Internet connectivity capability brought about a rapid evolution of a new type of low-cost technology that offers endless application possibilities while presenting the ability to be controlled over the Internet. This new movement of interconnecting devices over the Internet is known as the Internet of Things (IoT). Typical examples of such IoT devices are office printers and home appliances that have Wi-Fi capability, and smart watches that connect to the Internet to log data of people’s daily movements and activities.



As IoT technology became a well-established field, the scope of applications started expanding into the industrial sector. With an increasing number of industrial devices that started to use the IP for communication, these devices started to enter the IT network domain. This made it possible for OT equipment to be connected to an IT network router or switch and be controlled over the Internet. The new approach of connecting OT equipment to the Internet gave rise to an extension of the IoT called the Industrial Internet of Things (IIoT).



In the previous section the three CIA pillars of information and data security have been introduced. Introducing OT equipment to the IT domain means extending these IT security aspects to the OT domain as well. However, it is immediately apparent that the platforms upon which these three security aspects have to be implemented are very different from one another. IT equipment is typically in the form of high performance computers and servers that have a huge amount of computing capability compared to more low-level OT embedded devices. Consequently, the security measures implemented on IT equipment are not easily transferable to OT equipment in general, if at all in some cases [8]. This results in OT systems that are connected to the Internet without proper security measures in place, leaving these systems open to hacking and being maliciously controlled.



Several attempts have been made in the past to merge IT security measures with OT systems, but the results showed that this can often lead to an OT system malfunction, with devastating consequences. Such an example is the incident when the United States’ National Aeronautics and Space Administration (NASA) explored the introduction of IT security measures to the OT systems in their critical and supporting infrastructure [10]. One of NASA’s large-scale engineering temperature chambers, that uses an OT system to monitor and regulate the temperature inside the chamber malfunctioned when the computer connected to it required a reboot after a security patch was installed. After the computer rebooted, the temperature chamber’s control system stopped working, causing the temperature to rise steadily until it caused a fire inside the chamber that completely destroyed spacecraft hardware that was undergoing tests. In addition to the control system malfunction, the alarm mechanism of the temperature chamber also malfunctioned, resulting in the fire only being detected hours later by one of the employees.



The NASA example of what could happen when OT systems fail owing to incompatible IT security measures illustrates the devastating consequences this could have for any industry where such security measures are applied. This highlights what is arguably the greatest challenge that is presented by converging IT and OT—how to implement proper security measures that are 100% compatible with both IT and OT systems, without the disruption of any underlying processes. A deeper look into the nature of this challenge reveals that one of the underlying differences between IT and OT systems is the way in which the systems communicate with one another.



IT devices generally act as either servers or clients, with a one-way control authority between servers and clients that makes use of protocols such as the hyper-text transport protocol (HTTP) [8,9]. Conversely, OT devices commonly act as both servers and clients, depending on various parameters within the larger scale system of which they form a part. For example, HTTP works well with networks using a one-way control authority between devices, but is not designed for the unique nature of the control authority of which OT system networks make use. Although it is possible to implement HTTP in OT system networks, it involves adapting its use to work in applications for which it is not specifically designed, which presents its own unique set of challenges. Several new protocols have been designed to address this particular issue. One example is the new International Organization for Standardization (ISO) protocol named message queuing telemetry transport that makes use of a publish-subscribe mechanism, specifically designed to address the network communications issue between IT and OT systems. Other such protocols are the extensible messaging and presence protocol, advanced messaging queuing protocol and data distribution service [8,9].




2.3. Cloud-Based Design


The advent of the Internet has had a huge impact on how engineering teams collaborate. The traditional “in-house” design approach is rapidly being replaced by a new approach where engineers and technical personnel collaborate from all walks of life all around the world. In an era where optimization and efficiency are keywords for all types of businesses, especially for engineering design and manufacturing entities, it is increasingly becoming the norm for businesses to outsource certain tasks. Global collaboration between technical teams leads to more innovative solutions to technical problems. Because of the distances that sometimes separate these technical teams, it is often impractical for such teams to regularly meet and share information in person at a particular location. Therefore, new and innovative ways need to be used to share information effectively and to collaborate.



Many businesses are migrating to newer business models that make use of global mass collaboration. In other words, certain tasks that require the skills of a specialist in a particular field are rather outsourced to such specialists, instead of hiring an in-house specialist. Online sharing platforms such as GitHub and DropBox offer the ability to easily share information associated with certain tasks [8,9]. In fact, it is becoming the norm for engineers and developers to use such platforms to host and share entire projects with team members from around the world over the Internet. Such a methodology to engineering design offers a number of advantages. For example, a project can be worked on around the clock by design teams that are located in different time zones across the world. A 24-h period in a project’s timeframe can essentially undergo three 8-h working days’ worth of design effort, essentially tripling the output per time unit available to the project. Figure 3 below illustrates this concept.



Although the concept of global collaboration between engineering teams offers distinct advantages over traditional engineering design approaches, a few key issues are also faced that very quickly apply brakes to the momentum of such a paradigm shift. One of the key issues in this regard is the protection of intellectual property. The moment that confidential design information leaves the proverbial borders of a business, additional measures need to be implemented to ensure the security and confidentiality of such information. The repercussions of inadequate security measures leading to a leak of confidential information cannot be overstressed.



Should an unsuspecting business fall prey to a seasoned hacker that exploits security weaknesses in an online collaboration platform that is not properly designed around sound security measures, the consequences could be life-threatening. For example, the design of life support medical equipment can be altered in such a way that it would not function correctly or even fail when in use. In fact, outsourcing manufacturing tasks to third parties exposes businesses to similar threats that are well-known in the integrated circuit manufacturing industry. A particular example of such threats is where logic gates are designed that do not entirely conform to specification, owing to obfuscation and lack of complete design details that could contain critically important design information [11].



Another example is the design of an aircraft propeller blade in which weaknesses can be maliciously introduced into the structural design, leading to possible catastrophic failure during flight, and thus endangering the lives of all the passengers on board the aircraft. This has particularly been a growing concern since 3D printed fuel nozzles newly developed by General Electric (GE) Aviation for use in jet engines received a US Federal Aviation Administration (FAA) certification. In fact, the next-generation Leading Edge Aviation Propulsion (LEAP) jet engine developed by CFM International, which contains 19 of these 3D printed fuel nozzles, has already undergone several flight tests. Such 3D printed fuel nozzles are also being developed by GE Aviation for the huge new GE9X jet engine [12]. The fact that companies such as GE Aviation are already making use of 3D printing to manufacture aircraft parts is concrete testimony to the sheer disruptive possibilities that 3D printing can offer, but also stresses the urgency of developing the required cyber-security measures in the industrial manufacturing sector.



However, in a combined effort by researchers of the Ben-Gurion University of the Negev, the University of South Alabama and the Singapore University of Technology [13], an experiment was performed where the propeller blades for a remote-controlled drone were designed and 3D printed with structural defects at critical points in the propeller blade construction that would reduce the fatigue life of the propeller blades. After less than 2 min of flying time, the defective propeller blade failed catastrophically during mid-flight tests, causing the drone to crash and effectively be destroyed. Regardless of the fact that the propeller blade design was compromised, the research team performed the design compromise by means of a full-cycle simulated cyber-physical attack that made use of security vulnerabilities that had been in the public domain for a number of years already. In particular, the WinRAR ZIP file name spoofing vulnerability played a key role in delivering a malicious file to trigger other exploits utilized in the attack [14]. Needless to say, the research team succeeded in illustrating how a relatively simple cyber-physical attack could lead to catastrophic and potentially deadly consequences. This notion becomes extremely serious when it is viewed in the context of aircraft parts already being manufactured by means of 3D printing.



With design companies increasingly outsourcing manufacturing tasks and sharing information via the cloud, it is therefore clear that proper security measures are urgently required to make use of cloud-based design platforms safely.




2.4. Definining Industry 4.0 in Context


The previous sections have highlighted a new trend that is being increasingly observed in various industries. The fact that various technological platforms are brought together to function in an entirely new fashion that neither of the platforms were necessarily designed for, is what makes this new trend a paradigm shift and revolutionary.



Industry 4.0 involves the integration of various technologies, particularly IoT technologies, into existing technologies used in the industrial manufacturing and production sectors [15,16]. The integration of these technologies enables new possibilities in terms of manufacturing capabilities, industry productivity and efficiency. A key focus on the integration of these technologies is the concept of industrial value creation [15,17,18], to account for and react to various factors such as market volatility, innovative problem solving, competitor influence and competition. As a result, new trends in problem solving, collaboration and innovation start to emerge, such as global collaboration via the Internet to perform engineering and design work between teams across the globe [8,9].



With increased process efficiency and productivity being key drivers in the Industry 4.0 movement, the business models for industries and businesses will also be adapted to reap the maximum possible benefit [9].



The large scale integration of technologies particularly involves the use of many sensors within a manufacturing or production environment. The constant analysis of data from these sensors to monitor the states of the equipment and processes involves the transmission of large amounts of data between systems, also known as “big data”. Big data from these sensors can also be used to perform predictive maintenance of systems, improve system reliability and risk management [19,20].



Another definition for Industry 4.0 is the “real-time, intelligent, horizontal, and vertical networking of people, machines, objects, and information and communication systems with the aim of dynamically controlling complex systems” [17,21]. Although this definition can be considered rather broad in scope, it essentially captures the thought of the interaction between humans and machines. Furthermore, with the Internet at the heart of the Industry 4.0 movement, there is essentially a bridging between the virtual world and the real world [15].



Although there is a reference of interaction between humans and machines, there is also concern about the social and ethical impact that Industry 4.0 keeps in store. With industrial environments becoming increasingly automated, there is a very real possibility that jobs in the industrial manufacturing and production sectors will evolve into jobs with a focus more towards roles such as maintenance and production management instead of manual labor. This would mainly be due to machines that could perform hard-labor tasks at a scale that is not possible to be sustained by humans. This forms part of what is referred to as the “Triple Bottom Line” [22,23] that considers the sustainability of industries and businesses in the context of the associated economic, environmental and social impacts. However, the consideration of these aspects is beyond the scope of this article.



The adoption of new technologies always includes some measure of uncertainty and unknown aspects that are discovered as the adoption thereof progresses. This is particularly true for technologies where the Internet forms a key part of this technological interconnection, essentially exposing the technologies to the outside world, and within anyone’s reach in terms of digital interconnectivity. As such, there are a number of security risks that must be considered to ensure that the integration and ultimate use of these technologies can be done in a secure manner. This article focuses on building a train of thought to identify such risks, and possible solutions to address these risks.





3. Identifying the Problem


In this section some of the risks associated with the cyber-security aspects of the current industrial manufacturing industry will be put into perspective. These risks are unique in the sense that although the OT platforms typically utilized in the industry are widely familiar, they pose certain cyber-security risks that are of a different nature from those encountered in an IT environment. Consequently, these risks have not been considered as such until now. First, a few case studies of historic cyber-physical attacks are briefly introduced in order to put into perspective the true nature of such attacks on industrial control systems networks. While a comprehensive study into the details of how these attacks work is beyond the scope of this article, some key aspects in terms of the associated security vulnerabilities can still be identified in order to formulate more clearly defined cyber-physical security problem statements. Putting these security aspects into perspective, they can be contextualized to identify and formulate solutions to the problems.



3.1. Case Studies of Cyber-Physical Attacks


Since the number of smart manufacturing devices that are deployed in the industry is significantly smaller than the number of conventional manufacturing devices, the number of reported and documented attacks against these systems is relatively low. The same applies to a comparison of the typical sizes of OT network systems vs. IT network systems, where the number of deployed IT network systems is orders of magnitude higher than the number of deployed OT network systems. However, there are a few well-known documented cases of cyber-physical attacks, of which some will now be briefly introduced.



3.1.1. The Zotob Worm


In August 2005, 13 Daimler Chrysler car manufacturing plants (among over 170 other major corporations) were attacked by a worm called Zotob. The worm caused a temporary (5 to 50 min) shutdown of the entire production line in each of these plants, affecting more than 50,000 production personnel, and resulting in financial damage in the order of thousands of US dollars, apart from the financial damage caused by the loss of the man-hours of more than 50,000 personnel [24].



The Zotob worm came into effect shortly after Microsoft announced a security vulnerability in the Windows 2000 operating system. Within a matter of days from the announcement of the vulnerability, the code for the Zotob worm had already been developed and distributed within the computer networks of several institutions before IT security personnel could apply the required security patch. In particular, the Zotob worm exploited the Microsoft Windows Plug and Play Buffer Overrun Vulnerability on TCP port 445, which opened a back door to the operating system (OS) that enabled the hacker to perform malicious actions with full user rights and privileges [25,26]. The vulnerability also made it possible for the hackers to install malicious software on the operating system. From there on, the worm cold replicate and progress further into the computer network, and thus affect any systems connected to the manufacturing network. This is exactly what happened in the attack on the Daimler Chrysler manufacturing plants.



The Zotob worm successfully illustrated how fast the black hat hacking community can respond to the announcement of a security vulnerability before any preventative action can be taken by cyber-security personnel in a particular industry.




3.1.2. Stuxnet


The Stuxnet worm, developed in 2010, had the reputation of being one of the most threatening and complex computer worms ever created at the time of its inception. Written primarily to target industrial control systems, the worm would propagate through a computer network and multiply itself without detection with the aim to reprogram PLCs and other similar industrial control system devices. Malicious instructions compiled by the hacker could then be executed on the infected systems, while the changes to the equipment programming were hidden to avoid detection by personnel operating or maintaining the equipment. Stuxnet is considered by Symantec as one of the most complex security threats ever analyzed, and dealing with it required extensive efforts from a large number of security analysts [27].



Making use of a vast number of components to maximize the possible attack vectors, including among others, multiple zero-day exploits, antivirus evasion techniques, process injection and peer-to-peer updates, the Stuxnet worm succeeded in infecting thousands of computers around the world, in order to maximize the chances of eventually entering “air-gapped” control systems networks. This was made possible in particular by its ability to hide itself on removable drives. Making use of a vulnerability in the way shortcuts and .lnk files are processed on a computer (identified by Microsoft as MS10-046) [27,28], the worm could replicate and propagate further within the computer and to external devices by itself. Since many industrial control systems were not designed with security in mind, the fact that no integrity checks were performed on messages received by these systems played a key role in the ability of the worm to infect systems without detection [8]. Once it had manifested itself on infected machines, the worm would regularly send encrypted updates to the Stuxnet command and control (C&C) servers with identification information of the infected systems, such as IP addresses, operating systems and computer names.



The first variant of the Stuxnet worm was encountered in June 2009. This variant did not make use of any signed driver files, but in January 2010 the Stuxnet worm was found to make use of a driver that was digitally signed with a compromised certificate by the Realtek Semiconductor Corporation. In March 2010 the Stuxnet worm was found to exploit the vulnerability that was only identified as MS10-046 by Microsoft in August 2010.



By the time Symantec issued a comprehensive analysis of Stuxnet, an estimated 100,000 hosts had been infected in over 25 countries, with infection rates of up to 6000 hosts per day [27].




3.1.3. Duqu and Flamer—Followers of Stuxnet


With Stuxnet paving the way for the development of extremely complex and powerful cyber-attacks, two new threats that are very similar to Stuxnet made their entry less than a year after the Stuxnet worm went viral. Although very similar to the Stuxnet codebase, the Duqu threat was developed primarily to steal information from industrial manufacturing entities, so as to facilitate the development of more specific and focused attacks on other third parties. Consisting mainly of a driver file, a dynamic link library (DLL) and configuration file that were installed by an executable file through a Microsoft Word document that contained a zero-day kernel exploit, the threat would search for detailed design information (among other proprietary information) and make use of HTTP and HTTPS to upload and download information between the infected devices and its C&C servers. One variant of the threat had a particularly novel way of hiding the DLL containing the primary functions of the threat. This DLL was hidden as encrypted data contained in a JPEG file which featured an image taken by the Hubble Space Telescope. Another novel feature of the Duqu threat in general was that it would remove itself from the infected device after approximately 30 days, thus minimizing the possibility of its detection [29].



The first attack by the Duqu threat was recorded in early April 2011, with additional variants encountered in October 2011. By the time that a comprehensive analysis of the Duqu threat was published by Symantec in November 2011, more than eight countries had fallen victim to the 15 variants of the threat [29].



Similar to the Duqu threat, the Flamer threat also has deep roots in the Stuxnet codebase, and has been in existence since 2010. Symantec considered the Flamer threat the most complex malware that had ever been written at the time of its detection and analysis, and it is anticipated that it will retain this reputation for many years to come. Its size is in excess of 20 megabytes, and the software architectural design is on a par with professionally developed software. The purpose of the Flamer threat was similar to that of the Duqu threat, i.e., industrial espionage, but on a much larger scale [30].




3.1.4. BlackEnergy3 and the Ukraine Power Grid


The cyber-attack on the Ukrainian power grid in December 2015 was the first documented case of a power grid being targeted by means of a cyber-physical attack. Presumably developed by the Russian cyber espionage team Sandworm, the BlackEnergy3 worm acted as a Trojan horse that contained distributed denial of service (DDoS) capabilities. The worm made its first appearance in 2007 (known as BlackEnergy), and underwent upgrades with more advanced features in 2010 (known as BlackEnergy2). Finally, in the spring of 2015, after the BlackEnergy3 version of the worm was released, attacks on power distribution companies by means of malicious e-mails commenced. When the attackers gained entry into the control systems network of the Prykarpattyaoblenergo power distribution center in December 2015, they disabled the entire plant by commanding all the circuit breakers to open, leaving more than 200,000 people without electricity. This incident was particularly catastrophic, since the people left without electricity could not operate heating systems in the middle of the winter. Although the electricity supply was cut off for only approximately six hours, plant technicians still struggled to restore the electricity supply fully to all of the affected regions [30].



In the case of the Ukrainian power grid cyber-attack, the malicious entity was spread by means of malware through classic cyber-attack distribution techniques, such as infected e-mails and compromised networks. DDoS attacks prevented proper functioning and recovery of the infected industrial systems, while the worm prevented plant technicians from gaining access to the control system by logging them out of their user accounts and changing their passwords [3,31].





3.2. Types of Cyber-Physical Attacks


The case studies presented in the previous section outline only a few of the types of cyber-physical attacks that are known today. While not an exhaustive list of historical cyber-physical attacks by any means, it presents a comprehensive overview of the typical types of cyber-physical attacks that could be performed. The most common types of cyber-physical attacks that occurred can be summarized as follows:



3.2.1. Zero-Day Attacks


The term “zero-day attack” refers to a cyber-physical attack that exploits a security vulnerability that has not yet been disclosed publicly [32]. Since such a vulnerability has not been disclosed publicly, there is a high probability that knowledge thereof is only possessed by a selected few individuals who have somehow managed to find such a vulnerability. Although this could mean that the chances of an immediate serious threat are not as high, the probability is equally high that cyber security entities are also not aware of the vulnerability. This means that until such a vulnerability is publicly disclosed (unless it is disclosed privately through confidential channels), there is little to no chance of developing a security patch that would eliminate it. Historic cases indicate that users of commercially popular software, such as Adobe Reader, WinRAR [14] and Microsoft Word, are particularly vulnerable to zero-day attacks without even having the slightest notion that they can easily fall victim to a threat. Consequently, by the time it is disclosed, it could already be too late to rectify any malicious activity executed through such an attack [3,8,32].



The implications of such an attack on an industrial scale could be disastrous to such an industry, particularly if it involves a production line being compromised and the malicious software resisting any attempt to install a security patch that would disable it.




3.2.2. Eavesdropping Attacks


Attackers can obtain confidential and sensitive information by eavesdropping on communication channels that are known to be used by individuals or institutions to communicate such information. Eavesdropping can take a number of forms, such as tapping into telephone lines, phishing and monitoring network traffic. Should any information that contains sensitive content relating to how a certain system or production process operates be shared on an insecure communication channel, it could be of great value to an attacker to eavesdrop on such communications in order to plan an attack in advance.




3.2.3. Denial of Service Attacks


Arguably one of the most common types of attacks, denial of service (DoS) attacks, are specifically aimed at crippling systems by denying access to any form of computational resources, effectively bringing the process that the system is in control of to a halt. For example, a server that controls industrial processes can be prevented from communicating with lower-level industrial control systems by denying these systems access to the server network [3]. There have even been cases where DoS attacks have been used as a decoy by cyber attackers to cover their tracks after an attack of another form has been carried out [33].



Another form of DoS attacks, namely distributed denial of service (DDoS) attacks, makes use of multiple infected systems to distribute cyber-attacks on a larger scale. This is one particular concern regarding the security of next generation industrial control systems. Since many next generation industrial sensors and items of control systems equipment have the capability to connect directly to computer networks and the Internet, a DDoS attack in such an environment could have catastrophic consequences for production lines, where such equipment is critical for efficient and safe operations.




3.2.4. False Data Injection Attacks


In systems where few or no authentication mechanisms are present, false data injection attacks can be used to inject malicious code and commands into control systems networks [3]. Lack of authentication mechanisms means that there is no way the targeted equipment can verify the authenticity of any of the commands it receives. Therefore, it is a vulnerability that cyber attackers with malicious intent can exploit relatively easily. Such attacks can range from commanding industrial control systems to performing actions that are outside of safe operating margins, to completely reconfiguring the control systems’ equipment to perform totally differently from how it had originally been designed to function (the Stuxnet worm is an example of such an attack).



If attackers can gain undetected access to an industrial control systems network with weak security, entire production lines can be compromised by commanding manufacturing equipment to assemble manufactured products incorrectly, which will compromise the proper functionality of the product.




3.2.5. Replay Attacks


Even though authentication mechanisms can to a great extent prevent malicious commands from being executed by equipment that is targeted through cyber-attacks, an authenticated data packet can be retransmitted, but with modified data or instructions. Since the data packet appears to have a legitimate origin, it is still possible that such a packet can be altered so that it is transmitted to and processed by electronic equipment with no suspicion of malicious intent.



Replay attacks can be avoided by incorporating a tracking mechanism, such as the use of a sequence number, to detect packets that have already been processed but have been retransmitted with possibly malicious commands and data. These packets could pass authenticity verification and execute the attack for which they were formulated.3.2.6. Side-Channel Attacks



Side-channel attacks entail the collection of data due to information leakage by industrial equipment. For example, fluctuations in power usage due to processing data can leak out and provide attackers with valuable information on the inner workings of the system. More sophisticated attacks can be carried out by means of an in-depth monitoring of industrial manufacturing equipment, such as monitoring the positional characteristics of a robotic arm during production in order to formulate a near-precise reproduction of the manufacturing instructions sent to the robotic arms.



With smartphones constantly evolving into highly advanced and increasingly complex devices, the possibilities of extending the platforms on which side-channel attacks are performed using smartphones are on the increase. Studies [34,35] are already in progress investigating the effect of smartphone-based side-channel attacks on 3D printers using the phone’s built-in sensors. The focus of these studies has primarily been on acoustic and magnetic side-channel attacks [36,37].



The aforementioned attacks are by no means an exhaustive and complete list. Numerous different techniques exist that cyber attackers can use to attack cyber-physical systems. It can also be deduced that many of the known attacks found in the IT network domain can be equally threatening to devices in the OT network domain.





3.3. Lifecycle of an Attack


Most cyber-physical attacks are driven by a clear motive to target a specific organization or industry. Attackers often collect the greatest amount of data they can by various means (such as eavesdropping attacks, for example) in order to plan an attack ahead of time to maximize its impact. The motives for the attacks are primarily data harvesting and sabotage. Data harvesting concerns the collection of sensitive data from system networks that could provide important information to attackers that can be used to facilitate an attack. Sabotage is aimed at disrupting the functionality of a system and possibly damaging it [3,8]. These two motives are usually used in combination to ensure an effective attack.



Besides the fact that there are a number of different possible attacks that can be carried out, they have a lot in common in terms of their execution and lifecycle. Figure 4 illustrates the lifecycle of a typical cyber-attack.



During the pre-entry phase the attacker identifies a target and acquires any prerequisite knowledge to plan and formulate an attack. The tools and skills required to perform the attack are also identified and acquired during this phase. After the necessary tools, skills and knowledge have been acquired, the entry phase begins by collecting information that will be of use to the attacker to plan the attack. This typically involves basic cyber-attacks such as phishing by means of malicious e-mails, social media platforms and infiltrating the supply chain, where for example, software updates from trusted entities are compromised with malware to harvest information that can be valuable to the attacker. As the harvesting of data continues to delve deeper into the targeted network, network systems with poor security measures are exploited to gain further access deeper into the network by obtaining higher access privileges inside the targeted network. The use of C&C servers are very common during this phase of the attack to harvest more data and to infect the network further with more malware (such as in the case of the Stuxnet, Duqu and Flamer threats) by means of malicious updates.



When enough information has been harvested and the security of the targeted system has been sufficiently crippled, the main aim of the attack can be reached by carrying out the attack in the operation phase. This is where the true motive of the attack comes into play. Depending on the motive of the attack (harvesting data or sabotage), this phase can last anything from a few minutes to months and even longer if the attack remains undetected. Finally, when the attack has been carried out, the attackers might cover their tracks by clean-up processes in order to minimize the possibility of being detected or traced.



The success of an attack depends largely on the state of the targeted network’s security measures. Since OT systems networks are mostly designed without proper consideration for security, the chances of successful attacks on these networks are vastly higher than those attacks that target IT systems networks.




3.4. The Problem in the Context of Industry 4.0


Since one of the key characteristics of Industry 4.0 is the use of next generation smart manufacturing equipment, sensors and processes, the attack vectors known to cyber attackers need to be considered in the context of the Industry 4.0 environment. Sensors used in the Industry 4.0 environment incorporate some of the latest technological advancements, and typically have the ability to function as small sub-systems in the broader context of the manufacturing information architecture. For example, instead of just providing a simple analog measurement output that is directly fed into the corresponding monitoring and control system, these sensors can instead transmit their data to such higher-level systems via a standard peripheral. The use of peripherals for communication between sensors and higher-level systems also makes it possible to re-configure sensor sub-systems directly from within the manufacturing information architecture. It is thus apparent that the malicious re-configuration of these sensors will be a key concern, requiring appropriate security measures to prevent such an event. Unfortunately, many of these next generation systems are designed with security viewed as a secondary priority. As has been discussed broadly in Section 2, there are inevitable compatibility issues if new industrial manufacturing equipment is not designed with security as an integral part of the design. There are also many more possible attack vectors in the industrial manufacturing environment that can be exploited (and combined) to cause massive damage to these industries. Each of these attack vectors can be directed at specific security vulnerabilities in the broader scope of the manufacturing information architecture, with each being unique in its nature and corresponding security challenges.



Industrial manufacturing equipment without proper security measures is not the only concern in this context. There are other platforms and infrastructure that can also be compromised before the effects of the threat extend into the industrial network domain. For example, computers that are used to design computer-aided design (CAD) models can be infected with malware specifically designed to target and compromise these CAD models. This is a particularly prominent threat, given the increasing adoption of cloud-based design, as discussed in Section 2.3.



It is thus apparent that there are a number of unique security problems that Industry 4.0 faces, each with different facets that require specific attention to its underlying mechanisms in order to be effectively addressed. These types of security problems are briefly explored in the following subsections.



3.4.1. The Manufacturing Information Architecture


In previous sections the issue of intercepting manufacturing information between IT and OT platforms has been briefly introduced. In this section, we will zoom out on the problem statement in order to consider the flow of information between platforms in the digital manufacturing ecosystem as a whole.



The case studies considered in Section 3.1 (which certainly do not represent an exhaustive selection) briefly introduced the nature of some cyber-physical attacks that have taken place in the past. Since these attacks have been aimed specifically at cyber-physical systems, and have been successful in their malicious intent, this paints a clear picture of what the scale of impact could be if similar attacks are performed on future smart manufacturing industries. It is also evident that the convergence between IT and OT platforms is a decisive factor in these types of attacks. Attackers can operate remotely from any location in the world via the Internet and subsequent digital networks, infiltrating vulnerable IT systems to carry out an attack on the underlying OT systems.



Any malicious interception of information within the digital manufacturing ecosystem will mostly be aimed at obtaining and altering critical information on the product’s manufacturing process. Apart from manufacturing process security, this also raises the issue of the protection of intellectual property [38]. Such critical information will be information that, if altered, could affect the product’s functionality or structural integrity. Examples of such critical information include the bill of materials (BOM), the product design files and the manufacturing equipment control parameters. Each of these critical information items presents a unique attack vector that could be utilized for malicious intent.



Consider as an example the 3D printing of a particular product within an industrial manufacturing environment. The filament specified in the product’s BOM could be replaced with a filament that has a lower tensile strength, which would undoubtedly cause the end product to fail structurally if exposed to mechanical stress levels that cannot be withstood by the wrong filament. The effect of alterations to the CAD model design and manufacturing files has already been discussed in the previous section. Control parameters of the manufacturing equipment are also important in the product manufacturing process. For example, the temperature of the 3D printer’s heat bed on which the product is printed is dependent on the type of filament used for the print. If the incorrect temperature setting is used with a specific filament, it could cause the foundation of the printed product to warp, and lead to an end product that is not dimensionally accurate compared to its design. Another example of such control parameters is the speed at which the 3D printer prints the product. If it is set higher than a specified standard (or according to the machine’s specifications) it could cause the layer of filament to be too thin according to the design parameters. The printing speed could also be intermittently adjusted throughout the print, resulting in inconsistent layer thickness throughout the end product. Similarly, the speed of the head containing the spindle of a milling machine could be maliciously configured to a speed exceeding that specified by safe operating parameters, leading to damage to milling bits, causing unplanned downtime for maintenance.



Along with the case studies considered in Section 3.1, the Maroochy Shire sewage spill considered in Section 2.1 is yet another typical example of how a cyber-physical system can be compromised, and to what extent it can have an impact beyond the environment of the cyber-physical system itself.



As can be deduced from the examples presented in the previous paragraph, there are numerous possible scenarios of malicious interception that could each be detrimental to the final manufactured product. It would be impractical to formulate a unique security countermeasure for each of these scenarios. Instead, the problem needs to be addressed in the scope of the bigger picture. By analyzing each of these scenarios, certain common attack vectors can be identified that, if accounted for, could avoid the occurrence of many subsequent scenarios. Most of these attack vectors have one key aspect in common—the communications network between hardware and software platforms (especially IT and OT platforms). Furthermore, the use of cloud-based design increases the number of available attack vectors. If a hacker can obtain access to the communications network, an interception of data can be performed, and malicious data can even be injected into the communications network to disrupt the manufacturing process. Figure 5 illustrates the general context of the manufacturing information architecture and where the associated attack vectors are introduced.



Therefore, an efficient and effective security solution for the communications network would form a very important and key integral part of the entire manufacturing ecosystem. It is thus a vital starting point for next generation manufacturing industries to introduce proper security measures in order to ensure a cyber-secure (and consequently, to a great extent, physically secure) manufacturing ecosystem.




3.4.2. Industrial Networks and Security Measure Scalability


As the demand for higher production yield, larger capacity and increased productivity is constantly on the rise, the issue of scalability becomes a key point of consideration. Expanding a manufacturing industry’s capacity will typically involve the addition of manufacturing equipment, and subsequently an enlargement of the manufacturing information architecture. While this seems to be a rather simple concept in principle, the reality is that such an expansion requires the extensive planning of the utilization of floor space, placement of equipment and the layout of the underlying information network that interconnects the manufacturing equipment. The security of the underlying information network is critically important to the longevity and efficiency of the industry in question. Section 3.1 briefly explored the potential of cyber-physical attacks to cause massive damage to industries, requiring extensive effort and cost to rectify.



Since the consideration of proper digital security measures are typically viewed as a secondary priority [3], these industries face the risk of expansion without security against any form of cyber-physical attack. The digital platform on which the manufacturing information architecture is built is also a prominent contributor to the complexity in this context. For example, if the expansion of a manufacturing industry requires that equipment be placed in a different building from the one where the existing equipment is currently located, the network interconnection of this equipment must be carefully considered.



Widespread separation of buildings is just one of many examples of factors that will significantly determine the nature of the network expansion. Factors determining the nature of the network expansion will typically include large-scale interconnectivity, high throughput, low latency, and of course, trustworthy security.



The addition of devices within an existing network presents a number of complexities and problems to IT personnel. In many cases, particularly in networks with hierarchical structures, the existing network cannot be extended by simply adding more network connections to a network server using the same implementation as the current network (such as adding more Ethernet connections to a network switch). Adding new devices involves the configuration of network building blocks, such as switches, firewalls and routers. This can lead to downtimes in multiple parts of the network that will ultimately affect the productivity and throughput of the underlying industrial equipment. Since many industries are also constantly in operation, and processes cannot merely be shut down temporarily, scheduled downtimes are difficult to implement. With IT personnel striving to minimize service disruption, network expansion becomes an intricate task to conduct effectively and efficiently.



During network expansion, where large data centers form part of the network, the required data processing capability and network capacity increase rapidly. The implemented networking equipment can only provide a limited amount of network capacity that will ultimately be reached with a constantly growing network. Once this capacity threshold has been reached, the industry in question is faced with the difficult decision of adding new equipment to expand the network capacity, or to redesign the entire network to accommodate the needs of the expanded network. Vendor dependence also plays a prominent role, where vendors’ development and production cycles could make it difficult to deliver equipment featuring new capabilities when there is a particular need to be addressed.



The same level of dedication that goes into getting the right expertise to solve the network expansion problem should be applied to obtaining the right expertise to assess the possible security measures that can be implemented, as well as the compatibility and effectiveness of these security measures.



These factors directly translate into costs (both in terms of finances and time) that run the risk of wrongfully influencing the decision-making process. Furthermore, as the networking solution becomes more complex (and perhaps even novel), so do the associated security measures. This trend suggests that there is a fundamental issue with current networking technology in general that needs to be addressed urgently. If all of these factors are not carefully and thoroughly considered and implemented, doors to future cyber-physical attacks will be left open, which will undoubtedly be a ticking time bomb for all industries that rely on inter-connected equipment.




3.4.3. System Security and Safety


Apart from industrial system security measures being viewed as a secondary priority, the same argument could apply for industrial system safety. Particularly with regards to the high degree of system automation required to achieve higher levels of productivity and efficiency, there is an inherit risk that system safety is not equally considered in the design of such industrial systems. For example, in an industrial manufacturing plant, highly automated systems could pose a safety hazard to plant personnel if some form of safety measure is not factored into the design of the system.



Riel et al. [39,40] refer to the concept of secure systems that are not always safety-critical, although safety-critical systems must always be secure. If system safety is to be a high priority in the design of highly automated and integrated systems, then this concept further highlights the importance of implementing strong security measures in cyber-physical systems. If such security measures are not in place, this opens the door to cyber-attacks that could not only be detrimental to the efficiency and productivity of an industrial manufacturing environment, but also to the safety of the plant personnel.




3.4.4. CAD Model Security Gaps


Many industrially manufactured products have their roots in a CAD model that has been designed by an engineer or draftsman according to the required specifications. The CAD model is therefore the first step in a series of processes known as the “digital thread” [8,41], as illustrated in Figure 6 below.



Once CAD 3D modeling of a product has been completed, the 3D model is converted to a file that contains all of the details of the model’s design in a format that can be interpreted by the applicable manufacturing hardware. This particular file is in a format known as the stereolithography (STL) file format, which contains approximations of all the surfaces of the CAD model by means of triangles. In the case of an additive manufacturing process such as 3D printing, the product is manufactured in layers that are tightly packed on top of one another. The conversion from the STL file format to the layered format of the CAD model is known as “slicing”, and is performed by a utility called a “slicer”. The slicing process involves generating sets of 2D slices that are essentially sets of intersecting points between the 3D model and the slicing plane. This 3D model is then manufactured one layer at a time. This process can be represented mathematically [42] as


  S =  {   S i  |   i ∈  [  1 , N  ]   }   








where S represents the set of N2D slices. Furthermore, each slice can be mathematically described as


   S i  =  {   p  i , j   |   j ∈  [  1 ,    |   S i   |   ]   }   








where    |   S i   |    represents the number of intersecting points    p  i , j     in slice i at the jth point, represented by a coordinate pair    (   x  i , j   ,  y  i , j    )   .



Once the STL file has been processed by the slicer, it can be sent to the manufacturing hardware’s interface so that it can be interpreted and converted into machine code that controls the manufacturing hardware. Finally, the machine code that is executed is translated into commands to the actual components of the manufacturing hardware that produces the final product.



In Section 2.2, the fact that many OT devices and platforms do not have adequate security measures in place, was discussed. With this in mind, it can be deduced that there are several possible attack vectors in the digital thread illustrated by Figure 6. For example, it is possible to alter the design of the final product by compromising the CAD model through malicious changes to the intended CAD model design. The STL and slicer output files can be intercepted, and several changes can be induced that could compromise the structural integrity of the final product. Such changes can be subtle enough to remain undetected to perhaps even the informed eye. Furthermore, the control interface of the additive manufacturing hardware can be hacked, and machine instructions can be altered to command the equipment to operate outside certain limitations and parameters, or execute unauthorized commands during operation (recall the Maroochy Shire sewage spill example from Section 2.1).



It is also apparent that the three CIA pillars (confidentiality, integrity and availability) are at risk of being compromised at various points throughout the digital thread. Consider, for example, the design of a proprietary product through CAD modeling. The design engineer or draftsman is authorized to have access to the product’s CAD model. Since any information on the product is of a sensitive nature, access to this information needs to be controlled, especially when the product’s design is distributed to the manufacturer. It should be securely stored on the computing platform on which it has been designed, and access to the design information should be restricted to only authorized parties.



Unless such security measures are being followed in the distribution and supply chain of a proprietary product’s CAD files, these files can be acquired by unauthorized parties, thus violating the confidentiality of the CAD model. It will then be possible for an unauthorized party to reproduce the product and put it on the market, compromising the business of the original producer of the product.



The translated CAD model information, such as the STL file and the slicer output, are especially prone to malicious attacks. Although various CAD programs could make use of their own proprietary CAD model file formats, the translated CAD model information is typically in a standard and non-proprietary format that can be interpreted by the digital interface of manufacturing platforms. It is therefore possible to intercept this information, either during the distribution phase, or in-line to the digital interface of the manufacturing hardware, and introduce malicious changes that could affect the structural integrity or the proper functioning of the end product. This would result in compromising the integrity of the CAD model, since adherence to the product’s design specifications can no longer be guaranteed.



During all the phases from a product’s design to its manufacturing, the relevant parties need to have access to this information. For example, two teams of engineers need to have access to a product’s CAD model during the design phase to ensure that the product will fit within a certain space as part of a larger system designed by one engineering team, while the other engineering team ensures that any required changes to the product’s CAD model remain within the limitations of the product’s design. When the product needs to be manufactured, the translated CAD model information needs to be sent to a manufacturer. It is thus apparent that the availability of the product’s information is a crucially important aspect throughout a product’s design and manufacturing cycles. This influences the level and type of security measures that can be utilized to secure the product’s design information, since an optimal balancing point between confidentiality, integrity and availability (CIA) is required to have a practical yet efficient security solution in terms of these three CIA pillars. Since the manufacturing equipment concerned can be classified under OT-type systems, it can be expected that the traditional IT security measures would possibly be insufficient or even incompatible to provide an effective security solution in this context, as has been discussed in Section 2.2.




3.4.5. The Human Element


Although the security of industrial manufacturing systems relies heavily on properly implemented security measures, there is always the human element that could pose an inherent threat. The Maroochy Shire sewage spill incident [2] is a classic example of how the human element can threaten the security of an entire industrial systems network. Such incidents could be the result of either negligence or ignorance by technical personnel during maintenance or production, in which case it is possible that proper security and technical policies and procedures were not being complied with. Conversely, activities of personnel driven by malicious motives are an equally dangerous threat to the industrial systems network. A person who has a motive to attack a system from the inside will typically have advanced insider knowledge and comprehension of how the system works, enabling such a person to perform a very effective and catastrophic attack. Therefore, the human element as a potential cyber security threat should never be overlooked.






4. Solutions


Having identified some of the security problems that the manufacturing industry faces, particularly in terms of Industry 4.0, solutions to these problems can now be formulated in order to produce countermeasures against the associated attack vectors. This is the area that will require the most innovation from researchers and security experts in order to develop security measures that are specifically tailored to the security needs of the next generation industrial manufacturing systems network. A lot of progress in this field has been made by researchers around the world thus far, although many of the proposed solutions and attack countermeasures are still in their infancy.



This section will explore some of the proposed solutions and the progress that has been made in research and development on this matter.



4.1. Securing the Manufacturing Information Architecture


4.1.1. Network Security and Information Flow


The digital manufacturing information architecture presents a large number of attack vectors, each unique in its own sense. Since the interception of manufacturing information occurs via the communications network, there are two possibilities for securing the information flow [8]. The first is to secure the entire network by routing all traffic through a single entity that interconnects all the relevant equipment in the manufacturing architecture, such as the case of a typical IT network architecture, for example with firewalls and intrusion detection software. Although this approach sounds plausible, there are a number of problems with it. The first is the fact that the digital manufacturing architecture consists of a combination of IT and OT devices. As discussed in Section 2.2, OT equipment typically does not have the same computing power as IT equipment. Therefore, any form of network management and security solution typically implemented in an IT environment would not be practical in a network with a combination of IT and OT equipment.



Although the computing capability of many embedded platforms utilized in OT equipment has increased significantly since the introduction of the first embedded platform OT equipment, it could still cause a bottleneck that would introduce intermittent delays or disruptions in the manufacturing process. OT equipment, particularly in the IIoT perspective, is generally not designed to have high throughput, since a bandwidth limitation is applicable. Therefore, most OT equipment in use today communicates over simple communication protocols, where relatively little information is transferred between platforms.



In many manufacturing processes where process timing is essential, an unexpected delay in the order of milliseconds could have a significant impact on the manufacturing process outcome [9]. It is therefore clear that any security measure that would introduce such a delay is not a viable solution in this context. Because of the constant evolution of malicious tactics used to compromise security networks, regular updates to the security software are required to ensure that a network remains protected against the latest forms of attack. In a typical IT infrastructure, this would involve a download of the latest security updates, and sometimes even a system reboot. Such a system reboot could result in unplanned down-time of machinery, which could hugely influence a manufacturing process. Such security updates would have to be scheduled well in advance to ensure that the impact on the production line is limited. This once again emphasizes the incompatibility of IT security measures used in an OT environment. A viable security solution would thus be one that considers system availability as the highest priority.



Another crucial aspect that must be considered when proposing a solution to the security problem in OT networks is that of the current infrastructure used by manufacturers. In contrast to the approach to building an IT network with IT equipment that can easily be replaced or upgraded as requirements change, manufacturing entities normally procure OT equipment with the focus on longevity and term robustness. Whereas some IT equipment could be replaced or upgraded within a five-year timeframe, OT equipment typically remains in service for much longer time frames, sometimes in the order of decades. The conclusion can then be drawn that much of the OT equipment currently in use by manufacturers could already be decades old. In such cases there is most probably much more advanced and sophisticated equipment available that would be ideal replacements for this old equipment. However, upgrading OT infrastructure with newer equipment is not as easy as installing a new printer and updating some drivers. Any change to the OT infrastructure would require extensive planning and thorough testing to ensure that the new equipment functions within the applicable control parameters, and that the process flow remains unaffected. The costs associated with upgrading OT equipment, including for transition redundancy, is also a weighted matter on its own.



If OT equipment in a manufacturing plant cannot be easily and regularly upgraded, and traditional IT network security solutions are not viable to OT applications, what viable solution could there then be to the aforementioned problems? The answer lies in a combination of the IT-based security mechanism that is tailored for OT applications, while adhering to the critical requirements of OT networks. A proposed solution to this problem [8] presents the concepts of a comptroller and a manufacturing security enforcement device (MSED) as a combined solution to the problem.



A comptroller would be a device running software that performs security tasks on the fly during information exchanges between IT and OT equipment. Such security tasks could be capturing the output data of one system meant as input data to another system, performing cryptographic processes such as authorization in the form of digital signatures and generating output data that can be sent to the destination equipment in encrypted format. An MSED would then be connected directly in-line and in front of any equipment that makes use of information sent over the network so that any information sent to the equipment can be cryptographically validated and the integrity thereof verified. The MSED will essentially perform decryption in real-time as data are received from the comptroller. Furthermore, it will perform any additional cryptographic authentication required to ensure that the data it receives are indeed authentic and valid. The MSED will thus be the final entity that sends commands to the destination equipment. Figure 7 illustrates the concept of a comptroller and MSED in an OT network.



Any information sent to an MSED for verification will be discarded if its integrity cannot be verified. This would make it nearly impossible for an attacker to inject maliciously altered manufacturing information into the OT network destined for equipment to perform unauthorized actions. Although relatively simple in concept, the comptroller and MSED combination principle could essentially eliminate the problem of the malicious hacking of OT equipment.




4.1.2. Architectural Approach to System Design and Integration


As briefly introduced in Section 3.4.3, system safety is also of considerable concern in highly integrated and automated systems, particularly with respect to the risk of cyber-physical attacks compromising the safety of such equipment. In order to address this issue, the same basic approach for the inclusion of security measures can be applied to an inclusion of safety measures in the design of such systems.



Riel et al. [39,40] discuss an architectural approach to the integration of both security and safety aspects in automated and integrated systems. Although this approach also considers the inclusion of system safety in system design (which should be of equal importance in the broader perspective), it particularly introduces the concept of dividing the signal flow within a cyber-physical system into individual layers. These signals that pass through each layer can then be analyzed to determine the authenticity thereof. For example, when system commands must be executed, each layer can verify that the applicable signals are authentic, by making use of measurements from various interconnected sensors to determine if the combination of measurements is in accord with the signals received from interfacing subsystems.



The architectural approach for the integration of safety and security measures within an integrated system relies on layers of security being implemented in every subsequent subsystem to perform the localized (and unique) analysis of data, instead of relying on a single, all-inclusive security measure. This approach presents a considerable advantage, in that security measures can be enforced on multiple functional layers, providing a multi-layered security framework against cyber-attacks. For example, a cyber-attack could make use of a certain combination of known attack techniques to break an individual layer of security, but is prevented by a subsequent layer of security performing more rigorous analysis of data and signal flow. On the contrary, a single dedicated security measure could present a single point of failure in the system’s security if it has been breached [39].



Another added benefit of dividing security measures in multiple layers is that a more robust overall security solution is obtained by providing localized protection against multiple attack vectors over the broader scope of the entire system. Furthermore, it is even possible to provide protection against attacks that are not yet known through rigorous and interleaved signal and data analysis that eventually block an attack due to, e.g., a combination of measurements that are not in accord with a certain combination of system commands.




4.1.3. Cryptographic Techniques


Finding widespread use within various IT networks, cryptographic techniques such as encryption algorithms, digital signatures, cryptographic hashing functions and key agreement protocols, have been very successful in securing these networks from various forms of cyber-attack. However, the industrial manufacturing industry has seen little to no presence of these techniques in manufacturing systems networks. This is mainly due to the fundamental differences between IT and OT systems and the underlying platforms, as discussed in Section 2.2.



Because of the limited processing power of some OT systems, either new cryptographic techniques must be developed, or existing techniques must be adapted to suit the needs and be compatible with the OT systems platforms. First and foremost, the cryptographic techniques must present security that is of sufficient strength to withstand and prevent cyber-attacks, while not inhibiting the core functionality of the platform/system itself. Since some cryptographic techniques require relatively high amounts of processing power, a fine balance must be maintained between the effectiveness of the implemented security measures and the efficiency of the actual process for which the system is designed.



Data that are transmitted between devices within a manufacturing systems network should ideally be encrypted with encryption algorithms that can reduce the effectiveness of cryptanalysis and attacks that are aimed specifically at breaking the encryption used in such communications. It is also crucially important that the initial configuration and setting up of cryptographic measures, such as the configuration and loading of cryptographic keys, be performed by trustworthy entities by means of processes and procedures that are specifically tailored to ensure that the security configuration of such systems is as secure as possible. Should any step in the security configuration of such systems be compromised, particularly in terms of configuring cryptographic parameters, the effectiveness of the entire security framework would immediately be reduced. If an attacker compromises a network system before or during a security configuration is performed, the attacker could gain access to sensitive security parameters that can be used to bypass these measures during an attack on the network. The use of strict access control mechanisms on these network systems that employ authentication and verification techniques, such as digital signatures, digital certificates and user key sets, can reduce the possibility of unauthorized access to the network and underlying systems. For example, security configuration updates and patches can be digitally signed in order to prove the authenticity of the files. A digital signature involves the use of a key pair consisting of a public key and a private key. The private key is used by the owner of the data to create a digital signature over the data. The data, along with the signature, are transmitted to the receiving party, who can verify the signature by means of the corresponding public key. If the signature cannot be verified, then the data are not authentic, and the source of the data is possibly compromised.



Security personnel can also be assigned digital certificates that need to be renewed regularly in order to ensure that the persons gaining access to such safety-critical systems are authorized to do so and are trustworthy [3,8]. Requiring multiple security personnel (instead of only a single person) to be present, and digitally verified to perform any maintenance on the systems, can also reduce the risk of a security breach. The use of secret sharing techniques, such as the Shamir secret sharing scheme [43], can be utilized very effectively in this context.




4.1.4. Security Policies and Procedures


The strongest digital security solution that can be implemented within a systems network can be rendered ineffective or even useless if there is no proper adherence to security policies and procedures. Historical analysis of cyber-attacks has shown that insider knowledge and leaked sensitive information were prominent contributing factors to the successful execution of many such attacks [2,8,33]. Strict adherence to security policies and procedures, in combination with strong and effective digital security measures within the systems network, should reduce the risk of both intentional and unintentional information leaks to a minimum. However, history has time and again demonstrated that an excess of security policies and procedures forced upon individuals in an industry, especially if these policies and procedures are poorly formulated, can result in non-compliance [3]. Care should thus be taken to formulate sensible and efficient security policies and procedures within an industry’s security environment. Officially published security guidelines specifically aimed at securing the industrial manufacturing environment, such as NIST SP 800-82 [44] and IEC 62443 [45], can be used to aid in the formulation of these security policies and procedures [3].



The IEC 62443 in particular is a prominent standard that defines the cyber-security lifecycle as four major phases. The first phase concerns the identification and calculation of the associated security risks that the industry faces. Once the relevant risks have been identified, suitable countermeasures can be developed and implemented in the second phase. In the third phase the security measures are maintained and monitored for performance. Any cyber-security-related incidents are also responded to and logged during the third phase. The fourth phase concerns the continuous improvement of the implemented security measures, both in terms of the incidents that could have occurred, as well as keeping up with the latest trends and developments in cyber-security measures.



Industries can obtain different levels of IEC 62443 certification, ensuring adherence to internationally recognized cyber-security standards, which will provide peace of mind to both the industries themselves and their clients/stakeholders [45].





4.2. Efficient and Secure Scaling of Information Networks


As briefly discussed in Section 3.4.2, the requirement of scaling information networks in an industry can be complex, involving large costs. Care must be taken that the network-scaling solutions are the most cost-effective and efficient for the particular application. With the increasing adoption of IoT devices in the manufacturing sector, the predominant nature of the information network inevitably migrates towards wireless technologies. Current technologies that facilitate the wireless interconnection of manufacturing equipment and IoT devices include 2G/3G/4G, Bluetooth, ZigBee, SigFox and WiFi [8,9,46]. However, recent research and current developments in this domain propose and offer unique possibilities that could be implemented as highly effective and scalable solutions to the information network architecture while making provision for the necessary security measures.



4.2.1. 5G and the Internet of Things


One of the latest developments in wireless technologies and soon-to-be successor of the highly successful 4G and “long-term evolution” (LTE) technology is 5G. Although the current 4G LTE technology provides data transmission rates of up to 1 gigabit per second (Gbps), the technology is still relatively susceptible to disruptions due to interferences caused by other wireless signals and physical obstructions such as buildings [46]. The 5G technology will be able to transmit data at a rate of up to 10 Gbps, and will incorporate mechanisms that will provide even more reliable connections. Furthermore, 5G will provide a suitable platform to securely interconnect billions of IoT devices within a flexible networking architecture that is particularly suited for the interconnection of such a high number of devices [6].



However, since it is currently still under development, the standardization process for 5G is only expected to be completed by 2020, with worldwide full 5G capable networks expected to be active by 2025 [47]. The technology is thus still in its infancy, but existing early 5G networks that are already active present very promising features that will have a profound impact on IoT-driven networks. There is therefore no better time than now for developers and researchers to focus on developing new networking strategies and security measures that are fully compliant and compatible with 5G. This will result in networking and security technologies being developed that can immediately be incorporated into 5G networks, while collaboration with developers and vendors can provide the necessary exposure for end-users of these technologies to change the mindset of viewing network security as a secondary priority, thus eliminating a problem at its roots.




4.2.2. Software-Defined Networks and Network Function Virtualization


Section 3.4.2 briefly focused on the complex problem of information network scaling. The concept of a software-defined network (SDN) presents a unique and very promising solution to this complex networking problem. Where network control and data-forwarding functionalities are typically embedded within the same device for a conventional network, the concept of an SDN enables the possibility of decoupling network functionality from actual network infrastructure [6,48,49]. The main aspect of this network decoupling process is the abstraction of the underlying network infrastructure that interconnects network devices. This allows the entire network to be treated as a logical entity. The network intelligence and network control logic are contained in a central, software-defined network controller that forms the heart of the SDN. From within this software-based network controller, a global view of the interconnection of devices on the network is kept and maintained.



An SDN network can be divided into three main entities, namely the management plane, control plane and data plane [49]. This also introduces the concept of network function virtualization (NFV), where networking functions such as firewalls, switching and routing are separated from the rest of the network infrastructure [6,49]. The separation of a network into these three entities makes it possible to optimize the underlying functionalities of each of these entities. The entities make use of dedicated interfaces called the northbound, southbound, eastbound and westbound interfaces [49]. Figure 8 illustrates this network separation into the three main entities, and summarizes the architectural layout of an SDN:



The management plane contains all the functionalities that manage the network. These management functionalities include tasks such as routing, firewalls and policy enforcement. Another important aspect that falls under the management plane is network load balancing. Since the network functionalities can be controlled in software, it is possible to balance the load on a network evenly within the available network infrastructure, which optimizes the efficiency of the network.



The data plane, also called the forwarding plane, mainly involves the forwarding of packets by interfacing with network switches (either hardware- or software-based) and other physical devices. Within the data plane, tasks such as packet header inspection and packet forwarding to controllers and network ports ensure that data will flow from the relevant data sources to the intended destinations. By matching packet headers to the installed flow tables, packets can be forwarded to the corresponding network devices present in the network. In the case of packets addressed to devices not contained in the flow tables, these packets can either be dropped or forwarded to a separate external network entity.



The control plane maintains a global view of the entire network, while acting as the main decoupling entity between the management and data planes. In the control plane, the data flow between the management and data planes is managed by means of software-controlled flow entries, while providing real-time statistics to the management plane to optimize the load on the network. Auditing and inventory tasks are also performed by the control plane to ensure optimal use of the available network resources. Interfacing with legacy networks is also managed from the control plane.



With network functionality no longer solely dependent on the layout of dedicated network equipment, IT personnel can dynamically (essentially in real-time) alter the network behavior and even add new network services and devices in a much shorter time than would be required on a conventional network.



Furthermore, the software-based nature of the network controller allows the network to be programmatically configured instead of hand-configuring multiple devices on the network. The advantages in terms of downtime and network maintenance that SDNs offer are clearly apparent.



As is the case with many other technologies that are adapted on a broad scale between multiple industries, the issue of standardization is always a key role player in the effectiveness and success of a particular technology. SDNs allow the use of standardized application programming interfaces and protocols to implement and connect to various networking services, such as routing, bandwidth management, access control and policy management, thus simplifying the overall maintenance task of the network while simultaneously optimizing network services. Network automation is another promising feature that SDNs can offer. By dynamically analyzing network traffic and the demand of network services, the network infrastructure and management of network services can be automatically adjusted in real-time in order to make optimal use of all the available network resources. As a consequence, the overall network complexity also reduces, since the functionality of many networking tools (both stand-alone and integrated) that require manual operation are now contained and managed within an automated network management platform. However, standardization of the communications protocol and processes will be a key determining factor in the efficiency of these automated network management platforms.



One example of such a standardized protocol is the OpenFlow protocol developed by the Open Networking Foundation. The OpenFlow protocol was the first standardized communications interface that allowed the direct control and manipulation of network devices and networking services within an SDN [48]. Currently, it is also the most commonly used protocol for SDNs in both the research and commercial sectors [49]. One great advantage that the OpenFlow protocol offers is its ability to be deployed within existing networks, both of a physical and virtual nature. IT personnel can thus progressively introduce OpenFlow-based technologies into existing industrial information networks, and can assess and become familiar with this new technology with minimal impact on the underlying processes. Other technologies such as forwarding and control element separation [50], open virtual switch database [51] and protocol oblivious forwarding [52] are also examples of SDN technologies that are currently being researched and developed.



The concept of the SDN can be extended further to the wireless domain as well. Software-defined wireless networks (SDWNs) utilize the concepts and core principles of SDNs together with wireless technologies to form a truly scalable and efficient network model [49]. SDWNs are ideally suited to IoT and IIoT applications, where multiple devices are wirelessly interconnected to form the various nodes in an industrial information network. The adoption of SDWNs will thus undoubtedly be of tremendous value to manufacturing industries that seek an efficient yet practical networking solution for equipment interconnectivity.





4.3. CAD Model Security


With cloud-based collaborative product development increasingly becoming the norm for many engineering design disciplines, security of proprietary technical information has become an important aspect considered by engineering design entities. In the context of CAD modeling and digital manufacturing, many engineering design entities face the challenge of securing certain aspects of their CAD models, while still making the rest of the CAD model available to other parties.



An innovative approach to the customized encryption of CAD models has been proposed [8], where product designers can divide a CAD model into separate features that can each be separately encrypted to protect proprietary sections of the CAD model. The technique also involves an algorithm for the geometric transformation of these sections in a “protected mode” that still enables the visualization of the features for collaboration purposes. This proposed approach will now be briefly introduced.



The first step of the proposed approach is to separate all the features in the CAD model into three categories: protected features, shared features and public features. Features classified as protected features contain critical parameters and proprietary information of the CAD model that cannot be shared with collaborators.



Thus, the owner of the CAD model has exclusive rights over these features. However, collaboration is still made possible by means of the geometrical transformation algorithm that presents the protected features in such a way that sensitive information and critical parameters are not visible to any collaborators. Shared features of the CAD model are features that are encrypted by the model owner, but can be decrypted by collaborators. Such features may contain confidential information that only collaborators are authorized to access, and should thus not be made available publicly. Features that are classified as public features do not contain any proprietary or confidential information of the CAD model. Such features are not geometrically transformed, since no sensitive parameters are contained in the public features. Similar CAD model encryption approaches are also being researched and developed in [46,53,54].



It has been demonstrated [13] how relatively easily a product can be compromised during its design stages. CAD model security approaches such as the aforementioned approach will play a key role in preventing 3D printed products from being compromised during the design stage.




4.4. Side-Channel Analysis


With the possibility that a cyber-physical attack can avoid detection within the systems network domain, the focus on industrial manufacturing security solutions should be extended to the side-channel domain. This involves the monitoring of the actual manufacturing process from an external perspective where the dynamic aspects of the manufacturing equipment are monitored and verified against an authentic and confirmed baseline. In this approach, it is possible to detect if a manufacturing process has been compromised if any step performed in the manufacturing process does not pass a verification test against the baseline. Production can then immediately be halted to investigate the deviation from the correct manufacturing procedure. This would prevent the complete manufacturing of products with compromised structural integrity, before such products enter the market if they somehow pass quality control during post-production inspections.



The approach of side-channel analysis will require the use of various types of sensors that are finely calibrated in order to provide the most accurate measurements possible to be used for verification. A three-level approach for detecting attacks by means of side-channel analysis is presented in [55]. The first aspect in this approach is to model an attacker in the context of the industrial systems network in order to determine the possible attack vectors that an attacker could exploit. With the possible attack vectors identified, it immediately becomes clear where special attention should be paid to the security and monitoring of the production/manufacturing process. The second aspect involves the modeling of the industrial processes with specific focus on the relationship between control signals and analog emissions (such as machine noise patterns, noise levels and even ambient temperature) by the industrial equipment. Attacks on the manufacturing systems network can then be detected if there is any deviation from the simulated model. Lastly, the relationship between analog emissions and control system parameters is analyzed to provide a measurement metric against which side-channel measurements can be measured.



Expanding on the work presented in [55], further research and development have been performed to formulate these side-channel analysis methods in [56]. According to the authors of [56], attacks that are only detected by means of side-channel analysis could be considered zero-day attacks, since there is a high probability that the attacker exploited a vulnerability unknown to security institutions. Therefore, side-channel analysis will play an important role in the detection and future prevention of cyber-physical attacks, since zero-day vulnerabilities could potentially be detected sooner during the attack lifecycle. However, some fundamental challenges are associated with side-channel analysis techniques. For example, experiments in [56] indicated that accelerometers used in spatial verification are prone to outputting very noisy data, resulting in low digital reconstruction resolution, making it difficult to inspect the real-time (and post-production) digital reconstruction of a manufactured product against a modeled baseline. There are thus some fundamental challenges that still need to be addressed in developing effective side-channel analysis solutions.




4.5. Post-Production Analysis


Structural weak spots introduced into a product during manufacturing by means of a cyber-physical attack could easily escape discovery during the manufacturing process. If proper post-production quality testing is not performed on products leaving the production line, there is a great risk that if a product has been structurally compromised, it can enter the market without ever being suspected of any compromised structural integrity. As has been demonstrated in [13], structural weak points that are maliciously introduced into a product’s design can very easily evade detection by even the trained eye. There is thus a need for a unique approach to the post-production analysis of manufactured products.



The use of computed tomography, Raman spectroscopy and other similar material scanning techniques could easily detect any defects in manufactured products before they leave the production line [56]. The authors in [56] suggest a post-production verification technique where a series of markers that are easily detectable during material scanning are embedded into the product as an integral part of the product design. By determining the positions of these embedded markers within the manufactured product, a digital model can be generated based on the exact locations of these embedded markers against which the manufactured product can be verified. The introduction of such embedded markers also opens up the possibility for the detection of counterfeit products.




4.6. Further Research and Development


Although a number of novel and innovative approaches have been proposed to address the great number of possible cyber-physical attacks, a substantial amount of research and development still has to be performed to develop effective and reliable countermeasures against cyber-physical threats. Because of the constant evolution of industrial manufacturing systems, a continuous effort to keep in synchronization with the latest developments on the technological forefront is required by cyber security researchers and developers. This aspect will play a crucial role to ensure that industrial manufacturing systems networks are safe from cyber-physical attacks, since attackers are also constantly endeavoring to find and exploit the latest security vulnerabilities that have possibly not been detected by security institutions first.





5. Conclusions


The next generation of the industrial manufacturing sector born out of Industry 4.0 presents innovative and exciting new prospects in terms of manufacturing and technological advancement in general. Industry 4.0 opens the door to new, hyper-efficient manufacturing options that can be utilized by nearly any industry involved in some form of product design from anywhere in the world. Cloud-based design platforms present businesses with the opportunity for outsourcing product design work to external entities, enabling such businesses to concentrate their resources on more important tasks. Collaboration on a global scale via cloud-based services also stimulates innovative design practices and approaches that will present design institutions with a leading edge in their product offerings. Furthermore, the introduction of offsite manufacturing equipment that can be utilized only when needed eliminates the need to acquire expensive manufacturing equipment and high expenditure to develop the required infrastructure.



However, recently occurring cases have warned industries of the possible dangers and threats that they might face if proper security is not viewed in equal measure along with production efficiency and productivity. The development of innovative and next generation industrial manufacturing equipment and technologies that lack proper security measures as integral parts of the design presents an ever-increasing danger to industries aiming at adopting such technologies. Consequently, the evolution of a broad spectrum of unique cyber-physical attacks aimed at disrupting and possibly sabotaging industrial manufacturing entities is becoming the key interest and priority of prospective cyber-physical attackers. Therefore, a significant responsibility lies with research communities and security industries to join forces in order to develop solutions to fill the security gaps in this new and exciting emerging industry.



Despite the apparent dangers that ever-emerging and improving cyber-physical attacks hold for these industries, significant work has already been done to develop new technologies that are aimed, not only at keeping up with the demands of the various industries, but at addressing the apparent gaps in the associated security measures as well. Industries can then utilize a combination of the proposed solutions to ensure maximum effort being invested in securing their industrial manufacturing networks.



This article explored past cases of cyber-physical attacks to highlight the reality of cyber-attacks in the Industry 4.0 environment. These cases present a baseline that serves to create awareness to researchers and developers to take the security aspects of cyber-physical systems seriously. Aspects applicable to Industry 4.0, such as the manufacturing information network architecture, human-machine integration and global collaboration, are viewed in order to identify how these security risks (and future vulnerabilities) could manifest within industries embracing Industry 4.0. By identifying these risks as such, proactive steps can be taken to develop countermeasures against these and future possible forms of attacks. A number of proposed solutions to these forms of attacks are presented to serve as a guide and reference to complement extant literature on the topic, upon which future research and development can be performed to formulate solutions to the unique security problems faced in the Industry 4.0 environment.
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Figure 1. A typical operational technology (OT) industrial systems network architecture. 
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Figure 2. Illustration of the OT network at the Maroochy Shire sewage plant. SCADA: supervisory control and data acquisition 
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Figure 3. Global collaboration on a project. 
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Figure 4. Lifecycle of a typical cyber-physical attack. 
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Figure 5. Attack vectors in a typical industrial systems architecture. 
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Figure 6. Digital thread for the manufacturing of a three dimensional (3D) modeled product. STL: stereolithography 






Figure 6. Digital thread for the manufacturing of a three dimensional (3D) modeled product. STL: stereolithography



[image: Applsci 09 05105 g006]







[image: Applsci 09 05105 g007 550] 





Figure 7. Comptroller within an industrial manufacturing environment. MSED: manufacturing security enforcement device 
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Figure 8. Network entity separation and software-defined network (SDN) architectural layout. 
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