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Abstract: The rapid development of Internet of Things (IoT) technology has provided ample op-
portunity for the implementation of intelligent agricultural production. Such technology can be
used to connect various types of agricultural devices, which can collect and send data to servers
for analysis. These tools can help farmers optimize the production of their crops. However, one
of the main problems that arises in agricultural areas is a lack of connectivity or poor connection
quality. For these reasons, in this paper, we present a method that can be used for the performance
evaluation of communication systems used in IoT for agriculture, considering metrics such as the
packet delivery ratio, energy consumption, and packet collisions. To achieve this aim, we carry out
an analysis of the main Low-Power Wide-Area Networks (LPWAN) protocols and their applicability,
from which we conclude that those most suited to this context are Long Range (LoRa) and Long
Range Wide Area Network (LoRaWAN). After that, we analyze various simulation tools and select
Omnet++ together with the Framework for LoRa (FLoRa) library as the best option. In the first
stage of the simulations, the performances of LoRa and LoRaWAN are evaluated by comparing the
average propagation under ideal conditions against moderate propagation losses, emulating a rural
environment in the coastal region of Ecuador. In the second phase, metrics such as the package
delivery ratio and energy consumption are evaluated by simulating communication between an
increasing number of nodes and one or two gateways. The results show that using two gateways
with the Adaptive Data Rate technique can actively increase the delivery ratio of the network while
consuming the same amount of energy per node. Finally, a comparison is made between the results
of the simulation scenario considered in this project and those of other research works, allowing for
the validation of our analytical and simulation results.

Keywords: Internet of Things (IoT); LPWAN; LoRaWAN; Omnet++; FLoRa; agriculture; rural
applications

1. Introduction

The Food and Agriculture Organization of the United Nations (FAO) has estimated
that by the year 2050 the global population will reach 9.7 billion people. It is foreseen
that for the decade 2050-2060 only one-third of the population will live in rural areas,
whereas the remaining 66% will move to ever-growing cities, thus decreasing the size of the
agricultural workforce. Furthermore, there are many regions worldwide that experience
limited rainfall, meaning that between 80% and 90% of the available water is used by
farmers, which in turn leads to shortages of primary sources of this resource (e.g., rivers
and water reserves) [1].

The analysis of scarce water resources and the decline in agricultural labor, combined
with soil infertility among other factors, has led researchers to consider how productivity
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could be improved in this sector to meet the growing demand for food [2]. Different studies
focused on optimizing production in the agricultural sector have shown that the implemen-
tation of different systems based largely on the automation of processes is required [3-7].
Other investigations have focused on improving production systems according to the
demand for quality foods and optimizing the use of water and other resources necessary
in this field [8-11]. Advances in technological and communication solutions allow for the
monitoring of field conditions in agricultural sectors through the use of various systems,
including sensors that acquire agricultural data. These acquisition systems allow for the
local transmission of information, potentially through the implementation of Internet of
Things (IoT) technology based on Internet connectivity [12—-14]. This interconnection entails
a degree of intelligence, which allows for controlling and processing variables. The number
of IoT applications has increased exponentially in recent years, playing an important role
in the agricultural sector under the concepts of Precision Agriculture (PA) and Agriculture
4.0 [15,16]. One of the highlights of IoT devices in PA and Agriculture 4.0 is the low power
consumption of devices, the low sampling rate, data transmission/reception, and advances
in communication systems [17-19].

In the scientific literature, few studies have focused on the use of communication
protocols such as RFID /WiFi/Bluetooth for monitoring variables related to the agricultural
sector. This is due to the short range and low coverage of these technologies [20]. Traditional
long-range communication systems, such as satellite communications [21], Wimax [22] and
LTE/4G [23], are most commonly used in this sector. Solutions based on cellular phone
communication could provide a greater range of coverage at the cost of a higher energy
consumption by the end devices. On the other hand, Low-Density Parity-Check (LDPC)
codes, Polar codes, and Ultra-Reliable and Low-Latency Communications (URLLC) are of
particular importance in improving the transmission reliability of wireless networks; hence,
they have been included in the 5G New Radio Standard and in 6G standard currently under
development [24-27]. The requirements of IoT applications have led to the emergence of
Low-Power Wide-Area Networks (LPWANs) [28].

LPWAN:s are perfect for devices that need to send small amounts of information over
long distances. These distances can be up to 15 km in rural areas and 1-5 km in urban
areas, with the added advantage of low energy consumption (i.e., the associated batteries
can last for 10 years). These communication networks are seen as highly suitable for IoT
applications [29]. Among the most popular LPWAN networks are Weightless, Ingenu
RPMA, Symphony link Sigfox, Long Range (LoRa)/Long Range Wide Area Network
(LoRaWAN), and Narrowband Internet of Things (NBIoT) [30-32].

In recent years, Sigfox and LoRa have been positioning themselves in the world of
LPWAN:S. Sigfox was developed in France in 2010 and is currently operating in different
countries such as the United States, Ecuador, Mexico, Colombia, South Africa, and Australia,
among others. It is characterized as using an Ultra-Narrow Band (UNB), occupying little
space within the frequency range and employing low data rates.

As for the frequency band, it uses the Industrial, Scientific, and Medical (ISM) fre-
quency bands [33]. Sigfox uses Differential Binary Phase Shift Keying (DBPSK) modulation
for ascending messages and Gaussian Frequency Shift Keying (GFSK) modulation for de-
scending messages. Its main features are low power consumption [34], low cost of devices,
and capacity for bidirectional communication [35,36].

LoRa/LoRaWAN are also networks that play big roles within LPWAN. LoRa was
developed by the startup Cycle in 2010 and was later acquired by Semtech (USA), while
LoRaWAN became a network specification proposal by the LoRa Alliance in 2015. It offers
a MAC layer based on LoRa modulation [37]. LoRa operates in ISM bands, uses spread
spectrum technology, is suitable for transmitting small amounts of data over long distances,
and consumes little energy [38]. LoORaWAN defines three classes of devices for bidirectional
communication through LoRa: Class A, Class B, and Class C. The choice of class depends
on the application [39].
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NB-IoT is a LPWAN which is currently one of the three main LPWANSs. It is a
narrowband network that can coexist with LTE or GSM networks on licensed frequencies.
It is standardized by the Third Generation Partnership Project (3GPP), and its specifications
were published in the 3GPP Release 13 in June 2016 [40]. NB-IoT operates on the same
frequencies as LTE and uses QPSK and BPSK modulation, as well as the LTE architecture,
but features some optimizations to meet the requirements of massive IoT users. NB-IoT
devices consume additional energy due to their synchronous communication and Quality
of Service (QoS) handling. This system also provides low latency connectivity for IoT
applications [41].

Latency is considered one of the parameters that allows for measuring the performance
of a communications network; however, there are other variables, such as throughput,
latency, speed, propagation delay, network capacity, range coverage, device lifetime, dura-
tion of useful life, service quality, and cost, that serve as indicators of the quality of links
for data transmission. If a network does not have good performance, it can cause delays,
loss of information, and information transfer limitations [42].

Implementing this system of networks for innovation in the agricultural sector allows
for greater profitability in production while at the same time reducing fertilizer use and en-
vironmental impacts. Farmers can readily obtain information and statistics on crop growth,
and smartphones may be used to remotely control crops, equipment, and decision making.

The remainder of this document is structured as follows: An overview of LPWAN
networks is presented in Section 2, including a comparison of the three main technologies
used, followed by the analysis and results in Section 3. Finally, our conclusions and
direction for future research are provided in Section 4.

2. Methodology

In this section, we analyze the main LPWAN technologies for IoT applications. Addi-
tionally, the different features that define LoORaWAN and its use in the agricultural sector
are studied. Furthermore, the most important simulators used with this technology are
studied, as well as the testing scenarios in this work.

2.1. Internet of Things

The IoT, which is defined as the connection of all types of objects (i.e., elements that
send information) to the Internet, has been gaining in importance and participation in
many fields [43]. IoT provides connectivity for thousands of devices such as sensors and
actuators, among others, and allows for connectivity to a network, allowing the objects to
exchange data. The information provided by the devices is stored in the cloud [44]. One of
its application fields that has gained traction in recent years is agriculture. The use of such
technology has allowed traditional agriculture to be transformed into intelligent agriculture
based on detection, measurement, and response, which allows farmers to obtain a higher
productivity for their crops and better quality products [45]. Some implementations of
IoT in agriculture are: real-time monitoring of farms, meteorological prediction modelling,
customized fertilizer profiles based on soil chemistry, and water conservation. For this pur-
pose, farmers can implement different types of sensors to monitor pH levels, temperature
levels, and humidity levels, among others. These collected data are stored in the cloud for
later use and decision making [46].

With the continuous growth of devices with Internet connectivity, IoT applications
require long-range communication technologies, large-scale connectivity, low energy con-
sumption, and low cost. LPWAN technologies have the required parameters to cover these
needs [47].

2.2. LPWAN Analysis: Technologies

The IoT boom in recent years has led to an increase in the number of connected
devices, giving rise to new technologies capable of interconnecting large numbers of
devices. Current wireless communication technologies such as Bluetooth and ZigBee have
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a short range, while cellular communication technologies (e.g., 3G, 4G, and 5G) have a
medium range but are limited by high power consumption; however, this limitation has
been mitigated with the emergence of LPWAN long-range technologies that have lower
energy consumption [48]. Figure 1 shows the relationship between coverage and data
transmission rate for the most important wireless networks.

Data Rate

1Mbps

100 Kbps

100 bps

~
g LigBee
(%

€3 Bluetooth

Coverage

1m 100m 10Km 50Km

Figure 1. Relationship between coverage and data rate for various wireless communication technologies.

LPWAN technologies are wireless networks that allow for the transmission of small
amounts of data over long distances with low power consumption on their final devices.
The technologies also provide connectivity for a large number of devices, making them
ideal candidates for IoT applications [49].

Several types of LPWAN technologies are currently available, some using licensed
frequencies, and others operating in unlicensed spectra. The most popular technologies in
this category include LoRa [50,51] and NB-IoT [52], each with their own unique technical
features. Table 1 compares the key technical features of LPWAN technologies.

To choose an appropriate LPWAN technology for IoT applications, several factors,
including range, coverage, device lifetime, latency, scalability, payload duration, implemen-
tation complexity, quality of service, and cost, must be considered [53]. Consideration of
these parameters allowed us to analyze which of the considered technologies was most
suitable for this project.

From the analysis provided in Table 1, we can conclude that LoRa has advantages in
terms of cost, battery life, and implementation; furthermore, it is commercially available
in several countries. For these reasons, we focus on the use of this technology, which
is adapted to the conditions of rural areas, making it particularly suited to agricultural
applications. Implementation of LoRa will allow for the connection of a large number
of devices over a long range with low power consumption, favoring the monitoring of
climate variables, water consumption in irrigation systems, and crop fertilization. These
parameters are expected to allow for improvements in the quality of products.
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Table 1. Comparative chart of the three main Low-Power Wide-Area Networks (LPWANS) technologies.

Types of LPWAN Technology

LoRaWAN

SIGFOX

NB-IoT

2-5 km urban zone

3-10 km urban zone

1 km urban zone

Coverage 10-20 km rural zone 20-40 km rural zone 10 km rural zone
Standard LoRa Alliance Sigfox 3GPP release 13
Licensed spectrum No No Yes
ISM Bands ISM Bands
Frequency Se3 M Furope, Se3 M Furope, Coll Band LTE
915 MHz N. America 915 MHz N. America
Modulation Chirp SPEEaS‘é)SPe“mm DBPSK/GFSK QPSK/BPSK
Data speed 250 bps—50 kbps 100 bps 200 Kbps
Bandwidth 125-250 KHz 100 Hz 200 KHz
Topology star star LTE network
Capacity Connected device 50 K per cell 50 K per cell 100 K per cell
Bidirectional communication yes/Half duplex Limited /Half duplex yes/Half Duplex
Protocol asynchronous asynchronous synchronous
Message per day unlimited 41 i%;l;lllﬂl 1; unlimited
Maximum payload length 243 bytes Sllfylzstej’oliffl?rlfk 1600 bytes
Security Yes (AES 128b) No Yes (LTE)
Geolocation TDoA RSSI OTDoA
QoS No No Yes
Energy consumption low low high
Latency Low with class C high low
Interference immunity high high low
Installation cost per base station >EUR 1000 >EUR 4000 >EUR 15,000
Final device cost EUR 3-5 <EUR 2 >EUR 20

2.3. LoRa/LoRaWAN

LoRa is a physical layer technology developed by the Semtech Corporation [54].
LoRaWAN is the access layer developed by the LoRa Alliance, which employs LoRa

technology for communication and device management [55].

LoRa allows for the transmission and reception of point-to-point information. Its
low-power and long-range communication, patented by Semtech, is based on spectrum
widening using the Chirp Spread Spectrum (CSS) technique, together with Forward Error
Correction (FEC), making LoRa a robust technology against interference. The application
of CSS is based on modulated pulses of linear frequency bandwidth whose frequency
increases or decreases depending on the encoded information [56]. LoRa operates in
several frequency ranges without license in the ISM bands according to the region [57]. In
Table 2 a comparison of frequencies is given for areas in which it has higher penetration;
Ecuador’s frequency range is also included in the table.
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Table 2. Comparative LoRa frequency chart for Europe, North America, and Ecuador.

Parameters Europe North America Ecuador

Frequency 863-870 MHz 902-928 MHz 902-928 MHz

Channel plan EU863-870 US902-928 AU915-928

Duty cycle <1% No limit No limit

Channel uplink 125/250 KHz 125/500 KHz 125/500 KHz
Channel downlink 125 KHz 500 KHz 500 KHz
Channels 10 64+8+38 64+8+38

SF 7-12 7-10 7-12

Table 2 provides parameters based on the ETSI standard, such as the frequency,
number of channels, duty cycle, and Spreading Factor (SF), analyzed for Europe, North
America, and Ecuador. The specifications define that there are 64 channels with a 125 kHz
bandwidth and 8 uplink channels with 500 kHz bandwidth for a total of 72 uplink channels;
however, the 8 channels with 500 kHz bandwidth overlap with the 64 channels. A Duty
cycle is the fraction of time during which the device is occupied. SF allows for improved
network efficiency and capacity while also admitting 7 to 12 bits per symbol; by varying
this parameter, one can achieve long-range communications at the expense of decreased
data speed. Alternatively, decreasing the SF will result in increased data speed at the
expense of shorter distances. Furthermore, the speed varies depending on the area. In
Table 3, a comparison of SF values and data speeds according to the location is provided.
For Europe (EU), the speed ranges from 250 bps to 50 kbps; for North America (NA), it
ranges from 980 bps to 21.9 kbps; for Ecuador (EC), it ranges from 250 bps to 21.9 kbps [58].

Table 3. Comparative chart of Long Range (LoRa) Spreading Factor (SF) parameters according to the
analyzed areas.

SF BW Bitrate (EU)  Bitrate (NA)  Bitrate (EC)

LoRa SF12 125 kHz 250 bps - 250 bps
LoRa SF11 125 kHz 440 bps - 440 bps
LoRa SF10 125 kHz 980 bps 980 bps 980 bps
LoRa SF9 125 kHz 1.7 Kbps 1.7 Kbps 1.7 Kbps
LoRa SF8 125 kHz 3.1 Kbps 3.1 Kbps 3.1 Kbps
LoRa SF7 125 kHz 5.4 Kbps 5.4 Kbps 5.4 Kbps
LoRa SE7 250 kHz 11 Kbps - -
LoRa SF7 500 kHz - 21.9 Kbps 21.9 Kbps
FSK - - 50 Kbps - -

Table 3 indicates that the bitrate obtained under a given SF may vary with different
bandwidth (BW); for example, SF7 allows us to obtain higher data speeds when using
a higher BW. This analysis was carried out to indicate the maximum values that can be
obtained. In summary, when the SF is varied with the bandwidth, the maximum and
minimum values for the data speed can be defined.

LoRa utilizes a dynamic adjustment method called Adaptive Data Rate (ADR), which
allows the final device to dynamically adjust the transmission power parameters and data
rate according to the distance between the end device and the gateway. This helps to
optimize energy consumption in end devices.

The most important parameters of the LoRa physical layer are the bandwidth, the
scattering coefficient, the frequency, and the Coding Rate (CR). The modes supported for
the CRare4/5,4/6,4/7, and 4/8. When increasing the CR, the transmission time will be
longer as the packet size is larger [59].

2.3.1. LoRaWAN Architecture

The LoRaWAN architecture uses a star network topology, which allows for ease of
implementation and management as there is no need for routing elements.
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The devices that make up a LoORaWAN network are: end devices (e.g., sensors and
actuators), gateways, network servers, and application servers [60]. Its operation starts
when the end devices send encrypted messages to the gateways, which then forward
information to the network server using TCP/IP protocols. In this way, the network server
receives and processes information from the end devices, discarding messages that were
received more than once from different gateways. Additionally, the network server is
responsible for security between the end device and the application server. The application
server decrypts messages and makes information available to the user [61]. In Figure 2,
we show the architecture of a LoRaWAN network. Additionally, LoRaWAN allows for
two-way communication through LoRa.

—_—
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]
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Ethernet | Wifi /
3G, 4G, 5G

e —
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H

Ethernet / Wifi /
3G, 4G, 5G

Network Server e
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28 gl

End Devices

®

Application Server

Figure 2. Long Range Wide Area Network (LoRaWAN) architecture.

2.3.2. LoRaWAN Device Classes

In LoRaWAN, the study of energy consumption in end devices is very important.
There are three types of device classes used to expand the battery life: Class A, Class B, and
Class C.

* Class A. Class A devices are bidirectional end devices with greater energy efficiency;
most of the time, they are in sleep mode. The transmission for the uplink is followed
by two descending link windows within a short period of time. They are used for
applications which do not require the continuous receiving of data, and by default, all
devices come pre-defined as Class A. Figure 3 shows the transmission type of Class
A devices.

*  Class B. Class B devices are two-way devices with programmed reception slots that
open additional receiving link windows at programmed times, where the time is
synchronized with beacons transmitted by the gateway. These devices have additional
power consumption. Figure 4 shows the transmission type of Class B devices.

* Class C. Class C devices are two-way devices with a maximum reception slot, which
keep their reception windows open continuously, only closing them when transmitting.
The energy consumption of these devices is excessive, and it is recommended that
they only be used in places where energy is not limited. These are employed for
applications requiring low latency. Figure 5 shows the transmission type of Class
C devices.

I N
Gateway (.:, ) ‘

End Devices i i
Packet Sleeping L Rxt} /A Rx2 | P> Transmit | Receive

Figure 3. Class A transmission.

#» Receive / Transmit
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Figure 4. Class B transmission.
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Figure 5. Class C transmission.

2.3.3. Security

Security is one of the main features in wireless communications, which is why Lo-
RaWAN is one of the few networks in IoT that employs Advanced Encryption Standard
(AES) encryption for applications that require the secure transmission of data. The secu-
rity protocol needs to meet the criteria of LORAWAN, such as low energy consumption,
installation, and implementation. LoRaWAN devices employ two types of session keys in
the network:

e NetworkK Session Key (NWKSKey), consisting of an AES-128 bit encryption key that
is unique to the network server and is shared between the final device and the network
server.

* Application Session Key (AppSKey), implementing end-to-end encryption between
the final device and the application server, is an AES-128 bit encryption key that is
unique to the application server [62].

The security types are depicted in Figure 6.

End Devices
Network Server

° P m P
Gateway \@

Application Server

< NwkSKey > o
<—>

Figure 6. LoRaWAN Security.

To be operational and part of the LoRaWAN network, the end device must be activated
and authenticated, which can be accomplished in the following ways:

*  Air Activation. In this type of activation, the final device exchanges MAC messages
with the server (e.g., request and acceptance). In the process, an address (DevAddr) and
security key are assigned. This is performed each time the final device loses connection.

*  Activation By Personalization. In this type of activation, configuration is manual.
When starting up, the device connects directly to the network. This application is not
commonly used [44].
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2.4. LoRaWAN Simulators

There are simulation tools for communication networks that allow users to specify
specific scenarios they want to simulate for a given technology, such as WiFi, Ethernet,
LTE, and so on. These simulations allow for the determination of the virtual behavior of
the network, which is very close to the real conditions of evaluation scenarios. Unlike
implementation scenarios, this field of research allows us to obtain reliable information at
low cost.

There are several types of simulators, depending on the method used:

e  Continuous Simulation. These simulators show results produced at all points during
the simulation, not in intervals.

*  Discrete-Event Simulation. These simulators model the operation of a system as a
sequence of discrete events at different points in time.

It is important to know the simulators that are available for LORAWAN, even though
it is a technology that emerged in 2015. Work related to this technology started from 2018,
in the physical layer of LoRa as a first stage [63]. In recent years, work has been ongoing to
update simulators to include MAC support, energy consumption, and other LORAWAN
parameters [64]. The most commonly used simulators are detailed in the following:

* NS3is a discrete-event simulator that uses open-source code and is based on the C++
programming language coupled with Python. This simulator allows for the evalu-
ation of LoORaWAN media access capabilities in comparison to a common ALOHA
scheme [65]. By default, NS3 lacks a graphical interface. Another attribute of the
simulator is that it allows for the generation of PCAP files (a file format used for
capturing packets). It is available for Windows and Unix platforms [55,66].

*  Omnet++ is an open-source, free simulation software based on C++ programming
for discrete events, which additionally uses a specific high-level language named
NEtwork Description (NED). It has specific functionalities, such as the simulation of
sensor networks, ad-hoc wireless networks, optical networks, and Internet protocols.
OMNET++ has a graphical interface for modelling topologies and analyzing results.
Another consideration is its modular architecture; the simulation kernel can easily be
integrated with other applications. It is compatible with Windows and Unix. This sim-
ulator has been used in both academic and industrial environments. The components
of OMNET++ are: kernel library (C++), NED language, eclipse-based IDE simulator,
command line interface for running simulations (Cmdenv), time execution GUI for
interactive simulations (Qtenv), utilities (file creation tools MAKE), documentation,
and simulation examples [67,68].

*  There are also frameworks based on INET which extend it in specific directions, such
as the case of LoRa with FLoRa, which allows for point-to-point simulations. Its
functionality creates a LoORaWAN network with nodes for LoRa, gateways, and the
LoRa server.

*  LoRaSim is a SimPy-based discrete event simulator employed for collision simulations
and scalability analysis. Its functionality is limited to simulation between the final
devices and gateways [55,69].

Table 4 compares the three simulators in which their main features for implementation
in LoRa can be seen.

Table 4 indicates that the most notable simulators are NS3 and OMNET++; their use
will depend on the required applications. In our case, we decided to use OMNET++ for our
LoRa applications as it contains a high-level language allowing for analysis of the network.
Furthermore, it contains the FLoRa library. Being an open-source simulator, changes or
modifications to the network can be made by adding modules and extra functionalities. In
our case, we evaluate our network by varying the number of nodes (or end devices), the
number of gateways, and distances.
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Table 4. Comparison of simulators. Adapted from [64] and completed with new data by authors

NS-3 OMNET++ LoRaSim
Discrete event simulator Yes Yes Yes
Open source simulator Yes Yes No
Language C++/Python C++/NED Python/SimPy
Graphic interface No Yes Yes
Operating system Windows/Unix/macOs Windows/Linux/macOs Linux
Application investigative/academic investigative/academic investigative
LPWAN NB-IoT/LoRa LoRa LoRa
Framework LoraPhy/Loramac LoRa loracllDiiréEgil é iiﬁggﬁﬁf);py/
ADR Yes Yes No
Energy Consumption Yes Yes Yes
Bidirectional communication Yes Yes No
Medium spread Yes Yes No

2.5. Use of LoRaWAN Technology in the Agricultural Sector

The use of LoRaWan for loT applications in agriculture is very helpful, especially for
water irrigation optimization in fields. This situation arises from limitations of access to this
resource or due to droughts. With the implementation of IoT in agriculture, the efficient use
of water and quality food production can be guaranteed. This technology allows farmers
to cover large areas of farmland due to its long-range transmission ability; moreover, its
star topology allows for easy implementation. The cost of implementation is low compared
to the other technologies already analyzed. Another important factor is the low power
consumption, allowing batteries to be used for years, making it ideal for such applications.

Below is a brief synopsis of some use cases in the agricultural sector:

* Inavineyard for wine production, where air temperature and humidity monitoring is
conducted for the optimal growing of grapes, the preferred range can be indicated to
ensure quality. Other measurement methods were not optimal or were even harmful
to production. This allows the growers to determine the best growing season and
improve their production [70].

*  Organic fertilizer production is based on vermicomposting, a system that transforms
organic matter through the combined action of earthworms and micro-organisms,
yielding a natural fertilizer with physical, chemical, and biological properties that
benefit soil crops. It is monitored for variables such as temperature and humidity,
which must remain within specific ranges to ensure the survival and reproduction of
earthworms [71].

*  Another use-case is temperature and humidity monitoring in a horse stable. Some
tests were carried out, in which there were fluctuations in temperature that caused
more messages to be sent. It was also considered that the fluctuations depended on
the location of the sensors being near entrances and exits [39].

2.6. Evaluation Scenario

The analysis and evaluation in this work is based on an agricultural scenario applied
in rural areas. The coastal region of Ecuador, which is made up of 7 provinces, was chosen.
Manabi is the province with the highest extent of surface area, with 18,893 km? [72]. The
technology employed for this scenario was LoRaWAN as it allows for wide coverage,
scalability, low cost, and easy implementation. A coverage area of 5 X 5 km was consid-
ered, with a homogeneous distribution of nodes across the simulation area as well as a
standard transmission packet size of 10 bytes. The assigned frequency band for Ecuador is
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902-928 MHz. This frequency does not have a duty cycle restriction, which allowed it to be
considered in this study. In Figure 7, the evaluation scenario is shown.

Network Server Application Server

End Device End Device

End Device

Figure 7. Evaluation scenario.

Some of the particular features of the chosen agricultural environment are:

*  Large areas of land with few obstacles or interferences from other networks as is often
the case in urban environments;

¢ High density of devices, which should be placed a few meters apart to achieve better
resolution of data from climate monitors on crops;

*  Low heterogeneity of the data collected; this means that only a few climatic parameters,
such as humidity, temperature, and so on, need to be acquired. For this reason, similar
devices are needed for the implementation of the network.

For each measurement presented, the simulation window time was 1 day, and we ran
the simulation five times. The results shown in this paper are the average of the five trials.
We performed a simulation to measure the scalability of the LoRa/LoRaWAN network; so
sensor data were not included in the simulation. Therefore, the size of each transmitted
data packet was constant (i.e., 10 bytes long).

2.7. Simulation Environment

To evaluate the proposed scenario, a simulator called Omnet++ was used. This
simulator includes a library of open code called FLoRa, developed by researchers at
Aalto University in Finland for their studies on LoRa and LoRaWAN [73]. This simulation
framework allows for the deployment of a large number of nodes and gateways, configuring
the maximum distance in the coordinates X and Y, as well as the object coordinates;
propagation loss coefficients in the wireless communication medium; and activating or
deactivating the ADR technology in both nodes and the network server (see Section 2.3).

Figure 8 shows the implementation of the LoRa network architecture design, where
the link connected to the GwRouter comes from the gateways located in the simulation area.
This router is connected through any network link to the network server (networkServer in
Figure 8) which, in this case, is represented by InternetCloud and nsRouter. As mentioned
before, we could change the transmission media parameters—in our case, the propagation
losses (LoRaMedium)—as well as other network configurations, such as the transmission
latency, IPv4 routing, and so on, which we kept constant.

For simulations, the tool provides metrics that can be collected to analyze the behavior
of the network that has been simulated. Some of the metrics considered in this study are:

e Packet Delivery Ratio. This is the relationship between the supply of packets sent by
all nodes and the successfully received packets by the network server.

*  Energy consumption. This is the total energy consumption of all nodes, expressed in
Joules (J).

e Packet collisions. This is the total number of packet collisions in all gateways present
on the network.
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Figure 8. Configuration of the network architecture for LoRa in the FLoRa simulation environment.

One of the elements analyzed in this project is the scalability of the network, which was
analyzed using the simulator. In the simulation environment, between 100 and 3000 LoRa
devices were deployed. The simulation of scenarios was carried out by varying the follow-
ing input parameters:

*  Number of nodes. A simulation was started with 100 nodes (Figure 9), and the
number was increased by 100 nodes for each subsequent simulation. Considering
computational power issues, we were able to achieve up to 3000 nodes in most cases,
a scenario in which each simulation took more than 2 h.

*  Number of gateways. Two scenarios were considered—with 1 and 2 gateways—to observe
the network behavior and determine which situation was better for each alternative.

* ADR. The Adaptive Data Rate can be activated or disabled in the simulation configu-
rations. Both options were checked to observe the impact of this mechanism.

* Propagation losses. We considered configurations that allow for the simulation of
ideal propagation conditions (i.e., with almost no losses), as well as moderate propa-
gation conditions, which better represent wireless transmission in rural environments.
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Figure 9. FLoRa simulation environment with 100 nodes placed in the simulation area.
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3. Results

The following section details the results obtained from the methodology proposed
for assessing the performance of communication systems used in IoT, such as propagation
losses, energy consumption, and collisions.

First, we detail the impact that the wireless propagation medium has on the packet
delivery factor, contrasting ideal conditions (without losses) with medium conditions (with
moderate losses) simulating the considered rural scenario. Next, simulations are performed
with two gateways within the network to compare their metrics with those obtained with a
single gateway. In the latter case, a rural propagation medium is considered to simulate
as realistic an environment as possible. It should be noted that in all cases the network
with ADR technology enabled is compared to that without (i.e., where transmission power
parameters and the scattering coefficient SF are kept constant).

3.1. Impact of Wireless Medium Propagation with a Single Gateway

Simulating the impact of the propagation medium with a single gateway is one of
the first parameters to consider. The simulation tool includes several scenarios, including
an ideal wireless medium with no propagation losses, another with moderate losses,
and a third with very high losses due to obstruction by buildings and trees, as well as
interference from other networks using the same frequency band. The moderate loss
scenario models an environment with few obstacles and negligible interference. This
represents the rural/agricultural setting of the given LPWAN application. The positive
impact of ADR commands on packet delivery ratio was also measured. When ADR
technology is active, the network server receives information from the gateway about the
Signal-to-Noise Ratio (SNR) to adjust the transmission power or SE. In this way, when
a node has difficulty reaching the network server, adjustments are made such that the
communication improves; conversely, when a node has excellent transmission parameters—
either because it is close to the gateway or there is low interference—power consumption
is reduced, thereby conserving energy. Thus, ADR optimizes energy consumption while
guaranteeing communication between nodes.

3.1.1. Simulating Wireless Medium without Losses in Propagation: Ideal Environment

Figures 10 and 11 show the results under ideal and rural conditions for the propagation
medium, respectively. In both graphs, it can be seen that communication was maintained
with high performance when ADR technology was active (ADR On), while it quickly
declined when ADR was not active (No ADR), that is, when the nodes kept the power
parameters and scattering factor settings with which they were originally configured.

Packet Delivery with 1 GW over ideal propagation

— ADR On Mo ADR
a0
£
i=
W 80
&
g
2
= T0
1]
]
)
[al]
o 60
&
&0
0 500 1000 1500 2000 2500 3000
Modes

Figure 10. Packet delivery ratio to the network server with a single gateway under ideal propaga-
tion conditions.
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Figure 11. Packet delivery ratio to the network server with a single gateway under propagation
conditions simulating a rural environment.

To analyze the results of the simulation with a gateway, we will place the point at
which there are 100 nodes and the ADR in state No ADR. It can be observed that the delivery
ratio is 85%, and for the ADR in On it increases to 93%, an improvement of 9%.

For the case of 3000 nodes, the delivery of packets with the ADR in No ADR is 51%.
When the ADR is in On for 3000 nodes, the packet delivery factor is 84%, an improvement
of 64%.

3.1.2. Simulating Wireless Medium Moderate Propagation Losses: Rural Environment

In Figure 11, the packet delivery ratio results for the rural environment can be observed.
To analyze these results, we located the point at which there were 100 nodes with the ADR
in state No ADR. From this graph, it can be seen that the packet delivery ratio was 58%,
while with the ADR in On mode, it increased to 68%, comprising an improvement of 17%.
For 3000 nodes, parcel delivery with the ADR in state No ADR was 44% while, when
the ADR was in On mode for 3000 nodes, the package delivery factor increased to 57%,
representing a 30% improvement.

From these results, it can be seen that as the number of nodes increased—both for
the ideal simulation environment and for rural settings—the delivery ratio also decreased,
having a negative impact on the transmission quality. It was observed that ADR technology
improved communication, although it struggled to maintain packet transmission perfor-
mance as the number of nodes increased. This is consistent with the simulated obstacles
and interference in the propagation medium.

3.2. Packet Delivery Ratio Simulation with Two Gateways

To achieve redundancy against incidents, one solution would be to place two gateways
in the simulation area. In this case, if one of the gateways fails, communication between the
nodes and the network server can be maintained. In LoRaWAN, when there are two gate-
ways, the nodes transmit their packets in broadcast mode and are received indiscriminately
by either gateway, with the network server removing duplicate packets. The latter also
decides through which gateway a packet should be sent to a node based on the gateway
with the least congestion and best SNR. In this simulation, we added two gateways and
compared the results for various factors, such as the packet delivery ratio, when using a
single gateway versus when using multiple gateways.

The advantage of having two gateways is that even if one gateway fails, the other can
receive data from and send data to the network server. However, as shown in Figure 12, this
is only true if ADR technology is activated On. The graphs show that the packet delivery
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ratio was the same with one or two gateways when ADR was not active (No ADR, green
and red lines). In this case, the nodes maintained their communication parameters. This
situation is also a result of the simulation area. However, it can be observed that the packet
delivery ratio was further improved when ADR technology was active and both gateways
were operational.

Delivery ratio on rural environment
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Figure 12. Packet delivery ratio measured with one and two gateways, with and without Adaptive
Data Rate (ADR).

From the graph, it can be seen that the delivery ratio with two gateways, ADR off,
and 100 nodes was 58%, while with two gateways, ADR on, and 100 nodes, it was 87%,
comprising a 50% improvement. For the case of two gateways, ADR off, and 3000 nodes,
the delivery ratio was 45%, while with two gateways, ADR on, and 3000 nodes, it was 80%,
comprising a 77% improvement.

This means that commands sent from ADR when there is only one gateway may
not reach certain nodes; therefore, communication for them will not improve. With two
gateways, however, the improvement in the rate of successful packet deliveries, as well as
scalability and consistency when the number of nodes increases, can be seen; only a 5%
drop in successful packet delivery rate occurred.

ADR technology seeks to increase energy consumption performance by improving
communications. While it is true that the communication performance improves when
it is activated, the simulation results show that the variation in energy consumption was
minimal. In Figure 13, it can be clearly seen that using two gateways or ADR technology
had a minimal impact on energy consumption per node. What can be observed instead,
is that the average energy consumption per node increased linearly with the number of
nodes in the network. This plainly means that with a larger number of nodes transmitting
in the network the interference on each channel increases dramatically, causing each node
to have to re-send packets and to listen to transmissions not directed at the particular node.
This increases the time that the nodes are active, therefore increasing energy consumption.

Having two gateways can in some ways be counterproductive. As shown in Figure 14,
collisions remain low when only one gateway is present, regardless of whether ADR
technology is active or not. When a new gateway is added, packet collisions at each
gateway naturally increase as the packets sent by each node are duplicated. This situation
worsens as the number of nodes increases. As communication is more effective and a greater
number of packets arrive at gateways when ADR technology is active, collisions within
each gateway become much higher and increase linearly as the number of nodes present
in the network increases. Although the server in Figure 12 received packets successfully,
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having high numbers of collisions within the network affects the scalability of the gateways.
This situation could be improved if there were some mechanism by which each node in the
network knows which gateway to transmit packets to the server through, thereby making
the other gateways ignore those packets.
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Figure 13. Average energy consumption per node with one and two gateways deployed, with and
without Adaptive Data Rate (ADR).
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Figure 14. Packet collisions measured in all gateways of each simulation.

It is necessary to emphasize that for all the results collected in these simulations we
considered the use of a single channel in the LoRa communication band as the FLoRa tool
does not have a feature or option to divide communications among the available channels.
Thus, if we take into account that the channel plan for Ecuador contains 64 channels for
node-gateway communication, network scalability could be increased considerably, being
able to count 100 nodes per channel and, thus, reducing energy consumption while having
high-quality communications.
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3.3. Validation of the Proposed Simulation Environment

To validate the realism of the simulation results, we conducted a review of other
studies on the capabilities of LoRaWAN protocols obtained both analytically and through
simulation. Although the objectives of the presented articles were not the same as those
of this study, the results serve to reinforce the reliability of the simulated results that have
been collected.

The effect that ADR technology has on the packet delivery ratio has also been studied
in [74]. This study analyzed how the Packet Delivery Ratio (PDR) decays with respect to an
increase in distance, over a range between 50 and 300 m, with 1000 nodes deployed. In our
study, the packet delivery rate had low values because the nodes were distributed within
a wider space of 5000 m; but it was validated by the results of the aforementioned study,
where the PDR was lower than 70% with 2000 nodes deployed and ADR activated.

The impact of packet collisions was analyzed in [75], where a technology called Adap-
tive Data Payload (or ADP) was proposed as an alternative to ADR, for which they conducted
a comparison within a simulation environment using algorithms developed in the same
study. The percentage of packet collisions on uplink packets at the gateway remained low
when ADR technology was active, resembling the results obtained in our simulation.

In the article [76], a comparison of delivery ratio results was conducted, both analyti-
cally and through simulation, with respect to the distance and node number. There, the
maximum distance presented was 3000 m, for which a delivery ratio of around 65% was
achieved both theoretically and through simulation with 3000 nodes deployed.

The consumption of energy has also been reviewed, with respect to several scenarios,
in [77]. Consumption was shown to grow linearly with respect to the number of nodes
deployed—a trend very similar to that observed in the present study. Additionally, the PDR
was also analyzed, indicating that it remains consistent as the number of nodes increases.
The simulator used in the aforementioned document was LoRaSim, and a study of the
scalability of LoRa/LoRaWAN networks was also conducted.

The cited studies provide evidence that the simulation environment proposed for the
coastal region comes close to reality regarding the behaviour of LoRa networks; therefore,
the validity of our results can be concluded. However, deployment under actual conditions
and with appropriate instrumentation is always the most reliable way to characterize the
parameters and ranges of a network in an agricultural setting.

4. Conclusions

In this work, we evaluated the performance of communication systems used for
Internet of Things applications in the agricultural sector. LPWAN technology was chosen
as the communication system paradigm for simulation as it allows for the deployment of
wide-area networks with low power specifically for IoT. Within LPWAN, LoRaWAN was
chosen as it met the requirements of the project in terms of scalability, energy consumption,
frequency, data speed, and cost, among other aspects. The OMNET++ simulator was
used, making use of the FLoRa library, which allowed for the modeling of the behavior of
LoRaWAN networks. After analyzing other simulators, this was found to be the one that
best suited the conditions of the evaluation scenario. For our evaluation, we proposed two
propagation scenarios: ideal conditions and moderate losses. The number of nodes varied
from 100 to 3000, and the scenarios were analyzed with respect to one or two gateways.

Based on the results of the simulations performed for evaluation of the LoRaWAN
network in the proposed scenarios, we reached the following conclusions:

*  Theresults show that in an ideal wireless medium and with a single gateway, 100 nodes,
and without ADR (No ADR), the packet delivery was 85%. With the activation of
ADR (ON), this number increased to 93%. In the case of 3000 nodes, delivery with No
ADR was 51% and that with ADR ON was 84%. Thus, with ADR, a better delivery of
packets can be achieved.

*  For a medium wireless network with moderate losses and a single gateway, the results
indicated that with 100 nodes and No ADR, delivery of packets was 58%, while that
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with ADR ON increased to 68%. For 3000 nodes, the delivery of packets with No
ADR reached 47%, while with ADR ON, we obtained 62%. As was observed in both
scenarios, as we increase the number of nodes, the packet delivery decreases, having a
negative impact on transmission quality.

¢ The results with two gateways indicated that with 100 nodes and No ADR, the delivery
of packets was 58%; meanwhile, with the activation of ADR ON, this increased to 87%.
In the case of 3000 nodes, the delivery of packets with No ADR reached 45%, while
that with ADR ON was 80%. Thus, it was observed that the improvement in packet
delivery was especially pronounced as the number of nodes increased.

*  The data obtained from the simulations indicated that energy consumption did not
significantly change when ADR technology was turned on with two gateways in the
network. However, the average node consumption increased linearly with the number
of nodes. Additionally, it was found that with two gateways, the communication quality
improves and the coverage radius is extended, albeit at a higher installation cost.

*  The number of collisions increased dramatically when the number of nodes in the
network increased and there were two gateways present. This is due to the fact that
all gateways receive packets transmitted by nodes using the broadcast mode then
forward these packets to the network server, which is responsible for eliminating
duplicates. This can be counterproductive if two gateways are present when there are
few nodes in the network. Another situation that could improve this situation is if each
node knows which of the gateways in the network it should communicate with—a
mechanism that does not exist in the protocol, which should be studied further.

* In Ecuador, the frequency band used offers 64 channels for communication uplink.
Taking into account that the scenarios presented here were only simulated with the
use of one channel, the results could be improved if a high number of nodes were
spread among the available channels. LoRaWAN technology has high scalability and
allows for a high density of nodes in a wide terrain area; these are highly desirable
characteristics for applications in rural areas such as precision agriculture, which can
contribute to improving the transmission of data acquired from climatic variables,
visibility state of crops, efficiency in water usage, fertilizer levels, and agricultural
product production capacity.

¢  Farmland environments have few obstacles to data connectivity, with the SNR received
by gateways directly correlating to the distance from the node, thus influencing the
spreading factor and transmission power. This scenario does not apply in urban
environments, where a node may be close to a gateway but have low SNR due to
nearby obstructions such as buildings.

A comparison was made with the results of other studies, such as those considering
the ADR, particularly in evaluating the effect that it has on the packet delivery ratio. The
results of our study showed low values as the nodes in our scenario were distributed across
5 km. This demonstrates that as the distance between nodes increases, the packet delivery
ratio decreases. Another case studied packet collisions, where the ADR was used; the
results of the previous study were similar to those obtained in our analysis. Additionally,
energy consumption has also been analyzed in other studies, showing that it grows linearly
with respect to the number of deployed nodes; this trend was also observed in our case.

Further Studies

In future work, we expect to simulate the LoRaWAN network behavior with the
presence of several channels, as well as testing frequency change mechanisms when unfa-
vorable communication conditions are present—situations that the simulator used in this
study cannot handle, despite being one of the most complete simulators available.

The simulation of downlink packets was beyond the scope of this study; this is a
situation that must be considered to simulate communication with devices that, in addition
to collecting data with several sensors, have actuators that allow for the regulation of water
and fertilizer supply in agriculture.
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The LoRaWAN protocol is characterized by having devices that send packets to all
nodes simultaneously, which leads to an increase in packet collisions as the number of
nodes increases, directly impacting the protocol’s scalability. Therefore, future studies
should focus on implementing mechanisms that reduce this weakness while preserving
low energy consumption and high communication quality levels.

Finally, a real-life scalability study in a rural setting would be of utmost importance
as it could reveal characteristics that simulators do not allow for or do not model ade-
quately. A deployment with fewer than 50 nodes could be carried out at a reasonable
cost, while a study involving 5000 to 10,000 nodes would require significant financial
investment—not counting the deployment land rights and instrumentation needed to carry
out measurements.
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