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Abstract: This paper investigates the secure rate-splitting multiple access (RSMA) cooperation for the
maritime cognitive unmanned aerial vehicle (UAV) network. Specifically, we first take into account
the primary privacy information and the secondary maritime UAV’s quality of service. Then, we
formulate an optimization problem to maximize UAV’s transmission rate according to the RSMA
decoding principle and primary information security requirements. To solve this non-convex problem,
we design a CPFS algorithm to allocate the transmit power and adjust the UAV’s location. In addition,
the worst case is analyzed, which is the lower-bound secondary transmission rate. Finally, simulation
results indicate that the proposed scheme improves the UAV’s transmission rate compared with the
traditional schemes.

Keywords: maritime cognitive networks; rate-splitting multiple access (RSMA); secondary transmission
rate; unmanned aerial vehicle (UAV)

1. Introduction

The fifth generation mobile technique provides support for ultra-reliable low-latency
services in order to facilitate global interconnections among space, ground, and maritime
devices [1,2]. As a critical component of the global Internet of Things, maritime wireless
networks can serve multiple functions, including ship navigation, unmanned underwater
vehicle (UUV) control, as well as maritime real-time tracking and positioning [3,4]. As the
global economy begins to recover after COVID-19, the marine wireless communication net-
work is expected to support a significant number of devices for ocean activities. In addition
to maritime satellites, shore-based maritime networks are an important approach to realize
most maritime applications. Moreover, the terrestrial base state along the coastline is built
to support maritime communications, which has been widely investigated in the current
research [5].

Benefiting from their flexible deployment and low cost, unmanned aerial vehicles
(UAVs) have been widely adopted in maritime networks. In the UAV-assisted networks,
the power allocation and UAV’s position optimization have been widely discussed. In [6],
the authors studied the power allocation for the transmit power and jamming power to
securely transmit the privacy information. In [7], the power of the users was minimized by
considering the UAV’s coverage. In addition, the downlink and uplink power allocation for
the UAV networks was investigated in [8]. In addition to the power allocation, the position
of a UAV will affect the network performance. In [9], the UAV’s location was optimized
for the UAV relay networks. Then, this work was extended to the two-way networks with
optimal UAV’s location [10]. Moreover, the joint UAV’s location and power allocation was
studied in [11].
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Due to the limited available spectrum, maritime wireless transmissions face consid-
erable interference challenges [12,13]. The cognitive radio technique can alleviate the
spectrum shortage situation by allowing the secondary users to utilize the primary spec-
trum and control the effect to the primary transmissions. In addition to cognitive radio
techniques, rate-splitting multiple access (RSMA) is one of the most promising techniques
with high spectral efficiency for the next generation networks. In RSMA systems, the mes-
sages are split into two or more parts and the receiver should recover all parts to successfully
decode the message. Benefiting from the flexible management of each part, inter-user inter-
ference could be minimized [14]. In the cognitive radio network, the authors achieved the
high ergodic rate of uplink cognitive transmissions [15]. In addition, in [16], the transmit
power was optimally allocated, based on which the performance was compared with the
non-orthogonal multiple access (NOMA) scheme. Considering the limited energy of the
devices, the authors investigated the power allocation for the RSMA-based cognitive radio
networks constrained by the energy harvesting and primary inference requirements [17].

The open transmission media of maritime wireless networks makes privacy informa-
tion sensitive to eavesdropping. In addition to the encryption methods, physical-layer
security techniques can protect the privacy of information by utilizing wiretap coding.
Adopting a cooperative jamming scheme, the researchers in [18] designed a cooperation
secure transmission strategy with considering multiple cognitive users and multiple car-
riers. In addition, the RSMA scheme was adopted to simultaneously communicate with
the secondary user and jam the eavesdropper while controlling the inference to the pri-
mary users. Extending to the satellite networks, the authors in [19] proposed a secure
and energy-efficient cognitive beamforming method for the satellite systems, where the
analytical and asymptotic secrecy outage probability were derived under interfering and
imperfect channel state information (CSI). Moreover, the above works were extended to the
multiple eavesdropper’s scenarios, and a new secure-energy problem was formulated to
optimally allocate the transmit power in cognitive satellite-terrestrial networks [20]. When
the RSMA users were distrustful of each other, the outage probabilities were analyzed
in [21]. Assisted by the intelligent reflecting surface, the secrecy rate was maximized in [22],
where the transmit power and phase shifts were optimally designed.

The above works have enhanced the quality of services (QoS) of the RSMA-based
networks. Nevertheless, there are some deficiencies to be addressed. In [14-17], the cogni-
tive RSMA networks are investigated, based on which the power is allocated. However,
the information security problem has not yet been investigated. In [18-22], the information
security problem for the RSMA is studied, while ignoring the assistance from the secondary
networks. Moreover, the above works have not considered the actual application require-
ments in maritime networks. For example, utilizing the UAV as a secondary transmitter
(ST) is a promising approach for improving spectrum efficiency in maritime cognitive radio
networks [23].

Motivated by the above discussions, this paper studied the cognitive secure RSMA
transmission problem in maritime networks, where the cooperation between the primary
and secondary networks is considered to support both networks” QoS requirements. To the
best of the authors” knowledge, this is the first work that investigates the secure RSMA
cooperation for the maritime cognitive networks. Specifically, in the proposed scheme,
the secondary maritime UAV’s transmission can not only broadcast secondary information
but also protect the primary transmission. Through the flexible allocation of the transmission
resources, both users” QoS can be provided. We formulate an optimization problem to maximize
the UAV’s transmission rate under the RSMA decoding principle and primary information
security requirements. We design a combined particle swarm optimization and fish swarm
optimization (CPFS) algorithm to allocate the transmit power and design the UAV’s location.
In addition, the worst case is analyzed, which is considered as the lower-bound to the UAV’s
transmission. The main contributions are summarized as follows:

¢ We design a novel secure RSMA strategy for the maritime cognitive to support both
primary and maritime UAV’s transmissions. In the proposed strategy, the secondary
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maritime UAV’s transmission can not only broadcast secondary information but also
protect the primary transmission. Through the flexible allocation of the transmission
resources, both users’” QoS can be provided.

*  We formulate an optimization problem to maximize the UAV’s transmission rate
under the RSMA decoding principle and primary information security requirements.
To solve the above non-convex problem, we design a CPFS algorithm to allocate the
transmit power and design the UAV’s location. In addition, the worst case is analyzed,
which is considered as the lower-bound to the UAV’s transmission.

2. System Model and Problem Formulation

The maritime network is shown in Figure 1, where the primary maritime ship (PT)
broadcasts the privacy signal to the base station (BS), threatened by an eavesdropper (Eve).
To protect PT’s transmission, a cognitive UAV (ST) is deployed to protect PT’s secure
communication, and access the spectrum for the secondary transmission. In addition,
the RSMA technique is adopted to process PT’s privacy signal and the UAV’s signal,
and provide the primary and secondary users’ requirements. This system can capture the
application of the maritime sensor networks, where the maritime cognitive UAV collects
the sensing data by occupying the limited spectrum, while the primary maritime user
securely forwards it information to the BS. In order to clearly show the performance of the
two systems, we assume that all users have only one antenna.

In the proposed system, the locations of PT, BS, ST, and Eve are denoted as (x,,, yp),
(xp, Y1), (xs,Ys), and (xe,y.), respectively. The altitude of UAV is fixed at h. The flat
fading model is adopted for the links of PT — BS and PT — Eve. We denote the channel
variables of PT — BS and PT — Eve as h;, and hy, respectively. In addition, their channel

2, which follow exponential

2
power gains are denoted as g, = ‘hph‘ and gpe = |hpe
distributions with parameters /\Lb and %, respectively. Since there are no obstacles during

the transmission links ST — BS and ST — Eve, the line-of-sight links are dominant.
Therefore, the channel variables of links ST — BS and ST — Eve are derived as

hsb = Lo
M

where B is the path loss with distance 1 m, dg, is the distance between the ST and BS

with dg, = \/(xs — x3)* 4 (vs — yp)? + h?, d, is the distance between the ST and Eve with

dse = \/ (xs — Jce)2 + (ys — y@)2 + 2, and By is the path fading factor. In addition, the chan-

nel power gain of gy, and g, are derived as gg, = |hgp|* and gse = |hs |, respectively. The
instantaneous CSI of g, is available. However, for practical consideration, the wiretap CSI
gpe cannot be acquired and the channel distribution information is available. PT’s transmit
power and ST’s transmit power are denoted as P, and P;, respectively. In addition, we
assume that all noises are cyclic white Gaussian noise with CN (0, Np). In the following,
we will illustrate the information transmission process.

In the considered system, the RSMA is adopted for cooperative transmissions. Specifi-
cally, ST’s signal is divided into two parts: x¢; and xs, with £{|x,1[*} = 1 and E{|x[*} =1,
respectively, where £ denotes the expectation operation. In addition, x;1; and x4, are trans-
mitted with power aPs and (1 — «)Ps, respectively, where « is the power allocation param-
eter. The primary system adopts the fixed rate R; to transmit PT’s information, which is

denoted as x, with £{|x, ’2} = 1. Therefore, the received signals at the BS are derived as

Yo = 1/ Pphpbxp + VaPshgxs 2)
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+ \/ (1 — &) Pshgpxsp + 1y,

where « is the secondary power allocation parameter, and 7 is the noise at the BS. Eve tries
to eavesdrop the signals as

Ye = 4/ Pphpexp + VaPshsexs 3)

+ \/ (1 - “)PshsexSZ + 1,

where 7, is the received noise at Eve.

ke

\ Interference link n

Figure 1. The cognitive RSMA system.

According to the RSMA strategy, the BS first decodes x;; with rate R, as

aPsgep
RV =log, |1+ 508 . 4
st g2< Ppgpb+(1_a)Psgsb+N0> ( )

Then, the BS cancels x5 and decodes x, with rate R?, as

Pp&pb
R =1 1 pop ) 5
P ng(+(1—“)Psgsb+No ©)

When x,, is successfully decoded, the BS cancels x, and decodes x;, with rate Ri’z as

b (A —®)Pge
Rg, = log, (1 + No ) . (6)

Then, the total secondary transmission rate is derived as Ri’l + RY,.
Similarly, the Eve also decodes the received signal to eavesdrop on the primary
information. According to the RSMA strategy, Eve first decodes x,; with rate as

Pgse
RS =lo <1+ " ) 7
s1 82 Ppgpe+(1—“)Psgse+N0 @



J. Mar. Sci. Eng. 2023, 11,1012

5o0f 14

In order to successfully decode the secondary information, R¢; should be larger than
Rs, where R; is the secondary target rate. Under this condition, Eve will cancel x4 and
decode x, with rate as

Ppg
RS =1 pore ) 8
°g2< (1— a)Pgee + No ®

However, if R} < R;, Eve will decode PT’s signal by trading the other signals as
interference with the rate as

Pygpe
=log,(1+ Fop ) 9
gz( ‘Xpsgse“‘ (1 _a)Psgse+N0 ( )

We denote Rf; < Rs as Case 1and denote R; > R; as Case 2. Therefore, the probability
of Case 1 is derived as

Pcasel = PI‘( §1 <RS)

aPsgse
= Pr(l 1 <R
r(og2< +Ppgpe+(1_“)Psgse+N0) C)

“Psgse R )
= Pr <2k 1 10
(Ppgpe ( _“)Psgse‘f'NO (10)
aPsgse — (2R — 1) ((1 — &) Psgse + No)
- Pr<g”e ] @ - P,

= e[ e85 = (1 — a)Psgs2R — (2R —1)N
- P Ape(2R —1)P, '

The probability of Case 2is 1 — Prgg1.

Since the instantaneous CSI of the wiretap channel is unavailable, we will adopt the
secrecy outage probability to denote the security requirement. Since the primary user will
transmit with the fixed rate, the secrecy outage probability is derived as

Psleco = PI'(R;, - R;;'l < Rsec)

Pr(RS > (R, — Rsec))

10g2<1 + Ppgpe ) > R,3> (11)
&Psgse + (1 - “)Psgse + Np

_ Pr( Pygpe > pRe _ 1>

“Psgse 1 *“)Psgse+NO
(2R — 1) (Psgse + No)
r| 8pe > P
p

ZRE ) (Psgse + NO)
A gpp !

where R, = Rj — Rsec and Ry, is the target secrecy rate. For Case 2, the secrecy outage
probability is derived as

P2, = Pr(Rb ~RP < Rsec)

- Pr(Rgz > R, — Rsec)

— Pr(log, (1+ Prgpe >R, (12)
2 (1 - “)Psgse + Ny
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Pygpe
=P fes >2Rf—1)
r((l—a)Psgse+No

— Py (gpe S (2% -1)( ;“)Psgse + No))
P
(2Re - 1) ((1 — &) Psgse + Np)

ApelPp
Then, PT’s average secrecy outage probability is given by
Psec,o = Pegsel Pslec,o + PcaseZPszec,o' (13)

In the next section, we will allocate ST’s power and optimize UAV’s location to
maximize the UAV’s rate while satisfying the PT’s privacy requirement.

3. RSMA-Based Cognitive Maritime Transmission Strategy

In order to maximize the secondary transmission rate and protect the primary trans-
mission rate, we formulate the optimization problem as

P1 :max R?l + Ri’z (14a)
o, X

st. RY >R, (14b)

Rb >Ry, (14c)

PeaserPoec,o + Pease2Pooco < & (14d)

0<ua<l, (14e)

where (14a) is the secondary transmission rate, (14b) indicates that the signal x;; can be
successfully decoded and the secondary information x;; is successfully transmitted, (14c)
indicates that the signal x, can be successfully decoded and the primary information x, is
successfully transmitted, and (14d) is the primary secure transmission requirement. For
P1, since the optimal variables are coupled with each other and the (14d) is non-convex, it
is difficult to directly derive the power allocation parameter « and UAV’s location. In the
following, an iterative algorithm is designed to solve P1.

3.1. Power Allocation

Lemma 1. RY is a monotonically increasing function of .

Proof. For Ri’l, its first-order derivation is derived as shown in (15).

ngl B Psgsp (Ppgpb + (1 —a)Psggp + NO) + "‘(Psgsb)z (15)

du (Ppgpb + (1 —a)Psgep + No) (Ppgpb + Psgsp + No) In2
Psgsp
(Pogpn + Pugas + No ) In2

‘X(Psgsb)2
(Pogys + (1= @)Pagey + No ) (Ppgp + Pogen + No ) In2

+ (16)

For Ré’z, its first-order derivation is derived as

du (No+ (1 —a)Psgqp) In2

Therefore, the first-order derivation of R§0t is derived as shown in (18).
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dR¥ P.gs N a(Pigsp)’* N —Pig
do (Prgpe + Pogev + No) In2  (Pogy+ (1= @)Pige + No ) (Ppgpn + Pugep + No) In2  (No+ (1= #)Psgsp) In2
Py No + (1 — &) Psgsp — (Ppgpb + Psgep + NO) N aPsgsp (18)
2\ (Ng + (1 - &) Pogap) <Ppgpb + Psgsp + No) (Ppgpb + (1 —a)Psgsy + N0> (Ppgpb + Psgop + No)

_ Psgsp —aPsgsp — Ppgpp T aPsgsp
(Plﬂgpb + Psgop + No) in2 \ (No+ (1 —a)Pigsp) (Ppgpb + (1 —a)Psgs + No)

—&Psgsp—Ppgpp aPsgsp dRt
(No+(1—a)Psgsp) Ppgpp+(1—a)Psgep+Np)” At
monotonically increasing function with respect toaw. [

Since < 0. Therefore, R/! is a

is less than (

In addition, for (14b), we can derive

Oépgb
Ry =log, |1+ ses >R
ot g2< Ppgph+(1_“)Psgsh+NO =

= 2Rsyp,gy, > (2Rs - 1) (P,,g,,b + Pigey + No) (19)
(2R — 1) (Ppgpb + Pagyp + NO) )
=>a > R =ua.
28 Psggp

For (14c), we can derive

1—a)Psgsp
RL =1lo (1—|—<S >R
2 125) No P
2Ry —1)N,
( ) 0 _ 42

>a<1-—
Psgqp

< (20)

For (14d), we denote f(&) = Prase1Pic o + Pease2 P20, and f () can be rewritten as (21).
We can observe that (21) is a monotonically decreasing function of a. Therefore, &> satisfies
that f(a%) < & whena > a3,

fla) exp (7 Psgse — (1 — ﬂ()PsgseZRc _ (ZRa — 1)N0> < (ZRE — 1) (Psgse + NO)>

/\PE(ZR" 1P, ApePp
1= exp[ P = (1= 0P = 2% ~1)No ) ) (2% = 1) (1 = ) Pugee + No)
Ape(28 = 1)Py ApePy
_ (L) =0)Pge +No) | exp Do = (1 ) Pgse2Re — (2R — 1) N 1)
ApePp Ape(2Re —1)P,

(ZR” - 1) (Psgse + NO) - (ZR[ — 1) ((1 — “)Psg“ + NO))
ApePy

_ [ @%=1)((1 — 0)P:gee + No) N (2R —1)aP.gse exp [ Degse = (1= ) Pygee2Re — (2R — 1) Ny
AP, ApeP, P Ape(2R —1)P, ‘

Therefore, the sub-optimal a* is derived as a* = max(a!,23) under the condition of
0 <max(al,a’) <a? <1

3.2. UAV’s Location Optimization

For the UAV’s location, we adopt the CPFS algorithm to solve P1 with respect to X'.
Particle swarm optimization (PSO) imitates the foraging behavior of birds by utilizing
information exchange methods and strategies employed by birds during the process of
searching for food, which is widely adopted to derive the UAV’s location [24,25]. The
PSO algorithm searches the global optimum by following the currently searched optimum,



J. Mar. Sci. Eng. 2023, 11,1012

8 of 14

which is easy to implement and fast to converge. Although the PSO algorithm has good
convergence performance, it falls into the local optimum with high probability [26]. The fish
swarm optimization (FSO) can achieve a global optimization algorithm [27]. Combining
PSO and FSO will take advantage of both algorithms to quickly derive the optimal target.
Therefore, we combine PSO and FSO to optimize UAV’s position and design a CPFS
algorithm. In the CPFS algorithm, the updates of the speed and position are shown as

Vi(t+1) = wVi(t) +C1mndom(0,1)(Pib€St(t) - Xi(t)>
+Corandom(0,1) (Gf’“t(t) - Xl-(t)), (22)
and
Xi(t+1) = Xi(t)+V,'(t+1), (23)

where w is the weight in each iteration, V(¢ + 1) is the velocity of particle i at time t + 1,
X;(t) is the particle i’s position at time #, P'*! (t) is particle i’s best position experienced at
time ¢, Gf’“t (t) is all particles’ best position at time t, and C; and C; are the acceleration
coefficients, which are always set to 2.

According to the above discussion, the CPFS algorithm can be shown in Algorithm 1,
where

Xi(t) = &(t) 24)
P! (8) = max Ry (§i(1)) + Ra(&i(1)) @
GY*!(t) = maxmax RY (&;(t)) + RE (&i(F))- (26)

i Xi(t)

Algorithm 1 The proposed CPFS algorithm.

1: Initialization
2: Set the initial value X, w, C1, Cp, and the maximum number of iterations K.
3: Set the initial positions and velocities (Xj, V) of the PSO algorithm and the position
X5 of the FSO algorithm.
4: Calculate the secondary transmission rate Y7 with maximum value f; calculate the
secondary transmission rate Y, with maximum value a at the positions X,.
Consider Y7 and Y>, and denote the better position Py, in to the bulletin board.
Compare f and 4, and denote the better position Gy, into the bulletin board.
fork=1— K do
Derive the particle velocity V]" and position X} based on (22) and (23), respectively.
Calculate the secondary rate Y]' based on position X7'.
10. Compare Y!' with the data in the bulletin board term-wise and update P***! if the
former is bigger.
11:  Denote the maximum value of Y]' with the data in the bulletin board term-wise and
update GP! if the former is bigger.
12:  Observe the following position of fish swarm (X3 1, X5 ) based on the FSO algorithm,

RN

and calculate the secondary transmission rate (YZ"I, Y2"2> .

13:  According to (Yz”,l, an,z) with that in the bulletin board, update G with the bigger
one.

14: end for

15: Derive the sub-optimal positions of the UAV.
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4. RSMA-Based Cognitive Maritime Transmission with Powerful Eve

In this section, we will study the proposed scheme of the special case where Eve
always can cancel xy; with Case 1 as

P2:max RY +RY, (27a)
o, X

st. RY >R, (27b)

R, >Ry, (27¢)

Pcusel Pslec,o < g/ (27d)

0<ua<l, (27e)

where (27d) is the security requirement. Due to the non-convex (27d), we design an iterative
algorithm to solve this problem.

4.1. Power Allocation

Given the UAV’s location, according to (27¢e), we can derive

o4 4
« = 1=In ((ZRfl)(Psgse+No)> 2%

ApePp

Ape(2R% —1)Py  Pigee — (2% —1)No _ A
PsgsezR"’ PsgsezRe ’

Since the optimal target is decrease with «, the sub-optimal «* is derived as
& = max <1x1,0c4), (29)
where 0 < max((xl,zx4) <a?<1.

4.2. UAV'’s Location Optimization

The UAV’s location will affect the channels of g5, and gs., which can be rewritten as
255 (X) and gs(X). According to the derived a®, P2 can be reformulated as

P3: m/’?x Rgl (X)+ REZ(X) (30a)
st. RY(X) >R, (30b)
RL(X) > Ry, (300)

Pcasel (X)Pslec,o (X) < C (30d)

We can observe that P3 is a convex problem and we can derive the sub-optimal location
through the convex algorithm.
Then, the algorithm is summarized in Algorithm 2.

Algorithm 2 The proposed iterative algorithm.

: Initialization
: Set the initial value X
: repeat
Calculate the power allocation parameter according to (29).
Calculate the position in P3.
until
. The difference of the optimal target in two consecutive iterations is less than 10~°.

NS G N e
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5. Simulation Results

We conduct simulations to evaluate the UAV’s rate in the considered system compared
with the current algorithms: the NOMA scheme [16] and the underlay scheme [28]. In the
NOMA scheme, the secondary UAV adopts the NOMA scheme to protect PT’s information
and broadcasts UAV’s information. For the underlay scheme, ST will broadcast its infor-
mation under the interference threshold to the primary transmitter. In the simulations, we
adopt the topology as shown in Figure 2. The main simulation parameters are shown in
Table 1 [29,30].

Table 1. Simulation parameters.

Parameter Value
UAV’s altitude, h 200 m, 300 m
Maximum transmission power of UAV, Ps 2 Watt
Maximum transmission power of PT, P, 2 Watt
Security outage threshold, ¢ 0.09
Secondary decoding threshold, R 1.5 Mbps
Secondary decoding threshold, R, 2 Mbps
Noise power, o2 —174 dBm/Hz
Communication frequency 5.9 GHz
Number of simulations runs 1000

> X

Figure 2. The topology of the proposed system.

In Figure 3, we demonstrate the secondary transmit power versus the UAV’s power
P;. From Figure 3, we can observe that the proposed scheme achieves the best performance
compared with the scheme, since the transmission resources are flexibly managed. When
the power is low, more of the power is allocated for the transmission of x1, and the a will be
almost 1, which is almost equal to the NOMA scheme. When the power is high, there will
be more power for the transmission of x;. Therefore, the transmission rate of the RSMA
scheme will increase. In the worst case, the cooperation is conducted under strict security
constraints, which will lead to a decrease in the UAV’s rate. In addition, the flexible power
control at the UAV is ignored which leads to a secondary transmission rate decrease. Since
the cooperation between the UAV and PT is ignored, the secondary transmission rate for
the underlay scheme is the lowest among all the schemes.



J. Mar. Sci. Eng. 2023, 11,1012 11 0f 14

~~

&, 4r49 B
0

% 4.85 —O— RSMA scheme
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P, (w)

Figure 3. The secondary transmission rate versus the secondary transmit power.

In Figure 4, we simulate UAV’s rate with respect to ¢ under different UAV’s altitudes,
ie., h with Ps = 2 Watts. In this figure, we can observe that the UAV’s rate will increase
with respect to . When ¢ is large, it is easy to satisfy the primary security requirement
and there will be more transmission opportunities. Therefore, the UAV’s rate will increase.
In addition, with the increase of the UAV’s altitudes, there will be more power to overcome
fading, which results in less power for cooperation. Similarly, we can obverse that the
transmit power of the NOMA strategy is lower than the proposed scheme.

48 T T T T T T T T T

475
~~
w2
o
423 4.7
N
Q
N
o]
; 4.65
3 —O— RSMA scheme,h = 200
2 —%— RSMA scheme,h = 300
S 4.6 |—+—NOMA scheme, h = 200 1
% —— NOMA scheme, h = 300
455
1 1 1 1 1 1 1 1 1

4.5
0.05 0.06 0.07 008 009 0.1 0.11 012 0.13 0.14 0.15

£

Figure 4. The secondary transmission rate versus the secrecy outage probability constraint.

In Figure 5, we demonstrate the UAV’s rate with respect to P, under different UAV
altitudes. We can observe that the UAV’s rate will decrease with respect to P,. When P, is
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increased, the secondary system will interfere with large power and there will be fewer
transmission opportunities. Therefore, the UAV’s rate will decrease. In addition, with the
increase in the UAV’s altitudes, there will be more power to overcome fading, which results
in less power for the secondary transmission. Similarly, we can obverse that the transmit

power of the NOMA scheme is lower.
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Figure 5. The secondary transmission rate versus the primary transmit power.

Figure 6a illustrates the average running time of the three algorithms. Figure 6b shows
the secondary rate comparison of the three algorithms, where P, = 1 Watt. From Figure 6a,
we can know that the PSO algorithm has the lowest running time, and the FSO algorithm
has the highest running time. By contrast, the running time of our proposed CPFS algorithm
is close to that of the PSO algorithm, and much lower than that of the FSO algorithm.
However, according to Figure 6b, it is observed that the CPFS algorithm is far superior to

the PSO algorithm in terms of the secondary rate.
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Figure 6. The improvement archived by combining PSO and FSO. (a) Complexity comparison.

(b) Secondary rate comparison.
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6. Conclusions

In this paper, we proposed a novel cooperative secure RSMA scheme for cognitive
maritime applications to support both primary and secondary transmissions. In this
scheme, the secondary transmission could not only broadcast secondary information but
also protect the primary transmission. In order to satisfy both users’ QoS, we formulated
the optimization problem to maximize the UAV’s rate under the RSMA decoding prin-
ciple and primary information security requirements. We designed a CPFS algorithm to
allocate the transmit power and adjust the UAV’s location. In addition, the worst case
was analyzed. The simulation results indicated the performance improvement in terms
of the secondary transmission rate compared with the traditional schemes. Our proposed
solution can not only be applied to maritime networks, but also to UAV communications,
information security and other fields. Inspired by the works [31,32] on UAVs, we will
further study the feasibility of using the RSMA-enhanced UAV network to provide timely
information services.
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