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Abstract: Nowadays, (cyber)criminals demonstrate an ever-increasing resolve to exploit new tech-
nologies so as to achieve their unlawful purposes. Therefore, Law Enforcement Agencies (LEAs)
should keep one step ahead by engaging tools and technology that address existing challenges and
enhance policing and crime prevention practices. The framework presented in this paper combines
algorithms and tools that are used to correlate different pieces of data leading to the discovery
and recording of forensic evidence. The collected data are, then, combined to handle inconsis-
tencies, whereas machine learning techniques are applied to detect trends and outliers. In this
light, the authors of this paper present, in detail, an innovative Abnormal Behavior Detection En-
gine, which also encompasses a knowledge base visualization functionality focusing on financial

transactions investigation.

Keywords: (cyber)crime; abnormal detection; outliers; digital forensics

1. Introduction

The rapid growth of Information and Communication Technology (ICT), unfortunately,
underpins new types of criminal activities. Crime-related data are becoming more and
more complex, and so is their analysis, in order to reveal hidden patterns and relationships.
Law Enforcement Agencies (LEAs) and security practitioners need to adapt to this ever-
changing reality in order to be able to both prevent and fight crime. In this direction,
there is an increasing need for LEAs to combine, prioritize and analyze heterogeneous
massive data streams. Thus, LEAs must engage and integrate future-proof solutions
and tools which will empower them with powerful analytical and predictive capabilities
against Organized Crime Groups (OCGs) and law-breaking individuals. These future-
proof tools must support abnormal behavior and outlier detection in various kinds of
datasets like surveillance (image/video) datasets, financial datasets, telecommunications
datasets, and other types of open-source intelligence. Furthermore, the visualization of
asserted knowledge as well as of any mined or inferred knowledge that can be derived is
of critical importance for LEAs and security practitioners in order to maintain adequate
awareness of the situations they are monitoring. In this light, this paper proposes and
presents a platform that provides advanced near-real-time analytical support and outlier
detection for multiple Big Data streams, e.g., from the open web, the Darknet, CCTV and
video surveillance systems, traffic and financial data sources, and more. Subsequently,
the outliers are semantically integrated into dynamic and self-learning knowledge graphs
that capture the structure, interrelations and trends of cybercriminal organizations and
organized crime groups, offering an enhanced situational awareness in these fields.

The remainder of this paper is organized as follows: Section 2 features a presentation
of the high-level architecture of the platform; Section 3 describes the outlier detection
algorithms employed in previous related works; in Section 4, an evaluation of the studied
algorithms is featured; Section 5 includes a detailed description of the outlier engine and
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Data sources

visualization tool integration into the aforementioned platform; finally, Section 6 concludes
the paper.

2. High Level Platform Architecture

The high-level platform architecture presented herein provides the required methods
for LEAs to accelerate their investigations and remain aware of significant (cyber)criminal
threats by successfully integrating massive data streams. The system architecture is espe-
cially designed in order to meet performance and resiliency requirements at scale.

The inputs to the framework are the various data sources, ranging from geospatial
data, traffic data sources, telecom and financial data, as well as Darknet and Clearnet
sources. These data are processed by the corresponding tools of the framework, which
are able to handle such heterogeneous data streams. Figure 1 presents the high-level
architecture, which contains the modules described in the next paragraphs, as well as the
information flow inside the platform.
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Visual Intelligence Module: This module is implemented by using face and object
detection and recognition algorithms (You Only Look Once—YOLO [1], Single Stage
Headless—SSH [2], etc.) so as to achieve the identification of suspicious activities, persons
and objects contained in footage from static or moving cameras.

More specifically, this module consists of four discrete tools which are: (i) Abnormal
Behavior Detection (ABD); (ii) Face Detection and Recognition (FDR); (iii) Person and
Vehicle Identification (PVI) and (iv) Crisis Event Detection (CED). The ABD tool is capable
of processing and analyzing continuously generated visual content (video streams) and
extracting the detected activities. The FDR tool is responsible for processing visual content
in order to detect persons and, subsequently, run recognition algorithms on detected
faces. The PVI tool detects persons and vehicles from video streams and recognizes them
by performing a comparison with stored data. The CED tool performs dynamic texture
analysis in order to firstly detect, and subsequently identify, the type of crisis event (e.g.,
fire, flood, etc.).

Data Mining Module for Crime Prevention and Investigation: Data mining meth-
ods are used to extract valuable information from the existing data for analysis purposes.
The data are exported from multiple sources and stored into a common format, in order to
be accessible by the data analysis modules. A scalable data crawler infrastructure is em-
ployed in order to gather the necessary data from various sources, both from the DarkWeb
and the ClearWeb. Then, the collected data are curated into appropriate datasets that can
be further used by LEA officials for search and analysis purposes.

Semantic Information Representation and Fusion Module: This module is dedicated
to data and information fusion and works on the heterogeneous data that are gathered from
the data mining module. The use of appropriate semantic technologies and information
fusion models, then, transforms the gathered information into valuable knowledge.

Specifically, through logical [3] and probabilistic [4] reasoning as well as data fusion
algorithms and methods, focused on (i) data association, (ii) state estimation, and (iii)
decision fusion [5], the module is able to uncover inferred facts that are not expressed in the
knowledge base explicitly, as well as discover new relationships between different objects,
persons and events.

Trends Detection and Probability Prediction Module for Organized Terrorism and
Criminal Activities: Big Data analytics techniques are applied over the gathered data so
as to identify hidden trends inside the datasets. The deployment of Big Data analytics
alongside the predictive models constitute the link between the analytic and the decision-
making process.

In this light, this module implements services that provide LEA officers with capabili-
ties for automated detection of behavior changes, abnormality as well as weak signals and
early changes that may be indications of new trends. For this purpose, machine-learning
techniques are applied to the collected data in order to perform multivariate behavioral
analysis, which leads to robust trend and pattern detection.

Anomaly and Cyber-Criminal Activities Detection Module: This module is respon-
sible for applying advanced Big Data analytics techniques, based on machine learning, to
the collected data [6]. The main purpose of this module is the identification of anomalies
and behavioral indicators, as well as the revelation of unknown associations and rules
that are linked with cyber-criminal activities. This module hosts the real-time abnormal
behavior detection engine, presented in detail in the following chapters. The anomaly and
cyber-criminal activities detection module enables advanced data mining operations in
order to support the LEAs’ officers in the task of outlier analysis. Outlier analysis enhances
LEASs’ capabilities in the identification of abnormal behavior, i.e., behavior not expected
based on the data available until the present moment.

Situation Awareness and Human-Machine Interaction Module: Innovative tools
for data visualization and knowledge representation are implemented in order to increase
the situation awareness of the decision makers. The module hosts three main visualization
and situational awareness tools: (i) the Web-based Human—Machine Interface (HMI),
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a modular component in which users, alongside other functionalities, can access the
advanced visualization tool for knowledge graphs described in detail in Section 5 of this
paper; (ii) the Web-based Geographic Information System (GIS) and haptic feedback service,
dedicated to the visualization of geospatial resources coming from different services,
and also allowing users to interact via a haptic device which offers a more direct and
intuitive way of controlling and navigating information; and (iii) the Virtual Reality (VR)
visualization tool, which constitutes a natural environment for the visualization of 3D
graphs that improves the general understanding of users by allowing them to navigate and
interact more intuitively with complex data structures.

3. An Overview of Outlier Detection Algorithms and Machine Learning Methods
3.1. Oultiers Detection Theory and Z-score for Data Labelling

Outliers are defined as significantly different values that diverge from an overall pat-
tern of other observations on a data sample [7-9]. These unusual characteristics may indicate
an irregularity or variability in the data, an experimental measurement error, records per-
formed under exceptional circumstances or may just belong to another population [10,11].
Outliers are also referred to as deviants, anomalies, discordants or abnormalities in the
domain of the statistics and data mining literature [9].

There are two basic categories of outliers based on the provided input dataset: uni-
variate and multivariate. Univariate outliers can be identified when looking at an extended
distribution of values in a single feature space. In other words, they constitute extreme
data values (points) on the existing dataset [12]. On the other hand, multivariate outliers
can be located into an n-dimensional space, as a combination of unusual scores, at least
between two distinct variables [12]. Due to the difficulty of the human brain to analyze
and find patterns at distributions in n-dimensional spaces, the technique of model training
becomes relevant [10].

In addition to the aforementioned types, outliers can also be categorized, depending
on their environment, into: point (or global) outliers, contextual (or conditional) outliers
and collective outliers [12,13]. Point outliers are considered as the single data points that
are located far away from the rest of the distribution. Contextual outliers are considered
as the data points whose values are significantly deviating from the rest of the datapoints,
such as noise in data (e.g., punctuation symbols when realizing text analysis or background
noise signal when performing speech recognition). Collective outliers are the data points
whose values diverge from the entire dataset, such as subsets of novelties in data (e.g.,
signals that may indicate the discovery of new phenomena) [10,12].

From the perspective of the analysis process, an issue of high importance is the
interpretability of an outlier detection model [9]. The foregoing process is usually referred
to as the “dis-description of the intentional knowledge about outliers” or as “the outlier
description and detection”. In order to achieve a higher level of interpretability and select
a specific outlier analysis method, models with less transformation processes on the data
(e.g., principal analysis) are more suitable, since the contrast between the outliers and the
real data is increased in an opposite way, also based on the original attributes [9,10].

Some of the major and most popular methods for the execution of the outlier detection
process are the following [9,10]:

Z-score or Extreme Value Analysis (parametric);

Probabilistic and Statistical Modelling (parametric);

Linear Regression Models (PCA, LMS);

Proximity Based Models (non-parametric);

Information Theory Models;

High Dimensional Outlier Detection Methods (high dimensional sparse data).

In fact, an outlier can provide important information and insights concerning abnormal
characteristics on entities with major impacts during the datasets’ creation process and the
entire system as well [9,10]. Actually, outlier detection is associated with many tasks in real
life such as [9]:



Information 2021, 12, 34

50f18

e  Credit-card fraud, where hidden patterns of possible fraudulent or unauthorized
activity and/or use of sensitive credit-card number information, as well as transaction
data, can be recognized with greater ease.

e Intrusion detection systems, where abnormal or malicious activity of different data
types (e.g., network traffic) in various computer systems can be detected and analyzed.

e Law enforcement, by generating specific patterns of financial frauds, insurance claims
or trading activity under the action of criminal behaviors.

e Medical diagnosis, based on data collected from various sources (e.g., Magnetic
Resonance Imaging - MRI, Positron Emission Tomography - PET or electrocardiogram
- ECG scans) which reveal possible disease issues.

e Sensor events, since a massive amount of sensing devices (e.g., location parameters)
can provide new insights or events at new domains of interest.

e  Earth science, where spatiotemporal data (e.g., weather signs or climate change
patterns) provide new environmental or climate trends regarding human activity or
alternative hidden causes.

In the present paper, the extreme-value analysis or Z-score [14] serves as the starting
point during the development process of the outlier detection toolset and is initially
implemented in order to label an unlabeled dataset of financial transactions, which will
serve as the training dataset for machine learning algorithms, as described in Section 3.2.

The Z-score consists the major outlier detection algorithm on one-dimensional data
analysis and is a suitable method for distributions in a low dimensional feature space [9].
The normal distribution is the easiest approach to perform outlier detection by means of
direct interpretation in terms of probabilities of significance [9]. The Z-score is a parametric
method where extreme or diverge values are treated as outliers due to their location
placement outside of the normal distribution curve. Nonetheless, in cases of lack of
statistic interpretations, this model also provides a good heuristic approach to the outliers’
outcomes, even in arbitrary distributions. In addition, even though the Z-score (or extreme-
value) analysis was normally designed for one-dimensional (univariate) data, it can also be
extended to multivariate data by applying distance or depth based methods [9].

Z-score modelling is one of the most important outlier modelling algorithms used in
these types of detection processes as it quantifies the deviations of the data points from
the normal pattern, returning a numerical score. The calculation formula that returns the
Z-score metrics of any data point on the provided data sample includes the mean p and
standard deviation o of this set of values, and standardizes the data to zero mean and unit
variance [10], according to the below expression (1):

Zi=(xi—w/o 1)

where:

Z; = Z-score for the specific data point;

x; = individual measurement for a distinct data point;
# = the mean of the measurements;

o = the standard deviation of the measurements.

During the computation process of the Z-score for each data point of the dataset, the
definition of a threshold is essential [10] for the efficiency of the applied outlier detection
algorithm. By tagging or removing the data points that lay beyond the aforementioned
specified threshold, the classification of a data point, as an outlier or not, is performed (2):

If | Z-score | > threshold = data point € outlier (2)

The selection of the threshold is important in terms of the conversion of the extracted
Z-score result into an outlier label. In case the selection of the threshold is too limited so
as to minimize the amount of the acknowledged outliers, the process will probably result
in missing real outlier data points (false negatives). In the opposite direction, when the
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threshold is expanded, it will lead to a high number of false positives [9]. Some frequently
defined thresholds are: 2.5, 3 and 3.5 standard deviation(s).

In the present paper, the algorithm developed adopts a probabilistic approach for
threshold selection based on a Bayesian risk model which minimizes the overall risk in
combination with a cost function [15]. The main Bayes decision rule for a given observation
x results into the determination of wy based on (3):

(A21 — M1)P(w1 1x)> (A2 — Ap) P(wr 1 x) 3)

where:

x: the given observation data point;

wi: class 1 (as the equation refers into a two-class problem);
wo: class 2;

A: the cost between the two classes of the problem;

P: the posterior probability that observation x is an outlier.

The appropriate outlier threshold can be estimated once the cost functions are known,
based on the following Equation (4):

P(ws x) =1 — P(wq |x) 4)

The threshold value utilized in our model is 13 1. Thus, the Z-score implementation
labelled all the data points of this specific dataset as outliers (value 1) when their Z-score
was above this threshold (Z-score < —3 or Z-score > 3), and as inliers (value 0) when their
Z-score was below this threshold. The main reason for the Z-score implementation in the
engine described in this paper is to create labelled datasets so as to be able to use supervised
machine learning algorithms and compare them in order to find the most efficient one
concerning this specific type of data.

3.2. Outlier Detection Algorithms and Related Work

The selection of the most efficient algorithm for the proposed Abnormal Behaviour De-
tection engine was performed after the testing and evaluation of several machine learning
algorithms. The algorithms tested fall into five main categories: (i) Proximity-based algo-
rithms; (ii) Linear models; (iii) Vector-based methods; (iv) Outlier ensembled algorithms
and (v) Neural networks.

From the Proximity-based category, we implemented and applied different algorithms
in this specific dataset in order to detect the outliers. Proximity-based algorithms, according
to [16], define a data point as an outlier if its locality is sparsely populated. The proximity
of each data point can be defined in several different ways, and, for the purposes of
this study, the following four were selected: Local Outlier Factor (LOF), Cluster-Based
Local Outlier Factor (CBLOF), Histogram-Based Outliers (HBOS) and K-Nearest Neighbor
(KNN). The LOF algorithm is an anomaly detection algorithm which computes the local
density deviation of a data entry from its neighbors [16]. The LOF value for inliers is very
close to 1 and for outliers is much higher because they are computed in terms of ratios to
the average neighbor distances [16,17]. An interesting study was conducted by Tang et al.
in which the authors present the LOF algorithm alongside the connectivity-based outlier
factor (COF) for large datasets and proceed with comparing their results [18]. Similarly, the
authors of [19] used the LOF as base and proposed some enhancements of this particular
algorithm. An evolution of the LOF algorithm, used for comparison purposes in this
study, is the CBLOF algorithm, which is supplementary to the local density value that
also takes into account the cluster size of each data point [20]. A very useful study which
engages the CBLOF for money laundering detection purposes based on outliers was made
by Gao in [21]. The HBOS models univariate feature densities using histograms in order to
detect outliers. HBOS is a very computational efficient algorithm but it performs well only
regarding global anomaly detection and not for local or isolated outliers [22]. The KNN
algorithm is one of the most cited and used algorithms on proximity-based approaches for
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outlier detection. The KNN algorithm firstly identifies the clusters where similar objects are
within the same cluster. After obtaining the clusters, the algorithm calculates the nearest
neighbors of each data entry so to detect outliers [23]. An indicative study of using the
KNN graph for outlier detection for both synthetic and real datasets was introduced by
Hautamaki et al. in [24]. In this direction, and considering the rapid growth of electronic
financial transactions, there are further relevant studies which engage the KNN algorithm
for outlier detection in financial datasets. Indicative of them are the studies by Orair et al.
in 2010 that examined financial data from government auctions [25], Ratnam in 2012 that
utilized an anti-KNN algorithm for credit card fraud detection [26] and Malini and Pushpa
in 2017 who also examined credit card data for fraud detection by using the KNN outlier
detection method [27].

Another interesting method for outlier detection consists of the linear models. These
models, as inferred by their name, utilize the linear correlations between the data. The aim
of these models is to find the optimal line which passes through the data points. In most
cases, this line is calculated through regression analysis. The least-squares fit is used to
define the best hyperplane and then the distance of each data point from this hyperplane
is used to detect the outliers [9]. In this study, we tested and evaluated the Minimum
Covariance Determinant and the Principal Component Analysis linear models for outlier
detection. The Minimum Covariance Determinant (MCD), introduced by Rousseeuw in
1984 [28], is a very useful tool for outlier detection, especially when it comes to multivariate
data. The MCD algorithm provides an estimation of the multivariate mean and covariance
values by searching the subset of data points in a dataset with the minimum determinant
of the covariance matrix [29,30]. The MCD technique has been studied in several different
applications including ones in the financial and econometric domain. Two of the most cited
studies of the MCD application in financial data are the studies from Zaman et al. [31] and
Welsch and Zhou [32]. In addition to the MCD, the Principal Components Analysis (PCA)
method is a widely used machine learning technique for dimensionality reduction and
outlier detection. As already mentioned, linear models utilize the least-square fit to define
the best hyperplane for the given data. PCA analysis provides a lower-dimensionality
sub-space which features the least reconstruction error. On the other hand, the outlier’s
reconstruction error is large. Thus, this measurement can be used as a score for outlier
detection [9,33]. A very detailed study was performed by Xu et al. who introduced an
improved approach of the PCA, namely robust PCA, which can be used successfully for
outlier detection in various kinds of data including financial datasets [34]. In this light,
Stanimirova et al. presented a relevant study [35] where they described in detail how to
deal with missing values and outliers by using robust PCA analysis in highly contaminated
data. In [36], the authors used PCA analysis for outlier detection for both a simulated and
a real financial dataset.

Most of the modern problems demanding outlier detection involve high-dimensional
datasets which call for the application of different methods. These methods can be either
vector-based or ensembled methods. Vector-based methods, as inferred by their name,
not only calculate the distance between data points but also their direction or angles. The
main idea behind these types of algorithms is to determine the direction angle between
distance vectors and compare these angles between pairs of distance vectors to other
points [37]. This helps to discern between inliers and outliers. Vector-based algorithms
are very efficient to high-dimensional data because the detection of outliers does not rely
solely on distance. The Angle-based Outlier Detection (ABOD) algorithm is a vector-based
method which retrieves a point and the reason that this is considered to be an outlier.
The difference vector to the most similar object in the nearest group of points provides
the divergence quantitatively for each attribute and, thus, explains why the point is an
outlier [37,38]. As far as the ensemble methods are concerned, two different types are
met, the sequential ensembles and the independent ensembles. The main concept idea
for both of the ensembles is that they use more than one algorithm/method in order to
detect outliers for the same data [9]. The isolation-forest (i-forest) algorithm or i-Forest, as
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it is widely known, belongs to the ensemble category for outlier detection. An isolation
forest is constructed from multiple isolation trees. The score of each data point calculates
the depth required to isolate a point in a single node of the tree. The I-Forest algorithm
detects/isolates outlying points and does not profile the normal ones. The outliers are
detected as the points which have shorter average path lengths to iTrees [9,39]. The i-forest
method has been widely used for financial outlier detection. More specifically, the authors
of [40] conducted an analysis for outlier detection using data originating from credit card
transactions and compared the i-forest algorithm with LOF. In the same direction, and by
also utilizing i-forest and LOEF, the authors of [41] compare the efficiency of these methods
for outlier detection in ATM transactions. As an extension to the i-forest method, Buschjager
et al. introduced the generalized isolation forest (GIF) algorithm for outlier detection in
financial data in their latest study [42].

Neural networks are artificial intelligence models which aim to replicate the human
brain’s function and learning process. They consist of neurons and nodes with every
node connected through a neuron with another node. These connections between nodes
(neurons) carry a numerical value which is commonly called a weight (wyj). Every neural
network receives a set of inputs and, through its training process, adjusts the weight values
so as to produce the desired output(s) [43—45]. Outliers affect neural networks significantly
and decrease their efficiency and accuracy [45]; however, there are certain methods and
techniques, based on artificial neural networks, that can be very useful for outlier detection.
Auto-encoder is a special type of neural network which consists of multiple layers and
mainly performs a dimensionality reduction of the input data. In the most common case
of an auto-encoder, the input and output have the same dimensions. The goal of such
algorithms is to train the output to reconstruct the input by reducing the dimensionality.
Thus, auto-encoder algorithms can discover outliers because, during the reconstruction
process, it is much more difficult to represent outliers than normal points. Outliers will
have a much larger error after the reconstruction so it becomes easy to score datapoints
and categorize them as outliers or not [46,47].

It is worth mentioning that the present study was based mainly on the algorithms and
studies presented above and focuses on supervised learning, as indicated in the results
evaluation featured in Section 4. However, certain other methods for outlier detection,
especially in financial data, which focus on unsupervised algorithms, also exist, such as
clustering methods, regression, neural networks and distance based algorithms [48,49].
Unsupervised techniques are frequently used for outlier detection because unlabeled data
are in abundance in the real world. However, in this study, we proposed an approach which
employs Z-score to label the data, and then, via supervised learning, the most efficient
algorithm for outlier detection in the examined dataset can be identified and applied.
Supervised methods offer more precise and accurate metrics considering their performance
compared to unsupervised learning. Thus, this study is focused on supervised learning
in order to present more concrete and accurate evaluation of the tested algorithms for the
same dataset.

In addition to supervised and unsupervised methods for outlier detection, there are
also some other approaches worth mentioning. The rule-based models, for example, are
basically a set of rules which define whether a data record consists an outlier or not. Kanhere
and Khanuja proposed a rule-based algorithm which examines audit logs from a central
database and, through specific rules, classifies a record as an outlier or not [50]. Moreover,
model-based methods are sometimes used, according to which a model is built through the
transaction history of an instance (e.g., individual, company, etc.). Thus, new transactions
are compared with the given transaction history (model) and, if there is any deviation,
then this is characterized as an outlier [51]. Zhu used the model-based approach and
introduced a new cross outlier detection model based on distance definition incorporated
with the financial transaction data features [52]. In addition, the authors of [53] proposed
a two-stage model which firstly obtains user behavior according to historic transactions
based on categorical or numerical attributes, and secondly, compares every new transaction
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against the corresponding user model, in order to determine if this transaction is suspicious
or not.

4. Evaluation and Comparison of Different Methods for Outlier Detection
4.1. Evaluation of Results

The aforementioned methods of Section 3.2 were evaluated by using the Receiver
Operating Characteristics (ROC) graph and, specifically, the Area Under the ROC (AUC)
metric as well as precision for all of them, both for training and test data. The algorithms
were developed in Python language using the PyOD Toolbox [54]. The testbed for our
results was a system running Arch Linux OS with an i9 CPU, 2080ti GPU and 32 GB of ram
with a 500 GB SSD drive.

The Receiver Operating Characteristics (ROC) graph is used from the early stages
of Machine Learning in order to evaluate and compare algorithms as demonstrated by
Spackman in [55]. ROC graphs are two-dimensional graphs, which on the y-axis have true
positive (TP) rate (Equation (5)) and false positive (FP) rate (Equation (6)) on their x-axis.
Every ROC graph depicts the tradeoff between benefit and cost (TP vs FP). In order to
compare different methods using the ROC curve the metric usually used is the AUC as
mentioned by Hanley et al. in [56]. The value of the AUC is between. 0 to 1 because it is a
portion area into a unit square. The higher the value of the AUC the better the classifier is.
So, when a classifier has an AUC equal to 1 then its predictions would be certainly correct
because it will predict with probability 1 the true or 1s values and the false or Os values.
Generally, AUC performs quite well as a measure of predictiveness [57]. Considering the
engine proposed in this study, AUC is a metric which can provide an evaluation of the
methods used to classify a data point as an outlier or as an inlier.

TP_rate = positives correctly classified / total positives ®)

FP_rate = negatives incorrectly classified / total negatives (6)

In binary classification and prediction problems, the precision metric is of utmost im-
portance because it demonstrates how well the classifier predicts a label for each data point.
Precision is the fraction of positively predicted points that are actually positive [58], or for
the instance of this study the predicted outliers that are actually outliers. Thus, precision
in the case of outlier detection measures how well the tested algorithm identifies only the
anomalies in the dataset. The precision is calculated by Equation (7) as presented below:

Precision(t)= 1S(t)(\G 1)/ 15(t)| @)

where:

t: the defined threshold;
S(t): the declared outlier;
G: the true set of outliers in the data set.

Precision, as can be seen in Equation (7) is a number between 0 and 1 and can also
be expressed as a percentage. An illustrative way to understand the meaning of the
true positives (TP), false positives (FP), true negative (TN), false positives (FN) and false
negatives terms is in Figure 2.
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Figure 2. True Positives (TP), False Positives (FP), True Negatives (TIN) and False Negatives (FN) illustration.

Due to the lack of publicly available datasets related to mobile financial transactions,
as well as due to their sensitive nature, we proceeded, in the present study, to the synthetic
generation of a custom-made, non-publicly available dataset, based on real, private finan-
cial datasets. In order to execute the training and evaluation processes using the proposed
abnormal detection engine, this generated, synthetic dataset was composed of both credible
money transactions (inliers) as well as malicious/fraudulent transactions (outliers). The
dataset generation is actually based on the PaySim simulator which is a mobile money
payment simulator [59]. PaySim, as indicated by its name, simulates financial data that
are not precisely normal due to the possible existence of asymmetries, discreteness, and
boundedness of the observable data, as it happens in the real world. Subsequently, the pro-
posed engine uses « generated synthetic dataset of 6,362,620 samples (entries) containing
(fraudulent and not fraudulent) activities that are not-normally distributed. A percentage of
0.4% from all data entries are labelled as outliers using the Z-score algorithm as presented
in Section 3.1. Table 1 summarizes the results for the AUC metric and Precision for each of
the tested algorithms (namely LOF, CBLOF, HBOS, KNN, MCD, PCA, ABOD, I-FOREST
and AUTO-ENCODER).

As can be seen from Table 1, the auto-encoder algorithm features the best results for
both AUC and precision metrics in the context of the application and dataset developed
for this study. It is worth mentioning that the i-forest algorithm has, also, very promising
results that cannot be neglected. The KNN and PCA have very good results considering
the AUC but not so promising considering the precision metric. The MCD and CBLOF
have similar results for the training and test sets but not as promising compared to the
auto-encoder and i-forest algorithms. The rest of the algorithms have very disappointing
results considering in terms of both AUC and precision metrics. More specifically, the LOF
algorithm demonstrates a very low precision for both the training and test sets and cannot
be used. HBOS, as far as precision is concerned, is at adequate level but for AUC the results
are very low compared to the other methods.
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Table 1. Overview of Area Under the ROC (AUC) and Precision metrics (train and test data) for different algorithms.

Proximity-Based Linear Model \ézcsteo; En(z::rltil:e d Nljti:lcl;::(s
Metric LOF CBLOF HBOS KNN MCD PCA ABOD I-FOREST AUTO-
ENCODER
AUC—Train 0.4942 0.8244 0.5677 0.9285 0.7964 0.9192 0.4731 0.9785 0.9985
Precision—Train 0.0099 0.8475 0.8247 0.8379 0.7522 0.7546 0.3085 0.9274 0.9474
AUC—Test 0.4831 0.8238 0.5711 0.9275 0.7951 0.9185 0.4711 0.9721 0.9974
Precision—Test 0.0086 0.8462 0.8234 0.8367 0.7487 0.7533 0.3074 0.9263 0.9461

These results were produced using a specific type of financial dataset. It is worth
mentioning that every dataset provided to this tool must be preprocessed in order to be
suitable for analysis. Also, we should underline that at this stage of development of this
specific tool the main goal is just to detect outliers and not combine different types of
analysis such as pattern recognition or semantic analysis.

4.2. Comparison of Different Algorithms, Datasets and Results

In Section 3.2, a literature review on the methods used for this study, alongside those
of past studies on financial datasets that used some of the same methods, was presented.
As discussed in [42], the AUC metric for a credit card fraud transaction dataset in Table 2
are: (i) LOF 0.584; (ii) KNN 0.961 and i-Forest 0.951. In addition, in [40] there is a direct
comparison between the LOF algorithm and the i-forest one using a financial dataset,
which is different from the dataset used in our study. So, according to the authors of [40],
the LOF method for outlier values features 0.28 precision and the i-forest method 0.02. In
order to be fair, a direct comparison of our results with the aforementioned studies as well
as any other study it is neither just nor indicative because the dataset used in this study
is not similar to the datasets used in other studies in terms of type or volume. However,
Table 1 shows a direct comparison between different algorithms for the same dataset used
in this study.

Table 2. Overview of Receiver Operating Characteristics (ROC) performance using the studied algorithms in different datasets.

Dataset LOF CBLOF HBOS KNN MCD PCA ABOD I-FOREST
arrhythmia 0.7787 0.7835 0.8219 0.7861 0.7790 0.7815 0.7688 0.8005
letter 0.8594 0.5070 0.5927 0.8766 0.8074 0.5283 0.8783 0.6420
mnist 0.7161 0.8009 0.5742 0.8481 0.8666 0.8527 0.7815 0.8159
pendigits 0.4500 0.5089 0.8732 0.3708 0.3979 0.5086 0.4667 0.7253
satellite 0.5573 0.5572 0.7581 0.6836 0.8030 0.5988 0.5714 0.7022

The algorithms engaged for the purposes of this study in order to prove their effec-
tiveness on the financial dataset used are widely known and have been applied in several
different kinds of datasets. For the purposes of this study, the PyOD Toolbox [54] was utl-
ized. PyOD has been employed for several different datasets with various results both for
the AUC (ROC Performance) and Precision metrics, as can be seen in its benchmarking page
(https://pyod.readthedocs.io/en/latest/benchmark.html). In Tables 2 and 3, a selection of
results considering these two metrics in different kinds of datasets is presented.

Studying the Tables 2 and 3, it is obvious that the performance of each algorithm
is directly dependent on the type of the dataset. These indicative results show that the
evaluation results are closely relevant to the type and the diversity of the applied dataset.
In any case, differently constructed synthetic datasets could actually affect the evaluation
results and efficiency of the selected algorithm.


https://pyod.readthedocs.io/en/latest/benchmark.html
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Table 3. Overview of precision using the studied algorithms in different datasets.

Dataset LOF CBLOF HBOS KNN MCD PCA ABOD I-FOREST
arrhythmia 0.4334 0.4539 0.5111 0.4464 0.3995 0.4613 0.3808 0.4961
letter 0.3641 0.0749 0.0715 0.3312 0.1933 0.0875 0.3801 0.1003
mnist 0.3343 0.3348 0.1188 0.4204 0.3462 0.3846 0.3555 0.3135
pendigits 0.0653 0.2768 0.2979 0.0984 0.0893 0.3187 0.0812 0.3422
satellite 0.3893 0.4152 0.5690 0.4994 0.6845 0.4784 0.3902 0.5676

5. Real-Time Abnormal Behavior Detection Engine and Knowledge Base
Visualization Tool

In Section 2, we provided a brief presentation about the high-level architecture of
the platform, which contains the real-time abnormal behavior detection engine and the
knowledge base visualization tool. Figure 1 depicts the concept of high-level architecture
and, in Figure 3, a more detailed representation of abnormal detection engine information
flow is depicted.

NoSQL Training and
Database evaluation Trained
model

o

Creditcard |
fraud activities
historical data Model selection Model
process and deployment Private
training with behind/RESTARL infrastructure
auto-encoder Backend

for project
consortium

Store live data I REST API +—©

and prediction
results for

processes

analysis

HMI

Knowledge
graph
visualization

Abnormal
detection

Figure 3. Abnormal detection engine.

HELTE \"L;“ Tk

5.1. Real-Time Abnormal Behavior Detection Engine Interface

The aforementioned outlier detection method was developed and integrated in a
real-time abnormal behavior detection engine which contains a bundle of tools providing
a certain number of functionalities concerning the recognition and prediction of abnor-
mal and deviant financial behavior activities, based on the outlier algorithm previously
presented in Section 3.

Specifically, the core functionality of the integrated tools enables trends’” and abnormal
behavior detection, regarding financial fraud, such as in the emerging mobile money
transactions. The following features of the dataset mentioned in Section 4 are included in
the graphical user interface (GUI) of the presented functional tool:
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The amount of money transferred in the mobile financial transaction;

The source name of the transaction;

The destination name of the transaction;

The execution type of the transaction (includes Cash-in, Cash-out, Debit, Payment, Transfer);
Location name of the destination endpoint of the executed transaction;

Date and time of the executed transaction.

The abnormal behavior detection engine is accessible through a GUI. As shown in
Figure 4, the outcome of the algorithm execution is retrieved and provided in a table
structure, which is populated after selecting the relevant process. The algorithm receives as
input the financial dataset, and using the auto-encoders algorithm, as described in Section 3,
provides the outliers for the given input. The backend executes the computations required
for the classification and the population of the table (Figures 4 and 5) of the detected
transactions that are characterized as “anomalous” transactions or possible “abnormal
behaviors”. The populated table returns the actual amount of the abnormal transaction(s),
the source and destination name of the transaction(s), the location name of the destination
endpoint, the type as well as the date/time of the executed transaction(s), in order to
provide sufficient visibility and awareness regarding possible fraudulent transactions
during specific financial services. After the end of the execution, the results are stored back
into a knowledge base (type of database) for future reference or re-use.

Outlier Financial Abnormal Detection Toolset

o oN e

2421578.09 C106297322 C1590550415 CASH_IN Japan 16 March_08:00
2545478.01 €1057507014 €1590550415 DEBIT Italy 17 September_20:00
2061082.82 €2007599722 1590550415 DEBIT Austria 27 October_07:00
3776389.09 C197491520 C1883840933 TRANSFER Austria 23 Jule_13:00
2258388.15 C12139181 C1789550256 CASH_IN China 18 March_14:00
2223005.62 €248483913 €248609774 CASH_OUT Japan 13 August_03:00
2107293.71 €327840833 C1816757085 PAYMENT Ivory Coast 27 September_05:00
2317408.88 C1219553025 C1883840933 TRANSFER United Kingdom 13 November_12:00
2604219.11 C€195163481 97730845 CASH_IN Japan 5 August_14:00
2441078.3 €1864007931 C667346055 CASH_OUT China 29 May_08:00
2032275.62 C1369885738 €392292416 PAYMENT Portugal 27 March_00:00
2474181.78 C1238013097 C306206744 DEBIT USA 19 January_11:00
2837270.65 C1861416877 C97730845 PAYMENT Greece 21 March_11:00
10000000 C€7162498 €945327594 DEBIT New Zealand 5 April_19:00
10000000 €351297720 C766681183 DEBIT Argentina 16 December_05:00
2930418.44 €2047521920 C449261773 DEBIT Italy 11 Jule_05:00
2930418.44 C2044690596 C932583850 CASH_OUT India 7 June_00:00
2025330.83 C509065091 C214774813 PAYMENT Cyprus 4 January_22:00
2062692.94 €1650415378 C€1262822392 DEBIT China 6 December_08:00

Figure 4. Financial outlier detection table.

In order to ensure real-time functionality of the abnormal behavior detection engine,
the abovementioned calculation procedures are performed dynamically every time a
new data point or dataset is received or inserted in the connected database, triggering
the recalculation of the aforementioned variables and re-population of the results table.
Figure 5 depicts one of the developed functionalities of the engine, where a new table is
populated in a dynamic way, thus providing results in real-time.



Information 2021, 12, 34 14 of 18

Real Time Outlier Financial Abnormal Detection

Dashboard

MAP

1071732.92 C764186109 55208318 DEBIT Ivory Coast 6 August_15:00

Analysis
1959547 C897030618 2017318515 PAYMENT France 4 February_08:00
Person Fusion

Toolset 1860990.76 C668838817 C1212722777 PAYMENT Australia 21 December_14:00

Visualization 808173.61 962253684 459228785 CASH_IN France 29 February_24:00
Toolset 041128.22 C971638803 C847264665 CASH_OUT Greece 18 June_21:00
Semantic Reasoning

T 1041542.96 1212635324 992025288 TRANSFER Argentina 6 September_10:00

~ o A s w N e

il P 798700.6 753895858 1399745517 PAYMENT Ireland 11 September_02:00

e
Toolset FETCH DATA CLEAR DATA

¥ OUTLIER DETECTION

A REAL TIME DETECTION

Figure 5. Real-time financial outlier detection table.

The aforementioned functionalities are coupled with the use of a knowledge base
visualization toolset, which is described in Section 5.2 and provides the ability to visualize
and understand the outputs of the engine in a graph format, offering a more a user-
friendly experience.

5.2. Knowledge Graph Visualization Tool

The knowledge graph visualization tool is a responsive web application that has
been developed in order to perform the visualization which will facilitate the correlation
between the different data instances of knowledge graphs stored as triplets. This tool is
part of the Web-based HMI, as defined in Section 2. The large volume of data does not
only render data management more difficult but also, and most importantly, hinders the
process of analyzing and understanding them. Thus, an important issue that the current
tool addresses is to communicate and present the relevant information in an efficient and
clear way in order to improve the overall user experience and awareness.

The development basis of the tool is the D3 JavaScript library, a framework that is
suitable for document object manipulation based on data (e.g., ontology files visualiza-
tion). The visualization tool enables advanced capabilities for visual exploration and
customization of the data instances using advanced interaction techniques which enhance
the analytical capabilities of crime investigators and security officers. The tool’s execution
requires a list of JSON data objects to display them as a graph composed of data nodes and
links (which represent the relations between the nodes). The data nodes are displayed as
colored circles and their links are illustrated as arrow lines between the nodes. Figure 6
demonstrates the overview of the tool’s GUL

The implementation of the knowledge graphs visualization is carried out using differ-
ent and independent operational modes and features which can be enabled or disabled
via mouse interactions according to user needs and preferences. Moreover, each depicted
graph presents all the asserted and inferred connections between the entire data properties
of the specific dataset. The appended nodes, links and labels feature, in a comprehensive
way, all of the identified data relations and correlations.
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Figure 6. Knowledge graph visualization tool User Interface (UI).

Regarding the customization of the tool, several visualization options are available,
such as “filtering” using a specific degree of collapsing; “charging”, which is responsible
for attracting or repelling nodes to and from each other, respectively; “zoom handling” for
adding zoom functionality onto the graph; as well as “centering” for shifting the view of
the graph into different points on the screen. Figure 5 is an indicative screen of entities and
their interrelations, using predefined node colors. Red color is used to show the amount of
the possible fraud transaction detected by the engine described in Section 4.1; blue color
nodes show the source ids and types of each transaction and green color nodes depict
the destination ids, the destination location and the timestamp of the transaction. The
aforementioned color code is customizable depending on the dataset. Specifically, for this
study, the colors are declared in an instantiated knowledge graph, which is populated with
possible fraud or anomalous transactions after the execution of the abnormal behavior
detection engine functionalities. The plethora of available customization options provides
the users with the ability to focus their attention accordingly when exploring the populated
knowledge, in order to reveal hidden patterns and relations between the depicted amount
of possibly fraudulent transaction(s), names of the origin as well as the destination, types,
places and dates/times of the transaction(s) in the current use-case analysis dataset.

6. Conclusions and Future Directions

This paper presented a study of outlier detection methods and algorithms using
advanced machine learning techniques. In the context of this study, several machine
learning algorithms were presented, tested and evaluated in order to decide which is
the best alternative for the development of an abnormal behaviour detection engine for
financial data. The auto-encoder algorithm demonstrated remarkable results based on the
metrics of AUC and precision, for both the training and testing datasets. The exhaustive
testing processes performed in the context of this study, as well as the tools developed for
the integrated platform presented in Section 2, validate the conclusion that through the
right choice of algorithm used for outlier detection, real-time detection is feasible.
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The two innovative tools presented in the Section 5 are integrated in a common frame-
work. The Abnormal Behavior Detection Engine, which effectively reads and analyzes
individual data flows, allows the detection of outliers among massive datasets. Moreover,
the outlier detection algorithm enhances security practitioners’ capabilities and, alongside
other tools of the discussed framework, supports the performance of trends analysis and
multivariate behavior anomaly detection. Thus, a robust system is formed, which operates
in near real-time, in order to be increasingly knowledgeable of fraudulent activities of
(cyber)crime groups.

Moreover, through its knowledge graphs visualization tool, the presented framework
offers users multiple and easily customizable data views, as well as supreme HMI capabil-
ities, in order to enhance awareness of monitored situations and increase the likelihood
of revealing and depicting hidden correlations between data instances that are useful for
security practitioners. Last but not least, the framework as well as the tools presented in
this paper offer a future-proof solution that is open to the deployment of additional tools
and algorithms at a future time.

All the aforementioned tools presented in this study focus on financial data and outlier
detection but, through further development and study of semantic analysis algorithms
as well as specific use cases, these tools can be expanded to other domains as well. For
example, a further step to this expansion would be to examine different kinds of datasets
such as network traffic data, telecom data, social media data and more. In addition, it
would be very helpful for the end-users to incorporate different types of analysis alongside
outlier detection so as to gain broader insights into the analyzed data. In this direction, Call
Detail Records (CDR) analysis combined with Complex Event Processing (CEP) would
offer advanced analysis capabilities to end-users and would assist them in gaining detailed
insights in the considered use cases. Moreover, the outlier detection tool could also be used
for other frameworks aside from the one presented in this study and in entirely different
domains such as product quality assurance, call logs, cybersecurity, device functionality
and many more. Thus, an outlier detection tool which can host many different methods for
detection, as presented in this study, can be very useful for many different datasets and
use cases. A universal outlier detection engine which would be data agnostic and could
facilitate every kind of input data would be a very interesting approach in this direction
because it could be used without restrictions in any domain and application.
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