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Abstract

:

Nowadays, the rapid growth of technology delivers many new concepts and notations that aim to increase the efficiency and comfort of human life. One of these techniques is the Internet of Things (IoT). The IoT has been used to achieve efficient operation management, cost-effective operations, better business opportunities, etc. However, there are many challenges facing implementing an IoT smart environment. The most critical challenge is protecting the IoT smart environment from different attacks. The IoT Botnet attacks are considered a serious challenge. The danger of this attack lies in that it could be used for several threatening commands. Therefore, the Botnet attacks could be implemented to perform the DDoS attacks, phishing attacks, spamming, and other attack scenarios. This paper has introduced a detection approach against the IoT Botnet attacks using the interpolation reasoning method. The suggested detection approach was implemented using the interpolation reasoning method instead of the classical reasoning methods to handle the knowledge base issues and reduce the size of the detection fuzzy rules. The suggested detection approach was designed, tested, and evaluated using an open-source benchmark IoT Botnet attacks dataset. The implemented experiments show that the suggested detection approach was able to detect the IoT Botnet attacks effectively with a 96.4% detection rate. Furthermore, the obtained results were compared with other literature results; the accomplished comparison showed that the suggested method is a rivalry with other methods, and it effectively reduced the false positive rate and interpolated the IoT Botnet attacks alerts even in case of a sparse rule base.
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1. Introduction


The notion of the Internet of Things (IoT) has grown into solutions for a wide range of applications, including smart urban, manufacturing, medical services, and traffic control. The goal of adopting the Internet of Things concept is to improve humanity in terms of productivity and convenience. Thanks to the Internet of Things technology, machine-to-machine communication is now possible through an Internet connection. Many devices may be linked together and share information as a connected network. These gadgets function as “objects” that can reflect data from their surroundings. According to [1], IoT networks will connect approximately one trillion IP addresses or gadgets to the Internet. That is to say, Internet of Things (IoT) technologies are quickly expanding in several aspects of human existence. Any IoT-enabled environment has a variety of sensors that work together to accomplish various activities. Several heterogeneous devices are connected in the Internet of Things (IoT) ecosystem via various wireless sensors. These sensors, in addition to IPv6, and wireless communication, provide a benefit in extending the IoT environment to service a wide range of application domains; according to [2], different levels of security may exist among the many devices in the IoT environment. Some IoT devices have little or no security built in. This issue might jeopardize the availability of the IoT-connected network and introduce security vulnerabilities. The secure IoT concept underpins the availability of smart environments [3].



As a result, protecting IoT-connected devices in smart environments using the IoT paradigm is a difficult task. Security, privacy, and any system vulnerabilities in IoT systems are all concerns that an environment built on IoT faces, and these difficulties can directly impact environment applications. Securing IoT networks is difficult, because they are vulnerable to a variety of attacks. Large Distributed Denial of Service (DDoS) attacks were launched against numerous IoT systems in the United States in 2016, and the IoT-BotNet attack damaged online services including PayPal and Netflix, according to al2020detection.



When it comes to protecting computers and networks from various sorts of cyberattacks, the Intrusion Detection System (IDS) is an actual option. IDS may be classified as either a signature-based system or an anomaly-based system [4,5,6,7]. Traditional IDSs protect the network layer in IoT systems. A successful IoT environment should contain the following critical criteria: real-time network protection and traffic investigation and analysis, the ability to analyze network traffic with various layers in an IoT environment, and the ability to respond and handle various protocols in the IoT environment [1].



Typical IDS may not be suited for IoT environments because of the restricted CPU and storage capabilities of IoT devices as well as the particular protocols used [2,8]. As a result of the fast growth of attack strategies, such as IoT Botnets, and their various devices, securing the IoT environment is a constant problem. The major contributions of this research are summarized as follows:




	
To design a detection method against the IoT Botnet attacks using the interpolation reasoning method.



	
To discusses the main characteristics that influence IDS performance in the IoT environment.



	
To identify how the interpolation reasoning method extends the binary decision to the continuous space. This feature might help protect the IoT environment while also delivering more accurate results.








The interpolation reasoning method could be applied where there is a lack of knowledge base. The interpolation reasoning method overcomes the lack of knowledge base by interpolation of the required conclusion, even if some observations appear and do not overlap with any of the detection rules.



The rest of paper is organized as follows: Section 2 presents recent works related to detect Botnet attacks within the IoT environment. Section 3 introduces the suggested detection approach in detail, which is followed by the experiments and results in Section 4. Finally, Section 5 concludes the paper.




2. Related Works


This section presents some recent related works to detect the IoT Botnet attacks within the IoT smart environment. It also briefly reviews the various methodologies and methods for applying machine learning algorithms to identify attacks.



Typical IDSs were used in the IoT environment to secure the network layer. Because of the increasing growth of IoT devices and their heterogeneous components, the next generation of IDSs must be able to cope with multiple IoT layers and protocols stacks. The Electronic Product Code (EPC) number was first established in 1999 at the Massachusetts Institute of Technology (MIT) [9]. This was the beginning of the IoT’s core technology. The IoT layers are defined as follows by the Institute of Electrical and Electronics Engineers (IEEE): sensor layer, application layer, and data transmission and networking layer. As a result, IoT architecture may be a feasible solution for use in a variety of sectors.



Forestiero proposed in [10] an intrusion detection method using footprints in an IoT environment with a multi-agent algorithm. Within the testbed environment, devices and services were represented with dense vectors. The proposed method was able to map the sequence of digital footprints for a given device along with a real-valued vector. The vectors are mapped to mobile agents, each acting sequentially in a modified bio-inspired model. The suggested model was able to predict the emergence of intelligent global behavior based on simple local motion rules observed by all agents in a 2D virtual space.



Pokhrel et al. in [11] proposed a mitigation model to detect the distributed denial of service attacks in the IoT environment. Different machine learning algorithms were performed, such as neural network and K nearest neighbor. The authors employed an IoT Botnet attacks dataset as a testbed environment. In addition, they performed attributes engineering and Synthetic Minority Oversampling Techniques (SMOTE) to construct the required mitigation models. Various performance parameters were recorded to compare the suggested mitigation methods, such as F1, recall, and detection rate. The obtained results demonstrated that the suggested mitigation methods recorded acceptable performance parameters using the SMOTE technique. According to the experiments, K nearest neighbor was more accurate in detecting the distributed denial of service attack in the IoT environment.



In [12], Khurma et al. were concerned about the heterogeneous devices in the IoT environment, which makes them a target for intruders. The lack of IoT standardization is considered a severe challenge in protecting the IoT environment from different attacks. The authors proposed a wrapper attributes selection method using the salp swarm algorithm and ant lion optimization techniques. The suggested method could be beneficial in reducing the high-dimensional attributes within the IoT environment. Therefore, the suggested method could reduce the attributes space and detect different types of intrusions by combining the salp swarm algorithm and ant lion optimization techniques and the IDS detection method. The experiments were carried out, and the results demonstrated that the suggested method could reduce the attributes space and detect intrusions in the IoT environment. Popoola et al. proposed in [13] an accurate deep learning-based approach that detects the IoT botnet attack by adapting several resampling techniques such as SMOTE. Using the SMOTE produced more samples to reach the class balance and handle the imbalance issue associated with the studied IoT Botnet attacks dataset. The deep recurrent neural network was learned from representing the attribute within the studied IoT Botnet attacks dataset to execute the required detection procedure. The authors proposed DRNN and SMOTE to train and test the suggested method. The results show that the suggested method could detect the IoT Botnet attacks within the studied dataset.



Ashraf et al. in [14] studied the effects of different types of intrusion, such as Mirai and BASHLITE intrusions, in the IoT smart cities environment. The authors suggested a detection approach using a statistical learning-based framework to detect the IoT Botnet attacks. The suggested approach was performed by capturing the expected behavior of IoT traffic and applying the statistical learning-based techniques to define a normal behavior baseline that could be used to define the abnormal behavior. The beta mixture technique was used to define the expected behavior baseline, and the deviation from the expected baseline was considered an abnormal alert. The performed experiments showed that the suggested approach was able to detect the IoT intrusions within the simulated environment.



Arrington et al. [15] suggested a Host Intrusion Detection System (HIDS) to identify aberrant behavior within the IoT environment to determine if the present IoT network behavior is normal or unhealthy; the suggested method was constructed using artificial immune systems. The suggested approach proved successful in detecting anomalous behavior within the simulated setting. It might also be readily verified. The following modules were used to implement the suggested framework: data collection and anomaly detection. These modules serve as signature-based intrusion detection systems. The data-collecting module sends capturing data to the detecting module from several layers.



The SNORT-IDS rule-based detection module was developed for the identification of anomalies. The suggested framework’s strength is its capacity to aggregate traffic from various data sources. The suggested framework was put to the test in an information security lab that was powered by an Arduino board. The results of the experiments reveal that the proposed framework can identify abnormal traffic within linked IoT devices. Nevertheless, one of the suggested framework’s challenges is privacy, resulting from the detection modules thorough traffic inspection.



Research is still being performed to determine the best detection strategy for IoT networks. To detect DDoS in the IoT context, Drio et al. [16] updated the deep learning approach. They demonstrated a distributed IDS-based deep learning approach; in general, distributed IDS is well-suited to meet the needs of IoT systems. The deep learning algorithm’s strength is that given enough training data and time, it may achieve a high accuracy rate; also, it is a self-taught algorithm. The suggested method outperformed centralized IDS-based deep learning in terms of accuracy. A benchmark NSL-KDD dataset was used to train the suggested technique. The authors tweaked the test-bed environment and compiled a dataset with 123 input variables. Studies have shown that the suggested method has a 96.5% detection rate.



Martin et al. [17] customized the unsupervised anomaly-IDS for the IoT paradigm. The Conditional Variational AutoEncoder is used in the planned anomaly-IDS (CVAE). The capability of the suggested anomaly-IDS to tolerate missing characteristics for partially finished training data was one of its strongest features. Even though it was an unsupervised approach, the suggested anomaly-IDS utilized the characteristics and the class labels. By utilizing class labels, anomaly-IDS deviations may be quickly and easily identified. Furthermore, the suggested IDS creates a single model from numerous training phases, which might save time in an IoT network. The NSL-KDD benchmark dataset was chosen as a test-bed environment. Experiments conducted in the test-bed environment reveal that the proposed anomaly-IDS can detect 23 different types of attacks.



Gracia et al. in [18] focused on detecting attacks in the Wireless Sensor Networks (WSNs) that serve the IoT smart environment. Various kinds of attacks can target WSNs, which directly impact the IoT smart environment. The suggested WSNs detection technique was developed from the support vector machine algorithm to identify multiple forms of attacks. The suggested WSNs detection technique is separated into two phases: the first is a signature-based IDS that functions as a detection engine for known threats. Intrusion-based criteria were used in the initial detection engine. The identification of abnormalities and unknown attacks is the second phase. The suggested detection method supports combining two detection engines (intrusion-rule based, such as SNORT and support vector machine) to obtain a greater detection accuracy. Midi et al. [19] offer a hybrid IoT-IDS architecture. The suggested knowledge-driven IDS is one of the first IDS in the IoT environment that can function with a wide range of devices and protocols. The main feature of the suggested IDS is that it allows for collaboration in security situations. According to the experimental study, the suggested IDS is efficient for identifying many forms of attacks within the IoT environment.



Prabavathy et al. in [20] suggested a unique fog computing IDS based on the Online Sequential Extreme Learning Machine (OS-ELM). The suggested IDS incorporates fog computing as a security solution within the IoT network. It was broken down into three stages. The first stage is intrusion detection at fog nodes, which employed the OS-ELM algorithm to identify various forms of intrusions. The second phase is the summarizing phase, in which the incursions from the first phase are received, and the next attacker’s move is predicted. The NSL-KDD benchmark dataset was utilized to validate the proposed IDS validation approach. The suggested IDS was advertised as having a high detection rate and a quick reaction time.



A considerable number of devices might be linked to the deployed IDS in an IoT-based smart environment. To deal with the enormous number of linked nodes, Amouri et al. [21] suggested a two-stage NIDS, in which the first phase is known as the local detection phase. Exceptional sniffers are used in the local detection phase to capture existing network behavior and build a set of appropriately categorized records. The decision tree method was developed for the detection anomaly in the local detection phase. The second phase of the proposed NIDS is the global detection phase. The time-based profile for the IoT security status was generated using linear regression at the global detection stage. MANET was used to validate the proposed NIDS’s validation approach, and the suggested NIDS was able to identify intrusions inside the test-bed environment.



The previously mentioned related works provide valuable efforts for implementing different techniques against the IoT Botnet attacks. However, these detection approaches are either implemented using non-IoT datasets or applied to a binary decision. Evaluating the detection approaches using non-IoT datasets that do not have the current IoT protocol, such as 6LowPAN and Zigbee, could lead to unrealistic results. This work has introduced a detection approach against the IoT Botnet attacks using the fuzzy interpolation reasoning method in response to these issues. Using the interpolation reasoning method instead of the classical reasoning methods avoids the need for complete fuzzy detection rules and overcomes the issue related to the binary decision and lack of knowledge base.




3. Botnet Detection Using Fuzzy-Based IoT


This part presents the complete architecture of the suggested fuzzy-based IoT detection approach along with the main features and implementation requirements.



3.1. Testbed Environment Perpetration


In the IoT smart environment, there are different IoT devices connected, such as computers, switches, camera systems, etc. The lack of standardization makes the IoT environment the desired victim for attackers. Attackers continuously improved their techniques to avoid any detection mechanisms. One of the most dangerous attacks that threatens the IoT environment is the Botnet attacks. The Botnet attack follows the strategy of the synchronized IoT connected devices that include victim devices [22]. Following this strategy, the intruders performed a bi-directional attack against the infected IoT devices using different commands and shells scripts [23]. The major strength of the Botnet attack is that it could be used for several threatening commands. Therefore, the Botnet attacks could be implemented to perform the DDoS attacks, phishing attacks, spamming, and other attacks scenarios. For instance, in 2017, a Mirai-Botnet attack targeted different surveillance cameras; then, it was used to perform DDoS attacks [3,24].



Therefore, there is an urgent need to implement an efficient detection approach against Botnet attacks, especially within the IoT smart environment. In this paper, one realistic and real benchmark IoT Botnet dataset was used. This IoT Botnet dataset was introduced by Koroniotis et al. in [25]. The key strength of the studied IoT Botnet attacks dataset is summarized as follows: it was considered one of the recent IoT benchmark datasets. Moreover, it includes different and recent types of IoT botnet attacks. The captured network traffic reflects the lightweight IoT devices typically implemented within the IoT smart environment. The studied IoT Botnet attacks dataset includes mainly three attacks groups as follows:




	
Denial of Service group: this group of attacks includes the denial of service attacks which aim to disrupt the normal service for the legitimate users.



	
Information theft group: this group of attacks includes different types of intrusions that aim to steal the personal information of the legitimate users.



	
Information gathering: this group of attacks includes the information-gathering attacks, which could be beneficial for the attackers to gather the required information about the desired victims.








The studied Botnet attacks dataset includes different network devices that served a weather station. It also contains a large number of records besides 50 network parameters. It is worth mentioning that not all 50 network parameters were relevant to detecting the IoT Botnet attacks. From another perspective, the existence of irrelevant network parameters could decrease the efficiency of the detection approach. These network parameters were collected and extracted using the CIC-flow meter script.



At the early stage of designing the suggested detection approach, we are concerned about two factors: the simplicity of the suggested detection approach and the effectiveness of the detection rate. Therefore, only 60,000 records were extracted to design and optimize the suggested detection approach for simplicity. On the other hand, there are a large number of network parameters. Koroniotis et al. in [25] and Alkhassabeh et al. in [9] investigated the relevant network parameters using different selection attribute algorithms, and they suggested the top-5 network parameters to detect the IoT Botnet attacks.



To deeply investigate the relevant network parameters that could be affected directly by the Botnet attacks, we performed three ranking algorithms (ANOVA, MRMR, Chi2) to minimize the number of input parameters of the suggested detection approach. Furthermore, the intersection operation between these ranking algorithms was performed as shown in Equation (1).


  ( A N O V A ∩ M R M R ∩ C h i 2 )  



(1)







Consequently, the input parameters were reduced to having only three effective input parameters to detect the IoT Botnet attacks. These input parameters are the Drate, the State, and Max network parameters. Therefore, the suggested detection approach was designed using only top-3 parameters. These network parameters were chosen according to their relevance to detecting the IoT Botnet attacks. The general architecture of the suggested detection approach within the IoT smart environment is shown in Figure 1.



The general architecture of the suggested detection approach is started by investigating the network traffic to extract the most relevant network parameters. During this stage, the following procedures were performed:




	
The resampling technique is applied for the studied IoT Botnet attacks dataset.



	
Checking and removing the any missing observations.



	
Searching for the Drate, State, and Max input parameters.



	
Eliminating other network parameters.



	
Storing the top-3 input parameters for the training and optimization phase.








Subsequently, 60,000 observations were stored for the training and evaluation phase. These observations were selected randomly and represent the real behavior of the IoT Botnet attacks within the IoT smart environment. Unlike other detection methods implemented to detect a specific type of Botnet attack, these observations considered the three groups of IoT Botnet attacks (DoS group, Information gathering group, and Information theft group).




3.2. Designing and Optimization Phase


Generally, the fuzzy inference system plays an essential role in smoothing the boundaries and avoiding binary decisions. There are many challenges still facing adapting a suitable detection approach against different intrusions. One of these challenges is the issue related to the binary decision that is considered a problematic factor for many application areas, especially in intrusion detection [26,27,28]. Furthermore, generating the required intrusion alerts is also considered a severe demand. In response to these issues, fuzzy rule interpolation was used in this work. The cooperation between the fuzzy system and interpolation techniques offers the required advantages to benefit from the fuzzy system for avoiding the binary decision and adapting the interpolation techniques to avoid issues related to the lack of knowledge base.



Therefore, the sparse fuzzy model identification [29] was used to design the suggested detection approach. The required IoT Botnet attacks observations were forwarded to the sparse fuzzy model identification to generate the required fuzzy sets parameters and sparse detection rules in this stage. The aim behind using the interpolation reasoning methods instead of the classical reasoning methods is that we are concerned about two factors: the simplicity of the suggested detection approach and the effectiveness of the detection rate. Therefore, the interpolation reasoning methods offer the required simple procedure to generate a few sparse detection rules that could detect the IoT Botnet attacks effectively. Furthermore, the interpolation reasoning methods could handle the lack of knowledge-based issues. In the classical reasoning methods such as Mamdani and Sugeno Fuzzy Inference Systems, the complete fuzzy rules are considered an urgent demand to generate the required consequences. There is a lack of expert knowledge in the intrusion detection application area. It could be that some observations appeared and were not covered by any of the fuzzy rules; in this case, the system could not generate the required intrusion alerts.



During the optimization phase, and to extract the required sparse detection rules and optimize the fuzzy sets parameters, the Rule Base Extension using the Default Set of Shapes (RBE-DSS) method was used [29]. The strength point of the RBE-DSS method is that it could generate the required sparse detection rules and optimize the required fuzzy sets parameters. Subsequently, 15 sparse detection rules were generated to detect the IoT Botnet attacks within the studied IoT smart environment. Table 1 shows the optimized sparse Botnet detection rules.



Consequently, the fuzzy sets were represented by the trapezoidal membership function when adapting the RBS-DSS method for the optimization stage. It is worth mentioning that the input parameters State and Max were divided into four linguistic terms (Very Low, Low, Medium, and High). The Drate input parameter was divided into three linguistic terms (Low, Medium, and High). Figure 2 shows the optimized fuzzy sets parameters of the suggested detection approach.





4. Experiments and Results


The experiments are described in this part as well as the findings of the recommended detection method. The inference engine of the suggested detection approach was performed using the Fuzzy Interpolation based on Vague Environment (FIVE) method. The FIVE method was introduced by Kovács in [30]. The aim of using the interpolation reasoning (FIVE) method is to simplify rule definition, and the reasoning mechanisms interpolate the missing Botnet attacks detection rules. In the classical reasoning methods, the size of the detection rule base is exponential. For this reason, the suggested Botnet attacks detection approach adopts the FIVE method. It effectively reduces the size of the detection fuzzy rule base. During the optimization phase, the validation process was conducted to check the ability of the suggested detection approach to interpolate the Botnet attacks alerts in case some observations appear and did not overlap by any of the Botnet attacks detection rules. Suppose that we have the following Botnet attack observation, which was not covered by any of the Botnet attack detection rules.



NumInputs=3



ObsName=“Sparse Botnet Attack Observation”



[Observation]



OBS1=’A^*_1’:’Max’,[4.5]![1]



OBS2=’A^*_2’:’Srate’,[90]![1]



OBS3=’A^*_3’:’Drate’,[4.5]![1]



Figure 3 shows the output response of the suggested detection approach in the case of the IoT Botnet attack. The output of the suggested detection approach demonstrated its ability to interpolate the required detection alerts even in case of a sparse rule base and lack of knowledge base.



This benefit could help reduce the size of the detection rule base and generate more comprehensive and understandable detection alerts. The testing and validation procedures were performed using 25,000 IoT environment network parameters observations. These network parameters were forwarded to the suggested detection approach as fuzzy singleton observations. Therefore, the testing data were transformed into fuzzy singleton observations during the validation and testing procedures. This step is an important step to evaluate the suggested sparse detection rules. The suggested detection approach had the ability to effectively detect the IoT Botnet attacks and reduce the total number of required sparse detection rules. From another perspective, some of the recent detection approaches that are discussed in Section 2 suffer from a high value of the false positive rate. The suggested detection approach effectively reduced the false positive alert, which could be helpful to save time and resources.



Typically, standard performance metrics are used to evaluate intrusion detection methods such as detection rate and false-positive rate. Following the typical standard performance metrics could be useful for comparing the obtained results with other literature results that employed the same testbed environment with the same circumstances. The performance metrics of [9,31,32] were used. Table 2 shows the obtained standard performance values.



It could be concluded that the suggested detection approach recorded a 96% detection rate and effectively reduced the false positive alerts. The suggested detection approach is characterized by the combination of the fuzzy system and interpolation techniques. Therefore, the issue related to the binary decision and lack of knowledge base was handled. The suggested detection approach offers the required extension of the binary decision to the continuous space where the level of Botnet attack could be calculated. To summarize the results according to the studied IoT Botnet attacks benchmark dataset, the proposed detection method yielded acceptable performance metrics, simultaneously supporting the idea that the interpolation reasoning methods could be a promising approach in the intrusion detection application area.



Difference from Previous Works


There are valuable efforts for implementing different techniques against the IoT Botnet attacks. However, these detection approaches are either implemented using non-IoT datasets or they apply the binary decision. Evaluating the detection approaches using non-IoT datasets that do not have the current IoT protocol, such as 6LowPAN and Zigbee, could have unrealistic results. The major factors that distinguish this method from other typical detection methods are summarized as follows:




	
The suggested detection approach uses the concept of the fuzzy system and performs the interpolation technique to reduce the size of fuzzy detection rules.



	
Unlike some literature detection methods, the suggested detection approach was designed and optimized using a real IoT Botnet attacks dataset.



	
The efficiency of the suggested detection approach is competitive with other detection methods, although using a few sparse detection rules.



	
The issues related to the binary decision and lack of knowledge base were handled using the interpolation reasoning methods.



	
The suggested detection approach generates the Botnet attacks alert in a more readable and understandable form where the level of IoT Botnet attacks could be calculated.








In summary, the efficiency of the proposed method reaches satisfactory levels for detecting IoT Botnet attacks. In addition, the obtained results were compared with other literature results. Table 3 compares the detection rate results between the proposed model and the previous literature results.





5. Conclusions


The fuzzy interpolation reasoning technique was used in this article to propose a detection method against IoT Botnet attacks. The suggested detection approach was designed and optimized using the sparse fuzzy model identification. The aim of using the interpolation reasoning method instead of the classical reasoning method is to avoid the demand of having complete fuzzy detection rules. Thus, the suggested detection approach is characterized by its ability to reduce the size of the fuzzy rules and interpolate the required IoT Botnet attacks alerts in case of deficiency of expert knowledge. The suggested detection approach was tested and evaluated using a benchmark IoT Botnet attacks dataset. The results demonstrated that the proposed detection technique was successful in detecting IoT Botnet attacks and reducing false positive alerts. From another perspective, the suggested detection approach was able to generate the required Botnet attacks alerts even if some observations appeared and did not overlap with any detection rules.



For future work, it could be worthwhile to investigate other interpolation reasoning methods and other optimization methods to extract the required Botnet attacks detection rules. Furthermore, investigating the hybrid techniques between the interpolation reasoning methods and other machine learning algorithms could be helpful to generate a suitable detection approach for IoT Botnet attacks.
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Figure 1. The General Architecture of the Suggested Detection Approach. 
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Figure 2. The Optimized Fuzzy Sets Parameters. 
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Figure 3. The Output Response of the Suggested Detection Approach. 
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Table 1. The Optimized Sparse Botnet Detection Rules.
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	Num
	Drate
	Srate
	Max
	Alerts





	1
	Low
	Low
	Low
	Normal



	2
	Low
	Low
	High
	Botnet Attack



	3
	Low
	Low
	Medium
	Botnet Attack



	4
	Low
	High
	Low
	Botnet Attack



	5
	High
	High
	Medium
	Botnet Attack



	6
	Low
	High
	Medium
	Botnet Attack



	7
	Low
	Low
	Low
	Botnet Attack



	8
	Medium
	Low
	High
	Botnet Attack



	9
	Low
	VLow
	VLow
	Normal



	10
	High
	High
	Medium
	Botnet Attack
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Table 2. The Performance Metrics of Suggested Detection Approach.
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	Num
	Performance Metrics
	Value





	1
	Sensitivity
	0.9880



	2
	Specificity
	0.9872



	3
	Precision
	0.9880



	4
	Negative Predictive Value
	0.9832



	5
	False Positive Rate
	0.0068



	6
	False Negative Rate
	0.0291



	7
	Computation Time
	240 Minutes



	8
	Accuracy
	0.9641
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Table 3. Comparison of the Suggested Method with Other Methods.
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	Reference
	Method
	Detection Rate





	[9]
	Fuzzy Reasoning
	0.95



	[24]
	LSTM+CNN
	0.94



	[28]
	Multi-CNN
	0.96



	This Work
	Fuzzy Interpolation based on Vague Environment
	0.96
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