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Abstract: Information security issues have triggered both academic and practical circles to think
about operation management and the sustainable development of information systems. Based on
the theory of framing effect, this study constructs a theoretical model of the presentation framework
of security notice information on users’ compliance willingness and empirically tests the proposed
research hypotheses using a combination of behavioral experiments and questionnaires to analyze
the mechanism of the information presentation framework on compliance willingness. The results
show that (1) the information presentation framework has a significant effect on users’ decision to
comply, but it varies according to specific frameworks. While the attribute and risk frameworks
have a significant effect on users’ decision to comply, the goal framework does not have a signifi‑
cant effect on users’ decision to comply. (2) The security notice situation moderates the relationship
between the security notice information presentation frame and users’ compliance willingness, but
this varies according to the specific situation of the specific framework. The security notice situa‑
tion moderates the relationship between the attribute framework, the risk framework, and users’
compliance willingness but not the relationship between the goal framework and users’ compliance
willingness. (3) Information security cognition has a moderating effect on the relationship between
the security notice presentation framework and users’ compliance willingness, but it varies by the
specific frameworks. Information security cognition moderates the relationship between attribute
frames, risk frames, and users’ compliance willingness but not the relationship between goal frames
and users’ compliance willingness.

Keywords: framing effect; security notice; compliance willingness; notice format; information
system

1. Introduction
Information systems are frequently used by a variety of businesses and organizations

to support their own operational management, to conduct enterprise resource planning,
and to view information systems as playing a crucial part in the management of produc‑
tion activities. Systems for handling the collection, processing, transfer, storing, and uti‑
lization of information are known as information systems. Today, information systems are
a crucial and advantageous tool for organizational management and enterprise resource
management. Indeed, various information systems havemergedwith communication and
computer technologies, and the term “information system” now most often refers to the
system that enables human and computer coexistence.

Systemequipmentwill continuously provide userswith a variety of feedbackprompts
in a variety of methods during the functioning of the information system. When a user per‑
forms a job within the system, the system responds to their actions by sending feedback
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prompts. These prompts include requests for personal information, security notices re‑
garding the system’s operational state, etc. Of these, security notices are one of the most
common categories of feedback prompts.

The purpose of security notices is to inform users of the implications of their current
actions, including the preservation of system identification numbers (IDs) or passwords,
the backup of key customer data, and the encryption of classified files. Generally speaking,
compliance and confirmation are the decision content required from users in the face of
these security notices, which include users’ determination of whether some user privileges
are available to the system, whether users’ current operations are in line with their actual
intentions, whether they will choose to comply with the system specifications required
by the security notices, and whether they will choose to share key information. Security
notices often play a guiding role in users’ information security behaviors and have been
shown to have an impact on the effective and stable operation of information systems [1].

In the case of information systems, security notices can provide good information
feedback to users by making the user more aware of the system’s operations, reducing
waiting anxiety, improving users’ experience, and increasing users’ compliance willing‑
ness. By creating psychological expectations, security notices help users form compliance
expectations by letting them know whether their operations have been executed, if they
have been undone, what impact they will have after execution, where the execution re‑
sults could be checked, and how to resolve current system problems, all of which will
increase users’ compliance willingness with the next system operation. Meanwhile, the
user’s compliance willingness influence information security, personal property protec‑
tion, and privacy assurances if they are willing to comply with the system requirements.
Clearly, security notices and compliance willingness are interrelated, and the importance
of security notices and compliance willingness for information systems is self‑evident.

It has been demonstrated that the notice format (textual description) of information
system security notices has an impact on individuals’ behavioral willingness [2]. In other
words, differentmethods of presenting informationwould affect people’s behavior choices.
However, the influence of information descriptions on users’ behavioral choices in real
life has often been neglected, leading to the development of hidden issues relating to in‑
formation security behavior and the development of security issues. Considering this, it
is highly useful to investigate the impact of notice formats on compliance willingness of
users regarding security notices, in order to enhance users’ compliance willingness with
information system security notices, as well as to improve users’ attitudes toward security
notices. For reference, the security notice interface of the information system used in the
actual situation in the current study is shown in Figure 1.
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Figure 1. Security Notice Interface.

2. Literature Review
The framing effect refers to the possibility that alternative formulations of the same

issue may influence people’s choices [3]. Its existence was discovered by Tversky and Kah‑
neman in their “Asian Disease Problems” study. Furthermore, after an interdisciplinary
meta‑analysis, Levin et al. (1998) found that there are three distinct categories into which
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framing effects can be subdivided: risk framing effects, attribute framing effects, and goal
framing effects. Each of these categories has a different information description focus [4].

Numerous studies have shown that the framing effect has two division dimensions:
the external framing effect and the internal framing effect. The internal framing effect is
also known as the self‑framing effect, as used by Levin (1998) and Wang (2004) [4,5]. Ad‑
ditionally, Wang (1996) also proved the existence of the two‑way and one‑way framing
effects as further dimensional divisions [6].

The framing effect phenomenon has attracted the attention of numerous scholars, and
it continues to be discussed and explored in a variety of different research fields, including
the real estate market [7], purchase intention [8], donor decision [9], perceived credibil‑
ity [10], public attitude [11], and more. A framing effect has also been found in the area of
information security [12]. As the information security of a system is often reflected in the
specific results brought by the user after the operation or the online security behavior of
the user, a framing effect may also exist in the compliance decisions in response to security
notices. It is worth noting that after clarifying the classification of the framing effect, sub‑
sequent scholars have jointly or separately discussed its influence or application in specific
scenes or situations based on either three types or a single type in different research fields
based on this classification.

2.1. Research on the Attribute Framing Effect
The attribute framing effect affects evaluations about the characteristics of an object

or event, and a positive attribute framing effect occurs when a key characteristic of a thing
or event is placed in a positive light. In general, people prefer things described with pos‑
itive framing in the attribute framing effect. For instance, when Levin and Gaeth (1998)
classified beef as having a composition of either 75% lean or 25% fat, individuals preferred
beef with a 75% lean composition (i.e., beef described with a positive format) [4]. Nega‑
tive attribute framing effects occur when the key features of a thing or event are placed
under negative framing. The research on the attribute framing effect is concentrated pri‑
marily in the field of marketing. According to the research byWen et al. (2021), a negative
framing format can increase customers’ readiness to acquire and spend while making the
decision to purchase personalized vacation packages when compared to a positive fram‑
ing format [13]. Meanwhile, customers are more likely to pay a higher stated price when
prices are presented in a positive format, according to Dixit (2014), than when prices are
presented in an unframed or a negative framing format [14].

In the debate of attribute framing effect and individual willingness, Gasteiger (2020)
discovered that framing strongly influenced participants’ desire to convert to biosimilar
drugs, with positive framing being more likely to do so than negative framing [15]. It
can be seen that there is a correlation between the attribute framing effect and individual
willingness. In view of this, in the process of designing information systems, system devel‑
opers should pay attention to the security notices of different notice formats so that they
might develop and utilize security notices with particular attribute frameworks to better
guide the users’ compliance decisions.

2.2. Research on the Goal Framing Effect
The goal framing effect refers to the ability to change the decision‑making behavior of

individuals by affecting the persuasiveness of communicated information. When persua‑
sive messages focus on the positive consequences of an action, or when they focus on neg‑
ative consequences, the messages will have a different level of attractiveness, resulting in
the goal framing effect. The goal framing effect can be divided into a framework that may
achieve gains (i.e., gain framework) and a framework that may face losses (i.e., loss frame‑
work). Meyerowits and Chaiken’s (1987) Breast Self‑Examination study, which encour‑
aged women to voluntarily submit to breast examinations, is one particularly known ex‑
ample of goal framing effect research [16]. Although research on the goal framing effect has
also been concentrated in the field of marketing, it has also been discussed in other fields.
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For instance, Yang (2020) discovered that media persuasion influenced residents’ green
buying behavior by simultaneously activating a three‑dimensional goal framework [17].
Wang (2022) observed that individuals with high (vs. poor) self‑esteem had increased des‑
tination visit intent in response to gain‑framework (vs. loss‑framework) statements [18].

Tanford (2019) integrated framing and anchoring effects to evaluate the relationship
between price anchoring, framing, and metric compatibility on one’s willingness to pay
for holiday accommodations when examining the goal framing impact on individual will‑
ingness [19]. When presented with reading materials that focused on the advantages for
everyone in society rather than only those of the individual, Ceylan (2021) discovered that
citizens considered the informationmore persuasive andweremoremotivated to help oth‑
ers [20]. DeGolia (2019) discovered that in order to acquire political and public support for
environmental management, communicating within a loss framework was more effective
than communicating within a gain framework [21]. Meanwhile, participants’ opinions
regarding vaccination were more favorable when the topic was framed in a positive for‑
mat, according to a study by Altay (2020) [22]. Furthermore, punitive framing was shown
to diminish information sharing willingness and affective commitment while enhancing
effort‑related commitment, according to the findings of Fehrenbacher (2019) [23].

In view of this, to return to the process of information systems, security notices en‑
countered by users may have different goal frameworks, and users may also have differ‑
ent information security cognition levels. It is therefore worthwhile to draw on existing re‑
search paradigms to analyze and test the combination of the above variables in the field of
information security to determine what influence mechanisms exist between the users’ in‑
formation security cognition level and their compliance willingness under the goal frame‑
work and whether similar differences in influence exist in other types of notice formats.

2.3. Research on the Risk Framing Effect
The risk framing effect refers to the framing effect first proposed by Tversky and Kah‑

neman in 1979. The study of risk framing effects has a long history, and is connected to
numerous research fields. The risk framing effect shows how the value function affects
risk preferences, and suggests that different risk preferences emerge according to whether
the outcome of a risky action is framed positively or negatively, as was demonstrated in
the “Asian disease problem” study, which showed that a preference for either benefit or
loss avoidance depends on how the question is framed and phrased. More specifically,
when presented information with a beneficial framework, people tend to be risk‑averse,
and when presented information with a loss framework, they tend to be risk‑seeking.

Channa (2021) discovered that people with higher levels of risk aversion were
marginally more prepared to pay for risk‑reducing devices when making risk‑based de‑
cisions [24]. Li et al. (2020) found that farmers’ perceived risk had a substantial negative
effect on agricultural greenproduction intentions [25]. Through research into event‑related
potential, Xu et al. (2020) discovered that, whilemaking risky decisions in the face of uncer‑
tainty, gain framing improved behavioral and brain sensitivity to decision failure [26]. In
addition, some scholars have discussed the framing effect of risk decision‑making within
the fields of medicine [27], economics [28], sports science [29], and college students’ in‑
come control [30,31] and have verified the impact of the risk framing effect on behavioral
decision‑making in a wide variety of fields.

In the situation of an information system, when a security notice is delivered in a
“gain” or a “loss” framework, users are informed of what they stand to gain or lose by
obeying the security notice. The aforementioned studies into the impact of framing effects
in various domains and the question of whether types of notification formats increase com‑
pliance willingness serve as theoretical benchmarks for research on information system
security notices.
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2.4. Research on Information Security Cognition
Research on information security cognition in recent years has primarily analyzed and

discussed from the aspect of information security cognition. By considering the roles of the
design and implementation of information security cognition, for instance, Ki‑Aries (2017)
developed a method for identifying security‑related human elements [32]. Meanwhile,
Hadlington (2019) demonstrated that job control position has a significant predictive role
in calculating the overall information security cognition score [33]. Lh (2020) discovered
that moral disengagement tendencies, particularly in the distribution of duty, play a sig‑
nificant influence in information security cognition [34]. Through case studies and ques‑
tionnaires, Jaeger (2020) found that situational information security cognition improves
the perception of risk and one’s sense of reaction efficacy, which thereby increases actual
behavioral response to phishing assaults [35]. To improve the level of information security
cognition among employees in both private and public sector firms, Kk (2021) conducted
a thorough assessment of the literature on the topic of information security cognition and
recommended a set of advanced information security cognition methods and criteria [36].
Kvds (2021) investigated the role of information security cognition on some users’ inten‑
tions to review their Facebook privacy settings, or, more specifically, how the Big Five
personality qualities interacted with the desire to examine these settings, as mediated by
information security cognition [37]. Overall, the introduction of the notion of information
security cognition has allowed this study to delve deeper into the influential mechanisms
and underlying mechanisms that influence users’ willingness to make compliance deci‑
sions in the face of security notices.

2.5. Individuals Compliance Willingness Related Research
Social, organizational and individual elements have been shown tomake up the three

main contributing factors of compliance willingness [38]. Gurses (2018) examined the pri‑
mary causes of non‑compliance in the nursing sector and came to the conclusion that fol‑
lowing evidence‑based recommendations is essential for providing safe nursing care [39].
Enwereuzor (2020) investigated the relationship betweenmoral leadership and safety com‑
pliance, finding that trust in the leader was a moderating component [40]. Meanwhile, Kil‑
bane (2020) examined how staffmembers felt about using surgical safety checklists in small
animal operating rooms, shedding light on the challenges to their utilization [41]. The ex‑
isting studies are not comprehensive enough to discuss the analysis of information system
users’ compliance willingness with security notices and their influencing mechanisms.

2.6. Theoretical Analysis Framework
In summary, regardless of the information presentation framework (i.e., risk frame‑

work, attribute framework, or goal framework), each information presentation framework
can be divided into two categories of positive and negative frameworks. Furthermore, in
the situation of security notices, the content of security notices presented by these positive
and negative frameworks are both positive and negative aspects of the same information
description. Based on the implications of these three frame effects, framing effect theory
was deemed to be a suitable theoretical paradigm to utilize to explore information descrip‑
tions, making this a reasonable and practical basis on which to build our theoretical model
and experimental protocol design for the current study. Therefore, the information presen‑
tation framework based on the framing effect theory was used as the independent variable
for the conceptual model of this study.

Information processing theory identifies two different systems and modes by which
individuals can make decisions: intuitive inspiration and rational analysis. Specifically,
when users make compliance decisions under different conditions and in the face of secu‑
rity notices in various situations, theymay be influenced by their own information security
cognitive level–that is, when a user has a high information security cognitive level, they
will more often adopt the rational analysis mode when facing security notices, and make
compliance decisions only after fully weighing the pros and cons. In contrast, when a user



Information 2023, 14, 39 6 of 28

has a low information security cognitive level, they will more often adopt the intuitive in‑
spirationmodewhen facing security notices andmake compliance decisions based on their
intuitive experience, rather than thinking rationally. One’s degree of cognition, or users’
understanding and attention to information systems and security notices, will to some de‑
gree influence their desire to comply. The introduction of the idea of information security
cognition facilitates the investigation of the influence mechanism and inner mechanism of
users’ readiness to make compliance decisions in the face of security notices.

In information security management, the willingness of users of information systems
to comply with security notices may be influenced by the security notice situation. The se‑
curity notice situation can be understood as a security notice or description with different
information content, which appears within the operating environment of an information
system, depending on the immediate operating status of the system. In reality, security no‑
tices are immediate, multiple, and flexible, and they are important feedback prompts that
users are often exposed towhen using information systems. In the situation of information
system security notices, the content of a security notice is specialized and complex. The de‑
cision to comply to a security notice is closely related to the situation of the security notice.
In the situation of a security notice that may involve the users’ property security, users
may have a strong compliance willingness regardless of the nature of the framework in
which the system presents the information because they attach special importance to their
property security; however, in the situation of security notices that do not involve property
security, the users’ compliance willingness is more likely to be influenced by the different
frameworks in which the information is presented. Therefore, differences in users’ com‑
pliance willingness in various security notice situations merit further investigation. As
such, the concept of the security notice situation was used as a moderating variable in the
conceptual model of this study.

Regarding users’ compliance willingness, generally speaking, willingness is a pre‑
requisite for behavior formation. One study on policy shaping and behavior compliance
noted that the compliance willingness of grassroots cadres to take charge of policy com‑
pliance was influenced by individuals’ personal characteristics and psychological factors,
and this willingness determined their choice of actual compliance behavior. In the field of
information security, information security compliance behavior can be understood as the
implementation compliance of system users or organization employees in the face of infor‑
mation security policies or information security systems, which is often premised on one’s
compliance willingness with information security. The individual human will of system
users is therefore an important research concern in terms of information security compli‑
ance behavior. By analyzing users’ compliance willingness in the face of security notices,
the laws of user information security compliance behavior can be better understood, and
the correlation and consistency between willingness and behavior can also be discussed,
thereby enriching the research scope of compliance willingness and information security
behavior. We therefore used the concept of users’ compliancewillingness as the dependent
variable in the conceptual model used in this study.

The conceptual model of “information presentation framework–security notice
situation–information security cognition–user’s compliance willingness” was constructed
in this study by synthesizing the above‑mentioned theoretical derivation. The model used
the security notice information presentation framework as the independent variable, secu‑
rity notice situation and information security cognition as the moderating variables, and
users’ compliance willingness as the dependent variable, reflecting the correlation and in‑
fluence mechanisms between the security notice information presentation framework and
users’ compliance willingness. The conceptual model of this study is shown in Figure 2.
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2.7. Experimental Hypothesis
The question of whether users’ compliance willingness regarding security notices dif‑

fers across various situations depending on the information presentation framework used,
current research is not thorough enough to analyze this issue, but this question has al‑
ready received the attention of scholars in related fields (e.g., information system, human‑
computer interaction, and cybersecurity). The content of security notices can greatly influ‑
ence the understanding and judgment of users in the lead‑up to making operational de‑
cisions. System users tend to make compliance decisions based on the text headings and
content of security notices, so there may be a causal relationship between the information
presentation framework and users’ compliance willingness.

In the closed loop of “human–machine–environment” management, users are the key
detail that can affect the trend of information system security issues, and their compliance
willingness with security notices involves a process that begins with a psychological re‑
action and leads to a behavioral choice, which requires the invoking of their individual
information security cognition. Faced with an information system security notice, users
will go through the process of weighing pros and cons to make a judgment based on the
content of the security notice information presented by the system. Therefore, users’ in‑
formation security cognition level may affect their compliance willingness. To ensure the
effective operation of information systems, then, it is necessary to explore the impact of
users’ information security cognition on the compliance willingness with security notices
in order to understand users’ cognition and its impact on their evaluation of information
security and information systems.

According to the technology–organization–environment framework, an individual’s
adoption or acceptance of information technology is influenced by both internal forces and
the external environment. The security notice is an important environmental factor in in‑
formation systems. Studies have been conducted in the field of marketing to investigate
themoderating effect of purchasing in green advertising appeals and green purchase inten‑
tions, confirming the moderating role of the situation in the relationship between appeals
and intentions. As a system appeal format, variations in information presentation frame‑
works in security notices can be integrated with known understandings of their impacts to
affect compliancewillingness, with consideration of information security cognition. There‑
fore, this study proposes the following hypotheses, as shown in Table 1.
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Table 1. Research Hypothesis.

Experimental Hypotheses for the Attribute Framework

H1: Subjects experience framing effects for all three attribute frameworks when presented with security notice situations.
H1‑1: Participants’ compliance willingness choices in the positive and negative format conditions differ significantly when

prompted to set up a strong password.
H1‑2: Participants’ compliance willingness choices within the positive and negative format conditions differ significantly when

prompted to update security patches regularly.
H1‑3: Participants’ compliance willingness choices in the positive and negative format conditions differ significantly when

prompted to use security protection software.

Experimental Hypotheses for the Goal Framework

H2: Information security notices presented in all three goal‑framed situations demonstrate framing effects.
H2‑1: Participants’ compliance willingness differs significantly according to whether a positive or negative format is used to

prompt them to set up a strong password.
H2‑2: Participants’ compliance willingness differs significantly according to whether a positive or negative format is used to

prompt them to regularly update their security patches.
H2‑3: Participants’ compliance willingness differs significantly according to whether a positive or negative format is used to

prompt them to use security protection software.

Experimental Hypotheses for the Risk Framework

H3: Participants demonstrate framing effects when confronted with security notice situations across all three risk frameworks.
H3‑1: Participants’ choice in deterministic and uncertain scenarios differ significantly according to whether a positive or negative

format is used to prompt them to set up a strong password.
H3‑2: Participants’ choice in deterministic and uncertain scenarios differ significantly according to whether a positive or negative

format is used to prompt them to regularly update their security patches.
H3‑3: Participants’ choice in deterministic and uncertain scenarios differ significantly according to whether a positive or negative

format I used to prompt them to use security protection software.

Information Security Cognition Hypotheses

H4: Subjects with different levels of information security cognition differ in their compliance willingness with different types of
security notice situations according to the different attribute framework used.

H4‑1: Participants with high information security cognition differ in their compliance willingness with security notices
depending on the attribute frameworks condition.

H4‑2: Participants with low information security cognition differ in their compliance willingness with security notices depending
on the attribute frameworks condition.

H5: The compliance willingness of participants with different information security cognitive levels differs when presented with
different goal frameworks of security notice situations.

H5‑1: Participants with high information security cognition differ in their compliance willingness when presented different goal
frameworks of security notice situations.

H5‑2: Participants with low information security cognition differ in their compliance willingness when presented different goal
frameworks of security notice situations.

H6: Participants with different cognitive levels of information security demonstrate different levels of compliance willingness
when presented with security notice situations of different risk frameworks.

H6‑1: When faced with security notices of different risk frameworks, users in the high information security cognition group
exhibit a different level of compliance willingness.

H6‑2: When faced with security notices of different risk frameworks, users in the low information security cognition group
exhibit a different level of compliance willingness.

3. Methods
Through three experimental studies that explored the attribute framework, the goal

framework, and the risk framework, respectively, this paper explored the influence of dif‑
ferent security notice formats on user compliance willingness. To analyse of the various
information system situations, the E‑prime programwas used to present a simulated secu‑
rity notice. The program is designed to carry out behavioral experiments, and it is able to
record and measure the system users’ compliance decisions and reaction times within the
specific attribute, goal, and risk frameworks.
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3.1. Participants
Kühberger (1998) found no appreciable difference between the findings of framing

effect research that used a student group as the experimental sample compared to a sample
comprised of adults with job experience [42]. Therefore, we chose a student group as the
experimental sample.

A laboratory study was conducted in which undergraduate and graduate students
from general colleges and universities in China participated in the experiment. Empirical
studies have shown that the number of participants in E‑prime behavioral experiments
should generally be within the range of 80 to 200, and the number of participants in fram‑
ing effect experiment should generally be above 100. For our formal experiment, 180 sub‑
jects were recruited and the sample size passed the effect size test, and each subject was
required to complete three E‑prime experimental procedures, comprising either three pos‑
itive framework procedures (i.e., positive attribute framework, goal framework, and risk
framework) or three negative framework procedures (i.e., negative attribute framework,
goal framework, and risk framework). All participants were between the ages of 20 and
30 years. All were familiar with enterprise information systems and had experience in us‑
ing them. According to the empirical criteria, the experimental subjects all had experience
using or hearing information system information prompts. The participants were all in
good physical condition, had normal vision, and were right‑handed. The experiment of
the study was approved by the IRB of university organization.

This study adopted a between‑groups design, with participants divided into two
groups of 30 each, in accordance with the classification of frameworks. In the attribute
framework experiment, the first group completed the positive attribute framework exper‑
imental task while the second group completed the negative attribute framework experi‑
mental task. In the goal framework experiment, the first group completed the positive goal
framework experimental task while the second group completed the negative‑goal frame‑
work experimental task. In the risk framework experiment, the first group completed the
positive risk framework experimental task and the second group completed the negative
risk framework experimental task. A pre‑experiment had been conducted for all three
frameworks to ensure that validity was maintained both internally and externally, lead‑
ing to an adjustment in the order in which the framework stimulus materials and security
notice messages were presented. All participants in the study met the following criteria:
(1) To ensure that visual fatigue did not occur during the experiment, participants were

given regular pauses and rest breaks.
(2) Participants had not taken part in similar framework effect experiments prior to par‑

ticipating in the attribute framework experiment, the goal framework experiment,
and the risk framework experiment.

3.2. Experimental Procedure
The overall experimental procedure of the framing effect situational experiment is

shown in Figure 3.
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The attribute framework experiment used a 2framework properties (positive frame,
negative frame) × 3situations (setting strong passwords, regularly updating security
patches, using security protection software) three‑factor mixed design, where the informa‑
tion presentation framework and its corresponding frame properties were between‑group
variables and the security notice situation was a within‑group variable. There were three
situations: Situation I was to set a strong password, Situation II was to regularly update
security patches, and Situation III was for using security protection software. The frame‑
work properties of the two security notice situations of the attribute framework were pre‑
sented randomly, and each experimental subject participated in only one condition (i.e.,
either positive or negative attribute framework). The attribute framework experiment was
divided into a practice experiment phase followed by a formal experiment phase. The con‑
tent of the experimental stimulusmaterials for the attribute framework of the setting strong
passwords situation is described in detail as an example, and the content of the stimulus
materials for the using security protection software situation and the regularly updated
security patches situation are detailed in the Appendix A. Situational experiment practice
session stage flow and steps are detailed in the Appendix B.

(1) Attribute Framework: (The strong and weak properties of the password‑the level
of complexity)

【Positivity】When you first register your account for password setting, the confiden‑
tiality of your system account depends on the strength of your password, so be sure to set
a strong password with high complexity when designing your password. In this case you
will set a strong password of your choice.

【Negativity】When you first register your account for password setting, the confi‑
dentiality of your system account depends on the strength of the password, so do not set
a weak password with low complexity when designing your password. In this case you
will set a strong password of your choice.

(2) Formal Phase: The formal experiment was a keystroke response experiment. Be‑
fore seeing the security notice design, the situational instructions appeared on the screen:

“Suppose you are an information system user and you and the following security
notice pops up onscreen while you are at work, how likely would you be to comply? Rate
your compliancewillingness by choosing a number from 1 to 7 for the given situation, with
1 representing “definitely would not” and 7 representing “definitely yes”. The larger the
number, the stronger your willingness to comply with the security notices. Please reply
honestly.” After this screen, the situational experiment began.

In the situational experimental phase, each participant was asked to browse through
the attribute formats of the three security notice situations andmake a decision about their
compliance willingness, regardless of whether the respondent was in the positive or neg‑
ative attribute framework experiment. Participants were first presented with the attribute
framework for Situation 1 (i.e., setting strong passwords), after which they responded to
the four measures of compliance willingness using keystroke responses. Once their an‑
swerswere recorded, the experiment continued following the sameprocedure for Situation
2 (i.e., regularly updating security patches) and Situation 3 (i.e., using security protection
software). The compliance questions used in all three security notice situations were iden‑
tical in presentation style and wording. The experiment was concluded after the scoring
was completed. Participants were then required to complete a post‑test questionnaire re‑
garding their information security cognition. The experimental procedure of the attribute
framework for the positive–negative framework is shown in Figure 4.
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(2) Goal Framework Experiment Process

The goal framework experiment used a 2framework properties (positive frame, neg‑
ative frame) × 3situations (setting strong passwords, regularly updating security patches,
using security protection software) three‑factor mixed design, where the information pre‑
sentation framework and its corresponding frame properties were between‑group vari‑
ables and the security notice situation was a within‑group variable. The three situations
were the same as in the previous part of the experiment, with Situation 1 addressing set‑
ting strong passwords, Situation 2 asking the user to regularly update security patches,
and Situation 3 for using security protection software. The framework nature of the two
security notice situations (i.e., positive or negative goal framework) was presented ran‑
domly, and each experimental subject participated in only one goal framework condition.
The experiment was divided into a practice experiment phase, followed by a formal exper‑
iment phase. The content of the experimental stimulus materials for the goal framework
of the setting strong passwords situation is described in detail as an example, and the con‑
tent of the stimulus materials for the using security protection software situation and the
regularly updated security patches situation are detailed in the Appendix A.

(1) Goal Framework: (The degree of security of strong passwords for system accounts)
【Positivity】When you first register your account to log in, you will need to set your

password, at which point you will be prompted to pay attention to how strong or weak
your password is. If you set a strong password, there is an 80% chance that the system
account you are using forworkwill be secured. At this point youwill set a strong password
of your choice.

【Negativity】When you first register for an account to log in, you will need to set
your password, and you will be prompted to pay attention to how strong or weak your
password is. If you set a strong password, there is a 20% chance that the system account
you are using for work will be stolen. At this point you will set a strong password of your
choice.

(2) Formal Phase: The formal experimentwas a keystroke response experimentwhich
followed the same procedure and instructions of the previous part of the experiment.

In the situational experimental phase, regardless of whether the respondents were
placed in the positive or the negative goal framework experiment, each participant was
asked to look at the goal formats of the three security notice situations and report their
willingness to comply with the request. Respondents were first exposed to the goal frame‑
work for Situation 1 (i.e., strong password setting) and then asked to rate their responses
to this situation using the four measures of compliance willingness according to situation
1. They then followed the same instructions and procedure for Situation 2 (i.e., regularly
updating security patches) and Situation 3 (i.e., using security protection software). The
compliance questions used in all three security notice situations used the same wording
and presentation style, and the experiment was concluded after scoring was complete. Af‑
terwards, participants completed a post‑test questionnaire regarding their information se‑
curity cognition.

(3) Risk Framework Experiment Process

The risk framework experiment used a 2framework properties (positive frame, nega‑
tive frame) × 3situations (setting strong passwords, regularly updating security patches,
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using security protection software) three‑factor mixed design, where the information pre‑
sentation framework and its corresponding framework properties were between‑group
variables and the security notice situation was a within‑group variable. The three situ‑
ations were the same as in the previous two parts of the experiment, with Situation 1
regarding setting strong passwords, Situation 2 addressing regularly updating security
patches, and Situation 3 for using security protection software. The framework properties
of the two security notice situations of the risk framework were presented randomly, and
each participant responded to only one goal framework condition (i.e., positive or negative
risk framework). The risk framework experiment was divided into a practice experiment
phase and a formal experiment phase. The content of the experimental stimulus materi‑
als for the risk framework of the setting strong passwords situation is described in detail
as an example, and the content of the stimulus materials for the using security protection
software situation and the regularly updated security patches situation are detailed in the
Appendix A.

(1) Risk Framework: (The probability of strong passwords to protect system accounts)
【Positivity】The account password of the information system may encounter

600 hacking attacks in a year, and it is necessary to reset the account password to ensure
the security of the system account. Below are two options for you to choose from, please
select the one you are most likely to comply with.

Option A: Setting a strong password can protect the system account from 400 attacks.
Option B: Setting a strong password has a 2/3 probability of protecting the system ac‑

count from attacks and a 1/3 probability of not protecting the system account from
600 attacks.

【Negativity】The account password of the information system may encounter
600 hacking attacks in a year, and it is necessary to reset the account password to ensure
the security of the system account. Below are two options for you to choose from, please
select the one you are most likely to comply with.

Option C: Setting a strong password will expose the system account to 200 attacks.
Option D: Setting a strong password has a 2/3 probability of keeping the system ac‑

count safe from attacks and a 1/3 probability that the system account will be attacked
600 times.

(2) Formal Phase:
The formal experiment was a keystroke response experiment. Before being shown

the security notice, the situation instructions appeared on the screen: “Suppose you are an
information systemuser and you and the following security notice pops up onscreenwhile
you are at work, which choice would you make? Two possible choices are presented for
each situation in response to the information system security notices. There is no advan‑
tage nor disadvantage between Option A and Option B for each situation. The letters are
used only to distinguish between the situations. Please reply honestly.” The situational
experiment then began.

Respondents were placed in either the positive or negative risk framework condition,
and each participant was asked to look at the risk formats of the three security notice sit‑
uations and to choose a response to the risk situation. Respondents were first presented
with the risk format of Situation 1 (i.e., setting strong passwords) and, after seeing it, they
chose between two risky situations by choosing the appropriate key. Situation 2 (i.e., reg‑
ularly updating security patches) and 3 (i.e., using security protection software) were then
presented, both following the same presentation style and procedure. The experiment was
concluded after the final choice was made. Participants then completed a post‑test ques‑
tionnaire regarding their information security cognition.

3.3. Variable Measurement
The study’s independent variables were the three framework formats (i.e., attribute,

goal, and risk) that corresponded to the security notice situations. There were six subcat‑
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egories, as each of the three formats had its own content of positive and negative frame‑
works.

The users’ compliance willingness was set as the dependent variable and was deter‑
mined by the E‑prime program’s keystroke response value, which was a score between 1
and 7; higher scores indicated a stronger compliance willingness with the security notifica‑
tions. There were six subcategories of compliance willingness as well, due to the positive
and negative conditions of each of the three frameworks.

Themoderating variables in this studywere the security notice situation and the infor‑
mation security cognition. Information security cognition can also be understood as secu‑
rity information cognition and refers to the process of individuals receiving and processing
system security information and generating relevant cognitive information [43]. Informa‑
tion security cognition is described in the realm of information security as the user’s total
cognition and judgment of the importance of security notice compliance decisions when
making decisions regarding information system operations.

In relation to the security notice situation, Chen (2016) noted the following three exam‑
ples of information system security policy compliance behavior: utilizing security protec‑
tion software, setting strong passwords, and keeping up with security patch updates [44].
In this experiment, these three exampleswere used as themoderating variables. In terms of
experimental stimulusmaterials, following the results of existing studies examining frame‑
work effects, we chose to translate and use the “Different beef components purchase will‑
ingness problem” and the “Asian disease problem”. This experiment controlled the word
count of the security notice situation of the attribute framework at 75± 10words, the word
count of the security notice situation of the goal framework at 85± 10words, and theword
count of the security notice situation of the risk framework at 155 ± 20 words to ensure
relative consistency in the reading difficulty across the positive and negative conditions
and to control the length of the experiment. No substantial differences existed between
the sample groups participating in the different experimental groups.

4. Results
4.1. Testing the Relationship between Attribute Framework and Compliance Willingness

The scale items of the attribute framework situation experiment all passed the relia‑
bility and validity tests, as shown in Table 2.

Table 2. Reliability and Validity Analysis Results.

Notice
Format Variants Item

Number KMO Approximate
Cardinality df p Cronbach’s α

Coefficient

Attribute
Framework

Information security cognition 11 0.838 921.675 55 0 0.884
User compliance 4 0.839 546.509 6 0 0.917

(1) Hypothetical Test

A two‑way analysis of variance was used to test the influence of the situation and
framework nature on participants’ compliance willingness (see Table 3). The results show
that the situation did not show a significant relationship with compliance willingness
(F = 1.276, p = 0.282 > 0.05), indicating that the situation had no differential effect on com‑
pliance willingness. The framework properties were significant (F = 11.746, p = 0.001 <
0.05), indicating a main effect and that the different framework properties had differing
relationships with compliance willingness. Neither situation nor framework properties
showed a significant correlation (F = 0.050, p = 0.951 > 0.05), indicating that there was no
second‑order relationship between the two variables. Comparison of means for situation
and framework properties shown in Table 4.
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Table 3. Two‑Way ANOVA Results.

Source of Difference Sum of Squares df Mean Square F p

Intercept 5740.401 1 5740.401 4403.445 0.000 ***
Situation 3.326 2 1.663 1.276 0.282

Framework nature 15.313 1 15.313 11.746 0.001 ***
Situation × framework nature 0.131 2 0.066 0.050 0.951

Residual 226.829 174 1.304
Note: *** p < 0.001.

Table 4. Comparison of Means for Situation and Framework Properties (Mean ± SD).

Situation Positivity (n = 90) Negativity (n = 90)

Using security protection software 5.18 ± 1.19 5.84 ± 1.06
Regularly updating security patches 5.32 ± 1.16 5.88 ± 1.10

Setting strong passwords 5.57 ± 1.31 6.10 ± 0.99

As shown in Table 5, the positive format compliance willingness score of the attribute
framework was significantly lower than the negative condition compliance willingness
score (p < 0.05) in the security protection software situation, thus supporting Hypothe‑
sis H1‑3. A lower positive condition compliance willingness score was found for the at‑
tribute framework while a lower negative condition compliance willingness score was
found for the security patch update situation; however, these were statistically not signif‑
icant (p > 0.05). Our Hypothesis H1‑2 was not validated. The positive compliance willing‑
ness score of the attribute framework was lower than the negative compliance willingness
score, but the difference was not statistically significant (p > 0.05), indicating that Hypoth‑
esis H1‑1 was invalid. Mean comparisons of framework properties and situations shown
in Figure 5.

Table 5. Simple Effects (Situation and Framework Nature).

Situation Framework Nature Mean
Difference SE t p

Using security protection software positivity–negativity −0.658 0.295 −2.233 0.027
Regularly updating security patches positivity–negativity −0.558 0.295 −1.894 0.060

Setting strong passwords positivity–negativity −0.533 0.295 −1.809 0.072

A two‑way analysis of variance was used to test the relationship between information
security cognition and framework nature on compliance willingness (see Table 6). Accord‑
ing to the data analysis results, information security cognition showed significant results
(F = 13.373, p = 0.000 < 0.05), indicating that information security cognition showed an as‑
sociation with compliance willingness in a differential manner. The framework properties
were significant (F = 11.986, p = 0.001 < 0.05), suggesting that a main effect was present
and that framework properties would influence compliance differently. No significant
association was found between information security cognition and framework properties
(F = 0.998, p = 0.319 > 0.05), indicating that there was no second‑order effect. Mean compar‑
ison of information security cognition and nature shown in Table 7.
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Table 6. Results of Two‑Way ANOVA.

Source of Difference Sum of
Squares df Mean Square F p

Intercept 5479.638 1 5479.638 4531.888 0.000 ***
Information security cognition 16.169 1 16.169 13.373 0.000 ***

Framework nature 14.492 1 14.492 11.986 0.001 ***
Information security cognition × framework nature 1.207 1 1.207 0.998 0.319

Residual 212.807 176 1.209
Note: *** p < 0.001.

Table 7. Mean Comparison of Information Security Cognition and Nature (Mean ± Standard Devi‑
ation).

Information Security Cognition Positivity (n = 90) Negativity (n = 90)

Low information security cognition 5.09 ± 1.02 5.50 ± 1.08
High information security cognition 5.53 ± 1.32 6.27 ± 0.90

Table 8 shows that the positive condition compliance willingness score of attribute
framework did not differ significantly from the negative condition compliance willingness
score in the low information security cognition group (p > 0.05). Thus, Hypothesis H4‑2
is not valid. As expected, however, the high information security cognition group had
a significantly lower score for the positive condition compliance willingness within the
attribute framework compared to the score for negative condition compliance willingness
for the same framework (p < 0.05), confirming Hypothesis H4‑1. Comparison of the mean
value of the nature of the framework and the information security cognition shown in
Figure 6.

Table 8. Simple Effects (Information Security Cognition and Framework Properties).

Information Security Cognition Nature Mean
Difference SE t p

Low information security cognition positivity–negativity −0.410 0.254 −1.612 0.109
High information security cognition positivity–negativity −0.742 0.215 −3.456 0.001
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4.2. Testing of the Relationship between Goal Framework and Compliance Willingness
The scale items of the goal framework situation experiment all passed the reliability

and validity tests, as shown in Table 9.

Table 9. Reliability and Validity Analysis Results.

Notice
Format Variants Item

Number KMO Approximate
Cardinality df p Cronbach’s α

Coefficient

Goal
Framework

Information security cognition 11 0.838 921.675 55 0 0.884
User compliance 4 0.843 622.443 6 0 0.935

(1) Hypothetical Test

The impact of situation and framework nature on willingness compliance was tested
using a two‑way analysis of variance, with the results presented in Table 10. These re‑
sults showed significant differences between the situations (F = 8.055, p = 0.000 < 0.05),
indicating that the main effect existed and that the situation affected willingness compli‑
ance. A significant difference was not found according to the nature of the framework (F =
0.035, p = 0.851 > 0.05), suggesting that the nature of the framework did not affect compli‑
ancewillingness. Neither situation nor framework properties were significantly correlated
(F = 0.197, p = 0.821 > 0.05), indicating no second‑order effect. Comparison of Means for Sit‑
uation and Framework Properties shown in Table 11.

Table 10. Two‑Way ANOVA Results.

Source of Difference Sum of Squares df Mean Square F p

Intercept 5811.209 1 5811.209 4883.654 0.000 ***
Situation 19.169 2 9.585 8.055 0.000 ***

Framework nature 0.042 1 0.042 0.035 0.851
Situation × framework nature 0.469 2 0.235 0.197 0.821

Residual 207.048 174 1.190
Note: *** p < 0.001.
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Table 11. Comparison of Means for Situation and Framework Properties (Mean ± Standard Devia‑
tion).

Situation Positivity (n = 90) Negativity (n = 90)

Using security protection software 5.13 ± 1.10 5.31 ± 1.29
Regularly updating security patches 5.92 ± 0.85 5.88 ± 1.08

Setting strong passwords 5.95 ± 0.83 5.91 ± 1.30

No significant difference was found between the positive condition compliance will‑
ingness score in the goal framework and the negative condition compliance willingness
score when security protection software is used (p > 0.05; see Table 12). Hypothesis H2‑3
was thus not supported. In accordance with Hypothesis 2‑2, no significant difference was
found between positive and negative condition compliance willingness in the goal frame‑
work (p > 0.05) when it came to regularly updating security patches. However, no signif‑
icant difference was found between the positive and negative condition compliance will‑
ingness scores in the goal framework when it comes to setting strong passwords (p > 0.05),
so Hypothesis H2‑1 could not be verified. Mean comparison plot of framework nature and
situation shown in Figure 7.

Table 12. Simple Effects (Situation and Framework Nature).

Situation Framework Nature Mean
Difference SE t p

Using security protection software positivity–negativity −0.175 0.282 −0.621 0.535
Regularly updating security patches positivity–negativity 0.042 0.282 0.148 0.883

Setting strong passwords positivity–negativity 0.042 0.282 0.148 0.883
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This table(Table 13) presents the results of the two‑way analysis of variance used to
test the influence of information security cognition and nature on willingness compliance.
Information security cognition did not appear to have a significant linear relationship with
willingness compliance (F = 2.263, p = 0.134 > 0.05). As a result, there was no significant
difference was found between the frameworks (F = 0.074, p = 0.785 > 0.05), indicating no
relevant relationship between the frameworks and compliance willingness. A significant
relationship was also not found between information security cognition and framework
properties (F = 0.068, p = 0.795 > 0.05), suggesting that there was no second‑order effect
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between them. Mean comparison of information security cognition and nature shown in
Table 14.

Table 13. Results of Two‑Way ANOVA.

Source of Difference Sum of
Squares df Mean Square F p

Intercept 5598.737 1 5598.737 4404.222 0.000 ***
Information security cognition 2.877 1 2.877 2.263 0.134

Framework nature 0.094 1 0.094 0.074 0.785
Information security cognition × framework nature 0.086 1 0.086 0.068 0.795

Residual 223.735 176 1.271
Note: *** p < 0.001.

Table 14. Mean Comparison of Information Security Cognition and Nature. (Mean ± Standard
Deviation).

Information Security Cognition Positivity (n = 90) Negativity (n = 90)

Low information security cognition 5.49 ± 0.99 5.58 ± 1.02
High information security cognition 5.79 ± 0.99 5.79 ± 1.39

As shown in Table 15, there was no significant difference between the positive con‑
dition compliance willingness scores of the goal framework and the negative condition
compliance willingness scores in the low information security cognition group (p > 0.05),
so Hypothesis H5‑2 was validated. In the high information security cognition group, there
was no significant difference between the positive condition compliancewillingness scores
of the goal framework and the negative condition compliance willingness scores (p > 0.05),
so Hypothesis H5‑1 was also not validated. Comparison of the mean values of the nature
of the framework and information security cognition shown in Figure 8.

Table 15. Simple Effects (Information Security Cognition and Framework Properties).

Information Security Cognition Nature Mean
Difference SE t p

Low information security cognition positivity–negativity −0.091 0.261 −0.348 0.728
High information security cognition positivity–negativity −0.002 0.220 −0.010 0.992
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4.3. Testing the Relationship between Risk Framework and Compliance Willingness
The scale items of the risk framework situation experiment all passed the reliability

and validity tests, as shown in Table 16.

Table 16. Reliability and Validity Analysis Results.

Notice
Format Variants Item

Number KMO Approximate
Cardinality df p Cronbach’s α

Coefficient

Risk
Framework Information security cognition 11 0.838 921.675 55 0 0.884

(1) Hypothetical Test

Table 17 shows that the nature of the framework showed a 0.05 level of significance
(chi = 5.554, p = 0.018 < 0.05) for the risky scenario selection in the security protection soft‑
ware situation. Meanwhile, 73.33% of users selected uncertainty scenarios in the nega‑
tive condition, which is significantly higher than the percentage of uncertainty scenarios
selected in the positive condition (43.33%). There was a significant increase in the per‑
centage of users selecting the deterministic scenario in the positive condition, with 56.67%
compared to 26.67% in the negative condition.

Table 17. Results of Cross‑Tabulation (Chi‑Square) Analysis.

Situation Program Nature
Framework Nature (%)

Grand Total χ2 p
Positivity Negativity

Using security
protection software

Uncertainty scenarios 13 (43.33) 22 (73.33) 35 (58.33)
5.554 0.018 *Deterministic scenarios 17 (56.67) 8 (26.67) 25 (41.67)

Regularly updating
security patches

Uncertainty scenarios 7 (23.33) 20 (66.67) 27 (45.00)
11.38 0.001 ***Deterministic scenarios 23 (76.67) 10 (33.33) 33 (55.00)

Setting strong
passwords

Uncertainty scenarios 11 (36.67) 19 (63.33) 30 (50.00)
4.267 0.039 *Deterministic scenarios 19 (63.33) 11 (36.67) 30 (50.00)

* p < 0.05, *** p < 0.001.

In the security patch update situation, the nature of the framework showed a 0.001
level of significance (chi = 11.380, p = 0.001 < 0.01) for the risky solution selection, with
66.67% of users choosing the uncertainty scenarios in the negative condition, which was
significantly higher than the percentage of users who chose the uncertainty scenarios for
the positive condition (23.33%). The percentage of users who chose the deterministic sce‑
narios in the positive condition was 76.67%, which was significantly higher than the per‑
centage of those who chose the deterministic scenarios in the negative condition (33.33%).

In the strong password situation, the nature of the framework showed a 0.05 level of
significance (chi = 4.267, p = 0.039 < 0.05) for the risky solution selection. There was a signif‑
icant difference between the percentages of users who chose uncertainty scenarios under
the negative format (63.33%) and thosewho chose uncertainty scenarios under the positive
condition (50.00%). It is noteworthy that the percentage of users who chose the determin‑
istic scenarios in the positive condition was 63.33%, which is significantly higher than that
of the users who chose the deterministic scenarios in the negative condition, which was
36.67%. Thus, hypotheses H3‑3, H3‑2, and H3‑1 are all valid.

Table 18 shows that, in the low information security cognition group, the nature of the
framework presents a 0.01 level of significance for the risky solution selection (chi = 7.090,
p = 0.008 < 0.01), and the percentage of userswho chose the uncertainty scenarios in the neg‑
ative condition was 64.10%, which is significantly higher than the percentage of users who
chose the uncertainty scenarios in the positive condition, which was 33.33%. It was found
that 66.67% of users chose the deterministic scenarios in the positive condition, which was
significantly higher than the 34.90% who chose them in the negative condition.
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Table 18. Results of Cross‑Sectional (Chi‑Square) Analysis.

Classification
Items

Program Nature Framework Nature (%)
Grand Total χ2 p

Positivity Negativity

Low information
security cognition

Uncertainty scenarios 12 (33.33) 25 (64.10) 37 (49.33)
7.09 0.008 **Deterministic scenarios 24 (66.67) 14 (35.90) 38 (50.67)

High information
security cognition

Uncertainty scenarios 19 (35.19) 36 (70.59) 55 (52.38)
13.18 0.000 ***Deterministic scenarios 35 (64.81) 15 (29.41) 50 (47.62)

** p < 0.01, *** p < 0.001.

In the high information security cognition group, the nature of the framework showed
a 0.001 level of significance (chi = 13.180, p = 0.000 < 0.001) for the choice of risky scenar‑
ios, and a percentage comparison of the differences showed a 70.59% percent choice of
uncertainty scenarios in the negative condition compared with the 35.19% who choose the
uncertainty scenarios in the positive condition. It is significant that 64.81% of users chose
the deterministic scenario in the positive condition, which was significantly higher than
the 29.41%who chose it in the negative condition. As such, Hypotheses H6‑2 andH6‑1 are
supported.

5. Discussion
5.1. Discussion on the Experimental Results of the Attribute Framework

A user’s compliance willingness was shown to be stronger in the negative format of
the attribute framework, regardless of which security notice situation they were in. The
situations of regularly updating security patches and setting strong passwords had no sig‑
nificance in terms of users’ compliance in the attribute framework; that is, the p‑value is
not significant, although the use of security protection software showed an indistinctive
effect. Despite the fact that users may make different compliance decisions when it comes
to setting strong passwords and updating security patches, the situational effects of these
two situations may be less apparent than those associated with using security protection
software, which can lead to the problems described by the other two situations. We would
propose that an insufficient amount of attention has been put on the specific situationwhen
developing security notices, and strong situational cognition has not been developed in
users, resulting in no significant changes made in users’ decision‑making process regard‑
ing compliance.

5.2. Discussion on the Experimental Results of the Goal Framework
Users’ compliance willingness in the positive condition in the goal framework was

more than in the negative condition when it came to updating security patches and creat‑
ing strong passwords. In situationswhere security protection software is used, compliance
willingness with the negative condition was significantly higher than in the positive con‑
dition. There was a greater compliance willingness with this framework than there was
in the positive condition. Therefore, the p value was not significant in any of the above
three situations, which indicates that there was no significant user compliance willingness.
As a result, while users tended to make various compliance judgments in response to the
various situations in the positive and negative conditions, the goal framework itself may
accentuate the positive or negative effects of a particular action, creating further encour‑
agement for users to act a certain way. Additionally, in the attribute framework situation,
it is possible for cognitive dissonance to have arisen in relation to situational factors, for ex‑
ample, thinking that the goal framework situation may result in irreversible commitments
that may ultimately result in insignificant differences in compliance decision‑making.

5.3. Discussion on the Experimental Results of the Risk Framework
In the risk framework experiment, significant differences were found between users’

choices of deterministic and uncertain solutions in both the positive and negative condition
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in all three situations (i.e., setting strong passwords, regularly updating security patches,
and using security protection software). Meanwhile, in both the high and low information
security cognition groups, differences were found in users’ compliance willingness with
security notices when faced with different risk framework nature.

In the risk framework, regardless of the security notice situation, users preferred the
uncertain risk option in the negative condition while they preferred the deterministic risk
option in the positive condition. This result is consistent with those of Tversky and Kah‑
neman (1981) in response to their Asian disease problem study, finding that individuals
tended to be risk‑averse (i.e., choosing deterministic options) when faced with a bene‑
fit framework and risk‑seeking (i.e., choosing uncertain options) when faced with a loss
framework. This is also similar to the results of other existing studies on risk frameworks.
Meanwhile, the results of the data analysis showed that there were significant differences,
that is, significant p‑values in users’ risky scenario decisions in all three security notice
situations. This shows that the individual risk preference phenomenon also exists in the
information security domain.

Generally speaking, users showed strong compliancewillingness or risk preference in
the negative conditions of all three frameworks (i.e., attribute, goal, and risk frameworks)
while their compliance willingness and risk preference in the positive conditions of all
three frameworks were not strong. The intensity of users’ compliance willingness or risk
preference in both the positive and negative conditions was limited by their own infor‑
mation security cognition; that is, users showed similar compliance willingness and risk
appetite in all positive or all negative conditions, regardless of the framework. The perfor‑
mance indicates that users’ compliance willingness is the result of the interaction between
the individual and the situational factors.

5.4. Practical Inspiration
With regard to security notices in information systems, no new frameworks were ex‑

plored in this study, only the three frameworks mentioned in this study. This study pro‑
poses recommendations for the design and management of security notices for system
users and information system platforms, respectively, in order to improve the degree of
users’ compliance willingness with security notices and reduce the possibility of system
information security problems. For system users, the following aspects should be empha‑
sized in terms of compliance willingness.

(1) In terms of behavioral will, users should regulate their own information security be‑
havior. Users should pay attention to the decision of compliance with information
system security warnings, set strong passwords for system accounts, update secu‑
rity patches regularly, and use security protection software according to the recom‑
mended operation settings of security warnings, so as to comply with the prompt
requirements of security notices. Users also need to develop a good awareness of in‑
formation system security notice compliance to avoid risks such as information leak‑
age due to violation of the norms of securitywarnings. At the same time, users should
pay attention to the security notices presented by the information system in a timely
manner, especially the security notice situations involving the security of users’ prop‑
erty, and should not ignore the security notices presented by the information system
but should always pay attention to them to ensure the security of personal and system
information.

(2) In information security cognition, users should strengthen their personal informa‑
tion security awareness. Users need to pay attention to various forms and types of
information security training and education to enhance their own information secu‑
rity cognition. Only by realizing the importance of information security at the cogni‑
tive level can we control the occurrence of security threats such as information leak‑
age from the root. Users can actively participate in the information security lectures
or education training organized by their own organizations to enrich the theoretical
knowledge of relevant information security, enrich the knowledge accumulation of
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personal information security, and avoid unnecessary losses due to certain fake and
deceptive nature of security notice links.

The findings of this paper can also provide organizations or enterprises with theo‑
retical support in information security management, which can be used to guide users to
protect system information security more reasonably and effectively, and it can also help
system developers to adopt effective, appropriate, and reasonable security notice design
plans and measures. Specific aspects can be carried out as follows:
(1) Design and use a framework for presenting security notice information that facilitates

user compliance. Guiding users’ information security behavior and making users’
compliance with security notices a normal behavior. Security notices are an impor‑
tant part of information system development and design; system developers should
avoid complicating the design of security notices and should not abuse security no‑
tices. It is better to come from and go to the actual situations of information systems,
design suitable security notices according to different situations, and pay attention
to the design of the information presentation framework of security notices while
complying with different design specifications and summarize the personalized in‑
formation presentation framework suitable for each situation. The personalized in‑
formation presentation framework for each situation is summarized, and if necessary,
“one situation, one design” is achieved.

(2) Optimize the visual design of security notices. While focusing on the information pre‑
sentation framework of security notices, attention should also be paid to the graphical
design of security notices. Studies have pointed out that window size, button order
change, window inverse color, window background color, text background color,
and font color are the style design elements of the graphical design of the warning
pop‑up window. System developers can optimize one or all of these elements ac‑
cording to the specific information system and the characteristics of the information
presentation framework of security notices.

(3) It has been shown that, compared to “security tips”, “security warnings” are more at‑
tractive to users’ attention when they appear, causing them to devote more cognitive
resources to read thewarnings carefully, and they aremore likely to act in compliance
with the text message of the security warning. They are also more likely to comply
with the text message.
It can be seen that, as a type of warning that brings new stimuli to users and arouses

their awareness, securitywarnings can achieve betterwarning effects andpromote stronger
compliance behaviors. In view of this, system developers should design more warning‑
type security notices in information systems, especially in interfaces involving the confir‑
mation of important information, such as the entry of critical personal information, prop‑
erty amount entry, or payment, because users will rely more on the content of security no‑
tices in these interfaces to indicate cautious decision making. In other information system
interfaces of relatively minor importance, security warnings can be replaced by security
tips to reduce the cognitive load of users. In addition, in the process of designing security
warnings, attention should be paid to the customary expression of textual information (i.e.,
to achieve the expression of warning alerts while conforming to the reading habits of the
warning language).

6. Conclusions and Limitations
6.1. Limitations

Our findings shed new light on users’ compliance willingness in an information se‑
curity situation with consideration of framing effect theory. However, it should be noted
that there are some limitations to the current study. First, the E‑prime platform was used
to collect behavioral experimental data in this study. This platform provides simulated
security notices and provides users with a fair amount of control over their design and
presentation; however, due to the limitations of the platform, specific notice content and
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the content related to the real environment can still be vague or unspecific. In the future,
better experimental tools should be adopted to develop improved schemes for selecting
risk frameworks for the three security notice situations that would better reflect real‑world
situations.

Second, all three experiments in the current study used the seven numeric keys of the
E‑prime keyboard to indicate users’ degree of compliance willingness. In real‑life situa‑
tions, the user may also be required to use touch screens, electronic pens, or other devices
in addition to a keypad. Simultaneous needs to respond to notices, perform repeated oper‑
ations, or face task operation decisions in addition to making a decision regarding a given
security notice may result in further uncertainty due to social facilitation effects in real‑life
situations, which alters users’ actual decision‑making environment in comparison to the
simulated decision‑making situation.

6.2. Conclusions
Using framing effect theory as its foundation, this study examined the impact of in‑

formation formats (in terms of positive or negative presentations) on users’ compliance
willingnesswhenmaking decisions instigated by information system security notices. Our
findings verified that users will respond differently to different types of security notices.
Furthermore, system users with varying information security cognition levels
demonstrated different compliance willingness. However, different formats of security
notices are associated with different security notice situations. In turn, they can have an
effect on one’s level of information security cognition and, subsequently, on their level of
compliance. Our findings suggest the following conclusions:
(1) Within the attribute framework experiment, a significant difference was found be‑

tween users’ compliancewillingnesswith the positive condition compared to the neg‑
ative condition in the security protection software situation. However, when faced
with security notice situations with different attribute framework properties, users
with high information security cognition exhibited different compliance willingness.
Compliance willingness was not affected by the situation or nor information security
cognition in the remaining situations.

(2) In the goal framework experiment, neither the positive nor the negative conditions
were associated with significant differences in user compliance willingness in any
of the three situations (i.e., strong passwords, security patches, and security protec‑
tion software). Furthermore, no difference was seen in users’ compliance willingness
across the various security notice situations with different goal framework properties
in either the high or low information security cognition groups.

(3) In the risk framework experiment, users showed significant differences in their choices
of deterministic or uncertain schemes across the various tested situations (i.e., setting
strong passwords, updating security patches, and using security protection software).
Furthermore, differences were seen in users’ compliance willingness in the high and
low information security cognition groups in response to the security notices with
different risk framework properties.

(4) Compliance willingness varied according to the framework in which information se‑
curity cognition was applied.

6.3. Prospects and Future Work
The current study focused on the independent element design of the information sys‑

tem security notice in order to explore user compliance willingness. Three common se‑
curity notice situations, which corresponded with the experimental design requirements,
were used to assess design frameworks, specifically the attribute framework, the goal
framework, and the risk framework. Future research should consider and test more se‑
curity notice situations, and a format for presenting information should be designed to
provide users with a better understanding regarding the impacts of their security notice
compliance decisions.



Information 2023, 14, 39 24 of 28

Future research should also consider combining the graphic framing effectwith graphic
representation to determine whether graphic representations influence users’ compliance
willingness under the same conditions as when the security notice expression information
remains the same, as well as to better understand the mechanisms involved in users’ judg‑
ment and decision‑making.
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Appendix A

Table A1. Situational stimulus materials on information system security notices.

1. Strong Password Setting

Attribute Framework: (The strong and weak properties of the password‑the level of complexity)
【Positivity】When you first register your account for password setting, the confidentiality of your system account depends on
the strength of your password, so be sure to set a strong password with high complexity when designing your password. In this
case you will set a strong password of your choice.
【Negativity】When you first register your account for password setting, the confidentiality of your system account depends on
the strength of the password, so do not set a weak password with low complexity when designing your password. In this case
you will set a strong password of your choice.

Goal Framework: (The degree of security of strong passwords for system accounts)
【Positivity】When you first register your account to log in, you will need to set your password, at which point you will be
prompted to pay attention to how strong or weak your password is. If you set a strong password, there is an 80% chance that the
system account you are using for work will be secured. At this point you will set a strong password of your choice.
【Negativity】When you first register for an account to log in, you will need to set your password, and you will be prompted to
pay attention to how strong or weak your password is. If you set a strong password, there is a 20% chance that the system
account you are using for work will be stolen. At this point you will set a strong password of your choice.

Risk Framework: (The probability of strong passwords to protect system accounts)
【Positivity】The account password of the information system may encounter 600 hacking attacks in a year, and it is necessary to
reset the account password to ensure the security of the system account. Below are two options for you to choose from, please
select the one you are most likely to comply with.
Option A: Setting a strong password can protect the system account from 400 attacks.
Option B: Setting a strong password has a 2/3 probability of protecting the system account from attacks and a 1/3 probability of
not protecting the system account from 600 attacks.
【Negativity】The account password of the information system may encounter 600 hacking attacks in a year, and it is necessary
to reset the account password to ensure the security of the system account. Below are two options for you to choose from, please
select the one you are most likely to comply with.
Option C: Setting a strong password will expose the system account to 200 attacks.
Option D: Setting a strong password has a 2/3 probability of keeping the system account safe from attacks and a 1/3 probability
that the system account will be attacked 600 times.
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Table A1. Cont.

2. Regularly Updating Security Patches

Attribute Framework: (Timeliness and relevance of patch installation)
【Positivity】In the process of using the system, the system prompts you to update the patch, because the security patch in the
system is time‑sensitive and targeted, be sure to install the patch package in time, and select all the security patch content. At this
time you will update the security patch will choose.
【Negativity】In the process of using the system, the system prompts you to update the patch, because the security patch in the
system is time‑sensitive and targeted, do not install the patch package out of date, do not miss the security patch content. At this
time, you will update the security patch will choose.

Goal Framework: (The extent of patching on system data recovery)
【Positivity】In the process of using the system, the system prompts you to update the patch, because the security patch in the
system is time‑sensitive and targeted, if the patch package is installed in time, there is an 80% possibility to get restored in case of
information loss. At this time you will update the security patch will choose.
【Negativity】In the process of using the system, the system prompts you to update the patch, because the security patch in the
system is time‑sensitive and targeted, if the patch package is installed in time, there is a 20% chance of permanent loss in the
event of information loss. At this time you will update the security patch will choose.

Risk Framework: (Probability of success/failure of software updates)
【Positivity】During the period of using the information system, the system prompts you that there are 20 security patches for
your device software that need to be updated in a timely manner. Below are two options for you to choose from, please select the
one you are most likely to comply with.
Option A: This update will have 15 patches updated successfully.
Option B: There is a 3/4 chance that 20 patches will be updated successfully with this update, and a 1/4 chance that no patches
will be updated successfully.
【Negativity】During the period of using the information system, the system prompts you that there are 20 security patches for
your device software that need to be updated in a timely manner. Below are two options for you to choose from, please select the
one you are most likely to comply with.
Option C: This update will have 5 patch updates fail.
Option D: There is a 3/4 chance that this update will fail without a patch, and a 1/4 chance that the 20‑patch update will fail.

3. Using Security Protection Software

Attribute Framework: (Versions of Software‑Genuine and Pirated)
【Positivity】For security maintenance needs, the system prompts you to use security protection software to ensure the stable
operation of the system, as the protection function on the software depends on the system’s data services, it is important to apply
genuine security protection software. At this time you will use the security protection software will choose.
【Negativity】For security maintenance needs, the system prompts you to use security protection software to ensure the stable
operation of the system, as the protection function on the software depends on the system’s data services, do not use pirated
security protection software. At this time you will use the security protection software will choose.

Goal Framework: (Software prevention against hacking and theft)
【Positivity】For security maintenance purposes, you are prompted to use security protection software to ensure stable system
operation. If you use security protection software, you have a 60% chance of being protected from hacker attacks and theft. At
this time you will use the security protection software will choose.
【Negativity】For security maintenance purposes, you are prompted to use security protection software to ensure stable system
operation. If you use security protection software, there is a 40% possibility of hacking and theft. At this time you will use the
security protection software will choose.

Risk Framework: (The probability of protection of the system by protection software
【Positivity】The security protection software of the information system may encounter 600 attacks in a year. To ensure the
stable operation of the system, it is necessary to download and install the security protection software. The download and
installation of the security protection software needs to be done on the system website. There are two options for you to choose
from, please select the one you are most likely to follow.
Option A: The security protection software protects the system from 400 attacks.
Option B: The security protection software has a 2/3 probability of protecting the information system from attacks and a 1/3
probability of not protecting the information system from 600 attacks.
【Negativity】The security protection software of the information system may encounter 600 attacks in a year. To ensure the
stable operation of the system, it is necessary to download and install the security protection software. The download and
installation of the security protection software needs to be done on the system website. There are two options for you to choose
from, please select the one you are most likely to follow.
Option C: The security protection software will make the information system suffer from 200 attacks.
Option D: There is a 2/3 probability that the security protection software will protect the information system from attacks and a
1/3 probability that the information system will be attacked 600 times.
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Appendix B

Table A2. Situational experiment practice session stage flow and steps.

Attribute Framework Situational Experimentation Practice Session Flow
The exercise phase: The stimulus material for the exercise phase of the attribute framing experiment was Levin and Gaeth’s
(1998) purchase decision problem for different compositions of beef. In the positive attribute framework experimental exercise
phase, the situation was described as follows: “Suppose you go to the supermarket to buy beef and the label indicates that 70% of
this beef is lean meat. How willing are you to buy this beef?” Respondents responded by pressing a numbered key, ranging from
1 to 7 to indicate their willingness to purchase the meat, with 1 representing “definitely not” and 7 representing “definitely yes”.
The larger the number, the stronger the respondent’s willingness to make the purchase.
In the negative attribute framework experimental exercise phase, the situation was described as follows: “Suppose you go to the
supermarket to buy beef and the label indicates that 30% of this beef is fatty meat. How willing are you to buy this beef?”
Respondents responded by pressing a numbered key ranging from 1 to 7 to indicate their willingness to purchase the meat, with
1 representing “definitely not” and 7 representing “definitely yes”. The larger the number, the stronger the respondent’s
willingness to make the purchase.
Goal Framework Situational Experimentation Practice Session Flow
The exercise phase: The purchase decision problem regarding beef of various compositions, as developed by Levin and Gaeth
(1998), again served as the stimulus material for the goal framework experiment’s exercise phase. The positive goal framework
experimental exercise phase was described as follows: “Suppose you go to the supermarket to buy beef and the label indicates
that 70% of this beef is lean meat. How likely would you be to buy this beef?”
In the negative condition, the material was described as follows: “Suppose you go to the supermarket to buy beef and the label
indicates that 30% of this beef is fatty meat. How likely would you be to buy this beef?” Subjects responded by pressing a key
corresponding a number from 1 to 7 to indicate how likely they would be to purchase the meat, where 1 represents “definitely
not” and 7 represents “definitely yes”. The larger the number, the stronger the respondent’s willingness to purchase the meat.
Risk Framework Situational Experimentation Practice Session Flow
The exercise phase: The stimulus material for the risk framework experiment exercise phase was Tversky and Kahneman’s (1981)
“Asian Disease” problem, regarding disease treatment options. The manner in which the material for the positive–negative risk
framework experiment exercise phase was described varied depending on the specific nature of the problem. The material in the
positive risk framework condition was described as follows: “Suppose a country is preparing to face a rare epidemic, the onset of
which is expected to result in 600 possible deaths. Two responses are possible:
Scenario Q, in which 200 people will survive, or
Scenario P, in which there is a one in three chance that everyone will survive, but a two in three chance that no one will survive”.
The negative condition of the exercise phase is worded as follows: “Suppose a country is preparing to face a rare epidemic, the
onset of which is expected to result in 600 possible deaths. Two responses options are possible:
Scenario W, in which 400 people will die, or
Scenario O, in which there is a one in three chance that no one will die, but a two in three chance that everyone will die.”
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