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Abstract: Utilizing social media data is imperative in comprehending critical insights on the Russia–
Ukraine cyber conflict due to their unparalleled capacity to provide real-time information dissem-
ination, thereby enabling the timely tracking and analysis of cyber incidents. The vast array of
user-generated content on these platforms, ranging from eyewitness accounts to multimedia evi-
dence, serves as invaluable resources for corroborating and contextualizing cyber attacks, facilitating
the attribution of malicious actors. Furthermore, social media data afford unique access to public
sentiment, the propagation of propaganda, and emerging narratives, offering profound insights into
the effectiveness of information operations and shaping counter-messaging strategies. However, there
have been hardly any studies reported on the Russia–Ukraine cyber war harnessing social media
analytics. This paper presents a comprehensive analysis of the crucial role of social-media-based
cyber intelligence in understanding Russia’s cyber threats during the ongoing Russo–Ukrainian
conflict. This paper introduces an innovative multidimensional cyber intelligence framework and
utilizes Twitter data to generate cyber intelligence reports. By leveraging advanced monitoring
tools and NLP algorithms, like language detection, translation, sentiment analysis, term frequency–
inverse document frequency (TF-IDF), latent Dirichlet allocation (LDA), Porter stemming, n-grams,
and others, this study automatically generated cyber intelligence for Russia and Ukraine. Using
37,386 tweets originating from 30,706 users in 54 languages from 13 October 2022 to 6 April 2023, this
paper reported the first detailed multilingual analysis on the Russia–Ukraine cyber crisis in four cyber
dimensions (geopolitical and socioeconomic; targeted victim; psychological and societal; and national
priority and concerns). It also highlights challenges faced in harnessing reliable social-media-based
cyber intelligence.

Keywords: cyber analytics; analyzing cyber threat; cyber war; social media analytics; Russian cyber
incident; Ukrainian cyber incident

1. Introduction

The Russian–Ukraine cyber war has witnessed an escalation in the use of cyberspace
as a battleground, where information warfare and cyber attacks are employed to further
geopolitical objectives. The academic studies and news reports in [1–16] collectively suggest
that cyber warfare has played a significant role in the Russia–Ukraine conflict. These
studies describe various incidents of cyber attacks, espionage, and propaganda by both
sides, targeting each other’s government, military, and civilian infrastructure. The attacks
include election interference, power grid disruption, destructive malware, surveillance,
website defacement, and email leaks. The studies also provide insights into the strategies,
impacts, and implications of cyber operations, highlighting the growing sophistication of
cyber capabilities and the challenges of attribution and deterrence. Overall, the studies
highlight the importance of cybersecurity in modern conflicts and the need for international
norms and cooperation to prevent and mitigate cyber threats. The following are a few
notable events as per [1–16]:
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• Russia has engaged in cyber warfare as a part of its military strategy in the ongoing
conflict with Ukraine.

• The cyber attacks conducted by Russia have targeted a wide range of Ukrainian orga-
nizations, including government agencies, media outlets, and critical infrastructure.

• The cyber attacks have caused significant damage to Ukrainian organizations, includ-
ing disruptions to IT networks, power outages, and data theft.

• Russian cyber operations have sought to influence political events in Ukraine, in-
cluding attempts to manipulate election results and conduct surveillance on political
figures.

• Ukrainian hackers have retaliated against Russian cyber attacks by targeting Russian
organizations, including media outlets and government agencies.

• Hacktivist groups have also targeted Belarusian infrastructure as a means of disrupting
Russian troop movements towards Ukraine.

• Despite efforts by researchers to decipher Russian cyber strategies, the exact goals and
motivations behind these attacks remain unclear.

In the contemporary context of the Russo–Ukrainian cyber war, social media platforms
have emerged as crucial sources of valuable intelligence, owing to their expansive reach,
real-time data, and user-generated content. This paper aims to comprehensively analyze the
indispensability of social-media-based cyber intelligence in understanding and countering
Russia’s cyber threats during the ongoing conflict with Ukraine. Recent studies [17–25]
have highlighted that social media platforms enable rapid information dissemination,
providing cybersecurity professionals with real-time tracking and analysis capabilities
for cyber incidents, facilitating timely response and mitigation strategies. Additionally,
these platforms serve as hubs for user-generated content, such as eyewitness accounts,
multimedia evidence, and open-source intelligence, which play a vital role in corroborating
and contextualizing cyber incidents, aiding in the identification of attackers. By monitoring
social media, analysts can also gauge public sentiment, track the spread of propaganda,
and identify emerging narratives, thus offering insights into information operations and
counter-messaging strategies. Furthermore, social media monitoring tools and algorithms
(such as sentiment analysis, entity recognition, word frequency calculation, and topic
analysis, as depicted in [17,19,22]) empower analysts to detect and analyze cyber threats
in real-time, enabling proactive defense measures and the attribution of cyber attacks by
identifying patterns, tracking malware propagation, and uncovering digital footprints left
by threat actors.

In conclusion, social-media-based cyber intelligence constitutes an essential compo-
nent of modern cybersecurity efforts amidst the Russo–Ukrainian cyber war. Leveraging
the capabilities of these platforms to disseminate real-time information, verify incidents,
assess public sentiment, and detect cyber threats empowers nations to enhance their defen-
sive postures and mitigate the risks posed by Russia’s cyber activities in the context of the
ongoing conflict with Ukraine. The following are the core contributions of this paper:

• This paper reported the first critical analysis of Twitter-based critical cyber analytics
on the Russia–Ukraine cyber war using data obtained through the Twitter API.

• Using natural language processing (NLP) algorithms, like language detection, trans-
lation, sentiment analysis, latent Dirichlet allocation (LDA), term frequency–inverse
document frequency (TF-IDF), Porter stemming, n-grams, and others, on live tweets,
this study reported an innovative approach in social-media-based cyber intelligence.

• Using a comprehensive literature survey, this paper generated a four-dimensional
cyber intelligence framework composed of a geopolitical and socioeconomic perspec-
tive; targeted victim perspective; psychological and societal perspective; and national
priority and concerns perspective

• This paper used 37,386 tweets that originated from 30,706 users in 54 different lan-
guages from 13 October 2022 to 6 April 2023, for automatically generating a cyber
intelligence report in four cyber dimensions.



Information 2023, 14, 485 3 of 28

• Finally, this paper reported 12 different challenges of using NLP algorithms on social
media for harnessing reliable social-media-based cyber intelligence

In the next section, background and contextual information on the Russia–Ukraine
cyber war, multidimensional analysis of cyber threats, and NLP-based tweet analysis are
provided. Then, in Section 3 (i.e., Materials and Methods), the detailed steps, flow chart,
and algorithms are provided for NLP-based tweet analysis for harnessing Russia–Ukraine
cyber intelligence. Finally, results, discussions, and concluding remarks are detailed in
Sections 4–6, consecutively.

2. Background Context and Literature

This section provides a succinct background on the Russia–Ukraine cyber conflict
followed by multidimensional analysis of cyber threats with NLP.

2.1. Context of Russia–Ukraine Cyber War

Before the conflict in 2022, Russia used offensive cyberspace only twice, according
to [1]. The blocking of the Georgian internet access was the closest thing to a significant
interruption, with the majority of them being low-level cyber vandalism. Russia attempted
to disrupt services and introduce dangerous malware into Ukrainian networks during the
Russia–Ukraine war in 2022. This included phishing, denial of service attacks, and the use
of software flaws [1]. One company discovered eight distinct families of damaging software
that Russia deployed in these attacks, according to a different piece from the Center for
Strategic and International Studies [2]. In its most recent confrontations, including its
invasions of Georgia in 2008 and Crimea in 2014, Russia reportedly used cyber attacks,
according to [3]. Since then, Russia’s cyber activities have used Ukraine as a “training
ground” [3].

According to a Carnegie Endowment for International Peace report, the biggest ongo-
ing cyber risk to Ukraine as the war rages on is likely Russian intelligence gathering [4]. If
Russian hackers are successful in gathering highly valuable intelligence that Moscow then
effectively uses, they might theoretically still have a greater influence [4]. Figure 1 provides
a brief background on the ongoing cyber war between Russia and Ukraine starting as early
as 2014 as it becomes evident from both academic and nonacademic perspectives [1–5]. In
the last 10 years, Russia’s cyber attacks have caused a greater level of threats compared to
Ukrainian attacks [5].
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On the day of the general elections (in 2014), Russian cyber attackers broke into the
Ukrainian vote-counting system, destroying electronic records and forcing the authorities
to physically tally the ballots [6]. A cyber strike during a mission attributed to a group
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associated with Russian military intelligence knocked down electricity for several hours
in western Ukraine and parts of Kiev in 2015 using a malware called “Industroyer2” [1,7].
It was the first blackout brought on by a cyber attack in history. In 2017, the NotPetya
attack took place, which was carried out by the same gang connected to Russian military
intelligence [8]. Before spreading globally, the malware package managed to infect roughly
10% of all Ukrainian computer systems. According to a US estimate, one of the most
damaging cyber attacks in history resulted in damages for businesses totaling close to
USD 10 billion. On 15 January 2022, Microsoft revealed harmful software, disguised as
ransomware, known as WhisperGate, which was aimed at several Ukrainian government
and nonprofit organizations as well as IT institutions [9]. A cyber attack on Global Affairs
Canada (GAC) on 19 January 2022, occurred after Canadian authorities pledged their
support for Ukraine [10]. Early in February 2022, Microsoft disclosed that the Actinium
group, which is thought to be connected to the Russian secret services, had been targeting
Ukrainian military headquarters and government networks [11]. This targeting, which
started in October 2021, attempts to eavesdrop on people and collect intelligence.

A series of attacks at much smaller scales were also reported from Ukraine towards
Russia during 2016 [12–15]. Among these attacks, Operation Prikormka involved the release
of malicious software that displayed a list of fishing bait prices. The exact degree of harm
this malicious program caused remains unknown [12]. Another operation involved nine
successful hacks of the websites of the separatist movement “Donetsk People’s Republic”, as
well as sites and networks of Russian private military enterprises and Russian sites for anti-
Ukrainian propaganda [13]. The “Channel One” attack saw the Ukrainian cyber alliance of
hackers FalconsFlame, Trinity, and Rukh8 hack the server of the Russian ChannelOne [14].
Moreover, the Surkov Leaks, which exposed attempts to annex Crimea and incite separatist
violence in Donbas in October 2016, involved the leak of 2337 emails and hundreds of
attachments [15]. In order to slow down the transit of Russian soldiers through the Republic
of Belarus and to the frontiers of Ukraine, a recent cyber attack by a Ukrainian organization
on 24 January 2022 damaged the functioning of the railway system in Belarus [16].

2.2. Multidimensional Analysis of Cyber Threats

Recent research has underscored the significance of conducting a comprehensive
critical analysis of cyber warfare from multiple vantage points. Such an analysis entails
exploring the cyber domain through the lenses of geopolitical and socioeconomic perspec-
tives, with a particular emphasis on ascertaining the actors behind these attacks, their
motivations, and the underlying reasons precipitating such cyber assaults [26]. Addi-
tionally, to gain deeper insights into the repercussions faced by the targeted victims, the
dimension of the “Targeted Victim” assumes paramount importance [27,28]. An in-depth
understanding of the broader impact on society and the variegated ways in which different
social segments perceive cyber warfare necessitates the incorporation of the “Psychological
& Societal” dimension, as previously exemplified in [29].

To quantitatively gauge societal perceptions of cyber warfare, researchers have availed
themselves of sentiment analysis techniques, primarily involving the examination of tar-
geted social media messages [17,22]. Of equal significance is the dimension of “National
Priority and Concerns”, which serves as a pivotal pillar for the comprehensive analysis
of cyber warfare [29,30]. In essence, these four interrelated dimensions constitute indis-
pensable components for the thorough examination of the Russia–Ukraine cyber conflict,
as visually depicted in Figure 2. A detailed exposition of the progressive development of
the four-dimensional cyber intelligence model, meticulously tailored for this study, can be
observed in Table 1. This model has been formulated through a meticulous assimilation
and synthesis of existing research works [26–32].
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Table 1. The four dimensions of cyber intelligence used in this study.

Cyber Dimensions Existing Literature

1. Geopolitical and socioeconomic [26]
2. Targeted victim [27,28]

3. Psychological and societal [29]
4. National priority and concerns [29,30]

2.3. NLP-Based Analysis of Tweets

Analysis of cyber-related social media posts from Twitter started almost 10 years
ago [33]. However, these studies did not utilize the power of AI-based techniques for
automated critical analysis of social media posts. The methodology described in [18] uses
sentiment analysis of tweets to forecast cyber attacks. They discussed how hacktivists
responded to the candidates’ comments and actions in major events (i.e., presidential
elections of the US in 2016) as they examined their methods and provided examples.

The term frequency–inverse document frequency (TF-IDF) is used in [23] to extract fea-
tures from a dataset of 2000 tweets that are evenly split between bully and nonbully tweets.
The paper compares the performance of five different classifiers based on metrics, including
precision, recall, F1-score, accuracy, specificity, MCC, fall out, miss rate, and mean square
error. The classifiers are a support vector classifier (SVC), logistic regression, multinomial
naive Bayes, a random forest classifier, and a stochastic gradient descent classifier [23].
Finally, the study in [23] comes to the conclusion that logistic regression, which achieved
91% precision, 96% recall, a 93% F1-score, and 93% accuracy for detecting bullying tweets,
is the best classifier among the five. The paper also makes some recommendations for
future research, including reporting and automatically deleting tweets that abuse people as
well as taking harsh action against them. The research article in [24] gathers information
about darknet traffic from a variety of sources and uses TF-IDF to identify features in the
packet payloads. In order to categorize the packets into various cyber attacks, including
worms, denial of service (DOS) attacks, backdoor attacks, distributed denial of service
(DDoS) assaults, spam, and malicious contents, the paper uses a Light Gradient Boosting
Machine (LGBM) [24]. Finally, the study assesses the LGBM’s performance and compares
it to other algorithms, concluding that the LGBM performs better than the other algorithms
based on testing results [24]. In [20], two new machine-learning-based classifiers were
utilized to collect a large-scale Twitter dataset and analyze the themes inside it using LDA.
Wi-Fi, smartphones, laptops, smart home technology, financial security, help-seeking, and
the roles of many stakeholders were among the themes covered. Additionally, sentiment
analysis was performed for the study, and all themes had generally negative sentiments.
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When combined with the benchmarked cyber keywords, the next level of sensitive key-
words that could lead to vulnerability were identified in a study using LDA [21]. In order
to extract sensitive terms from Twitter data, the study developed a framework combining
cyber keywords with LDA. The research study in [25] analyzes the spread of COVID-19
misinformation via social media platforms like Twitter. The study gathers and analyzes
227,067 tweets from 2020 that utilize these hashtags and investigates their sentiment, emo-
tion, topic, and user attributes. The majority of the tweets, according to the study, are
negative, afraid, angry, and mistrustful. One in five users who used these hashtags had
their Twitter accounts suspended by January 2021 [25]. The paper concludes that the tweets
show a denial of the COVID-19 epidemic and the dissemination of false or misleading
information that jeopardizes public health initiatives. Even though papers in [21,23–25]
sporadically used various NLP-based techniques, this study provides the most compre-
hensive use of NLP-based techniques in a systematic manner. Hence this study leads to
gradual improvements upon the research work presented in [21,23–25,27–29].

3. Materials and Methods

The current study employs an advanced social media analytics methodology to investi-
gate Twitter data focusing on cyber-related topics. The data collection involves the retrieval
of tweets containing the keywords “cyber” or “hack” from the Twitter platform. Upon
obtaining the tweet corpus, a multistage analysis pipeline is deployed to gain valuable
insights. The initial step involves the detection of the language used in each tweet. This
task is accomplished by leveraging the state-of-the-art Microsoft Cognitive Services’ Text
Analytics API [34], which employs sophisticated natural language processing techniques to
accurately ascertain the language of the tweet. Tweets are then categorized into two subsets:
those composed in the English language and those composed in non-English languages.
For the set of English tweets, a sentiment analysis procedure is applied, aiming to gauge
the emotional tone and polarity of the tweets. This sentiment analysis, based on advanced
machine learning models, provides a fine-grained sentiment score for each English tweet,
enabling the determination of positive, negative, or neutral sentiment conveyed in the tex-
tual content. To handle the non-English tweets, a robust translation mechanism is invoked
utilizing the Microsoft Cognitive Services’ Text Analytics API [34], which facilitates the
seamless translation of non-English tweets into English. The translated tweets are then
subjected to the same sentiment analysis procedure as the English tweets, thereby unifying
the sentiment analysis process across the entire tweet corpus. Following the sentiment anal-
ysis stage, tweets are further categorized based on mentions of country names within their
textual content. This process aids in the formation of country-specific tweet groups, where
each group comprises tweets related to a particular country or region. Subsequently, term
frequency analysis is conducted on each country-specific tweet group, a widely employed
statistical technique to identify the relative importance of terms within the textual data.
This analysis provides insights into the frequency of occurrence of particular terms and
aids in understanding the prominent topics or themes prevalent within each country group.
Finally, latent Dirichlet allocation (LDA) topic modeling is deployed on the term frequency
data of each country group. LDA is a sophisticated probabilistic model that unveils latent
topics within textual data by identifying word co-occurrence patterns. By applying LDA,
the study discerns underlying thematic patterns in the tweets, offering a comprehensive
and granular perspective on the cyber-related discussions and conversations within dis-
tinct geographic contexts. It should be mentioned that generic preprocessing steps like
transforming all the posts into lower case texts, removing stop words, removing hypertext
markup tags, and tokenizing were performed similarly to recent studies in [17,22,35].

Overall, this highly refined and systematic approach enables a nuanced analysis
of cyber-related discussions on Twitter, shedding light on sentiment dynamics across
languages and regions while uncovering key topical themes. The findings gleaned from
this methodological framework hold significant implications for understanding the global
discourse surrounding cyber issues and contribute to the broader domain of social media
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analytics research. This process is mathematically represented in the following 7 steps with
the contextual notion definitions of Table 2:

1. Obtain tweets with the keywords “cyber” or “hack”:

T = getTweetsWithKeywords(“cyber”, “hack”) (1)

2. Categorize tweets into English and non-English tweets:

Tenglish = {t ∈ T | L(t) == “English”} (2)

Tnon_english = {t ∈ T | L(t) 6= “English”} (3)

3. Translate non-English tweets to English:

Ttranslated = {translateToEnglish(t, L(t)) | t ∈ Tnon_english} (4)

4. Perform sentiment analysis on English and translated tweets:

S(t) = performSentimentAnalysis(t) for t ∈ Tenglish ∪ Ttranslated (5)

5. Group tweets by country names:

G = groupTweetsByCountry(T) (6)

6. Perform term frequency calculation on each country group:

TF(g) = calculateTermFrequency(g) for g ∈ G (7)

7. Perform LDA topic analysis on each country group’s term frequency data:

LDA(g) = performLDATopicAnalysis(TF(g)) for g ∈ G (8)

Table 2. Description of mathematical notations.

Notation Definition

T Set of all tweets containing the keywords “cyber” or “hack”
Tenglish Set of English tweets in T
Tnon_english Set of non-English tweets in T
Ttranslated Set of translated English tweets obtained from Tnon_english

S(t) Sentiment score of tweet t
L(t) Language of tweet t
C(t) Country name mentioned in tweet t

G Set of country groups, where each group contains tweets that belong to a specific country based on the country
name mentioned in the tweet

Finally, we will have the analyzed LDA topics for each country group in LDA(g).
This is also demonstrated with the flow chart in Figure 3. The pseudocode provided
in Algorithm 1 provides a more detailed outline of the process. It should be noted that
other NLP algorithms, like porter stemming, n-grams, etc., could also be used to perform
social-media-based critical cyber analytics, as shown in Figure 4, Table 3, and Algorithm 2.
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Algorithm 1: Pseudocode of NLP-Based Cyber Intelligence Solution Using Twitter Feed

1: FUNCTION socialMediaAnalytics(keyword)
2: tweets = getTweetsByKeyword(keyword) // Obtain tweets with the given keyword
3: // Initialize data structures to store categorized tweet
4: englishTweets = []
5: FOR EACH tweet IN tweets
6: language = detectTweetLanguage(tweet) // Detect the language of the tweet
7: IF language == “English”
8: sentiment = performSentimentAnalysis(tweet) // Perform sentiment analysis on English tweets
9: englishTweets.append({tweet: sentiment})
10: ELSE IF language != “English”
11: translatedTweet = translateToEnglish(tweet, language) // Translate non-English tweets to English
12: sentiment = performSentimentAnalysis(translatedTweet) // Perform sentiment analysis on translated tweets
13: nonEnglishTweets.append({tweet: sentiment})
14: // Group tweets by country names
15: countryGroups = groupTweetsByCountry(tweets)
16: // Initialize data structures to store analyzed country-grouped tweets
17: analyzedCountryGroups = []
18: FOR EACH countryGroup IN countryGroups
19: termFrequency = calculateTermFrequency(countryGroup) // Calculate term frequency for the tweets
20: ldaTopicAnalysis = performLDATopicAnalysis(termFrequency) // Perform LDA topic analysis on the term frequency data
21: analyzedCountryGroups.append({countryGroup: ldaTopicAnalysis})
22: RETURN analyzedCountryGroups // Return the final analyzed data for each country group
23: END FUNCTION
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Table 3. Steps within the new NLP-based solution for analyzing Russian and Ukrainian Cyber
Related Tweets (4 denotes APIs used and X denotes APIs not used).

Name of Steps Use of External API Name of the Algorithm References

Analyzing Sentiment 4 Microsoft Text Analytics [34] [18,20,36–39]

English Translation 4 Microsoft Text Analytics [34] [36–39]

Modeling Topics X LDA [20,21]

Analyzing Term Frequency X TF-IDF [18,20,21,23,24]

Analyzing Term Frequency X Porter Stemming [18]

Analyzing Term Frequency X N-Gram [18,20,21]

Algorithm 2: Using NLP on Tweets Concerning Cyber Issues for Russia and Ukraine

1: For Each xi Tweet in N, Multilingual Tweets
2: If Detect_Language(xi)<> ‘English Language’
3: yi = Perform_English_Translattion(xi)
4: Else
5: yi = xi
6: End If
7: End Loop
8: For Each yi Tweet in N, English Tweets
9: si = Analyse_Sentiment(yi)
10: If yi Contains ‘Russia’ Or ‘Ukraine’
11: {cr, yi, tcr } = yi
12: End If
13: End Loop
14: For Each cr in C, Country Names (i.e., for Russia & Ukraine)
15: {{wj, fwj }, . . .} = Perform_TF-IDF(Tokenization(yi))
16: {{wk, fwk }, . . .} = Perform_PorterStemming(Tokenization(yi))
17: {{Ul

1wl , fo}, . . .} = Perform_N-Gram(Tokenization (yi))
18: {{vp, {{wq, fwq }. . .}}, . . .} = Perform_LDA(Tokenization (yi))
19: End Loop

4. Results

After implementing the proposed method using Algorithm 1, we evaluated the system
from 13 October 2022 to 6 April 2023, with 37,386 tweets from 30,706 users. During this
period, tweets in 54 different languages were acquired and analyzed. In total, 8199 http
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requests were made for translating non-English Tweets. Table 4 provides information
on Twitter data over a period of 7 months, from 2022 October to 2023 April. Within
Table 4, the column “Month” provides the time frame of the data collected. Then, “Tweets”
shows the number of tweets posted during that period. “Users” shows the number of
unique users who posted the tweets. “Geo-Spatial Locations” depicts the number of
unique locations mentioned in the tweets. “No. of Languages” shows the number of
unique languages used in the tweets. Next, “Retweets” displays the number of times
the tweets were retweeted. “Avg. Negative Sentiment”, “Avg. Neutral Sentiment”, and
“Avg. Positive Sentiment” demonstrate the average confidence scores of negative, neutral,
and positive sentiment analyses of the tweets, respectively (on a scale of 0 to 1). Finally,
“English Translations” provides the number of tweets that were translated. Overall, Table 4
demonstrates that between October 2022 and April 2023 the quantity of tweets, distinct
individuals, and distinct locations gradually rose. However, despite a minor increase
over the previous month, the number of languages used remained stable. Each month
saw a different variation in the overall number of retweets, with November 2022 seeing
the greatest total. Over the course of the seven months, the average confidence scores for
neutral, positive, and negative sentiment analyses remained stable, with negative sentiment
having higher confidence levels than neutral and positive sentiment. It is also important
to note that just a small portion of tweets were translated, with December 2022 seeing the
largest percentage. It should be mentioned that the presented solution was deployed in
desktop, mobile and tablet platforms (in iOS, Android, and Windows). Figure 5 shows
the average daily sentiment scores within a deployed mobile app within an Apple iPad
9th Generation. Figure 6 represents the scores at a monthly average scale on a desktop
computer. Unlike Figure 5, Figure 6 only shows the negative sentiment score. Cyber-related
posts with Negative sentiments are considered to be alerts [17,38]. Finally, in Figure 7,
the average negative sentiments for worldwide, Russia, and Ukraine during the entire
monitoring period (i.e., 13 October 2022 to 6 April 2023) are summarized. As seen from
Figure 7, Russian cyber issues were perceived to be more negative compared to worldwide
or Ukrainian statistics.

Table 4. Processing of tweets for AI-based cyber threat intelligence.

Month Tweets Users
Geo-
Spatial
Locations

No. of
Languages Retweets

Avg.
Negative
Sentiment

Avg.
Neutral
Sentiment

Avg.
Positive
Sentiment

English
Translations

Oct-22 3954 3556 1588 38 3,727,756 0.36 0.43 0.21 941

Nov-22 6470 5875 2358 38 9,981,856 0.34 0.43 0.23 1283

Dec-22 6512 5544 2225 42 7,565,946 0.35 0.42 0.23 1533

Jan-23 6685 5785 2364 40 7,802,301 0.36 0.40 0.24 1419

Feb-23 5976 5053 2114 43 4,276,479 0.37 0.42 0.21 1373

Mar-23 6634 5749 2357 41 4,799,540 0.36 0.43 0.21 1469

Apr-23 1155 1083 538 27 713,083 0.40 0.41 0.20 258

Total 37,386 30,706 10,178 54 38,866,961 0.36 0.42 0.22 8199
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5. Discussion

In general, the subject, vocabulary, and nation-specifics included in the posts varied
significantly between Australia and China according to the topic analysis of cyber-related
social media posts. With various articles focusing on Australian-specific incidents or
worries, such as scams targeting Australians and the Australian health system, there is a
heavy emphasis on cyber attacks and cybersecurity for Australia. Other subjects touch
on more general cybersecurity issues, including data leaks and breaches. The Australian
police and their efforts to prevent cybercrime are another noteworthy subject.

Tables 5 and 6 display the outcome of a topic analysis conducted on Russian cyber-
related tweets. By critically examining the table, several meaningful insights emerge,
shedding light on prevalent themes and discussions within this domain.

Within the topic analysis process, we configured the LDA algorithm to produce seven
topics for both Russia and Ukraine. For each of these topics, LDA was configured to identify
the five most-used keywords ranked by weight as show in Table 5.

Table 5. Number of topics with corresponding weights (Wgt) for topic analysis of Russian and
Ukrainian cyber-related issues.

No 1 Wgt No 2 Wgt No 3 Wgt No 4 Wgt No 5 Wgt No 6 Wgt No 7 Wgt

R
us

si
a

Russian 72 cyber 65 Russian 65 hack 70 Russia 60 Russia 97 Russian 60
cyber 65 Russian 44 hack 25 Russia 36 invades 50 hacked 19 Putin 59

attack 49 Ukraine 24 Shellenberger
MD 14 Russian 30 cyber 42 cyber 18 using 58

blame 27 McGonigal 22 hacking 14 Russians 27 attacks 33 helped 16 Trump 57

threat 26 FBI 19 amp 13 DNC 16
Darth
Putin
KGB

26 new 16 story 57

U
kr

ai
ne

state 3 The Study
of War 2 says 3 role 3 country 5 Ukraine 117 leaks 2

absolutely 2 FBI 2 GicAriana 2 OMC Ukraine 2 loser 3 cyber 76 cyber
warfare 2

threat 2 air 2 need 2 anonymous link 2 brigade 2 Russian 31 cyber
attacks 2

report 2 infrastructure 2 do not 2 council 2 hacker 2 Ukrainian 28 red 2

cross 2 one 2 security 2 Ukraine–Russia
War 2 awareness 2 hack 28 never 2
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Table 6. Performance comparison of LDA-based topic analysis for Russian and Ukrainian cyber-
related issues.

Performance Parameters Measured Values for Russia Measured Values for
Ukraine

LogLikelihood −57,933.967 −23,251.897
Perplexity 458.384 1016.203

Average tokens 1165.143 392
Average document_entropy 4.495 4.364

Average word-length 6.143 7.229
Average coherence −13.754 −14.672

Average uniform_dist 2.677 2.009
Average corpus_dist 1.614 1.925

Average eff_num_words 98.33 179.378
Average token-doc-diff 0.001 0.007
Average rank_1_docs 0.772 0.174

Average allocation_count 0.85 0.16
Average exclusivity 0.597 0.461

AlphaSum 0.118 8.434
Beta 0.127 0.642

BetaSum 386.22 1039.923

5.1. Analysis of Russian Cyber-Related Tweets
5.1.1. Russian Topic 1

Topic 1, with words such as “Russian”, “cyber”, “attack”, “blame”, and “threat”,
provides valuable insights into the key concepts and concerns dominating the discourse
surrounding Russian cyber activities.

The prominence of the term “Russian” with a weight of 72 suggests that discussions
within the analyzed tweets frequently revolve around Russia’s involvement in cyber-related
incidents. This highlights the significance of Russia as a focal point in the context of cyber
activities and signals the attention and interest given to the nation’s actions within the
cyber realm. Moreover, the high weight assigned to “cyber” (65) underscores the central
focus on cyber-related topics in the analyzed tweets. It indicates a strong emphasis on
various aspects of cybersecurity, encompassing discussions on cyber attacks, threats, and
the broader landscape of digital security. The presence of the term “attack” with a weight of
49 highlights the prevalence of discussions related to cyber attacks. This suggests that the
analyzed tweets frequently address specific incidents involving cyber assaults, potentially
implicating Russian actors or attributing responsibility to them. The weight assigned to
“attack” indicates the considerable attention given to these offensive actions and their
potential ramifications. Furthermore, the term “blame” carries a weight of 27, indicating
discussions surrounding attributions and assigning responsibility for cyber incidents. This
suggests that the analyzed tweets frequently delve into debates and speculations regarding
who should be held accountable for cyber attacks, with potential implications for Russia’s
involvement. The inclusion of the term “threat” with a weight of 26 suggests that the
analyzed tweets often discuss the broader landscape of cyber threats. This encompasses
considerations of potential risks, vulnerabilities, and the evolving nature of cyber threats
posed by Russian actors or targeting Russian entities.

Overall, the findings from this topic analysis provide valuable insights into the prevail-
ing themes and discussions surrounding Russian cyber-related tweets. The prominence of
terms such as “Russian”, “cyber”, “attack”, “blame”, and “threat” underscores the focus on
Russia’s involvement in cyber activities, particularly in terms of cyber attacks, attributions,
and the broader threat landscape.
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5.1.2. Russian Topic 2

Topic 2, characterized by the terms “cyber”, “Russian”, “Ukraine”, “McGonigal”, and
“FBI”, contributes to our understanding of key concepts and relationships surrounding
Russian cyber activities.

The weight assigned to “cyber” (65) highlights the central focus of the analyzed
tweets on cyber-related topics. This suggests a substantial emphasis on various aspects of
cybersecurity, including discussions on cyber attacks, defense strategies, and the broader
landscape of digital security. The term “Russian” carries a weight of 44, indicating a
significant presence in the analyzed tweets. It signifies the attention given to Russia’s
role and involvement in cyber activities, potentially implicating Russian actors in cyber
incidents or discussing Russia’s cybersecurity policies and initiatives. The inclusion of
“Ukraine” with a weight of 24 suggests that discussions within the analyzed tweets often
revolve around the cyber dynamics between Russia and Ukraine. This could involve
topics such as cyber attacks targeting Ukrainian entities, the attribution of cyber incidents
to Russian actors, or broader geopolitical implications of cyber activities in the region.
Additionally, the term “FBI” carries a weight of 19, suggesting discussions related to the
involvement or perspective of the Federal Bureau of Investigation (FBI) in the context of
Russian cyber activities. This could include discussions on investigations, collaborations,
or the attribution of cyber attacks to Russian actors.

Overall, the findings from this topic analysis provide valuable insights into the preva-
lent themes and relationships surrounding Russian cyber-related tweets. The prominence
of terms such as “cyber”, “Russian”, “Ukraine”, “McGonigal”, and “FBI” underscores the
focus on cybersecurity, Russia’s involvement, and the specific dynamics between Russia,
Ukraine, and external entities such as the FBI.

5.1.3. Russian Topic 3

Topic 3, characterized by the terms “Russian”, “hack”, “ShellenbergerMD”, “hack-
ing”, and “amp”, provides significant insights into the key concepts and relationships
surrounding Russian cyber activities.

The weight assigned to “Russian” (65) indicates a dominant presence in the analyzed
tweets, underscoring the focus on Russia’s involvement in cyber-related incidents. This
suggests a considerable emphasis on discussions pertaining to Russian actors, their tactics,
motivations, and potential implications for cybersecurity. The term “hack” carries a weight
of 25, indicating discussions centered around hacking activities within the analyzed tweets.
This suggests that cyber breaches and unauthorized access to systems or data are common
topics of interest, potentially involving Russian actors or targeting Russian entities. The
presence of “ShellenbergerMD” and “hacking” with equal weights of 14 suggests the
mention of these terms in the analyzed tweets, albeit to a lesser extent. Additionally, the
term “amp” with a weight of 13 indicates a minor presence in the analyzed tweets. Further
research is warranted to determine the specific context in which this term appears and its
relationship to Russian cyber activities.

Overall, the findings from this topic analysis provide valuable insights into the promi-
nent themes and relationships surrounding Russian cyber-related tweets. The weight
assigned to terms such as “Russian” and “hack” underscores the focus on Russia’s involve-
ment in cyber activities, specifically hacking incidents.

5.1.4. Russian Topic 4

Topic 4, characterized by the terms “hack”, “Russia”, “Russian”, “Russians”, and
“DNC”, provides significant insights into key concepts and relationships surrounding
Russian cyber activities.

The term “hack” carries a weight of 70, indicating a dominant presence in the analyzed
tweets. This highlights a strong focus on discussions surrounding hacking activities,
potentially involving Russian actors or targeting various entities. The prominence of
“hack” underscores the significance of cyber breaches and unauthorized access as central
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themes within the analyzed tweets. The presence of “Russia” with a weight of 36 suggests
discussions that focus on the broader context of Russian involvement in cyber activities.
This term indicates attention given to Russia as a nation-state, possibly exploring its policies,
capabilities, and motivations within the cyber realm. Additionally, the terms “Russian”
and “Russians” with weights of 30 and 27, respectively, further emphasize the attention
given to Russian actors within the analyzed tweets. These terms may allude to discussions
related to the tactics, motivations, and potential implications of cyber activities carried out
by individuals or groups associated with Russia. The inclusion of “DNC” with a weight
of 16 suggests discussions concerning the Democratic National Committee (DNC), which
may be targeted by cyber attacks or implicated in broader discussions on Russian cyber
activities. This term highlights a specific entity or context associated with cyber incidents
and potential political ramifications.

Overall, the findings from this topic analysis provide valuable insights into the promi-
nent themes and relationships surrounding Russian cyber-related tweets. The weight as-
signed to terms such as “hack”, “Russia”, “Russian”, “Russians”, and “DNC” underscores
the focus on hacking activities, Russia’s involvement, and potential political implications
within the analyzed tweets.

5.1.5. Russian Topic 5

Topic 5, characterized by the terms “Russia”, “Invades”, “Cyber”, “attacks”, and
“DarthPutinKGB”, offers meaningful insights into key concepts and relationships surround-
ing Russian cyber activities.

The weight assigned to “Russia” at 60 indicates a dominant presence in the analyzed
tweets. This suggests a significant focus on discussions centered around Russia’s involve-
ment in cyber-related incidents. It highlights the importance of understanding Russia’s role
and impact within the broader context of cybersecurity. The inclusion of “Invades” with
a weight of 50 suggests discussions related to instances or allegations of Russia invading
or intruding upon specific territories, possibly through cyber means. This term implies
the potential crossing of boundaries or encroachments by Russian actors, contributing
to the discourse surrounding cyber activities. The term “Cyber” carries a weight of 42,
indicating discussions that focus on the broader domain of cybersecurity. This encompasses
various aspects, such as cyber attacks, defense strategies, and the evolving landscape of
digital security. The presence of “Cyber” underscores the importance of understanding and
addressing the challenges posed by cyber threats in the context of Russian cyber activities.
The term “attacks” with a weight of 33 highlights discussions concerning cyber attacks.
This suggests a significant emphasis on analyzing and discussing incidents involving cyber
assaults, potentially implicating Russian actors or targeting entities related to Russia. The
weight assigned to “attacks” indicates the attention given to these offensive actions and
their potential consequences. Additionally, the term “DarthPutinKGB” with a weight of 26
implies references to a specific persona or narrative associated with Russian cyber activities.
Further investigation is necessary to determine the specific context and significance of this
term within the broader discourse on Russian cyber-related incidents.

Overall, the findings from this topic analysis provide valuable insights into the promi-
nent themes and relationships surrounding Russian cyber-related tweets. The weight
assigned to terms such as “Russia”, “Invades”, “Cyber”, “attacks”, and “DarthPutinKGB”
underscores the focus on Russia’s involvement, cyber attacks, and the broader landscape of
cybersecurity.

5.1.6. Russian Topic 6

Topic 6, characterized by the terms “Russia”, “hacked”, “cyber”, “helped”, and “new”,
offers significant insights into key concepts and relationships surrounding Russian cyber
activities.

The weight assigned to “Russia” at 97 indicates a dominant presence in the analyzed
tweets, suggesting a substantial focus on discussions related to Russia’s involvement in
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cyber-related incidents. This signifies the significance of understanding Russia’s role and
impact within the broader context of cybersecurity. The term “hacked” carries a weight
of 19, suggesting discussions centered around cyber breaches or unauthorized access to
systems or data. The presence of “hacked” in this topic suggests that hacking incidents,
potentially involving Russian actors or targeting entities related to Russia, are a key focus
within the analyzed tweets. Additionally, the term “cyber” with a weight of 18 highlights
discussions on the broader domain of cybersecurity. This encompasses various aspects,
such as cyber attacks, defense strategies, and the evolving landscape of digital security.
The prominence of “cyber” emphasizes the importance of understanding and addressing
the challenges posed by cyber threats in the context of Russian cyber activities. The terms
“helped” and “new” with equal weights of 16 suggest their mention in the analyzed tweets,
although to a lesser extent.

Overall, the findings from this topic analysis provide valuable insights into the preva-
lent themes and relationships surrounding Russian cyber-related tweets. The high weight
assigned to “Russia” underscores the focus on Russia’s involvement, while the presence
of “hacked” and “cyber” indicates attention given to hacking incidents and the broader
domain of cybersecurity.

5.1.7. Russian Topic 7

Topic 7, characterized by the terms “Russian”, “Putin”, “using”, “Trump”, and “story”,
provides significant insights into key concepts and relationships surrounding Russian cyber
activities.

The term “Russian” carries a weight of 60, indicating a dominant presence in the
analyzed tweets. This suggests a substantial focus on discussions concerning Russia’s
involvement in cyber-related incidents. The prominence of “Russian” underscores the
importance of understanding Russia’s role and impact within the broader context of
cybersecurity. The term “Putin” carries a weight of 59, highlighting discussions specifically
centered around Russian President Vladimir Putin. These discussions may explore his role,
influence, or potential involvement in cyber activities. The presence of “Putin” signifies
the attention given to the leadership and decision-making aspects associated with Russian
cyber-related incidents. The term “using” carries a weight of 58, suggesting discussions
related to the employment or utilization of various tactics, tools, or strategies within the
context of cyber activities. This may encompass discussions on the methods used by
Russian actors in carrying out cyber attacks or their utilization of cyber capabilities for
specific purposes. Additionally, the terms “Trump” and “story” both have a weight of 57.
This suggests discussions that involve former US President Donald Trump and narratives
associated with Russian cyber-related incidents. These discussions may encompass topics
such as alleged ties or collaborations between Trump and Russia or narratives surrounding
Russian cyber activities that gained attention in the media or public discourse.

Overall, the findings from this topic analysis provide valuable insights into the preva-
lent themes and relationships surrounding Russian cyber-related tweets. The weights
assigned to terms such as “Russian”, “Putin”, “using”, “Trump”, and “story” underscore
the focus on Russia’s involvement, leadership dynamics, tactics, and potential narratives
within the analyzed tweets.

5.2. Analysis of Ukrainian Cyber-Related Tweets
5.2.1. Ukrainian Topic 1

Topic 1, characterized by the terms “State”, “absolutely”, “Threat”, “report”, and
“Cross”, offers valuable insights into key concepts and relationships surrounding Ukrainian
cyber activities.

The term “State” carries a weight of 3, indicating its presence in the analyzed tweets.
This suggests discussions related to the involvement or actions of state entities within the
realm of Ukrainian cyber activities. It may encompass topics such as government initiatives,
policies, or state-sponsored cyber operations. The term “absolutely” appears with a weight
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of 2, suggesting its mention in the analyzed tweets, albeit to a lesser extent. The term
“Threat” carries a weight of 2, indicating discussions related to cyber threats in the context of
Ukraine. This suggests that the analyzed tweets may discuss potential risks, vulnerabilities,
or challenges posed by cyber incidents to Ukrainian entities or infrastructure.

Additionally, the terms “report” and “Cross” both have a weight of 2. Overall, the
findings from this topic analysis provide valuable insights into prevalent themes and
relationships surrounding Ukrainian cyber-related tweets. The weights assigned to terms
such as “State”, “absolutely”, “Threat”, “report”, and “Cross” signify discussions related to
state involvement, potential risks, and the reporting of cyber incidents within the context
of Ukraine.

5.2.2. Ukrainian Topic 2

Topic 2, characterized by the terms “TheStudyofWar”, “FBI”, “air”, “infrastructure”,
and “one”, provides meaningful insights into key concepts and relationships surrounding
Ukrainian cyber activities.

The term “TheStudyofWar” carries a weight of 2, suggesting its presence in the
analyzed tweets. The term “FBI” also appears with a weight of 2, indicating its mention in
the analyzed tweets. This suggests discussions related to the involvement, perspective, or
potential collaborations between the Federal Bureau of Investigation (FBI) and Ukrainian
cyber-related incidents. The terms “air”, “infrastructure”, and “one” each have a weight of
2, suggesting their presence in the analyzed tweets, albeit to a lesser extent.

Overall, the findings from this topic analysis provide initial insights into the prevalent
themes and relationships surrounding Ukrainian cyber-related tweets. The weights as-
signed to terms such as “TheStudyofWar”, “FBI”, “air”, “infrastructure”, and “one” suggest
discussions related to various aspects of Ukrainian cyber activities, including potential
collaborations with international entities and considerations of critical infrastructure and
its vulnerabilities.

5.2.3. Ukrainian Topic 3

Topic 3, characterized by the terms “says”, “GicAriana”, “need”, “don’t”, and “Secu-
rity”, offers valuable insights into key concepts and relationships surrounding Ukrainian
cyber activities.

The term “says” carries a weight of 3, indicating its presence in the analyzed tweets.
This suggests discussions related to statements, opinions, or reported information con-
cerning Ukrainian cyber-related incidents. It signifies the focus on conveying and sharing
information within the context of Ukrainian cyber activities. The term “GicAriana” appears
with a weight of 2, suggesting its mention in the analyzed tweets. The terms “need” and
“don’t” each have a weight of 2, indicating their presence in the analyzed tweets, albeit to a
lesser extent. These terms suggest discussions related to requirements, recommendations,
or expressions of opinions concerning Ukrainian cyber activities. Additionally, the term
“Security” carries a weight of 2, suggesting its presence in the analyzed tweets. This implies
discussions concerning cybersecurity measures, practices, or concerns within the context of
Ukrainian cyber-related incidents.

Overall, the findings from this topic analysis provide valuable insights into the preva-
lent themes and relationships surrounding Ukrainian cyber-related tweets. The weights
assigned to terms such as “says”, “GicAriana”, “need”, “don’t”, and “Security” suggest
discussions related to information sharing, opinions, recommendations, and cybersecurity
practices within the context of Ukrainian cyber activities.

5.2.4. Ukrainian Topic 4

Topic 4, characterized by the terms “role”, “OMC_Ukraine”, “Anonymous_Link”,
“Council”, and “UkraineRussiaWar”, provides meaningful insights into key concepts and
relationships surrounding Ukrainian cyber activities.
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The term “role” carries a weight of 3, indicating discussions related to the func-
tions, responsibilities, or contributions of various actors within the context of Ukrainian
cyber-related incidents. This term (i.e., “role”) suggests a focus on understanding and
analyzing the specific roles played by different entities in the cyber landscape. The terms
“OMC_Ukraine” and “Anonymous_Link” both appear with a weight of 2, suggesting their
presence in the analyzed tweets. The term “Council” carries a weight of 2, indicating
its presence in the analyzed tweets. This suggests discussions concerning a council or a
specific body related to cyber activities within the Ukrainian context. Additionally, the
term “UkraineRussiaWar” appears with a weight of 2, implying discussions related to the
ongoing conflict between Ukraine and Russia and its intersections with cyber activities.
This term highlights the broader geopolitical dynamics influencing cyber-related incidents
within the Ukrainian context.

Overall, the findings from this topic analysis provide valuable insights into the preva-
lent themes and relationships surrounding Ukrainian cyber-related tweets. The weights
assigned to terms such as “role”, “OMC_Ukraine”, “Anonymous_Link”, “Council”, and
“UkraineRussiaWar” suggest discussions related to understanding roles, specific entities,
and the geopolitical context within Ukrainian cyber activities.

5.2.5. Ukrainian Topic 5

Topic 5, characterized by the terms “country”, “loser”, “brigade”, “hacker”, and
“awareness”, provides meaningful insights into key concepts and relationships surrounding
Ukrainian cyber activities.

The term “country” carries a weight of 5, indicating discussions related to the nation-
state context within the analyzed tweets. This suggests a focus on the role of countries,
potentially including Ukraine and other nations, in cyber-related incidents. Discussions
may involve national cybersecurity strategies, cyber defense capabilities, or the impact
of cyber activities on national interests. The term “loser” appears with a weight of 3,
suggesting discussions related to derogatory references or negative sentiments toward
certain actors or entities within the context of Ukrainian cyber-related incidents. The terms
“brigade” and “hacker” both carry a weight of 2, indicating their presence in the analyzed
tweets. These terms suggest discussions related to organized groups or individuals engaged
in cyber activities. Additionally, the term “awareness” carries a weight of 2, indicating
discussions related to raising awareness of cyber threats, best practices, or education within
the context of Ukrainian cyber-related incidents. This term (i.e., awareness) suggests a
focus on improving knowledge and preparedness to mitigate cyber risks.

Overall, the findings from this topic analysis provide valuable insights into the preva-
lent themes and relationships surrounding Ukrainian cyber-related tweets. The weights
assigned to terms such as “country”, “loser”, “brigade”, “hacker”, and “awareness” suggest
discussions related to the nation-state context, negative sentiments, organized groups, and
cybersecurity awareness within the analyzed tweets.

5.2.6. Ukrainian Topic 6

Topic 6, characterized by the terms “Ukraine”, “cyber”, “Russian”, “Ukrainian”,
and “hack”, offers significant insights into key concepts and relationships surrounding
Ukrainian cyber activities.

The term “Ukraine” carries a weight of 117, indicating a dominant presence in the
analyzed tweets. This suggests a strong focus on discussions specifically related to Ukraine
within the context of cyber-related incidents. The prominence of “Ukraine” underscores
the significance of understanding the country’s role, challenges, and experiences in the
cyber realm. The term “cyber” carries a weight of 76, indicating discussions centered
around various aspects of cybersecurity. This includes discussions on cyber attacks, defense
strategies, emerging threats, and the broader landscape of digital security. The high
weight assigned to “cyber” signifies its importance and prominence within the analyzed
tweets. The term “Russian” appears with a weight of 31, suggesting discussions related to
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Russia’s involvement in Ukrainian cyber-related incidents. This may involve attributing
cyber attacks to Russian actors, analyzing their tactics and motivations, or exploring
the geopolitical dynamics between Ukraine and Russia in the cyber domain. The term
“Ukrainian” carries a weight of 28, indicating discussions specifically focused on Ukrainian
actors, entities, or perspectives within the realm of cyber activities. This suggests an
emphasis on understanding the Ukrainian context, cybersecurity initiatives, or responses to
cyber threats. Additionally, the term “hack” carries a weight of 28, highlighting discussions
related to cyber breaches, unauthorized access, or hacking incidents within the analyzed
tweets. The weight assigned to “hack” indicates the attention given to these offensive
actions and their potential impact on Ukrainian entities.

Overall, the findings from this topic analysis provide valuable insights into the preva-
lent themes and relationships surrounding Ukrainian cyber-related tweets. The high
weights assigned to terms such as “Ukraine” and “cyber” underscore the focus on Ukraine’s
experiences and challenges in the cyber domain. The presence of “Russian”, “Ukrainian”,
and “hack” further contributes to understanding the dynamics, actors, and incidents related
to Ukrainian cyber activities.

5.2.7. Ukrainian Topic 7

Topic 7, characterized by the terms “Leaks”, “cyberwarfare”, “cyberattacks”, “Red”,
and “never”, provides significant insights into key concepts and relationships surrounding
Ukrainian cyber activities.

The term “Leaks” carries a weight of 2, indicating its presence in the analyzed tweets.
This suggests discussions related to the unauthorized disclosure of sensitive information
within the context of Ukrainian cyber-related incidents. The terms “cyberwarfare” and
“cyberattacks” both appear with a weight of 2, suggesting their mention in the analyzed
tweets. These terms highlight discussions related to the use of cyber capabilities as a
means of warfare and the occurrence of cyber attacks within the Ukrainian cyber landscape.
These discussions may involve strategies, countermeasures, or the analysis of specific cyber
incidents. The term “Red” also carries a weight of 2, suggesting its presence in the analyzed
tweets. Additionally, the term “never” carries a weight of 2, indicating discussions related
to the absence or prevention of certain events or outcomes within the context of Ukrainian
cyber-related incidents.

Overall, the findings from this topic analysis provide insights into the prevalent themes
and relationships surrounding Ukrainian cyber-related tweets. The weights assigned
to terms such as “Leaks”, “cyberwarfare”, “cyberattacks”, “Red”, and “never” suggest
discussions related to unauthorized disclosures, the use of cyber capabilities in warfare,
cyber attacks, and the absence of certain outcomes within the analyzed tweets.

5.3. Overall Outcome of Topic Analysis

The analysis portrayed in Sections 5.1 and 5.2 contributes to the academic understand-
ing of Russian and Ukrainian cyber activities by highlighting the key topics and concepts
present in the analyzed tweets. It helps researchers, policymakers, and cybersecurity profes-
sionals gain a deeper insight into the discussions, relationships, and potential implications
surrounding Russian cyber-related incidents, as summarized in Figure 8. Figure 8 shows
the summarized outcome of Russian and Ukrainian cyber intelligence through the lenses
of geopolitics, targets, societal impact, and national priorities. As seen from Figure 8, the
dynamics of the Russian cyber war include the involvement of leaders (which is apparent
from the mentions of world leaders like Putin, Trump, and others). Tweets related to
the Russian cyber war also involve government entities and spy agencies, like the KGP,
FBI, and others. Russian cyber activities often target external entities like the DNC as
a form of offensive attack. Russian cyber activities are part of a governmental strategic
goal of achieving worldwide information supremacy (i.e., business-as-usual activity). As
highlighted previously in Figure 7, Russian cyber activity generates a relatively higher
level of negative perception compared to Ukrainian or worldwide averages. During the
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monitored period, the average negative sentiment on Russian cyber-related tweets was 0.61
(compared to the worldwide average of 0.36 and Ukrainian average of 0.50).
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In contrast, Ukrainian cyber activities are more dependent on the impact of the Russian–
Ukrainian conflict. Ukrainian cyber activities mostly originate for influencing the Russian–
Ukrainian conflict. Their focus is mostly on cyber defense against Russian attacks and
protecting the leak of sensitive information. Ukrainian cyber activities also collaborate
with international entities (e.g., US cyber authorities) for launching collaborative attacks
directed towards Russia.

As seen from Figure 9, the presented system could be deployed in a mobile platform
(e.g., Samsung S23 Ultra mobile), facilitating sending immediate insights to a mobile
strategic decision maker. As decision makers need to make evidence-based strategic
decisions being completely mobile, the presented system was deployed in almost all mobile
platforms (i.e., iOS version 16 as shown in Figure 5 and Android version 14 as shown in
Figure 9).
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5.4. Challenges of Social-Media-Based Cyber Intelligence

In the previous section, an innovative approach on obtaining social-media-driven
cyber intelligence was presented. Using this innovative method, a magnitude of NLP
algorithms were applied to tweets for obtaining instant cyber intelligence on Russia and
Ukraine. However, there are several drawbacks on using tweets as a single source of truth
for cyber intelligence. These drawbacks fall into three main categories, qualitative, technical,
and ethical, as portrayed in Figure 10. The qualitative category includes data quality issues
(e.g., misinformation and false information coming out of fake accounts), inaccuracies (fake
information, hoaxes, propaganda-oriented tweets), noises (e.g., tweets containing images,
videos, emojis, and other nonsense characters). There are also technical challenges of
changing formats or structures (i.e., complexity), the requirements of sophisticated tools and
big data analytics methodologies (i.e., technical limitations), the massive quantity of data
(i.e., data overload), or even the challenge of dealing with irrelevant topics and information
(i.e., data relevance). Moreover, NLP-based algorithms, like sentiment analysis (as shown
in [40–49]) and entity recognition (as shown in [44,45,50–52]), suffer from misclassifications
or errors. Minimizing the errors with optimized solutions incurs additional computational
burdens and complexities.

Apart from technical and qualitative concerns, there are also challenges pertaining
to ethical considerations, as shown in Figure 10. These challenges include privacy laws
about the anonymous and unauthorized access of private social media posts, cultural and
religious biases, ignoring privacy laws, ignoring human right concerns, etc. Moreover,
social media messages only provide information on how the general public perceives a
cyber event. This does not provide the full picture on who conducted a cyber attack or
why they conducted the cyber attack. To obtain a comprehensive picture on a cyber event,
information from other sources (such as attack databases, anti-virus vendors, etc. [17,19,22])
must be incorporated. While Figure 10 summarizes these challenges, Table 7 shows the
detailed references from where more information on these challenges could be obtained.
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Table 7. Cont.
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6. Conclusions

This scholarly article introduces an innovative and groundbreaking concept revolving
around the application of natural language processing (NLP) algorithms to extract valuable
cyber intelligence from social media messages with a focus on cyber-related matters con-
cerning different nations. The primary emphasis lies in investigating the cyber landscape
of Russia and Ukraine by employing this NLP approach to delve into four distinct cyber
dimensions, namely “Geopolitical and Socioeconomic”, “Targeted Victims”, “Psychological
& Societal”, and “National Priority and Concerns.” It is essential to underscore that this
comprehensive framework, encompassing four-dimensional cyber intelligence, has been
developed through a meticulous LDA (latent Dirichlet allocation)-based topic analysis
of the Russia–Ukraine cyber war. By analyzing a vast dataset comprising 37,386 tweets
originating from 30,706 distinct users in 54 different languages, encompassing the period
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from 13 October 2022 to 6 April 2023, this research provides an unprecedented and detailed
multilingual exploration of the Russia–Ukraine cyber crisis. It is noteworthy that prior
studies have not reported the existence of an autonomous cyber intelligence framework
capable of harnessing the full potential of NLP algorithms to generate insights into the com-
plexities of the Russia–Ukraine cyber conflict. However, the accuracy of social-media-based
tweet analysis was detailed in recent research works [17,22]. In light of the inaccuracies
and error rates that propagate through cyber intelligence solutions solely based on social
media, the strategic users should validate information from other sources (like real-time
country threat statistics, as depicted in [19]).

The devised system, ingeniously adaptable to multiple platforms, including Windows,
Android, and iOS, has effectively demonstrated its capacity to furnish pervasive cyber
intelligence. Such an accomplishment holds immense significance, as it opens new avenues
for understanding and addressing cyber challenges across diverse domains. Furthermore,
this article meticulously examines and elucidates the challenges inherent in implementing
this NLP system to decipher social media messages, offering an exhaustive analysis by
drawing upon the existing literature. In total, 12 distinct challenges have been discerned
and carefully categorized into three main classes, thereby suggesting promising future
directions in the realm of social-media-based cyber intelligence utilizing NLP methodolo-
gies. These 12 challenges briefly depict the limitations of the social-media-based cyber
intelligence methodology that was portrayed in this study. The most crucial limitations of
these studies are not identifying information coming out of fake Twitter users [89] and mis-
information (or fake information) generated by organized entities as a part of information
operations [90,91]. Another limitation of this study was its reliance on third party APIs
and black box algorithms and that it was eventually notable to fine tune with hyper-tuning
parameterizations for optimizations. Moreover, while analyzing social media posts from
multiple social media platforms (e.g., Twitter, Facebook, Instagram, etc.), the information
alignment becomes a critical challenge, and this study did not provide a solution to this
critical limitation. In our future studies, we endeavor to address these limitations with
innovative algorithms and methodologies.

In conclusion, this paper stands as a groundbreaking contribution to the realm of
cyber intelligence by effectively proposing and implementing an NLP-based approach
to dissecting cyber-related social media messages of various countries. By offering a
comprehensive four-dimensional framework for cyber intelligence analysis pertaining to
the the Russia–Ukraine cyber-war, this study opens up new possibilities for cross-platform
deployment, thereby facilitating a deeper understanding of the intricacies surrounding
such cyber conflicts.
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