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Abstract

:

Machine learning and blockchain technology are fast-developing fields with implications for multiple sectors. Both have attracted a lot of interest and show promise in security, IoT, 5G/6G networks, artificial intelligence, and more. However, challenges remain in the scientific literature, so the aim is to investigate research trends around the use of machine learning in blockchain. A bibliometric analysis is proposed based on the PRISMA-2020 parameters in the Scopus and Web of Science databases. An objective analysis of the most productive and highly cited authors, journals, and countries is conducted. Additionally, a thorough analysis of keyword validity and importance is performed, along with a review of the most significant topics by year of publication. Co-occurrence networks are generated to identify the most crucial research clusters in the field. Finally, a research agenda is proposed to highlight future topics with great potential. This study reveals a growing interest in machine learning and blockchain. Topics are evolving towards IoT and smart contracts. Emerging keywords include cloud computing, intrusion detection, and distributed learning. The United States, Australia, and India are leading the research. The research proposes an agenda to explore new applications and foster collaboration between researchers and countries in this interdisciplinary field.
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1. Introduction


Two rapidly evolving research areas that significantly influence various fields are machine learning and blockchain technology. Machine learning, also called computer science, concentrates on creating algorithms and models that recognize patterns and draw conclusions from data without human interference. The immutable storage and recording of transactions are made possible by blockchain technology, a secure, decentralized data structure. Their potential to revolutionize industries and enhance various applications has generated significant interest [1,2].



Research on the future challenges and evolution of communication networks is ongoing. Salahdine and colleagues (2018) conducted research on advancements and complications associated with 5G, 6G, and beyond. Their study suggested the adoption of blockchain technology to establish a secure and decentralized computing model. This investigation focuses on the effectiveness of a blockchain-based platform for ensuring decentralized and secure computing operations.



To enhance the security and accessibility of sensor control systems, blockchain and machine learning were explored in the context of smart manufacturing. An architecture utilizing these technologies was proposed to ensure the security of sensor control systems in the industrial Internet of Things (IoT) [3]. Thus, blockchain technology serves as a valuable tool for enhancing security in advanced industrial environments.



Concerns over data security and privacy have grown as the Internet of Things (IoT) becomes increasingly prevalent. A study investigating the security threats, solution architectures, and application domains of IoT [4] emphasized the importance of addressing security issues within the IoT. Regarding the management and security of these networks, the introduction of 5G and beyond has presented opportunities for utilizing blockchain technologies. A thorough analysis of blockchain’s application in 5G and beyond networks has been conducted, which divulges the current state of research in this area [5]. This illustrates the significance of integrating the potential of both technologies to tackle core issues in the arena of next-generation communication networks.



Due to its capacity to tackle issues and enhance applications in an ever-more digitized and interconnected world, this realm of research holds substantial weight in numerous fields. The convergence of the two technologies has demonstrated substantial potential in areas such as the Internet of Things (IoT). The significant research on the enormous IoT progression towards 6G underscores the value of machine learning in facilitating connectivity and informed decision making [6].



Security is critical in the thriving field of in-vehicle networks, which have undergone substantial growth alongside IoT. Researchers have investigated using blockchain and machine learning (ML) to enhance the security, reliability, and privacy of vehicle communications and have determined its potential advantages [2].



Blockchain technology consists of a network of cryptographically secured blocks that contain information concerning digital transactions. Owing to its versatility, it has been put to use in many sectors and has showcased its adaptability within Industry 4.0. Most recently, the technology has been harnessed as an intelligent traceability system in the wine industry to prevent counterfeiting in its supply chain [7]. It has similarly been employed in the food industry to ensure safety, quality, and regulatory compliance through a traceability approach [8]. In the manufacturing industry, companies are utilizing blockchain technology for collaborative innovation. Research by Wan et al. [9] suggests that blockchain applications enhance collaborative innovation and reinforce the favorable influence of social trust. Therefore, companies and governments must establish an ecosystem that facilitates blockchain technology adoption.



The technology has assisted in managing marine plastic waste, increasing public awareness of waste management by replacing paper documents and cash transactions with digital wallets and distributed ledgers, thereby reducing its impact on local economies. This technology has also improved efficiency and safety [10], making it suitable for sustainability management. This approach has been shown to be useful in marketing management, particularly in the supply chain and internal management of marketing operations. It can help professionals systematize their internal management and operations, including marketing campaigns [11].



Due to its ability to ensure data integrity and improve decentralization in the model training process, blockchain has attracted significant attention in the field of deep learning. Our review of blockchain’s use in deep learning identifies open questions and areas for future research aimed at enhancing the efficiency and security of these systems [12]. Additionally, the interaction between blockchain and machine learning is explored in the context of artificial intelligence. A review and analysis of the advancements in the field were carried out, identifying research priorities and obstacles for the effective integration of blockchain technology in applications involving artificial intelligence [13].



Machine learning and blockchain fields have undergone significant growth owing to their potential to cater to a wide range of applications. Despite making significant progress, there continue to be research gaps in need of investigation through the use of bibliometrics to assess the current state of scientific literature in these fields. The interpretability of models is an area requiring attention in machine learning research. As machine learning algorithms become increasingly complex and are utilized in mission-critical applications, comprehending how and why certain decisions are made is indispensable. This challenge is also pointed out in the examination of blockchain implementations in artificial intelligence, which accentuates the requirement to tackle the interpretability and transparency of blockchain-driven machine learning models [13].



Another research void linked to blockchain technology pertains to the scalability and effectiveness of blockchain networks in high-performance scenarios. As blockchain adoption expands into areas such as the IoT and vehicle networks, there is a growing need for solutions that can securely and efficiently handle large volumes of transactions. In fact, a review of quantum walks also highlighted challenges with efficiency and scalability when dealing with large datasets [14]. Therefore, the goal is to examine the research trends around the use of machine learning in blockchain, in order to structure a research agenda that allows for a focused implementation of future research:



RQ1: What are the years in which the use of machine learning in blockchain has shown the most interest?



RQ2: How is the number of scientific articles on the use of machine learning in blockchain growing?



RQ3: What are the main research references on the use of machine learning in blockchain?



RQ4: What is the thematic evolution derived from the scientific production on the use of machine learning in blockchain?



RQ5: What are the main thematic clusters on the use of machine learning in blockchain?



RQ6: What are the growing and emerging keywords in the research area of using machine learning on blockchain?



RQ7: What topics are positioned as protagonists for the design of a research agenda on the use of machine learning in blockchain?




2. Materials and Methods


To accomplish the objectives of this study, we have utilized an exploratory methodology limited to reviewing secondary sources of information, namely a bibliometric analysis that assesses the scientific literature pertaining to data security and privacy. The evaluation will follow parameters outlined in the international declaration PRISMA—2020 [15].



2.1. Eligibility Criteria


To conduct bibliometrics on machine learning and blockchain, we will initially include documents with titles and keywords that have basic metadata pertaining to these concepts. This metadata will serve as the foundation for identifying pertinent publications through the literature search. Second, documents that explicitly address the combination of machine learning and blockchain, as well as those that address these topics differently, will be reviewed to ensure a comprehensive coverage of the relevant literature.



The exclusion process includes three stages to guarantee appropriate selection of documents that fulfill the bibliometrics objectives. In the initial phase, we exclude documents that have erroneous or inadequate indexing to ensure the accuracy and quality of the collected data. The subsequent stage involves the exclusion of documents, particularly Systematic Literature Reviews, that lack access to the full text. This is because conducting a thorough review of the content is critical for bibliometric analysis. It is worth noting that this stage is solely applicable to systematic literature reviews, as bibliometric analysis primarily relies on document metadata.



Ultimately, in the third stage of elimination, conference proceedings and documents without complete indexing or inadequate information will be omitted. This exclusion stage ensures that only documents that are appropriately categorized and classified in databases and bibliographic sources are included in the analysis. These conference proceedings were excluded as they typically remain in prototype phase and lack sufficient validation evidence, according to Dyzel et al. [16]. The aim of this study is to analyze the operation of blockchain and machine learning technologies in an operational environment to enhance understanding of current knowledge and identify future applications [17].



By adhering to the inclusion criteria and exclusion stages outlined in the PRISMA 2020 framework, we will ensure objectivity and consistency in selecting relevant studies for a comprehensive and dependable bibliometric analysis of machine learning and blockchain.




2.2. Source of Information


In this bibliometric analysis, the Scopus and Web of Science databases were chosen for their significance as the primary bibliographic sources in contemporary literary research. They are widely acknowledged to provide extensive coverage of scientific and scholarly publications, thereby guaranteeing the inclusion of an extensive range of relevant studies in the area of interest. Additionally, both platforms offer advanced instruments and functionalities for bibliometric analysis, including citation networking and normalized impact factor calculation.



This study emphasizes that Web of Science, Scopus, and Dimensions serve as distinct echo chambers with differing indexing policies, coverage, and scope when collecting bibliometric data [18]. Nonetheless, despite their discrepancies, these databases are deemed by the scientific community as the most utilized and trusted due to their emphasis on content quality and capacity to present a comprehensive and precise perspective of worldwide scientific production. Using Scopus and Web of Science as primary sources for bibliometric ensures obtaining a representative collection of publications and data, facilitating a substantial and meaningful analysis of machine learning and blockchain research.




2.3. Search Strategy


To achieve an efficient search in Scopus and Web of Science, we formulated two specialized search equations that closely aligned with the established inclusion criteria and were tailored to the distinct search attributes of each platform. These equations were meticulously crafted to comprehensively and relevantly encompass all publications pertaining to the topic of interest, namely, machine learning and blockchain. Terms, synonyms, and variations in concepts within the targeted research areas were carefully selected to ensure comprehensive and accurate coverage of the scientific literature. The implementation of specialized search algorithms, tailored to the specific parameters of Scopus and Web of Science, delivers an efficient and thorough compilation of pertinent studies, resulting in a meticulous and dependable bibliometric analysis of the subject.



For the Scopus database: ((TITLE (“machine learning”) AND TITLE (“blockchain”) AND TITLE (“security” OR “privacy” OR “cybersecurity” OR “data protection”)) OR (AUTHKEY (“machine learning”) AND AUTHKEY (“blockchain”) AND AUTHKEY (“security” OR “privacy” OR “cybersecurity” OR “privacy”))).



For the Web of Science database: ((TI = (“machine learning”) AND TI = (“block-chain”) AND TI = (“security” OR “privacy” OR “cybersecurity” OR “privacy”)) OR (AK = (“machine learning”) AND AK = (“blockchain”) AND AK = (“security” OR “privacy” OR “cybersecurity” OR “privacy”))).




2.4. Data Management


In this study, we utilized Microsoft Excel to extract and process data from Scopus and Web of Science. The merged database helped in evaluating the eligibility criteria by all authors. The VOSviewer® software version 1.6.19 was utilized to generate bibliometric graphs and analyze document-author relationships per the methodology outlined in [19]. This tool combination provided a comprehensive view of scientific production, aiding trend identification and discernment of field evolution.




2.5. Selection Process


As emphasized in the PRISMA 2020 statement and demonstrated in the study by [17], it is crucial to disclose the use of an internal automated classifier for study selection and the performance of internal or external validation to minimize missed studies or misclassification (refer to Figure 1). In this bibliometric investigation of machine learning and blockchain, the investigators utilized a jointly developed automated tool in Microsoft Excel as an internal aid. Each researcher independently applied the tool during the study inclusion and exclusion process to minimize the risk of omissions or errors in classifications, thereby ensuring the convergence and dependability of the outcomes. The implementation of the internal automation tool ensured improved accuracy and consistency in selecting studies, aiding the methodical and unbiased application of the inclusion criteria according to the PRISMA 2020 guidelines.




2.6. Data Collection Process


For this bibliometric analysis of machine learning and blockchain, data were collected from selected reports using precise methods in accordance with guidelines established by [17]. Microsoft Excel was utilized as an automated tool for data collection from Scopus and Web of Science databases. All authors of this study acted as reviewers and independently verified the data for an objective and dependable evaluation of the publications. Furthermore, the authors performed a collective data confirmation process until complete convergence of results was obtained. The implementation of Microsoft Excel® (18.0) as an automated instrument, along with a collaborative strategy for data validation and confirmation, facilitated meticulous and precise gathering of data from the chosen bibliographic reports. This, in turn, bolstered the integrity and resilience of the bibliometric analysis.




2.7. Data Elements


We attempted to collect data for all articles that aligned with the research objective. For this purpose, we complied with the specialized search equations for each database, including those that mentioned both topics. However, if any information was missing or unclear in the articles, we excluded them as non-relevant to ensure consistency with the research’s purpose and scope. Emphasis was placed on incorporating pertinent and lucid data and results to guarantee a thorough comprehension of the subject matter, ultimately facilitating the attainment of bibliometric objectives.




2.8. Assessment of Study Risk of Bias


This study followed a rigorous and systematic process to assess the risk of bias in the included studies. All authors utilized the same automated Microsoft Excel® tool for data collection, allowing for a collective and consensual evaluation of the risk of bias. This approach ensured the quality and integrity of the results by providing a consistent and objective assessment of the studies included in the bibliometric analysis. The use of the automated tool for assessing bias risk minimized potential biases and enhanced the validity and reliability of the bibliometric findings, bolstering the research’s solidity and robustness.




2.9. Measures of Impact


This research utilizes a bibliometric approach for an objective and systematic analysis of scientific production on the topics of interest. Secondary sources provide information for studying scientific production through indicators such as publication and citation numbers, as well as the temporal evolution of keyword usage. Tools such as Microsoft Excel® and VOSviewer® are utilized for this analysis as well as to establish the thematic connections between documents. The approach is distinct from primary research as it refrains from utilizing effect measures, such as risk ratios or mean differences. Instead, the quantitative analysis and visual depiction of the thematic network is emphasized in order to identify patterns and trends using bibliometric indicators and visualization tools.




2.10. Synthesis Methods


Several techniques were utilized to identify qualified studies for each synthesis. This involved creating a table of intervention characteristics for each study and cross-referencing them against the planned groups for synthesis. Furthermore, techniques were employed to condition the data prior to presentation or synthesis, including managing absent summary statistics or data conversions. Specific approaches were adopted to generate tables and graphs displaying the results of individual studies and syntheses. Bibliometric measures of volume, quality, and composition were systematically computed via Microsoft Excel® for all documents that passed the three exclusion stages [20]. These measures enabled an impartial and methodical evaluation of relevant scientific output, fortifying this study’s credibility and precision.




2.11. Assessment of Reporting Bias


Methods were used in this bibliometrics analysis of machine learning and blockchain to evaluate the potential for reporting bias in the reviewed scientific literature, which could create a risk of bias in the synthesis due to the lack of results. It is crucial to acknowledge that this study may exhibit a bias towards specific thesaurus-identified synonyms, such as IEEE, reflected in the search strategy, inclusion criteria, and data collection. Additionally, solely incorporating conference proceedings and documents with incomplete indexing may exclude valuable information necessary for gaining a thorough understanding of the topic being studied. Thus, when interpreting the findings and conclusions of the bibliometric study, it is crucial to consider these potential biases.




2.12. Assessment of Certainty


Methods were utilized to evaluate the certainty or confidence in the body of evidence for the obtained results. Dissimilar to primary studies, where certainty is evaluated on an individual basis, an overall assessment of certainty was performed in this bibliometric review. This was accomplished through the independent application of inclusion and exclusion criteria, as well as defining bibliometric indicators. In addition, this study reported potential biases in the methodological design and limitations that were discussed in the analysis. This comprehensive approach enables a thorough evaluation of the certainty of the evidence, taking into account the quality of bibliographic sources and possible limitations associated with bibliometric analysis.



It outlines the preliminary stage of identifying articles, displays the outcome of implementing the search tactics in each data source, and removes any redundant or duplicated materials.





3. Results


The study results are organized according to indicators of quantity and quality, examining key actors including authors, journals, and countries. A thorough analysis of the top publishers and most cited researchers is provided to determine their impact on the field. Structure indicators based on keywords are subsequently presented. Using the data collected, an analysis was conducted on the most frequently occurring keywords per year. Additionally, the research clusters and their growth were examined, along with an analysis of current and recurring topics. Based on these findings, this study proposes (1) a keyword classification based on their function, (2) an identification of research gaps, and (3) a future research agenda.



Next, the information collected through the bibliometric analysis is presented in terms of publications per year, main research referents, thematic evolution and keyword behavior in terms of their frequency and validity. In the historical and successive analysis, relevant information was found on the growth of scientific production in these areas of study. As can be seen in Figure 2, a quadratic polynomial growth was identified with 99.61% confidence, indicating a significant and accelerated increase in the number of publications over time. Specifically, the years with the highest number of articles published on machine learning AND blockchain are 2022, 2023, and 2021. These results provide a clear and quantitative view of the dynamism and current relevance of research in machine learning AND blockchain, which can be very useful for researchers, academics and professionals interested in these areas.



3.1. Analyze the Growth of Scientific Literature on Machine Learning and Blockchain


During the analyzed period of bibliometrics focused on machine learning and blockchain, there was a significant increase in scientific output during the years 2021, 2022, and 2023. Particularly in 2022, several studies pertaining to blockchain-based recommender systems were prominent. These studies brought attention to the applications, challenges, and future opportunities of these systems, and were featured in Computer Science Review [21]. Another study, presented in IEEE Transactions on Intelligent Transportation Systems, explores the potential of utilizing blockchain and machine learning to safeguard vehicle networks [2].



In 2023, there was a rise in research focusing on blockchain and machine learning. Several studies explored the potential use of these technologies in future Smart Grids; one such study was published in Energies [22]. Additionally, another investigation examined the use of blockchain in the context of deep learning and discussed the associated challenges and opportunities [12].



In 2021, studies introduced a secure and private framework that combines blockchain and machine learning for smart cities powered by LoT. This framework was presented in an article published in IEEE Transactions on Network Science and Engineering [23]. Additionally, a study was conducted on solutions that use blockchain and artificial intelligence to combat epidemics similar to COVID-19. This topic is discussed in detail in an article published in IEEE Access [24].



These bibliographic references demonstrate the significance and diverse range of subjects covered in the scientific literature during the peak years of production in machine learning and blockchain. They illustrate how these technologies are being utilized and researched across various fields of study.




3.2. Analysis of Research References on Machine Learning and Blockchain


This study identified three primary sets of exceptional authors, illustrated in Figure 3. First, there are authors with high scientific productivity and impact, such as Hassija V and Chamola V. A second group includes authors with significant impact despite a low index of scientific productivity: Sikdar B, Saxena V, Goyal P, and Salah K. Finally, another group of highly productive authors with few citations is highlighted, primarily Zhang Y. These findings provide a comprehensive overview of the contributions and relevance of key authors in the fields of machine learning and blockchain. This allows for an appreciation of the various approaches and impact profiles in research.



Hassija V’s significant research achievements are evident from an in-depth analysis of security in the supply chain that addresses application areas, security threats, and solution architectures [25], thus highlighting his importance in the scientific community. Furthermore, a comprehensive analysis on efficient and dependable drone communication was conducted in an article published in IEEE Communications Surveys & Tutorials [26].



Similarly, authors Sikdar B, Saxena V, and Goyal P demonstrated leadership in the field of research in their publication on Internet of Things (IoT) security in IEEE Access. They conducted a comprehensive review that explored application areas, security threats, and solution architectures [4].



Lastly, Zhang Y stood out as a productive scholar in the area of blockchain and federated learning. The authors addressed the use of blockchain and federated learning for data sharing while preserving privacy in the Industrial Internet of Things (IIoT) in their work published in IEEE Transactions on Industrial Informatics [27].



These investigations demonstrate the significance and impact of the authors’ contributions in the fields of machine learning and blockchain, providing a comprehensive overview of their influence on scientific literature and progress in these research areas.



Similarly, Figure 4 identifies three prominent journal groups. First, there are journals that stand out for their scientific productivity and impact, including IEEE Access and the IEEE Internet of Things Journal. Another group of journals stands out for their impact despite having a low index of scientific productivity, such as IEEE Transactions on Industrial Informatics and Internet of Things (Netherlands). Finally, a group of reference scientific journals with high productivity but a low number of citations is identified, with a focus on Sensors. This study presents a comprehensive overview of the significance and relevance of leading journals in the fields of machine learning and blockchain, enabling the evaluation of distinct impact and productivity patterns in disseminating scientific research in these areas.



The contributions of these journals to the discipline are significant. Some of the papers published in IEEE Access offer a critical analysis of the implementation of blockchain in artificial intelligence, outlining both the obstacles and potential advantages in this area [12]. Moreover, IEEE Access conducted an investigation on security risks, application domains, and methods to circumvent such challenges to better understand the Internet of Things (IoT) [4]. In sharp contrast, the IEEE Internet of Things Journal has emerged as a reputable source of research on privacy and security in IoT.



In sharp contrast, the IEEE Internet of Things Journal has emerged as a reputable source of research on privacy and security in IoT. Several studies have investigated training support vector machines (SVM) to preserve privacy in encrypted data based on blockchain technology in smart cities [6]. Additionally, the IEEE Internet of Things Journal conducted a thorough examination of massive IoT enablement for 6G.



IEEE Transactions on Industrial Informatics is an essential publication on blockchain and machine learning applications for privacy in the Industrial Internet of Things (IIoT). Their research includes the use of blockchain and federated learning to protect data sharing privacy in IIoT [27].



Additionally, the Internet of Things magazine from the Netherlands plays a significant role in IoT security research. Several previous articles in this magazine have provided an objective analysis of the security issues in IoT and the utilization of machine learning, artificial intelligence, and blockchain technology as potential solutions [28].



Moreover, Sensorsha magazine featured a significant study on the incorporation of blockchain, IoT, and machine learning in smart manufacturing. Some publications by the organization focus on conducting research regarding multi-level quality control and implementing enhanced security measures for smart manufacturing through the collaborative use of machine learning and blockchain technologies [29].



These scientific journals are crucial for disseminating and advancing knowledge in the field of machine learning and blockchain. Moreover, they host important research that deals with diverse and fundamental topics in these fields, positioning them as prominent contributors to the scientific community.



Figure 5 identifies two main groups of highlighted countries. The first group consists of countries that stand out in both scientific productivity and impact, such as the United States, Australia, and India. The second group consists of countries that stand out for impact despite having a low index of scientific productivity, such as Singapore and Norway. The findings offer a comprehensive outlook on the contribution and significance of the prominent nations in the machine learning and blockchain fields. This enables an evaluation of distinct impact and productivity profiles in scientific study in these domains, making it a subject of noteworthy interest for analyzing trends and global partnerships in these disciplines.



In the realm of scientific production related to machine learning and blockchain, the United States, Australia, and India have emerged as noteworthy contributors, demonstrating both impact and productivity. These countries have generated significant and compelling research, enriching knowledge in this area. In particular, the United States has introduced a secure and privacy-preserving framework that integrates blockchain and machine learning for IoT enabled smart cities [30]. Similarly, the safeguarding of intelligent energy networks through leveraging blockchain and deep learning was published in IEEE Transactions on Industrial Informatics [31].



Australia has also contributed significantly to the development of machine learning and blockchain in the context of Smart Grids. A published article in Energies [32] describes their research on distributed energy resources and the application of AI, IoT, and blockchain in Smart Grids. Moreover, in the Journal of Network and Computer Applications, a thorough study on the use of blockchain in 5G networks and other areas is presented [5].



India has served as a research benchmark for IoT security. The country has analyzed the challenges and solutions using machine learning, artificial intelligence, and blockchain technology [28]. Additionally, in the Journal of Systems Architecture, [29] presented a secure and trustworthy framework for sustainable smart cities based on blockchain and machine learning.



Singapore and Norway are considered benchmarks in research on machine learning and blockchain. In their study on IoT security in IEEE Access, [4] and their research on the use of blockchain and federated learning to share data while preserving privacy in the Industrial Internet of Things (IIoT) in IEEE Transactions on Industrial Informatics [27], respectively, these countries demonstrate their relevance in this field.



These nations have significantly contributed to the advancement and development of research areas on machine learning and blockchain through their high-impact research and scientific productivity.



In particular, the analysis of thematic evolution on these topics is discussed in Section 3.3.



In this bibliometric study on machine learning and blockchain, an exhaustive investigation was conducted to explore the thematic evolution in the scientific literature pertaining to this field. This study focused on the most frequently used keyword in each year between 2018 and 2023. The language used is clear, concise, and objective, with avoidance of biased or emotional language. All technical terms are explained, conventions and formats are correctly applied, and the grammar is error free. Figure 6 depicts the emergence of various crucial concepts, such as “artificial intelligence”, during the initial year of 2018. Over the years, a shift was seen towards more relevant and detailed topics, including “Internet of Things” and “smart contract”, which gained considerable prominence in recent research. These observations demonstrate trends and modifications in research methodologies over time, offering a dynamic outlook on the thematic growth of the fields of machine learning and blockchain in recent years.



The concept of artificial intelligence played a crucial role in early research. A significant study, which aided in strengthening this perspective, investigated its actual influence in the business sphere by conducting a business information survey [33]. This article, published in the Business Information Review, provides an in-depth overview of how artificial intelligence is transforming various business sectors and has become a central topic of scientific research. The initial interest in “artificial intelligence” provided a strong foundation for subsequent growth in the field and laid the groundwork for the development and expansion of knowledge in the fields of machine learning and blockchain.



In recent years, the concept of “smart contract” has become increasingly important in the fields of machine learning and blockchain technology. A review was conducted to present the open challenges in the application of blockchain for artificial intelligence, emphasizing the crucial role of smart contracts in this context [13]. These self-executing contracts enable the automation and secure execution of agreements and transactions, drawing the interest of researchers and professionals in the field. The augmented emphasis on smart contracts enriches the literature concerning the combined employment of blockchain and machine learning, spurring new research in this field [13].



Finally, the Internet of Things (IoT) has been extensively researched in recent years, as demonstrated by the number of studies conducted between 2020 and 2023 (refer to Figure 6). Numerous studies have explored the potential use of blockchain in networking beyond 5G [5]. Additionally, the healthcare sector has investigated the use of federated learning and blockchain in combination [34]. Similarly, blockchain and TinyML (machine learning on low-power devices) have been employed to enhance food supply chain security [28]. The analyses in this field demonstrate the IoT as a key platform for exploring inventive applications of machine learning and blockchain, which drives the thematic evolution of research into these technologies [5,34,35].




3.3. Analysis of Thematic Clusters on Machine Learning and Blockchain


Similarly, Figure 7 unveils the primary keyword co-occurrence network through six thematic clusters. The cluster in purple is the most prominent and includes terms such as “Internet of Things” and “Information Security”. The green cluster follows, containing terms such as “federated learning”, “deep learning”, “intrusion detection”, “transparency”, and “privacy preserving”. Other clusters in blue, yellow, red and light blue were identified, indicating further conceptual affinities found in the analyzed literature. These findings enable the visualization and comprehension of keyword relationships and clusters, presenting a comprehensive outlook on current trends and thematic approaches in research on machine learning and blockchain.



The bibliometric analysis identifies several thematic clusters in the main keyword co-occurrence network, with the purple cluster being the most significant. The cluster comprises keywords such as “Internet of Things” (IoT) and “Information Security” that indicate a strong thematic affinity between the concepts. Previous research has highlighted the crucial significance of securing and maintaining privacy in the Internet of Things (IoT) through machine learning and blockchain technologies. Research has extensively analyzed the potential threats and countermeasures in this field [36], along with exploring the prospects of sustainable computing utilizing advanced IT technologies [37]. The purple cluster emphasizes the IoT and Information Security intersection as an important focus in the domain of machine learning and blockchain.



The second largest cluster, indicated by the color green, comprises keywords such as “federated learning”, “deep learning”, “intrusion detection”, “transparency”, and “privacy preserving”. This cluster is noteworthy for its grouping of terms related to advanced machine learning and security technologies in the context of blockchain and machine learning. Research has provided an overview of the use of data science and AI in the FinTech industry, where technologies such as federated learning can play a crucial role [38]. Additionally, other studies have proposed privacy solutions for IoT in smart city environments that are blockchain-enabled and machine learning-based [39]. Finally, the study by [29] investigated methods to enhance the security of the food supply chain using technologies such as blockchain and TinyML. These investigations underscore the significance and intrigue surrounding the creation of solutions that fuse the effectiveness of machine learning with the advantages of blockchain technology to confront pivotal issues in diverse fields.




3.4. Frequency and Conceptual Validity Analysis around Machine Learning and Blockchain


A Cartesian plane is proposed with the frequency of keyword usage plotted on the X-axis and the validity of such usage on the Y-axis (see Figure 8). This classification system sorts keywords into four quadrants, each of which visually represents the corresponding keyword trends over time. In quadrant 2, keywords that are both rare and highly current are observed, indicating that these terms are emerging.



Some emerging keywords include cloud computing, intrusion detection, decentralized learning, smart contracts, and edge computing. In contrast, quadrant 1 comprises growing and established concepts such as the Internet of Things. This chart offers insights into the evolving trends in machine learning and blockchain research, illuminating emerging and established patterns. It aids in comprehending the thematic progression of the field and emphasizes the presently significant concepts.



The analysis of the bibliometric study on the Cartesian plane’s quadrant 2 indicates the emergence of new concepts in the scientific field of machine learning and blockchain. This study identifies relevant emerging concepts, including “cloud computing”, “intrusion detection”, and “decentralized learning”, which represent areas of great interest and rapid growth in the scientific community.



Firstly, “Cloud computing” has become a crucial concept in the age of digital transformation, enabling users to access and store data and computing resources via the internet. Several analyses have conducted extensive research on the Internet of Things (IoT) ecosystem and advanced technologies, exploring cloud computing applications and architectures [40]. This approach is essential for tackling the challenges of handling and processing vast amounts of data produced by IoT devices and machine learning applications.



Additionally, “intrusion detection” is a vital facet of system and network security. To address this, recent studies have proposed a novel energy exchange framework for smart networks based on deep learning and blockchain [41]. With the rise of cyber threats, it’s crucial that we have sophisticated and efficient methods to detect and prevent intrusions. Deep learning techniques, combined with blockchain technology, offer potential benefits for enhancing security and trust in critical systems, such as smart power grids.



Finally, decentralized learning is a promising approach that aims to preserve data privacy and confidentiality during learning tasks in distributed environments. Researchers have suggested a trusted, blockchain-based distributed learning framework for multi-center medical imaging. With an increasing emphasis on data privacy and collaboration within the healthcare industry, distributed learning has emerged as an appealing option to enhance security and efficiency in sharing sensitive information [42].



In bibliometrics focusing on machine learning and blockchain, the “Internet of Things” stands out as a prominent and established concept, as highlighted in quadrant 1 of the Cartesian plane. The significance of this term lies in its present importance and future impact. The Internet of Things (IoT) pertains to the interconnecting of everyday objects and devices through the internet, facilitating the gathering and transmission of data for the enhancement of efficiency and individuals’ quality of life.



Studies conducted a comprehensive survey of recent security trends in IoT, reflecting the topic’s importance in the context of data protection and privacy in an increasingly connected world [43]. Additionally, extensive research has been carried out on anomaly detection schemes in IoT networks utilizing machine learning algorithms, indicating the growing attention given to this area in the field of cybersecurity and IoT system reliability [44].



The ongoing progress and evolution of technologies and applications within the Internet of Things (IoT) field ensures that it will remain a pertinent and auspicious focus of research, capable of revolutionizing diverse industries and enhancing people’s global quality of life.




3.5. Classification of Keywords on Machine Learning and Blockchain According to Their Function


On the contrary, this literature review classifies the principal keywords identified as growing and emerging. The aim of this classification is to expand upon the associated tools, their main characteristics, and applications within the theme. Please refer to Table 1 for further details.




3.6. Investigative Gaps


Based on the research findings and the analysis of various approaches, particularly the concept or keyword-based ones, this study identified several categories of research gaps, including thematic, geographic, interdisciplinary, and temporal gaps. These gaps pose challenges for future research and warrant further investigation to identify potential solutions, as demonstrated in Table 2.




3.7. Research Agenda


Based on the results, analysis, and derived components, we present the primary research agenda in machine learning and blockchain, shown in Figure 9, prioritizing the most studied, growing, and emerging topics.



In this sense, IoT has transformed our interaction with the world by facilitating the connection of devices and systems via the collection and exchange of data. In the realm of machine learning and blockchain, the integration of IoT has presented extensive research prospects. For further study, researchers can delve deeper into developing machine learning algorithms that are more scalable and efficient in processing and analyzing the vast amount of data generated by IoT devices. This would facilitate more informed and precise decision making. Furthermore, the utilization of blockchain technology can be investigated to safeguard security and trust in IoT data, hence ensuring the accuracy and reliability of information, and promoting secure collaboration between connected devices and systems.



On the flip side, artificial intelligence (AI) has demonstrated remarkable efficacy in diverse applications, and its fusion with blockchain technology has the potential to amplify its influence. Subsequent research should center on enhancing the interconnectivity and scalability of AI systems by leveraging blockchain technology. Developing more robust and secure AI models to detect anomalies in complex and highly dynamic data is crucial for safeguarding critical systems against attacks and errors. Additionally, the integration of AI and blockchain technology can potentially foster the development of smart cities, leading to optimized resource utilization, efficient urban planning, and enhanced quality of life for citizens.



In turn, anomaly detection is a crucial aspect of machine learning and blockchain. It facilitates the identification of atypical data patterns, ensuring the security and integrity of vital systems. Going forward, deep learning techniques and semi-supervised learning models can be explored for enhancing the precision and efficiency of anomaly detection algorithms. Furthermore, it is worth investigating how blockchain technology can enhance the dependability of anomaly detection outcomes by allowing for the tracing and verification of data and analysis results. Additionally, it is pertinent to examine how anomaly detection can be utilized in particular contexts, such as cybersecurity and predictive maintenance in industry, to tackle existing and burgeoning challenges in those fields.



Smart cities continue to be a growing field of research, and the integration of machine learning and blockchain technology can bolster their advancement. Potential future studies may explore how machine learning techniques can optimize urban planning and resource management in smart cities. This may lead to increased efficiency and sustainability in infrastructure and service usage. It is essential to examine how blockchain technology can enhance security and privacy in smart cities, safeguarding personal data and promoting trust in adopting smart services and technologies. Furthermore, it can examine how artificial intelligence can enhance urban mobility and data-driven decision making for providing tailored services that cater to citizens’ diverse requirements.



IIoT has revolutionized the industry, automating and optimizing industrial procedures. Future research can explore how machine learning techniques can analyze and process data generated by IIoT devices to increase efficiency and reliability in production and resource management. Additionally, the potential of blockchain technology in improving traceability and transparency in industrial supply chains can be investigated, ensuring the authenticity of data and preventing fraudulent practices. Similarly, it is crucial to investigate the advancements of AI and blockchain systems in order to enhance predictive maintenance in the industrial sector, resulting in increased availability and dependability of industrial assets.



Intrusion detection, a term that is currently gaining significance in the domains of machine learning and blockchain, pertains to the recognition and deterrence of malevolent activities in computer systems and networks. The protection of data and operations in digital environments is crucial. Future research could investigate how machine learning can enhance intrusion detection systems by developing more advanced and precise algorithms to detect patterns and anomalies in network traffic. Furthermore, incorporating blockchain technology into intrusion detection systems has the potential to enhance the immutability and transparency of activity logs. By doing so, it can increase trust in detection reports and encourage cooperation within the cybersecurity sphere to exchange information on emerging threats.



On the other hand, Software-Defined Networking (SDN) is an important emerging term in the fields of machine learning and blockchain. Its goal is to decouple the control plane from the data plane in communication networks, with potential benefits for flexibility and efficiency in network management. This is particularly relevant in the context of rising complexity and demand for connectivity. Future research can explore the potential for machine learning to enhance the management and allocation of resources within SDN networks, enabling a more flexible and self-governing adaptation of network infrastructure in response to changing demands. Furthermore, integrating SDN and blockchain technology could establish a secure framework to ensure the integrity and authenticity of network operations, prevent denial of service attacks, and promote the reliability of data in transit.



Deep learning is a term that has rapidly transformed the field of machine learning and blockchain. Its importance is attributed to its capacity to methodically process and scrutinize enormous amounts of intricate data, resulting in far-reaching advancements in speech recognition, computer vision, and natural language processing. In the future, there is potential for investigating how deep learning can enhance the efficiency and accuracy of consensus algorithms on the blockchain to enhance scalability in high-demand systems. Additionally, exploring the use of deep neural networks may bolster fraud and anomaly detection in blockchain transactions, ultimately augmenting security in the digital asset exchange. The future research on deep learning may tackle challenges such as improving the interpretability and explainability of deep learning models within the context of blockchain. This is crucial for comprehending the inner workings of AI systems and ensuring confidence in the outcomes.



Additionally, cloud computing is a significant term in the domain of machine learning and blockchain, denoting the delivery of computing and storage services via the internet. Its significance lies in the capacity to offer a scalable and adaptable infrastructure for executing applications and handling vast amounts of data. Subsequent research can concentrate on how cloud computing can elevate the efficiency and performance of machine learning algorithms, enabling accelerated and less expensive processing of intricate tasks. In addition, integrating blockchain technology into cloud computing could enhance the security and privacy of stored data, while providing greater control and ownership of information. Further research might examine how cloud computing can ease the deployment and operation of blockchain-based decentralized applications, which could encourage wider adoption of decentralized technologies in finance, healthcare, and supply chain management.



The Smart Grid, or the Intelligent Electrical Network, is an important emerging term in the field of machine learning and blockchain. It seeks to enhance electrical network efficiency, reliability, and sustainability through digital and communication technologies. It is necessary because of current energy sector challenges, including renewable energy integration and efficient demand management. Future research can explore the potential for machine learning to enhance the management and control of the Smart Grid, enabling more accurate forecasting of energy demand and network behavior. Furthermore, the integration of blockchain technology into the Smart Grid could enhance the security and reliability of energy transactions between users and suppliers, thereby supporting the adoption of more equitable and decentralized market models. Future research could investigate the potential of artificial intelligence to optimize energy consumption and production within the Smart Grid, which could lead to increased efficiency and reduced costs in global energy supply.



Distributed ledger technology (DLT) plays a significant role in the field of machine learning and blockchain, as it provides a secure, decentralized system for recording and verifying transactions. Currently, distributed ledger technology (DLT), commonly known as blockchain technology, has gained widespread adoption in various industries and applications, including cryptocurrency and supply chain tracking. However, for DLT to maintain relevance, further studies are required to address challenges such as scalability and privacy. Future research could concentrate on developing more efficient consensus algorithms that promote higher performance and lower barriers to adoption in high-demand systems. Moreover, investigation can be conducted to ascertain the integration of machine learning techniques into DLT for security enhancement and detection of malicious attacks. This will bolster trust and safeguard sensitive information during transactions.



Apart from this, fog computing is gaining significance in the realm of machine learning and blockchain by decentralizing computing and data processing to devices in close proximity to the network edge. This enhances latency while reducing the workload on data centers. Future studies should investigate the integration of machine learning techniques into fog computing infrastructure to enhance intelligent and autonomous real-time decision making. Additionally, the potential of blockchain technology can be explored to enhance privacy and security in distributed computing environments. Future studies could address the scalability and reliability challenges of fog computing, allowing for broader adoption in Internet of Things (IoT) applications and smart systems. This, in turn, could position fog computing as a relevant and promising concept for the future of the machine learning and blockchain fields.



Finally, Industry 4.0 is a pertinent term in the domain of machine learning and blockchain. It denotes the inclusion of advanced technologies, such as artificial intelligence and blockchain, in the production and manufacturing processes. To ensure its relevance, upcoming research could concentrate on the implementation of machine learning for process optimization and failure prognosis in industrial equipment. Similarly, one may inquire about the potential of blockchain technology to enhance traceability and security in the supply chain, thereby enabling increased transparency and dependability in the exchange of goods and services. Furthermore, the combination of machine learning and blockchain technology can potentially simplify and decentralize industrial operations. This could reaffirm Industry 4.0’s relevance as a pioneering concept in the digital transformation of companies and industry.





4. Discussion


4.1. Contrast with Other Studies


The utilization of blockchain technology and machine learning holds vast potential in various fields. It especially brings about a revolutionary transformation in the healthcare infrastructure. Nouman and Muneer [45] performed an extensive analysis of the literature, collecting data to predict heart diseases, and demonstrated that the Support Vector Machine (SVM) methodology offers exceptional precision. As found in this study, research hotspots include machine learning, blockchain, smart healthcare, the Internet, and the Internet of Things, based on keyword analysis. Li et al. [46] conducted a bibliometric visualization analysis through WOS to review the utilization of machine learning and blockchain technology in the smart medical industry. They identified the countries with the highest production and the main research topics in this field. The results revealed a notable level of scientific production in India, China, and Saudi Arabia, with an increasing interest in artificial intelligence, sensors, and IoT-related topics. These findings align with the conclusions drawn in this article.



Cheng et al. [47] found that integrating two disruptive technologies can be effective and feasible. They conducted a literature review demonstrating the technologies’ application in cancer survivorship care and effectively providing information on their integration. In terms of future research, the authors recommend exploring broader and deeper integration of the technologies most notable in cancer care, in line with the recommendations of this study. Karger’s research [48] also reviewed these technologies to address research gaps and provide a comprehensive overview of this emerging field. According to their research, which suggests multiple interactions with other technologies and disciplines are feasible when combining machine learning and blockchain, it is highly probable that future research on this amalgamation will see dynamic growth.



Ekramifard and colleagues [49] conducted a systematic literature review examining the integration of blockchain and artificial intelligence. Their findings suggest that artificial intelligence algorithms can optimize the design and operation of blockchain. These findings align with the research emphasized in this article, which demonstrates the capability of machine learning in enhancing blockchain processes for cybersecurity threats. [36].



Blockchain technology, governed by intelligent machine learning algorithms, may enable automatic detection and defense against attacks. Several studies have analyzed blockchain management and the integration of machine learning in an IoT environment within 5G networks. According to the study conducted by Miglani and Kumar [17], collaborative applications of blockchain and machine learning are still in their infancy, presenting several research challenges that need to be addressed.



Comparable studies [50] have identified provisions and the need to establish a foundation for future research and recommendations on the implementation of blockchain technology. This is especially important considering the nature of literature reviews. Therefore, scholars have emphasized the capabilities of machine learning algorithms in incorporating Industry 4.0 technologies [51] and processing data through Big Data [52] to generate value [53] and achieve security objectives in supply chain management [54]. Such emphasis on the incorporation of technology and data is aimed at improving the logistics processes and ensuring security in supply chain management.



Unlike previous literature reviews on the integration of machine learning and blockchain technologies, this study offers a unique perspective on the importance of security and privacy in today’s world. By providing a research agenda with potential for the future, the study highlights emerging themes that can be further explored, as well as related themes that are losing relevance and frequency. Therefore, this study precisely contributes to the approach of security and privacy, with integration of Industry 4.0 technologies, and future research directions. Resultantly, scholars gain insight into current trends, diminishing interests, and potential for future exploration.




4.2. Implications


The significance of blockchain and machine learning technologies investigated in this study is demonstrated by their remarkable increase in published works in recent years. This research enhances existing knowledge by providing an objective perspective on their progress and potential for integration. The logical and clear structure of this study also promote comprehensibility and renders technical terms easily understandable. The results of this analysis highlight the capacity of this research domain to address concerns related to cybersecurity in the context of digital commerce and logistics management, within various sectors.



Additionally, this study demonstrates the conceivable applications of combining machine learning and blockchain technology. This article focuses on a range of applications, including threat and anomaly detection, smart contract implementation for privacy protection, secure storage assurance, and network security fortification. Additionally, it highlights the integration of machine learning with other Industry 4.0 technologies, such as the Internet of Things (IoT) and Big Data, promoting compatibility. This study presents a research agenda to the scientific community, identifying the most promising areas for the integration of machine learning and blockchain techniques. Objective evaluations are excluded except when clearly marked as such. The agenda offers a broad and trend-oriented view of the research, providing researchers with a clear perspective of the achieved and achievable objectives in this captivating interdisciplinary field.



Conducting a bibliometric study on machine learning and blockchain and analyzing its thematic evolution hold significant practical implications for guiding and enriching academic research, as well as for developing technologies and solutions in the field. Subjectivity has been avoided and a clear, concise and logical structure has been maintained throughout the sentence. The sentence adheres to conventional academic writing, with high-level, standard language and a formal register throughout. Consistent technical terms have been used, and balanced language has been employed throughout. The spelling, vocabulary, and grammar conform to American English. The identification of the thematic evolution, starting with a focus on artificial intelligence and transitioning to aspects connected to the Internet of Things and smart contracts, indicates a distinct research direction. This highlights areas of high relevance and interest for both the scientific community and industry.



The identification of the primary thematic cluster, indicating the conceptual relationship between terminologies such as the Internet of Things and Information Security, facilitates valuable insights into the most interrelated and promising research segments in the field. This, in turn, affects the detection of suitable areas for joint and collaborative research and the development of comprehensive solutions and applications that tackle the privacy and security concerns linked with the Internet of Things.



Furthermore, the analysis of keyword frequency and validity indicates the emergence of concepts such as cloud computing, intrusion detection, decentralized learning, smart contracts, and edge computing, along with the increasing significance of the Internet of Things. These findings are valuable to researchers as they identify emerging and expanding research areas that can inspire the exploration of new techniques, approaches, and applications in machine learning and blockchain.



Practically speaking, these findings enable researchers and professionals in the field to concentrate on areas of study and application that will have a significant impact on the scientific community and industry. Furthermore, this study can offer valuable insights for allocating resources and making informed decisions in machine learning and blockchain research and development. Ultimately, the findings can lead to advancements and innovation in critical domains such as security, privacy, efficiency, and scalability of machine learning and blockchain-based systems, thereby promoting progress in society as a whole.




4.3. Limitations


Although this literature review on machine learning and blockchain provides valuable insights, there are limitations to consider that may impact result interpretation and generalization. Specifically, the utilization of the Scopus and Web of Science databases limited the scope of included publications, potentially introducing bias and affecting the precision of bibliometric indicators. The employment of software such as Microsoft Excel® and VOSviewer® for examining and displaying data may have constraints on handling vast amounts of information and identifying intricate patterns in the keyword co-occurrence network.



Another limitation to consider is that the bibliometrics focused solely on publications listed in the Scopus and Web of Science databases, potentially excluding research published on other platforms or in open access journals. This may have limited the sample’s representativeness and overlooked significant contributions to the fields of machine learning and blockchain. Due to the ever-changing nature of scientific research, certain findings and trends identified in bibliometrics may change over time, necessitating periodic updates to obtain an accurate and current understanding of the research landscape in the field.



Another limitation of this study concerns its scope. Although we conducted a thorough review of the literature, we did not use a highly structured methodology, such as a systematic literature review, which could have produced more insights into the topic under investigation. Additionally, we purposely excluded conference proceedings, which could have provided different perspectives on this developing field of study. It is suggested that future research consider these conference proceedings to enhance the perspective offered in this study.



Despite its limitations, bibliometrics offers a thorough and organized perspective of the scientific output in machine learning and blockchain, establishing a firm basis for comprehending trends, areas of focus, and significant benchmarks in the field. The obtained results can provide valuable information to guide future research, facilitate collaborations, and advance knowledge and technology in this dynamic and interdisciplinary field.





5. Conclusions


Among the key findings, it is apparent that the years 2021, 2022, and 2023 have garnered the most interest in the fields of machine learning and blockchain. This suggests that the academic community has increasingly focused on these areas in the recent past. This study’s results reveal that the number of scientific articles on machine learning and blockchain follows a quadratic polynomial growth trend, suggesting a significant increase in scientific production in this field. These findings indicate that further developments can be anticipated in the future.



Additionally, the predominant academic sources found in the existing literature are Hassija V, Chamola V, Sikdar B, Saxena V, and Goyal P, as well as the scholarly journals IEEE Access and IEEE Internet of Things Journal. Similarly, the United States, Australia, and India have notably contributed to scientific output concerning the subject matter of this research.



The conceptual perspective evolved thematically over time, shifting from an initial emphasis on artificial intelligence to more recent themes such as the Internet of Things and smart contracts, reflecting the varied research interests in machine learning and blockchain. The bibliometric study identifies crucial information regarding keyword frequency and credibility in this area of research. Consolidated terms such as the Internet of Things remain frequent over time, suggesting its significant role in research. On the other hand, it has been verified that newly arose terms such as cloud computing, intrusion detection, and decentralized learning have shown an increase in their frequency, indicating a rise in interest and focus on these areas. This presents opportunities for future investigations exploring the use and advancement of these new technologies and their integration with machine learning and blockchain to tackle current issues.



Overall, these findings indicate that research related to machine learning and blockchain is continuously evolving with a strong emphasis on innovative concepts such as the Internet of Things. This has led to a considerable diversification of research topics. Finally, the obtained conclusions establish a robust groundwork for constructing a research agenda that focuses on resolving major emerging problems, investigating innovative technology applications in diverse domains, and promoting international collaboration among researchers and nations in order to advance science in this highly regarded interdisciplinary field.
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Figure 1. PRISMA flow chart. Own elaboration from Scopus and Web of Science. 
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Figure 2. Publications per year. Own compilation from Scopus and Web of Science. 
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Figure 3. Main authors. Own work from Scopus and Web of Science. 
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Figure 4. Main journals. Own elaboration from Scopus and Web of Science. 
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Figure 5. Main countries. Own compilation from Scopus and Web of Science. 
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Figure 6. Thematic development. Own elaboration from Scopus and Web of Science. 
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Figure 7. Keyword co-occurrence network. Own elaboration from Scopus and Web of Science. 
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Figure 8. Validity and frequency of keywords. Own elaboration from Scopus and Web of Science. 
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Figure 9. Research agenda. Compiled from Scopus and Web of Science. 
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Table 1. Classification of keywords according to their function. Own elaboration from Scopus and Web of Science.
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	Keyword
	Related Tools
	Applications
	Features





	Cloud Computing
	Amazon Web Services (AWS), Microsoft Azure, GCP
	Data storage and access, web hosting
	Scalability, on-demand resources



	Intrusion Detection
	Snort, Suricata, Bro/Zeek
	Network security, cyber threat detection
	Real-time monitoring, anomaly detection



	Decentralized Learning
	Federated Learning, Homomorphic Encryption
	Collaborative AI models, decentralized data access
	Privacy-preserving algorithms, Secure data processing



	Smart Contract
	Solidity, Ethereum, Neo
	Decentralized finance, supply chain management
	Self-executing contracts, trustless transactions



	Edge Computing
	Raspberry Pi, Nvidia Jetson Nano, Azure IoT Edge
	Internet of Things (IoT), real-time analytics
	Local data processing, low latency



	Internet of Things
	MQTT, CoAP, LoRaWAN
	Smart home automation, industrial IoT
	IoT device communication, long-range communication










 





Table 2. Research gaps. Own work from Scopus and Web of Science.
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Categories

	
Gaps

	
Rationale

	
Questions for Future Researchers






	
Thematic Gaps

	
1. Integrating blockchain and machine learning techniques into specific applications.

	
Despite the growing interest in the convergence of blockchain and machine learning, there is a lack of research focused on the integration of these technologies into concrete applications, such as digital identity management, healthcare, or supply chains.

	
What are the most effective approaches for integrating blockchain and machine learning techniques into specific applications? How can the technical and privacy challenges associated with this integration be addressed?




	
2. Exploring new machine learning architectures to improve efficiency in blockchain environments.

	
Since blockchain is inherently slower than traditional databases, research is needed to develop optimized machine learning architectures that can run efficiently in decentralized and distributed environments.

	
How can one design and evaluate machine learning architectures that are suitable for blockchain environments? What techniques can improve the efficiency and scalability of machine learning models in these environments?




	
Geographic Gaps

	
1. Lack of research on the impact of blockchain and machine learning in emerging economies.

	
Most research on machine learning and blockchain has focused on developed countries, leaving a gap in understanding how these technologies can address specific challenges and provide opportunities in emerging economies.

	
What are the potential use cases for blockchain and machine learning in emerging markets? How can these technologies address socio-economic and development challenges in these contexts?




	
2. Limited representation of research in non-English speaking countries.

	
Much of the literature on machine learning and blockchain comes from Anglophone countries, which could lead to a geographical bias in the understanding and application of these technologies in different cultural and linguistic contexts.

	
What are the specific challenges of adopting blockchain and machine learning in non-English speaking countries? How can language and cultural barriers be overcome in the research and application of these technologies?




	
Interdisciplinary Gaps

	
1. Research that addresses the convergence of blockchain, machine learning, and the Internet of Things (IoT).

	
While there is research on the combination of blockchain and machine learning, more work is needed to explore how these two technologies can be integrated with the Internet of Things to address challenges and create new solutions.

	
What are the most promising approaches for the convergence of blockchain, machine learning, and IoT? What applications and use cases are emerging from this convergence and how can they be optimized?




	
2. Analysis of the ethical and privacy implications of the convergence of blockchain and machine learning.

	
The intersection of blockchain and machine learning raises ethical and privacy challenges, such as the management of personal data and the transparency of machine learning algorithms. More research is needed to address these issues.

	
How can ethical frameworks for the responsible use of blockchain and machine learning be developed together? What privacy considerations should be taken into account when developing solutions based on these technologies?




	
Temporary Gaps

	
1. Studies analyzing the long-term evolution of the theme in machine learning and blockchain.

	
Although a thematic evolution from artificial intelligence to the Internet of Things and smart contracts has been identified, a long-term perspective is needed to understand how this evolution will continue and what new trends will emerge.

	
What are the possible future research directions in machine learning and blockchain? How can the scientific community anticipate and prepare for emerging challenges in this field?




	
2. Prospective research on the potential applications of integrating blockchain and machine learning in emerging industries.

	
As the technology advances, opportunities will arise in emerging industries such as renewable energy, agriculture, and manufacturing. More prospective research is needed to identify and evaluate these opportunities.

	
What are the emerging applications of the combination of blockchain and machine learning in industries such as energy and agriculture? How can these applications transform and improve these industries in the future?
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