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Abstract: In modern digital infrastructure, cyber systems are foundational, making resilience against
sophisticated attacks essential. Traditional cybersecurity defenses primarily address technical vul-
nerabilities; however, the human element, particularly decision-making during cyber attacks, adds
complexities that current behavioral studies fail to capture adequately. Existing approaches, including
theoretical models, game theory, and simulators, rely on retrospective data and static scenarios. These
methods often miss the real-time, context-specific nature of user responses during cyber threats.
To address these limitations, this work introduces a framework that combines Extended Reality
(XR) and Generative Artificial Intelligence (Gen-Al) within a gamified platform. This framework
enables continuous, high-fidelity data collection on user behavior in dynamic attack scenarios. It
includes three core modules: the Player Behavior Module (PBM), Gamification Module (GM), and
Simulation Module (SM). Together, these modules create an immersive, responsive environment for
studying user interactions. A case study in a simulated critical infrastructure environment demon-
strates the framework’s effectiveness in capturing realistic user behaviors under cyber attack, with
potential applications for improving response strategies and resilience across critical sectors. This
work lays the foundation for adaptive cybersecurity training and user-centered development across
critical infrastructure.

Keywords: cybersecurity; user behavior; extended reality; digital twin; training; simulation

1. Introduction

Cyber systems are essential, interconnected frameworks that support digital commu-
nication, data processing, and information management across sectors like cybersecurity,
artificial intelligence, and cloud computing [1]. Their integration into daily life has trans-
formed how individuals work, communicate, and interact, resulting in the widespread
use of smart devices, social media, and e-commerce platforms. However, as cyber systems
become more embedded in human activities, they face increased vulnerability to attacks,
which can lead to severe consequences, such as financial loss, data breaches, and threats
to national security. Cyber attacks on critical infrastructure, such as power grids and
healthcare systems, pose additional risks to public safety, underscoring the pressing need
for robust cybersecurity measures [2].

Cybersecurity is a broad discipline encompassing tools, policies, and risk management
approaches designed to protect information and users from various forms of harm. Effective
measures are essential for maintaining the integrity, confidentiality, and availability of data
and systems, ensuring the stable operation of digital infrastructures [3]. Technical defenses
like firewalls and intrusion detection systems (IDSs) are crucial for perimeter security,
preventing unauthorized access and reducing exposure to potential threats [4,5]. However,
these defenses alone are not sufficient, as human interactions with cyber systems create
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vulnerabilities that technical measures cannot fully address. Users can unknowingly
compromise security by clicking phishing links, using weak passwords, or neglecting
updates, illustrating the importance of cybersecurity strategies that consider both technical
and human factors [6].

However, these technical defense solutions for cyber attacks are not sufficient, as cy-
bersecurity is not solely a technical challenge. Understanding user behavior in cyber-attack
situations is critical, as decisions made in real time can determine whether an incident
escalates or is quickly contained. However, studying these behaviors presents significant
challenges. Cyber-attack scenarios are often unpredictable, and privacy considerations fur-
ther complicate real-time behavioral analysis. Current methodologies, such as log analyses
and static monitoring, provide only limited insights, focusing mainly on retrospective data
that may miss the nuances of in-the-moment decision-making during attacks [7]. Addi-
tionally, simulation tools used for cybersecurity training tend to lack realistic engagement,
which can limit their effectiveness in capturing genuine user responses. A review of the
available methods—spanning psychological models, game theory, and simulators—shows
that many studies capture only isolated aspects of user behavior, highlighting a need for
more comprehensive, multidimensional approaches [8].

Emerging technologies, such as Extended Reality (XR) and Generative Al, hold the
potential for developing more comprehensive tools to study user behavior under realistic
cyber-attack scenarios. XR technologies, which encompass Virtual Reality (VR), Augmented
Reality (AR), and Mixed Reality (MR), offer immersive, interactive environments where
user responses and decision-making processes can be observed in real time [9]. Combined
with Al-driven simulation capabilities, these technologies can create more accurate models
of user behavior, enhancing the development of cybersecurity strategies tailored to human
factors. This paper presents a novel framework that integrates digital twin simulations
with gamified storytelling through XR and Generative Al, providing a platform to support
detailed behavioral studies and improve resilience against cyber attacks.

The framework’s unique structure consists of three modules: the Player Behavior
Module (PBM), Gamification Module (GM), and Simulation Module (SM), as depicted in
Figure 1. These modules work together to deliver a dynamic platform that enables the ob-
servation and analysis of user behavior, aiding in the identification of vulnerabilities and the
enhancement of response strategies. The modules are further expanded upon in Section 4.
We demonstrate the framework’s practical application through a case study, where it is
implemented within an immersive cybersecurity simulator tailored for a wastewater treat-
ment facility. This simulator allows professionals to engage with simulated cyber-attack
scenarios while performing routine monitoring tasks, offering valuable insights into user
behavior and decision-making under authentic conditions.

This paper is structured as follows: In Section 2, we present a review of existing
studies on user behavior in cybersecurity, covering psychological models, game theory-
based approaches, and simulator-based studies and discussing their contributions and
limitations. In Section 4, we introduce our proposed XR-based framework, detailing the
roles and functionalities of the PBM, GM, and SM. We then present our results from the
implementation of this framework in a cybersecurity simulator for wastewater treatment
facilities, illustrating its application in a critical infrastructure context, in Section 5. In
Section 6, we explore the practical challenges in deploying the framework and its potential
applications across other domains. Finally, in Section 7, we conclude with a discussion of
the framework’s impact on cybersecurity resilience and outline future research directions
to further enhance user behavior modeling in high-stakes environments.
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Figure 1. An interaction diagram of the integrated framework depicting the services being offered by
each module.

2. Review of User Behavior Studies in Cybersecurity

Understanding user behavior during cyber attacks is crucial for developing effective
cybersecurity strategies. Several methodologies have been used in the literature to study
user behavior during cybersecurity attacks. These methodologies can broadly be classified
into three categories: theoretical modeling-based, game theory-based, and simulator-based
approaches, as depicted in Figure 2. Each offers unique insights and tools for analyz-
ing the actions of defenders, attackers, and general network users. By examining these
methodologies, we identify gaps in current research and potential opportunities ahead.
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Figure 2. Classification of the various methodologies used in the literature to study user behavior
during cybersecurity attacks.
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2.1. Theoretical Models

Several theoretical models have been applied to provide insights into the motivations,
decision-making processes, and actions of defenders, attackers, and network users dur-
ing such attacks [10]. These models range from psychological frameworks to advanced
computational approaches.

Protection Motivation Theory (PMT) and the Theory of Planned Behavior (TPB) are
key psychological models for understanding user behavior in cybersecurity. PMT ex-
plains how individuals protect themselves based on perceived threat severity, vulnerability,
and self-efficacy. Studies show that higher perceived threat levels lead to stronger protec-
tive behaviors, especially against phishing attacks [11-13]. The TPB adds that behavior
is influenced by attitudes, norms, and perceived control. Research confirms that these
factors impact policy compliance significantly [14,15]. Rational Choice Theory (RCT) and
Motivation Opportunity Abilities (MOA) extend this to attackers. They analyze attack-
ers’ decisions through cost-benefit evaluations [16]. Studies also suggest that enhancing
security and increasing perceived risks deter attacks, reducing the appeal of potential
rewards [17-19].

In addition to psychological approaches, computational approaches are increasingly
utilized to model and understand user behavior. Bayesian Networks are probabilistic
graphical models that are useful for modeling uncertainty and making inferences based
on incomplete information. Ref. [20] demonstrated their effectiveness in dynamic risk
assessment, intrusion detection, and the evaluation of attack scenarios. Another advanced
computational approach involves neural networks, particularly deep learning models,
which detect patterns and anomalies in large datasets. Refs. [21,22] developed neural
network-based intrusion detection systems and malware detection models, respectively.
This illustrates the versatility of neural networks in cybersecurity applications.

In recent times, Agent-Based Systems and Multi-Agent Systems (MASs) [23] have
been utilized to model the interactions of autonomous agents. These are effective for
simulating complex scenarios. Refs. [24-26] studied malware propagation and defense
strategies, demonstrating the potential for realistic simulations of cyber threats and strate-
gic interactions between attackers and defenders. Lastly, Rule-Based Systems [27] and
Knowledge-Based Systems [28] have also been used for automated threat analysis, intru-
sion detection, and network security management. These computational models highlight
the role of autonomous agents in enhancing situational awareness and decision-making.

In summary, theoretical models ranging from psychological frameworks to advanced
computational models offer valuable insights into user behavior in cybersecurity. These
models help predict actions and decisions, providing a basis for developing strategies to
enhance security practices, prevent attacks, and mitigate the impact of cyber incidents.

2.2. Game Theory-Based Studies

Game theory, a mathematical framework for analyzing strategic interactions, is widely
used to study cybersecurity behavior. Modeling attacker—defender interactions as games
enables researchers to predict strategic decisions and possible outcomes. Defenders aim to
protect assets, while attackers exploit vulnerabilities, each adapting strategies based on the
other’s actions. This structured approach provides a strong foundation for understanding
cybersecurity behaviors, complementing psychological models with a mathematically
grounded analysis of user interactions.

One of the simplest forms of game theory used in cybersecurity is the static game
of complete information, where players’ strategies and payoffs are common knowledge.
Static games of complete information are foundational in game theory applications to
cybersecurity, where all players know each other’s strategies and payoffs. These games
analyze simultaneous interactions without temporal progression, making them ideal for
straightforward attack—defense scenarios. For instance, ref. [29] utilized a static game to
model intrusion detection systems, where attackers choose to either attack or not, and de-
fenders decide whether to monitor or ignore. Ref. [30] extended this work to cyber-physical
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systems, emphasizing optimal defense mechanisms balancing costs and potential damage.
Ref. [31] also used game-theoretic approaches to benchmark security risks in cyber-physical
systems, demonstrating how static games can aid strategic decision-making.

Building on the static model, dynamic games of incomplete information incorporate
the aspect of learning and adaptation over time. Here, players do not have perfect informa-
tion about others” actions or payoffs. Ref. [32] employed this approach to model network
security, considering the evolving strategies of both attackers and defenders. Several other
works, like [33-35], use the game-theoretical approach and highlight the importance of
adaptive defense mechanisms and the value of deception in cybersecurity.

Moving toward a hierarchical dynamic game structure, Stackelberg games [36] involve
a leader—follower dynamic, typically with the defender committing to a strategy first and
the attacker responding optimally. Ref. [37] applied the Stackelberg game model to cyber-
security resource allocation, demonstrating how defenders can optimize their strategies by
anticipating attacker responses. This model is particularly useful for designing security
protocols that are robust against strategic adversaries, as utilized in [8,38,39]. Following
the hierarchical approach of Stackelberg games, repeated games capture interactions that
occur repeatedly over time, allowing for the analysis of long-term strategies and coopera-
tion possibilities. Ref. [29] explored repeated games in the context of intrusion detection,
showing how history and reputation influence strategies. This approach emphasizes the
significance of learning and adaptation in ongoing cybersecurity engagements [40,41].

Game-theoretic approaches include static and dynamic (Stackelberg and repeated)
games that offer structured frameworks to analyze and predict strategic interactions be-
tween attackers and defenders. The results and observations from these studies help
researchers develop more robust and adaptive cybersecurity strategies. This not only helps
mitigate cyber threats but also helps adapt to the evolving cyber landscape, ultimately
enhancing the overall security and resilience against complex cyber adversaries.

2.3. Simulator-Based Studies

The next class of studies is simulator-based studies. These studies offer a distinct and
complementary approach to understanding user behavior during cyber attacks compared
to game theory-based and psychological models. While game theory focuses on strategic
interactions and theoretical models delve into motivational factors, simulators provide a
practical and experimental environment where these theories can be applied and tested
under controlled conditions [42]. This practical application allows researchers to observe
behaviors in real time and under varying conditions, offering empirical evidence that
validates or challenges theoretical predictions [43].

Simulator- and modeling-based studies often focus on specific domains, tailoring the
simulation environments to reflect the unique challenges and requirements of different
sectors. Critical infrastructure sectors, including power grids, water supply systems,
and network security, use simulators like PowerWorld [44], EPANET [45], and DETER
(Cyber Defense Technology Experimental Research) [46] to model and study the impact
of cyber attacks. These tools help in assessing the vulnerabilities and resilience of critical
systems, providing insights into how operators manage and mitigate risks during cyber
incidents [47]. DETER helps create realistic network environments, where researchers can
simulate attacks such as DDoS (distributed denial of service) and evaluate the effectiveness
of various defensive strategies. These studies help understand how network administrators
and automated systems respond to real-time threats [48].

Military and defense sectors employ sophisticated simulators to model cyber warfare
scenarios. These tools enable the study of offensive and defensive strategies in a controlled
environment, providing valuable insights into the behavior of military personnel during
cyber conflicts [49]. In the healthcare domain, simulators have been used to study the
impact of cyber attacks on medical devices and hospital networks. Tools like the Healthcare
Cybersecurity Simulation (HCSS) [50] model patient data breaches and ransomware attacks,
helping healthcare professionals understand the risks and develop effective response
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strategies [51,52]. Similarly, financial institutions also use simulators to model cyber attacks
on banking systems and stock exchanges [53]. These simulations help understand the
economic impact of cyber incidents and the behavior of financial professionals under stress,
guiding the development of robust cybersecurity protocols [54].

Simulator- and modeling-based studies enable a deeper and more empirical under-
standing of user behavior during cyber attacks. By designing simulations for specific
domains, these studies offer targeted insights that help in developing effective, domain-
specific cybersecurity strategies. This approach not only validates theoretical models but
also bridges the gap between abstract theory and real-world application, enhancing the
overall robustness and adaptability of cybersecurity measures.

3. Motivation and Problem Definition

Despite the substantial progress made in understanding user behavior during cyber
attacks through theoretical modeling, game theory-based studies, and simulator-based
studies, significant challenges remain. One major challenge is the fragmented nature
of current research. Most studies tend to focus on one aspect of user behavior, either
through psychological modeling, game-theoretic approaches, or simulator-based methods,
without integrating these perspectives into a unified framework [8].

Theoretical models offer insights into the motivations and cognitive processes of
users, attackers, and defenders, but they often lack the dynamic context that game theory
and simulators provide, limiting their ability to predict real-time behavior under cyber
threats [11]. Game theory, while useful for analyzing strategic interactions, can oversimplify
human behavior, leading to conclusions that miss the complexities of decision-making [29].
Simulator-based studies replicate real-world scenarios, offering a practical, experimental
approach, yet may lack the depth of psychological insights and strategic nuances of game
theory [43]. Additionally, simulators tend to focus narrowly on domains like network
security or critical infrastructure without encompassing the broader psychological and
strategic factors impacting behavior across contexts [42,51]. Integrating data and insights
from these diverse methodologies is challenging, as each has distinct assumptions, limita-
tions, and data requirements, complicating efforts to build a comprehensive model of user
behavior in cybersecurity.

Emerging technologies such as XR and Al offer promising pathways for combining the-
oretical models, game-theoretic frameworks, and simulator-based approaches, fostering a
deeper understanding of user behavior during cyber attacks. XR’s immersive environments
allow researchers to observe user responses in real time under highly lifelike conditions,
capturing nuanced behaviors that may be oversimplified or overlooked in traditional ap-
proaches [55]. By creating environments where users interact directly with realistic cyber
threats, XR enables the study of decision-making processes and adaptability in scenarios
that closely resemble real-world contexts [56].

Al-driven analytics add a powerful dimension to this setup, enabling the processing
of large datasets to identify intricate patterns in user behavior, including decision-making
tendencies, adaptability, and stress responses. Through machine learning algorithms, Al
can uncover insights from behavioral data that inform cybersecurity strategies, providing
a tailored approach to both individual and group behaviors [57,58]. This combination of
XR and Al thus supports the development of cybersecurity strategies that are responsive
to real-time user dynamics, enhancing both the accuracy of user behavior models and the
effectiveness of threat detection and response frameworks.

This integrated framework brings together the motivational insights of theoretical
models, the strategic interactions captured in game theory, and the empirical realism of
simulators within an XR context, allowing for a multidimensional analysis of user behavior.
Combining these methodologies provides a more holistic view, helping researchers and
practitioners develop adaptive cybersecurity protocols that account for real-world human
tendencies and cognitive biases during cyber threats. Implementing such a framework
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could lead to more effective threat detection, enhanced resilience strategies, and proactive
measures to safeguard against increasingly sophisticated cyber adversaries.

4. Proposed Framework

To address the identified research gaps, we propose a framework to help design and
develop a domain-specific system that will guide user behavior studies during cyber at-
tacks. From the review of existing studies on user behavior, we learn that incorporating
psychological insights and game-theoretic models into simulations can provide a deeper
understanding of user motivations and cognitive biases. This framework integrates three
distinct yet complementary modules: the Player Behavior Module (PBM), the Gamification
Module (GM), and the Simulator Module (SM), as depicted in Figure 3. Each module lever-
ages insights from psychological modeling, game theory, and simulation studies to provide
a holistic approach to understanding user behavior in cybersecurity contexts. Additionally,
the incorporation of XR and Al into each module further enhances its capabilities, making
the framework more adaptive, intelligent, and effective.

XR and Al

Player Behavi Simulator Module
Module

Al-Driven Human Al-Driven
NPC Behavioral XR-Based XR-driven || Real-Time
Immersive Digital Feedback
Player Data " A A
Simulation Twin and
Modelling Collection 4
Adaptation

Figure 3. The image depicts the three modules of our proposed framework: Player Behavior Module,

Gamification Module, and Simulator Module.

This integrated framework aims to address the multifaceted nature of cybersecurity
by integrating insights from various methodological approaches and leveraging advanced
technologies. The goal of the developed framework is to holistically understand user
behavior. This will help DETECT potential attacks and build robust systems to MITIGATE
cyber attacks.

The research methodology for developing this framework involved an extensive
literature review and iterative design approach to incorporate and adapt insights from psy-
chology, game theory, and simulation studies. Initially, a review of existing studies on user
behavior during cyber attacks was conducted to identify gaps in current methodologies,
particularly in capturing realistic and adaptive user responses in high-stress, simulated
environments. This foundational review informed the design of three core modules within
the framework: PBM, GM, and SM.

To validate the functionality and effectiveness of the proposed framework, we im-
plemented a case study involving a cybersecurity simulator for wastewater treatment
facilities. This case study provided a controlled environment to study user behavior under
realistic cyber-attack scenarios, allowing for continuous data collection and analysis of
user responses, decision-making patterns, and cognitive biases. Observations from this
implementation contributed to refining the framework’s adaptive features and confirmed
its potential for studying user behavior in cybersecurity across various critical domains.

4.1. Player Behavior Module

The Player Behavior Module (PBM) is a foundational element of our proposed frame-
work, dedicated to simulating the actions and interactions of attackers and defenders
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within a cyber environment. This module is designed to understand and model player
behavior by modeling each user type independently with a predefined set of potential
actions they might take within the game environment. These actions are evaluated based
on their effectiveness in achieving the overarching objectives of each user type, thereby
providing a detailed understanding of motivational factors and decision-making processes.

4.1.1. Al-Driven NPC Player Modeling

The primary objective of the PBM is to model user behavior accurately, drawing upon
insights from historical psychological and theoretical models while integrating advanced
Al algorithms and LLMs. This framework and module consists of three user types:

1.  Attackers: The module models cyber attackers using different tactics, techniques,
and procedures that they might employ to breach a system’s defenses. This includes
activities such as phishing, exploiting vulnerabilities, or launching denial-of-service
attacks. By understanding the motivational factors driving attackers, such as financial
gain, political motives, or the challenge itself, the PBM can predict potential new
attack vectors and evolving strategies.

2. Defenders: These are the users responsible for securing systems against threats, em-
ploying strategies like monitoring network activity, patching vulnerabilities, and re-
sponding to alerts. The PBM models defender behavior to identify optimal resource
allocation strategies, understand the impact of different defense tactics, and predict
defender responses to various types of attacks. This predictive capability is crucial for
developing proactive defense strategies and improving incident response times.

3. General users: These include non-expert users who interact with systems and un-
knowingly introduce vulnerabilities, such as through phishing or weak password
management. By modeling their behaviors under various simulated attack scenarios,
we can better understand how user training and awareness impact overall security.

User behavior during cyber attacks has traditionally been modeled using theories of
human behavior, decision-making, and risk perception. While these models are valuable,
they often lack the adaptability needed for today’s fast-evolving cyber threats. Integrating
LLMs significantly enhances these models by using Al algorithms to analyze extensive
datasets, identify patterns, and predict future behaviors. LLMs also generate realistic,
contextually relevant responses, simulating complex interactions [59]. These insights
continuously refine behavioral models, enabling more accurate and nuanced simulations of
attacker and defender strategies. The Gamification Module details these player interactions,
while the Simulation Module sets the context and environment for them.

4.1.2. Human Behavioral Data Collection and Analysis

Collecting accurate and comprehensive player behavior data is crucial for the effec-
tiveness of the PBM. Various methods can be employed to gather the data, like monitoring
network traffic, analyzing system logs, conducting phishing simulations, and employing
user surveys [60]. Additionally, honeypots and cyber ranges can be used to observe at-
tacker behavior in a controlled environment [61]. XR technologies also enable the collection
of comprehensive interaction data, capturing nuanced user actions and responses in a
controlled yet realistic setting. In XR environments, data can be collected on user interac-
tions, decision-making processes, and responses to simulated cyber threats. This includes
tracking eye movements, reaction times, and the sequence of actions taken by users [62].
Through these data, researchers can gain valuable insights into their decision-making
processes and identify areas for improvement in cybersecurity training.

Integrating Al algorithms and LLMs into data analysis offers considerable benefits.
Al can analyze vast datasets to identify patterns and trends in user behavior, improv-
ing predictive models [63]. Machine learning techniques, like neural networks, decision
trees, and support vector machines, reveal correlations and causations often missed by
traditional methods. LLMs add further value by processing data to generate adaptive,
real-time responses within the model, keeping simulations relevant to evolving threats and
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user strategies [64]. This personalization, based on past user performance, enhances the
accuracy and applicability of the PBM, making it a powerful tool for cybersecurity training
and research.

In summary, this module is designed to leverage advanced Al algorithms and LLMs
for providing a sophisticated and adaptive tool for modeling user behavior in cybersecurity
contexts. By integrating comprehensive data collection methods and continuously refining
models based on Al-driven insights, the PBM enhances our understanding of attacker,
defender, and user actions, contributing to a more robust cybersecurity posture.

4.2. Gamification Module

The Gamification Module is the next crucial component of our proposed framework,
leveraging storytelling to create immersive narratives that elucidate various aspects of
cybersecurity phenomena or designs. The primary objective of this module is to deeply
engage the audience, ensuring that users are not merely passive recipients of information
but active participants in the learning process. This engagement is vital because it helps
users internalize the lessons and strategies needed to effectively respond to cyber threats.

4.2.1. XR-Based Immersive Storytelling

In the GM, storytelling serves as a tool for crafting engaging, realistic narratives that
help users explore complex cybersecurity scenarios firsthand. Here, we focus on developing
scenarios where users experience the dynamics, decision-making challenges, and impacts
of cyber attacks as though they were happening in real life. These scenarios simulate
realistic cybersecurity threats, allowing users to interact with virtual elements that mimic
real-world vulnerabilities and attack vectors.

The goal of the scenarios is to provide hands-on interaction, which allows users to
identify and respond to subtle cues that are integral to threat detection and risk assessment.
Each narrative places users at the center of cyber incidents, requiring them to detect, adapt,
strategize, and make crucial decisions based on limited or ambiguous information—skills
essential for resilience in actual cybersecurity situations. This helps in honing the critical
thinking and decision-making processes necessary for real-world cybersecurity tasks [65].

Moreover, the GM integrates storytelling techniques such as branching storylines and
character development to enhance realism and engagement [66]. Branching storylines allow
scenarios to unfold differently based on user choices, closely mirroring the unpredictability
of real-world cybersecurity [67]. This adaptability makes it possible to capture a wide range
of behaviors as users follow various paths to resolution. Character dynamics within the
narratives also play a role, with users encountering simulated team members, adversaries,
or bystanders, adding a layer of interpersonal decision-making that reflects the collaborative
nature of cybersecurity operations [68].

The scenario narratives developed here are implemented within the Simulation Mod-
ule, where they are brought to life in fully interactive and controlled environments. The SM
takes the narratives and storytelling elements created in the GM and integrates them into
high-fidelity, immersive XR-based simulations that accurately reflect real-world cybersecu-
rity contexts. By embedding these narratives into the SM, we achieve a seamless transition
from narrative design to hands-on simulation, providing users with a cohesive experience
that enhances both engagement and behavioral analysis. By merging storytelling with
XR technologies, the framework enables immersive, interactive experiences that allow
researchers to observe users’ responses to cybersecurity challenges in real time [9,66]. The
combination of storytelling, advanced XR environments, and tailored scenarios offers a
scalable, adaptable framework that supports an in-depth analysis of user behavior across a
broad spectrum of cybersecurity situations.

4.2.2. Al-Driven Adaptive Experimentation

The GM also includes an experimentation component, which focuses on the experi-
ments conducted within the developed immersive environments that are tailored to meet
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diverse user needs and engagement levels. This is pivotal for designing and conducting
interactive experiments that simulate cyber-attack and defense scenarios. These exper-
iments facilitate interactions between the various players in the game. The immersive
narrative-based game environment provides a sandbox where behaviors can be observed
and analyzed. This has been widely implemented in game-based learning for STEM educa-
tion [69]. This setup provides valuable insights into how different types of users react to
various threats and pressures, highlighting patterns and deviations in behavior. The data
collected from these interactions can then be used to refine the models and strategies within
the PBM, enhancing the overall effectiveness of the framework. Through this iterative
process, the GM contributes to a more nuanced and comprehensive understanding of user
behavior in cybersecurity contexts.

LLMs such as GPT-4 can be integrated to generate natural language responses and sce-
narios, simulating realistic dialogues between users and virtual characters [70]. This level
of interaction not only enhances user training but also deepens the understanding of threat
dynamics. They can be fine-tuned with cybersecurity-specific datasets to craft accurate and
contextually appropriate interactions within the gamified environment. Previous research
has underscored the effectiveness of using LLMs to simulate realistic dialogues and sce-
narios, which are essential for creating accurate and engaging behavioral models [71,72].
Hence, the incorporation of advanced technologies such as LLMs and immersive story-
telling into the GM ensures that the simulated environments are not only realistic but also
capable of evolving in line with emerging cyber threats and defense strategies.

4.3. Simulator Module (SM)

This module leverages XR technologies and Al to create immersive, interactive simu-
lations of cyber-attack scenarios that closely mimic real-world environments. This module
integrates XR’s immersive experience with Al-driven behavior modeling to provide a
dynamic, adaptive platform for analyzing user responses and defensive strategies. By
creating a simulated but realistic environment, the module allows for the comprehensive
testing and refinement of cybersecurity strategies in mission-critical systems.

4.3.1. XR-Based Immersive Simulations

At the core of the SM is the ability to provide fully immersive, interactive simulations
using VR, AR, and MR. These XR technologies create a lifelike environment in which users
engage directly with simulated cyber attacks, allowing for a more realistic experience than
traditional 2D interfaces or game-like environments.

*  Immersive Cyber-Attack Scenarios: VR environments place users in realistic 3D spaces,
such as corporate offices, where they engage with virtual systems under simulated
attacks like phishing or ransomware. These immersive scenarios drive real-time
decision-making and deepen understanding of cyber threats by situating users within
high-stakes, time-sensitive contexts.

*  MRin Critical Systems: MR enables scenarios that overlay digital threats onto phys-
ical infrastructures like power grids or healthcare systems. With AR glasses, users
visualize cyber attacks affecting physical components, offering an authentic view that
mirrors real operational environments, which enhances situational awareness and
response accuracy.

*  Dynamic Scenario Adaptation: The SM’s Al-driven adaptability tailors each scenario
to the user’s expertise, ensuring relevance for both novices and experts. Branching
narratives in the GM enable multiple outcomes based on user actions, creating a
dynamic training environment that captures genuine behavioral responses to cyber
threats [73].

By combining the narrative depth from the GM with the high-fidelity, XR-based simula-
tions in the SM, the framework provides users with a cohesive, interactive experience. This
setup not only enhances engagement but also provides researchers with rich data for analyzing
user behavior, supporting the development of more effective cybersecurity strategies.
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4.3.2. Al-Driven Real-Time Feedback and Adaptation

Al plays a crucial role in enhancing the realism and effectiveness of the SM. By using
Al to drive real-time feedback and adaptability, the SM can simulate complex attacker
behavior, predict user responses, and adjust the simulation accordingly to provide a more
comprehensive analysis of cybersecurity strategies.

¢  Predictive Analytics for User Behavior: Al can analyze user behavior in real time,
predicting how users will react to specific attack vectors based on past interactions
and common behavioral patterns. By processing data such as decision-making speed,
task completion accuracy, and responses to simulated attacks, AI models can offer
predictive insights. For instance, if a user is slow to react to a phishing email in
the simulation, AI might predict similar hesitation in future, more critical scenarios,
allowing for targeted training interventions.

e Adaptive Training Feedback: The SM uses Al to deliver real-time feedback that adapts
to the user’s actions. If a user successfully mitigates a simulated attack, Al algorithms
adjust the complexity of subsequent scenarios, progressively increasing the difficulty
level. Conversely, if a user struggles, the system provides tailored feedback and
simpler scenarios to improve skills. This adaptive approach ensures that training
remains challenging yet accessible, optimizing learning outcomes.

4.3.3. XR-Driven Digital Twin

A key advancement in the SM is the integration of digital twin technology, powered
by XR and Al, to simulate critical infrastructure systems. A digital twin is a virtual
representation of a physical system that allows real-time monitoring and interaction.

In this module, digital twins of critical systems (e.g., power grids, healthcare systems,
financial networks) are created within an XR environment [74]. Users can interact with
these systems using VR or AR interfaces, allowing them to observe and manipulate both
the virtual and physical aspects of the system. For example, an XR-based digital twin of
a financial network might allow cybersecurity professionals to monitor real-time virtual
transactions, identifying suspicious activities while interacting with physical and digital
elements [75]. This immersion enables users to gain a holistic understanding of the systems
they defend. XR-based digital twins enable users to visualize and mitigate these cascading
effects, providing a more comprehensive defense strategy [76].

In conclusion, the proposed framework offers a comprehensive approach to studying
user behavior during cyber attacks by integrating insights from psychological modeling,
game theory, and simulation studies. By leveraging the unique capabilities of the three
modules, PBM, GM, and SM, the framework provides a dynamic, adaptable environment
that closely resembles real-world cybersecurity contexts. Through Al-driven data analysis,
immersive storytelling, and XR-based simulations, this framework enables a nuanced
understanding of attacker, defender, and general user behaviors, capturing the complexity
of human decision-making under cyber threats. The integration of XR and Al across all
modules enhances realism, responsiveness, and scalability, providing researchers with
valuable behavioral insights that can inform the development of more robust cybersecurity
strategies. Ultimately, this framework supports a holistic approach to cybersecurity, offering
both predictive and preventive insights that strengthen system resilience and preparedness
in an ever-evolving threat landscape.

5. Results

Here, in this section, we detail the implementation of the framework in an immer-
sive training simulator developed for wastewater treatment facilities. We also detail our
learnings and findings from the full implementation of the system.

5.1. Case Study Implementation of the Framework

This subsection details the implementation of a cybersecurity simulator designed to
study user behavior under cyber-attack scenarios, specifically for professionals in wastew-
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ater treatment facilities. Using the Oculus Quest 2, the simulator creates an immersive
VR environment that integrates the three modules from our framework: Player Behavior
Module, Gamification Module, and Simulator Module. Through the dual approach of be-
havioral analysis and training, this simulator offers operators an environment that reflects
both routine tasks and realistic cybersecurity challenges, enabling us to observe, analyze,
and enhance user responses to cyber threats.

The primary purpose of this simulator is to capture insights into user behavior, such
as decision-making processes, cognitive biases, and response patterns, while equipping
operators with the skills to identify and mitigate cyber threats. This case study exemplifies
the application of our framework to provide actionable data on how users respond to cyber
attacks while reinforcing their cybersecurity awareness in the critical infrastructure context.

5.1.1. System Design Based on the Proposed Framework

The system is developed in line with the three modules of the proposed framework,
creating a seamless blend of normal operations and cybersecurity training, as depicted
in Figure 4. Our implementation techniques are informed by insights gained from our
previous XR-based training simulator projects in cybersecurity [77]. The simulator provides
users with a dual experience: they can perform their usual monitoring and maintenance
tasks and also be exposed to dynamic cyber-attack scenarios, thus simulating a realistic
work environment.
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Figure 4. A case study design implementing the proposed framework.

5.1.2. Features Implementing PBM

The PBM focuses on capturing and analyzing operator actions during routine and
cyber-attack scenarios. By integrating Al-driven attackers that adjust based on user be-
havior and a static defender model, the PBM creates an environment that highlights user
adaptability and independent decision-making. By tracking metrics like reaction times and
accuracy, it provides insights into how operators handle normal and high-stress situations,
forming a basis for both training and behavior analysis.

1.  Al-Driven Attacker Simulation: Al-driven attackers are able to adapt their tactics
based on user actions by utilizing ChatGPT’s 40 LLM model within the LangChain
framework in a Python Script. In our platform, we focus on generating the following
evolving threats: Input Data manipulation and Output Data manipulation, which
are both variations of man-in-the-middle attacks and denial-of-service attacks. We
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achieve these tasks by using ARPSPOOF, a Python library tool that allows us to
perform an Address Resolution Protocol Spoofing attack. This attack allows packets
intended for a user to be rerouted into our computer. From there, we can use the
Linux operating system’s IP forwarding table/rules to either drop packets or perform
some type of packet modification. Packet modification is performed with the help of
the Scapy packet manipulation library. This allows us to parse Internet packet headers
to identify packets of interest and perform modifications at the appropriate spot to
prevent any type of data corruption.

2. Static Defender: The static defender setup isolates user responses, enabling a focused
study of how operators detect and respond to threats without active system defenses.
The ChatGPT 40 model can be used for this with its memory feature, so it can keep
track of all of the user’s responses to then provide a comprehensive feedback loop
back to the operator on how they can improve their response to threats.

3. Behavioral Tracking in Routine and Crisis: Continuous data collection tracks user
responses in both normal conditions and crises, measuring reaction times, accuracy,
and adaptability under cyber-attack conditions. Again, ChatGPT’s memory feature
here can be used for the collection and processing of data to provide a result analysis.

4.  Tutorials: These provide users with a comprehensive orientation, covering essential
background knowledge, theoretical cybersecurity concepts, and simulator interaction
techniques. This ensures that users understand the critical context behind cyber
threats, familiarizing them with specific interaction mechanics within the simulator.
Through this, the users gain the knowledge and skills required to navigate the platform
effectively, preparing them to make informed, realistic decisions within the simulation.

5.1.3. Features Implementing GM

The GM enhances engagement by blending routine tasks with cyber-attack simulations
in a gamified, narrative-driven environment. Routine and crisis tasks are woven together,
allowing operators to experience realistic decision-making under pressure. Real-time feed-
back and adaptive challenges encourage resilience and skill-building, while gamification
provides insights into how users balance operational duties with threat responses.

1.  Routine Task Challenges: Operators complete standard tasks like adjusting water
levels, inspecting valves, and setting a behavioral baseline for comparison with the
crisis response. This is implemented within the VR environment that operators would
be in using the raycasting interaction technique.

2. Story-Driven Cyber-Attack Interruptions: Periodic Al-driven cyber attacks—such as
denial-of-service or data manipulation attacks—interrupt routine tasks, simulating
the urgency of real-world cyber incidents.

3.  Adaptive Attacker Interactions: Based on user responses, Al attackers may escalate
threats, prompting operators to adjust their strategies, thus revealing user adaptability
and situational awareness.

4. Real-Time Feedback and Difficulty Adjustment: Al provides immediate feedback
and adapts attack difficulty based on performance, helping users develop resilience
through graduated challenges.

5.1.4. Features Implementing SM

The SM connects virtual actions to a physical testbed, linking VR training to real-world
systems. Operators see their actions reflected in a scaled facility through webcam feeds and
a digital twin, reinforcing the impact of their decisions. Networked simulations introduce
realistic cyber attacks, making the SM a hands-on environment that prepares users for
real-life scenarios in critical infrastructure.

1. VR Interface for Realistic Interaction: The VR interface provides a highly immersive
view of the facility’s layout and equipment, allowing operators to interact with virtual
controls and gauges intuitively as depicted in Figure 5. This interface replicates
real-world tasks, helping users acclimate to both routine operations and emergency
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responses. VR was chosen over MR and AR primarily for its ability to provide a
fully immersive experience, which is essential for visualizing the impacts of ongoing
cyber attacks within our cybersecurity platform. Simulating these attacks in real life
is not feasible due to ethical and safety concerns, but VR allows us to recreate and
display these effects in a controlled environment. AR and MR, in contrast, require
the user’s physical presence at the site to interact with the real-world environment.
Additionally, actual wastewater treatment facilities are vast and complex, making it
impractical to fully replicate the facility’s digital twin interface in AR or MR. However,
in scenarios where users are already on-site, AR or MR might be considered, as these
technologies can provide context-specific information and interactions within the
physical setting. To accomplish this, Unity 2022.3.20f and C# were used to program
the various visual effects and interactions possible. Since our VR interface is the virtual
component of the digital twin, we need to establish some type of communication
link with our hardware to complete the digital twin. We use the Message Queuing
Telemetry Transport (MQTT) communication protocol here to ensure that all actions
performed on the VR side are mapped/communicated to the physical side. MQTT
is a lightweight messaging protocol that consists of a topic and a message. The
topic consists of a unique string value, where all messages using that string value
communicate on the same channel [78]. We enhance the VR environment with a
conversational AI NPC, enabling users to naturally interact with the Al and use
it as a learning tool for clarifying various concepts. To accomplish this, we use a
Unity asset called Convai (Version 3.2.0), which allows seamless integration with any
existing VR environment. Users can easily add an NPC character to the VR setting
and customize it to narrate stories or perform specific actions, thanks to the asset’s
Narrative Design Feature for creating sequential storytelling. The asset leverages
GPT-4o as its language model and can store multiple documents to build a knowledge
base, enriching contextual interactions.

2. Miniature Testbed Integration: The operators” actions in VR, like adjusting water flow,
are mirrored in real time on a physical testbed, demonstrating the real-world impact
of decisions. The physical testbed is made up of Arduino components, such as the
NodeMCU ESP8266 and Arduino MKR Wifi 1010 microcontrollers. Attached to these
microcontrollers are various sensors and motors that are appropriate for the given
stage that the hardware represents. These can include water pump(s) to move water
from one stage to the other, water level, water temperature, and pH sensors.

3. Webcam Monitoring for Real-Time Impact Observation: Users can monitor physical
testbed responses to their virtual actions, emphasizing real-world consequences and
situational awareness. This is accomplished by connecting multiple USB webcams to
the computer hosting /running the VR application and using Unity’s built-in webcam
library to retrieve the appropriate webcam feeds.

4.  Digital Twin for Enhanced Visualization: A synchronized digital twin displays real-
time system conditions, allowing users to observe the effects of cyber attacks and
operational adjustments. This is carried out through our Unity VR program, which
provides visualizations such as water level movement and water color changes.

5. Simulated Network Components with MQTT: The digital twin’s network uses MQTT
protocols, enabling Al-driven attacks like denial of service, which allows observation
of user responses to network-based threats.

Together, these features create a seamless, integrated platform. They combine adaptive
threat simulation, real-time data collection, immersive VR interaction, and physical-virtual
synchronization. Aligned with the PBM, GM, and SM, this platform strengthens detection,
training, and mitigation capabilities in cybersecurity.
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Figure 5. (Top) An aerial view of a water treatment facility in Wisconsin [79]. (Bottom Left) The
hardware of the developed digital twin wastewater treatment facility. (Bottom Right) The VR
interface of the developed digital twin wastewater treatment facility.

6. Discussion

This section explores the practical challenges and broader applicability of our proposed
framework in cybersecurity training and research. Integrating technologies like XR, Al,
and digital twins brings both technical and logistical complexities, particularly in high-
stakes environments like critical infrastructure. Additionally, we examine the potential for
adapting this framework across various domains, where understanding user behavior in
response to cyber threats can drive improved security and response strategies.

6.1. Application of the Framework in Other Domains

Understanding user behavior during cyber attacks is pivotal across high-stakes in-
dustries where human responses can critically impact the effectiveness of cybersecurity
measures. Cyber attacks increasingly target sectors with complex operational demands,
such as healthcare [80], finance [81], defense, and utilities, where the consequences of a
security breach can be profound, affecting public safety, financial stability, and national
security. In these domains, the ability to analyze and anticipate user behavior under sim-
ulated attack conditions offers insights that traditional technical defenses alone cannot
provide [82].

Our framework, designed to model realistic cyber threats within an immersive gam-
ified XR and digital twin environment, is uniquely suited for these applications. By
capturing detailed behavioral responses—such as decision-making processes, reaction
times, and adaptability to evolving threats—this framework enables each sector to deepen
its understanding of user actions and potential vulnerabilities. By tailoring the framework
to address specific environmental challenges and threat types, each domain can gain action-
able insights that inform training programs, shape security protocols, and enhance response
strategies. Here, we discuss how this framework could be adapted to meet the cybersecurity
needs of healthcare, financial services, defense, and utilities. Through domain-specific
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simulations, this approach empowers organizations to not only train their personnel but
also design security strategies that are resilient to human factors.

1. Healthcare Sector: In healthcare, cyber attacks can compromise not only data integrity
but also patient safety [83]. Adapting the framework to simulate attacks on Electronic
Health Records (EHRs) or medical devices allows healthcare professionals to experi-
ence and respond to realistic cyber threats that could impact patient outcomes [84].
The proposed framework helps collect healthcare-specific behavioral responses, such
as how clinicians prioritize between clinical care and cyber threat management or how
they recognize and mitigate threats within sensitive healthcare environments. Insights
into these behaviors can inform the development of training programs that emphasize
both patient safety and security awareness while identifying areas where procedural
adjustments or additional safeguards may be required [85].

2. Financial Services: For financial institutions, the complexity of cyber threats often tar-
gets not just data security but also operational continuity and customer trust [86]. Us-
ing the framework to model scenarios like insider threats, data breaches, and phishing
attacks allows finance professionals to engage with simulations that reflect real-world
conditions. Behavioral data on decision-making processes, risk tolerance, and speed
of response in these environments provide insights that financial institutions can
use to strengthen specific areas of their cybersecurity protocols [87,88]. Additionally,
the framework can reveal the impact of cognitive biases under stress, helping institu-
tions refine training to mitigate human error in high-stakes financial transactions.

3. Defense and Military Applications: Cybersecurity in defense settings requires readi-
ness for complex, multi-layered threats that could affect national security [89,90]. By
simulating hybrid cyber-physical threats on military networks and operational sys-
tems [91], this framework can be adapted to study how personnel respond to diverse
cyber warfare tactics, such as disruption of communication channels or interference
with autonomous systems. Behavioral insights derived from these scenarios—such
as response coordination, situational awareness, and the ability to adapt to rapidly
evolving threats—are critical for refining defense protocols and designing adaptive
training programs that enhance resilience in cyber warfare [92].

The framework’s potential to reveal behavioral insights across these domains under-
scores its versatility and importance. By adapting simulations to meet each sector’s unique
challenges, this approach provides a comprehensive understanding of user responses to cy-
ber threats, which is essential for developing informed, behavior-centric security practices
across critical industries.

6.2. Practical Challenges to Integrating XR, Al, and Digital Twin

Deploying a cybersecurity training system that integrates XR, Al, and digital twin
technologies faces multiple technical and logistical challenges, particularly when applied
within critical infrastructure environments. The first significant obstacle arises from the
integration of Al-driven cyber-attack simulations, especially through LLMs. LLMs like
GPT-4o are constrained by safety restrictions that prevent their direct use for simulating
certain attack scenarios. While indirect workarounds exist to bypass these limitations, their
use can lead to unintended, unpredictable outputs. An alternative solution is to use offline
LLMs that have their censorship capabilities removed. However, these offline models are
often limited by smaller, less diverse datasets, resulting in decreased performance accuracy
and consistency. And, if a larger dataset is desired for offline models, a commercial-
grade computer would be needed to host it on. On top of that, companies have policies
regarding the use of LLMs due to safety, privacy, and ethical concerns [93]. So, the adoption
of this system in corporate training may not be feasible or would take longer. This challenge
in balancing ethical restrictions with operational needs requires careful consideration when
selecting LLMs for real-time behavior modeling and adaptive threat simulation.

The broader adoption of VR technologies for educational and data collection purposes
is another hurdle, as VR remains a relatively emergent field. Despite XR’s immersive
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advantages, accessibility issues remain, with factors like VR motion sickness, control
familiarity, and interface complexity potentially inhibiting widespread user adoption [94].
Although this training system incorporates an initial orientation phase to familiarize users
with both VR controls and cybersecurity concepts, there remains a risk of VR-induced
discomfort, which can impact user engagement and data quality over longer sessions.
Technical adaptability in designing VR controls to be more intuitive, coupled with gradual
exposure to VR environments, can help mitigate these effects but may extend training
durations and require additional development resources [95].

The deployment of digital twins within specific critical infrastructure environments,
such as wastewater treatment facilities, presents additional complexities. Each facility
varies considerably in its processing stages, underlying technology stack, and physical
layout, requiring extensive customization of the digital twin and VR environment for each
installation. This customization demands a tailored virtual design that accurately mirrors
the plant’s unique physical space, increasing the initial setup cost and requiring specialized
development for accurate system replication. Additionally, replicating hardware compo-
nents to create a cohesive cyber-physical system is a critical challenge. Alternatives like
NodeMCU and Arduino microcontrollers provide lower-cost options for creating digital
twin setups, but they demand computer engineering expertise for efficient configuration
and troubleshooting. These limitations highlight the need for standardized, cost-effective
solutions that can ensure reliable XR integration within industrial infrastructures [95].

Overall, addressing these challenges is essential for developing a scalable and effective
training system that leverages XR, Al, and digital twin technologies. By refining both the
hardware and software aspects, including Al capabilities and VR environment customization,
this system holds the potential to advance cybersecurity training in critical infrastructure
sectors, creating a more adaptable and resilient approach to security preparedness.

7. Conclusions

In this paper, we propose a framework for studying user behavior during cyber attacks
in critical infrastructure. The framework combines psychological modeling, game theory,
and immersive simulation through three core modules: the Player Behavior Module (PBM),
Gamification Module (GM), and Simulation Module (SM). Together, these modules create a
system that captures user responses, decision-making, and adaptability in real time. In this
research work, we also successfully implement the framework in a cybersecurity simulator
designed for wastewater treatment facilities. This simulator allows operators to practice
daily tasks while facing realistic, adaptive cyber threats, offering a controlled space to
observe user behavior during attacks. It also builds key skills for threat detection and
response, making the training practical for high-stakes environments. Serving as both a tool
for behavioral study and training, the simulator shows strong potential to bridge research
and real-world applications.

The impact of this work extends beyond research applications, offering valuable tools
for developing adaptive and resilient cybersecurity training solutions across critical infras-
tructure sectors. By providing a simulated environment that closely mirrors real-world
conditions, the platform enables operators to develop essential cybersecurity skills, improv-
ing their awareness and decision-making abilities in high-stress scenarios. Additionally,
this framework supports organizations in understanding how human behavior influences
cybersecurity resilience, informing the development of policies and protocols that account
for cognitive and behavioral factors.

Future work will include conducting a user study on the platform to gather data
on user responses and adaptation in cyber-attack scenarios. This study will focus on
understanding decision-making processes, cognitive load, and stress responses during
attacks, addressing the current gap in empirical validation. Additionally, the defender
model will be gradually adapted to become more robust, allowing us to observe the
interplay between attackers, defenders, and users. These insights will contribute to a better



Information 2024, 15, 814 18 of 22

understanding of the dynamics of cybersecurity interactions, supporting the creation of
adaptable training protocols that enhance operator resilience in high-risk environments.
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Abbreviations

The following abbreviations are used in this manuscript:

XR Extended Reality
AR Augmented Reality
VR Virtual Reality

MR Mixed Reality

Al Artificial Intelligence

PBM Player Behavior Module

GM Gamification Module

SM Simulator Module

PMT Protection Motivation Theory

TPB Theory of Planned Behavior

RCT Rational Choice Theory

MOA  Motivation Opportunity Abilities
MQTT Message Queuing Telemetry Transport
SCP Situational Crime Prevention

LLM Large Language Models
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