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Abstract

:

The success of engineering complex technical systems is determined by meeting customer requirements and institutional regulations. One example relevant to the automobile industry is the United Nations Economic Commission of Europe (UN ECE), which specifies the homologation of automobile series and requires proof of traceability. The required traceability can be achieved by modeling system artifacts and their relations in a consistent, seamless model—an effect-chain model. Currently, no in-depth methodology exists to support engineers in developing certification-compliant effect-chain models. For this purpose, a new methodology for certification-compliant effect-chain modeling was developed, which includes extensions of an existing method, suitable models, and tools to support engineers in the modeling process. For evaluation purposes, applicability is proven based on the experience of more than 300 workshops at an automotive OEM and an automotive supplier. The following case example is chosen to demonstrate applicability: the development of a window lifter that has to meet the demands of UN ECE Regulations R156 and R21. Results indicate multiple benefits in supporting engineers with the certification-compliant modeling of effect chains. Three benefits are goal-oriented modeling to reduce the necessary modeling capacity, increasing model quality by applying information quality criteria, and the potential to reduce costs through automatable effect-chain analyses for technical changes. Further, companies in the automotive and other industries will benefit from increased modeling capabilities that can be used for architecture modeling and to comply with other regulations such as ASPICE or ISO 26262.
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1. Introduction


The complexity in the development of technical systems increases due to a high number of interdisciplinary system artifacts and relations between them. Complex technical systems from different domains are, for example, modern automobiles, medical patient systems, computers, mobile devices, and wearables [1]. To master the increasing complexity and resulting development effort, new approaches are necessary to build up development capabilities and digitalize the processes. Systems engineering is one possibility for developing complex technical systems in a structured, multidisciplinary way. [2] A promising approach to handle the complexity is to model the system artifacts and their relationships along the development phases. The artifacts include development, organizational, and environmental artifacts, which must be connected [3] (see Figure 1). Besides the complexity, the need for safety and security increases, which results in domain-specific regulations, norms, and standards. These regulatory documents (hereafter summarized as regulations) restrict the engineering of the systems [4] and have to be certified before entering the market [5]. The resulting impact is additional requirements that must be incorporated into the engineering process and time effort spent to audit the system. Therefore, it is a critical competitive factor to be able to certify and release systems according to the current regulative constraints. In general, these regulations require the creation of traceability between engineering artifacts and the definition of a corresponding traceability procedure [6]. Traceability is “the degree to which a relationship can be established between two or more products of the development process” [7] (p. 78). Examples from the automotive sector are the UN ECE regulations for homologation in European markets and requirements for certification according to ASPICE (Automotive Software Process Improvement and Capability Determination) [8].



According to the study of Nair et al. [9], just 5.7% of traceability research focuses on regulatory compliance using traceability models [10]. Traceability can be modeled as a separate traceability model or as part of a system model, which is the central artifact in model-based systems engineering (MBSE). Separate traceability models are created only to fulfill a regulation, which creates additional modeling effort detached from further development activities. Therefore, the use of MBSE modeling languages, tools, and methods supports developers in the efficient development of complex systems and certification in regulated environments [11]. Currently, no criteria exist to evaluate if the application of these approaches will be successful. In general, existing approaches are specified to individual regulations and do not provide additional assistance for engineers during the modeling process. Therefore, currently, no generic methodology exists which supports engineers in modeling certification-compliant system models and can be tailored to domain-specific regulation needs.



In the paper at hand, the authors propose a methodology for the certification-compliant modeling of effect chains, including methods, models, and tools [12,13]. Based on lessons learned from more than 300 workshops with engineers of an automotive OEM and an automotive supplier as well as the insights from three interviews with industrial modeling experts, the following research questions will be answered:




	
RQ1: Which success criteria need to be fulfilled by a certification-compliant modeling methodology?



	
RQ2: Which elements have to be included in a certification-compliant modeling methodology to fulfill the success criteria?



	
RQ3: How can a methodology be tailored to meet the needs of different regulations?









2. Scientific Approach


The scientific approach is based on the application-oriented research approach of Ulrich [14]. Additional aspects of the Design Research Methodology [15] are integrated, for example, the differentiation of success evaluation and application evaluation. As shown in Figure 2, the research is divided into four steps. In step one, a literature study focuses on methods to develop traceability models and MBSE system models to fulfill regulations. In addition to identifying existing solution approaches, relevant regulations that require traceability are identified. The literature study was conducted using the IEEE, Web of Science, and Scopus databases. Regulations, standards, and norms for the automotive, aerospace, healthcare, and railway domains are identified in the ISO Research Library and the VDI eLibrary. From the research results, seventeen articles were identified as appropriate for the context of this research. The identified modeling approaches are analyzed regarding their applicability for effect-chain modeling and analysis. Within step two, success criteria and premises for developing a methodology for certification-compliant effect-chain modeling are derived from the identified literature. These success criteria are checked and completed from a practical point of view within three expert interviews. The experts are a modeling expert from the German automotive industry and two modeling experts from a systems engineering consulting company. In step three, the new methodology (MECA) is developed, including methods, models, and tools for the certification-compliant modeling of effect chains. Tools are provided to assist engineers in “how” the method can be applied. Engineering models complete the methodology by defining “what” the necessary engineering activities are and by visualizing “where” the model elements are located within the development phases of a system. In addition to insights from the literature study, industrial insights and results of more than 300 performed workshops with experts from the automotive industry are included to develop, improve, and evaluate the methodology. In these industrial projects, more than 100 sub-systems were modeled according to a domain-specific regulation. In step four, the evaluation is conducted and divided into two parts: First, an application evaluation is performed by applying the methodology to an automotive sub-system—a window lifter. Second, a success evaluation is conducted based on the derived success criteria from step two.



In the following, Section 3 includes the literature study and analysis of solution approaches. In Section 4, the success criteria and premises are described. In Section 5, the development of the MECA methodology is described. The evaluation of the methodology in the application context is described in Section 6.




3. State of the Art


Within this section, the results of the literature study are presented. First, the literature study is conducted to identify approaches and compare their deficits and benefits. Then, based on these results, literature-based success criteria for a methodology for certification-compliant effect-chain modeling are derived in step two.



3.1. Regulations


Beginning with a look at the automotive industry, different regulations are relevant for engineering automotive systems. ISO 26262 is an international standard for ensuring the functional safety of road vehicles. The standard requires a high degree of formalization and traceability, for example, to avoid safety-critical inconsistencies between iterations in development and to allow interdisciplinary teams to work on a reference architecture [16]. In ASPICE [8], traceability and consistency are key concepts (cf. Annex D). Bidirectional traceability must be established between development artifacts such as system requirements, system architecture elements, or software components and associated test cases and results. The UN ECE defines regulations to cover requirements for the approval of the safety of vehicles. Moreover, from a software perspective, standards and process frameworks such as ISO/IEC 15504, capability maturity model integration (CMMI), or IEC 61508 suggest creating traceability between engineering artifacts to guarantee a high-quality system [17]. Within the aerospace industry, different regulations are defined, for example, the AS9100 [18], based on the international standard ISO 9001:2015. The demands of the AS9100 include the identification and traceability of outputs to ensure the conformity of systems and services. Exemplary demands are the identification of requirements and the assignment of a product to a batch of raw materials [18]. Additional standards for software systems in the aerospace industry are ISO12207 and DO-178B guidelines, which require trace links between requirements, design artifacts, and source codes [4]. In the health industry, standards such as IEC 62304 require traceability between system architecture elements and safety and risk aspects [19]. In railway systems, EN50128 is used to apply the standard IEC 61508 to the specific area of railway systems. Within EN50128, traceability is demanded between programmable electronic systems and their procedures and requirements affecting railway system safety-relevant areas [20]. A general guideline is the IEEE Guideline 24765:2010, “System and System Traceability”, which focuses on a standardized terminology that can be used in the context of all systems and software within the engineering field [21].




3.2. Traceability


The origins of the term traceability are based on requirements engineering [22]. From a requirements engineering perspective, traceability is defined as “the ability to describe and follow the life of a requirement, in both a forward and backward direction” [23] (p. 4). From an engineering perspective, traceability is “the degree to which relationship can be established between two or more products of the development process” [7] (p. 78). In this case, a product is an engineering artifact, e.g., a requirement or a logical element. Additionally, traceability can be described as the “ability to discover the history of every feature of a system” [24] (p. 1). From this perspective, traceability should allow the analysis of the design artifacts, starting from an initial point [25], and is demanded by standards, safety regulations, and maturity models [26]. Traceability is created by associating artifacts with trace links for a specific purpose [27]. Therefore, traceability focuses on the connectivity of information. Vertical traceability describes relations of dependent artifacts within a model, whereas horizontal traceability describes relations of dependent artifacts across models [28]. A description of artifacts and trace links is necessary for application and can be defined in a traceability information model (TIM). The TIM can be represented in different ways, for example, with the aid of modeling languages. In the TIM, model elements can be categorized into trace link classes, artifact classes, and trace path classes. [26]. The definition of the TIM includes, for example, the differentiation of link classes, which are modeled between two artifact classes [29]. One example is the definition of a trace link class called Verify to link the artifact class Test Case with the artifact class Requirement. Combining more than two artifact classes results in a trace path class.



The benefits of traceability are the support of communication [30] and the support of system verification and validation, impact analysis in engineering change management, and regulatory compliance [9]. Existing engineering knowledge can be persistent and reused in a new context [6]. Different studies underline the necessity of traceability for compliance in a regulated environment, for example, to meet maturity levels in automotive industrial applications [31]. There are still practical challenges that reduce the benefits of traceability in industry. One key challenge is that existing approaches give no guidance on identifying the necessary information and how to model them [6]. Other key challenges are the lack of integration across organizations and tools, missing goal-oriented approaches, and mapping to roles and responsibilities [30]. Additional challenges are the lack of knowledge and understanding about traceability [9] and the modeling of implicit knowledge of engineering, which is not yet formalized [32]. To increase the benefits of traceability for engineers, it is necessary to compensate the required effort and the resulting costs [29]. Therefore, the modeling of traceability information has to be goal-oriented [32], customizable, and extensible [33]. According to a study by Niar et al. [9], current research should focus on considering more artifacts, empirical evaluation, and additional tool application and adaption to support engineers.




3.3. Model-Based Systems Engineering Approaches


A significant enabler for successfully modeling traceability is a defined syntax and semantics [25]. MBSE focuses on creating system models using the syntax and semantics of modeling languages in a modeling tool with the aid of a modeling method [34]. The resulting system models include traceability information and serve as a central artifact in the systems engineering process. Therefore, MBSE approaches extend the scope of TIMs by using system models as engineering specifications. According to the International Council on Systems Engineering (INCOSE), MBSE “is the formalized application of modeling to support system requirements, design, analysis, verification and validation activities beginning in the conceptual design phase and continuing throughout development and later life cycle phases” [35] (p. 15). Different modeling languages can be used to express the artifacts and relations of the model. Examples are the Unified Modeling Language (UML) [36] and the Systems Modeling Language (SysML) [37], which are proposed to model necessary traceability information [29]. In SysML, nine diagrams can be used to model a system’s requirements, structure, and behavior. A SysML package diagram (pkg) is used to organize the system model. In addition, different types of requirements can be modeled in requirement diagrams (req). In the block definition diagram (bdd), various model elements and relationships can be modeled to express information about the system’s structure [34]. Moreover, model elements and their properties are defined to specify the system within the bdd. The internal block diagram (ibd) is a complementary diagram and describes specific connections and flows between the structural parts. In the ibd, interfaces and static relations can be specified, for example, by differentiating energy, signal, and information flows. The activity diagrams (act), sequence diagrams (seq), and state machine diagrams (sd) express information about the dynamic behavior of a system [34]. Modeling approaches such as OOSEM [38] and SysMOD [39] use SysML to develop systems in a model-based and structured manner. The goal of these approaches is the structured and complete development of systems, not traceability and certification compliance. Besides SysML-based approaches, graph-based approaches support the modeling of traceability using graph databases and graph visualization techniques. Bajaj et al. [40] define a graph-based approach for modeling complex systems based on a digital blueprint called the Total System Model. The approach uses the digital blueprint to implement intra- and inter-relationships between different types of models.



The benefits of the MBSE of traceability are that existing system models can be used for both modeling the system to be developed and defining necessary traceability for the compliance of regulations. Other benefits are reduced development risk, improved quality and design integrity, and better knowledge transfer [38]. Additionally, MBSE approaches enable seamless and cost-free traceability and consistency between different design elements [16]. Therefore, MBSE can be used to show compliance in accordance with process-based standards, framework-based standards, or application-based standards [41]. According to Dean et al. [11], model-based systems engineering approaches enable engineers to meet regulatory requirements by modeling a system’s necessary confidence, traceability, and structure. Still, adoption challenges exist, for example, missing adaption strategies and guidelines for defining the purpose and scope of the modeling activities [42]. These adaption challenges and shortcomings underline that no generic methodology for certification-compliant modeling currently exists.




3.4. Identification of Existing Modeling Approaches


The identified solution approaches of the literature study are analyzed. Then, the analysis is divided according to the defined focus areas, resulting in “Certification-compliant traceability approaches” and “Certification-compliant MBSE approaches”.




3.5. Certification-Compliant Traceability Approaches


Certification-compliant traceability approaches are used, for example, in the automotive industry to link stakeholder requirements to system model artifacts and to enable requirement management [16]. Rempel and Maeder [26] describe a quality maturity model for establishing traceability to define and identify acceptable states and unacceptable deviations. Rempel et al. [4] define an approach to derive certification-compliant traceability models for software-system-based discipline-specific guidelines. Available tools support information management and requirement traceability. IBM DOORS (Dynamic Object Oriented Requirement System) [6,43] is an IBM tool to trace and manage requirements using list formats and linkages to other model elements, e.g., in the system architecture in IBM Rhapsody. SLATE (System Level Automation Tool for Engineering) [32] is a tool-based approach using schemes to ensure traceability along a set of abstract blocks. Different authors extend the functionality of these software tools to support engineers in the fields of traceability. Lavazza and Valetto [44] extend IBM DOORS for the impact analysis of engineering change requests. The tool TOOR from Pinheiro and Gougen [45] is a supporting tool to record traceability between requirements and other artifacts. EMFTrace is a tool based on the eclipse modeling framework (EMF) which supports engineers in storing and connecting traceability information [46]. Additionally, Hegedüs et al. [47] developed the extension EMF-IncQuery which is used in a case study for the compliance of traceability of the certification standard DO-178b in the avionic domain. Another approach in the context of regulatory compliance is the tool READs, which supports the engineering process of the standard DOD-STD-2176A [48]. Barbosa et al. define traceability information models in the context of compliance-relevant development in the connected health industry [19].



The findings of the literature study are that the certification-compliant modeling approaches are defined for a specific regulation, standard, or norm. Therefore, these approaches cannot be adapted to other regulations. Additionally, the applicability of these approaches is limited to the level of detail of the descriptions. The mentioned tools support engineers in the traceability of requirements to other elements but lack methodological support for modeling traceability information in a certification-compliant context. Therefore, no generic and applicable traceability approach or traceability tool exists to support engineers in the modeling of their domain-specific traceability demands for certification-compliant purposes.




3.6. Certification-Compliant MBSE Approaches


Different MBSE approaches for certification-compliant modeling exist, for example, in the domains of automotive, aviation, and critical infrastructure. Weilkiens et al. [49] compare existing approaches for mapping safety-critical information in SysML system models. David and Shawky [50] define a SysML profile to be able to represent the artifacts to meet traceability aspects of ISO 26262 in a system model. Dabringer et al. [51] define an approach for linking requirements with the system architecture and FMEAs. Hillenbrand [52] describes how requirements of ISO 26262 can be considered during the modeling of system architectures, focusing on electrical and electronic systems to meet the requirements of the standards. Gräßler et al. [3] focus on the certification-compliant modeling of effect chains to fulfill the UN ECE regulation for automobile series. Additional authors developed approaches for the aviation domain, for example, to fulfill the airworthiness certification [53], the airframe segment [54], or specific regulations such as CFR Part 25 [55]. Sannier et al. [56] describe an approach to fulfill safety regulations and standards for power plant systems based on a traceability concept and model-driven techniques.



Overall, regulation-specific approaches exist for certification-compliant MBSE. Findings are that a generic and adaptable approach is only given by the MECA method, which does not include models and tools for the detailed application. Additionally, access to existing SysML profiles and regulation-specific adaptions is restricted. As with the traceability approaches, the level of detail is not sufficient to enable application in practice on the basis of the descriptions. The limitations are depicted in Figure 3.





4. Success Criteria for the Methodology


In the next step, success criteria (SC) for the systematic development of a certification-compliant modeling methodology are compiled and divided into input, methodology, application, and output [57]. The SC are defined in two steps: (1) deriving SC from literature-based challenges and limitations of existing solution approaches and (2) evaluating the completeness and validity of the SC in interviews from a practical point of view with industrial modeling experts. For the second step, three interviews were performed with an expert in model-based system engineering working at a large German automotive OEM company and two experts from a German system engineering consulting. The feedback of the interview partners is used to ensure the validity and completeness of the SC. The interviews were performed in the form of semi-structured interviews. To ensure the completeness of the SC, the SC predefined from the literature were discussed. In addition, the experts were asked to give feedback on the relevance of the SC and their level of granularity. Exemplary feedback from the interview partners to complete the SC was that an SC has to be added, focusing on the processability of different data formats (SC-3). The results of the synthesis are 12 SC (see Table 1).



With the aid of the interview partners, the success criteria were completed to answer RQ1. Exemplary adjustments based on the interviews were that the partners stated that SC-5 (indication of resulting effects) is the most important success criterion since it is the primary motivation for modeling certification-compliant effect chains. Additionally, the interview partners stated that applicability has to be independent of a specific regulation (SC-7) because different regulations have to be fulfilled in their domains. Two of the interview partners stated that besides success criteria, premises for a methodology are necessary as well. These premises must be fulfilled before a company’s effect-chain modeling methodology is implemented. These premises are:




	
P-1: Availability of required software;



	
P-2: Availability of required information;



	
P-3: Compatibility of existing IT infrastructure.









5. Methodology for Certification-Compliant Effect-Chain Modeling


To answer RQ2, the generic methodology for certification-compliant effect-chain modeling is defined (see Figure 4). In this case, an existing method from the literature [3] is chosen, extended, and detailed. All in all, the methodology supports engineers in modeling the necessary traceability information to a specific regulation within a system model. Furthermore, depending on the compliance-relevant needs, the method is adaptable to the necessary granularity of design representation, from a high-level architectural view down to a detailed design view.



	
Step 1: Goal definition of effect-chain modeling






In the first step, the goal of effect-chain modeling is defined. Beginning with the activity analyze system, the system of interest (SOI) and its system boundaries have to be clearly defined and differentiated from other systems within the system context [58]. For this specified system context, in the activity analyze regulations existing regulations from strategic planning and associated models (e.g., application scenarios) are identified and investigated. These regulations have to be analyzed to identify the required demands to fulfill the regulations. Conflicts with other regulations, standards, or specifications are avoided by extracting all text passages from regulations to identify and consolidate the regulatory demands. These text passages include statements for the certification and are formalized in the Traceability Information Need (TIN). One example passage is “trace software tests to software requirements”. The TIN includes the required traceability artifact classes, traceability relationships, and traceability paths to fulfill the text passages. Therefore, it is the required information to fulfill the certification and develop the model. Hence, a specific modeling depth, the so-called modeling granularity, has to be chosen for each artifact. In the activity analyze granularity, the modeling depth of each traceability artifact class and relationship is specified. The granularity can differ from a generic description of an element as a simple node up to detailed descriptions of the class and its properties (part, value, references, etc.). As assistance for the engineer, the tool called “RFLPV handouts” [59] can be used to give guidance on how to define the granularity and how to elicit the necessary information. The RFLPV handouts include definitions, processes, control mechanisms, and enablers to identify the information of typical interdisciplinary engineering artifacts (requirements, functions, logical elements, physical elements, verification elements).



Based on the analysis and the resulting TIN, the context-specific TIM is derived and formalized in the activity define traceability model. The TIM includes the necessary semantics, syntax, and terminology to verify the modeling in accordance with the TIN. For each identified artifact in the TIN, artifact classes and link classes are defined in the TIM. One permission for the definition of the TIM is to achieve the necessary traceability while minimizing the number of artifact classes and link classes within the model [29]. Within the TIM, the following questions should be answered [25]:




	
What are the traceable artifacts that shall be represented?



	
What are the relations and characteristics of the artifacts?



	
Who are the actors and roles that are included in the modeling process?



	
Which information granularity level shall be used to trace every engineering artifact?








Besides the definition of the TIM, a glossary and specific modeling rules are derived and captured in SysML diagrams. In the activity define glossary, the required terminology of the TIM is captured transparently, for example, definitions of artifact classes. Besides defining “what” the elements are, “how” the model has to be filled is also defined. Therefore, in the activity define modeling rules, a set of rules is derived to guide the participating modeling engineers during the collaboration [41]. This ruleset includes guidelines and best practices to develop a complete and consistent model. An exemplary rule is “each requirement has to be fulfilled by at least one test case”. Besides that, tools are used for visualizing and mapping the TIM elements to the company-specific processes. Different roles and actors manage the information on the required TIM artifact classes and relationships within the company. Existing role models, such as the role model of MBSE [60], can be used as a starting point to define participants’ activities. For each group of stakeholders, a viewpoint and specific views can be derived, which target the audience, imply necessary information, and are consistent with the defined need [41]. Additionally, the artifact classes and link classes of the TIM can be mapped to existing engineering models such as the well-known V-Model of the VDI/VDE 2206:2021 [61,62,63,64]. This step supports the transparency, visibility, and communication in the company and across their boundaries, for example, when presenting the approach to auditors of the regulation.



Based on the goal analysis, the definition of the required information, and the application of support elements, the first step results in the TIM and the modeling context, which is aligned with the goal of effect-chain modeling (see Figure 5). For the following steps, a new permission can be applied: every activity carried out in the modeling context must contribute to the goal [41].



	
Step 2: Identification of information






In step 2, information to model the TIM is identified and consolidated. At this point, in a comprehensive industrial modeling project with a German automotive OEM, more than 150 of the 300 workshops were conducted to identify the necessary information. According to Gräßler et al. [3], the time effort of the identification of information exceeds the time effort of modeling. Therefore, identifying information is a critical step for a successful modeling approach. Based on the insights from the industrial projects, the identification of information is divided into information availability, information elicitation, and information quality assurance:




	
Check information availability








In the activity check information availability, the engineer checks if the required information to complete the TIM already exists in the company. Each required trace link artifact and trace link class is checked and documented. For documentation, collecting information about the source, title, subject, information type, and relations is suggested. The output of this step is a set of information for modeling the effect chain, the documentation of the available information, and a set of missing information. For this set of missing information, information elicitation has to be executed.



	
Elicit information






In the activity elicit information, different methods for information elicitation can be used, for example, design structure matrixes (DSMs) [65], in-depth interviews [66], focus groups [67], questionnaires, or the analysis of documents and data. Each set of information has to be classified and described by the suggestions above to verify applicability as input for the model.



	
Assure information quality






Besides specifying the information, information quality (IQ) is proven in the activity assure information quality. Problems with information quality can occur because of incorrect links, a change in context, and changes in information entities and references [68]. Therefore, a set of information quality criteria is derived from existing literature on information technology. The generic set can be extended to context-specific needs, for example, using IQ dimensions of the framework for information quality criteria [68]. Based on existing literature [69,70,71], the following IQ criteria for the input information for certification-compliant effect-chain modeling are derived:



Faultlessness: Information is error-free if it matches reality.



Accessibility: Information is accessible if it can be retrieved by simple procedures and accessed directly by the user.



Timeliness: Information is up-to-date if it reflects the actual properties of the described object in a timely manner.



Completeness: Information is complete if it is not missing and is available at the defined time in the respective process steps.



Based on the information elicitation and the information quality assurance, missing information can be elicited, and all input information for effect-chain modeling is derived from filling the effect-chain model (see Figure 6).



	
Step 3: Modeling effect chains






In step 3, the certification-compliant effect-chain model, which represents the elicited information (step 2) and fulfills the defined goal (step 1), is developed in five interdependent activities (see Figure 7). At this point, the authors suggest the usage of SysML as a modeling language due to its expandability and practical relevance.



	
Model SysML profile






Depending on the derived information from step 1, a SysML profile is defined to extend the meta model following the TIM. Each existing <<metaclass>> of the meta model of the modeling language can be extended within a profile diagram. For each model element and relationship, which is currently not part of the meta model, the appropriate <<metaclass>> is extended by new <<stereotypes>>, which can be named in accordance with artifact classes and link classes in the glossary. Besides the customization of typical model elements such as <<block>>, specific model elements can be extended to support the model’s applicability. One example is the customization of <<viewpoints>> and <<views>> for stakeholders that have an interest or are participating in the model. These stakeholders can be internal and external persons participating in the modeling.



	
Model decomposition






After defining the SysML profile, the system of interest (SOI) is decomposed. Decomposition is defined as the step-by-step subdivision of a system, which can be divided into successive levels, for example, overall systems, sub-systems, and system elements [58,61]. In the V-Model, the decomposition on the left wing includes the decomposition of the system elements into sub-systems and the overall system [58]. In contrast to that, the right wing of the V-Model includes the integration of the system elements as well as the validating and verifying properties. [72] Depending on the point of view and the focused model elements, the decomposition includes different artifacts of the system’s architecture, such as requirements, functions, logical elements, and physical elements [73]. These elements can be decomposed hierarchically to subdivide the system into several levels [74]. A hierarchical subdivision of the artifacts helps identify the dependencies between homogenous artifacts, for example, between stakeholder requirements and derived system requirements. Based on the hierarchical decomposition, the system model is organized in a pgk. The segmentation of the uniform packages depends on the TIN. The result of the decomposition is an unfilled package structure, which is represented in the containment tree of the modeling tool.



	
Model structure






The structure of a system is included in the system boundary and defines the system parts and their corresponding relationships and interactions [58]. Different representations help model interrelated perspectives of the structure. In engineering, the black box and white box method help understand the structure of a system [75]. A black box represents an external view of a system, whereas a white box represents the internal view [58]. In SysML, these concepts are included in the block definition diagram (bbd) and the internal block diagram (ibd) [37].



	
Model behavior






Besides the structure model, SysML diagrams for modeling the dynamic behavior of the system and its elements exist. The behavior is applied on specific levels of the predefined structure and includes dynamic relations to express ordered procedures and information sequences. Depending on the TIM, the system’s behavior is identified, and diagrams representing the behavior are selected. Examples are a set of actions in an activity diagram, the expression of messages between system parts in a sequence diagram, or the differentiation of system statuses in a state machine diagram. The behavior model results from a set of diagrams describing systems’ dynamic behavior on different levels.



	
Model dependencies






In the end, the relations between the model artifacts are completed. It is suggested to differentiate between different trace link classes to increase the understanding of each relation’s purpose and to increase opportunities for more dedicated analysis of the model [29]. It is also suggested to link the elements, starting from the beginning of the engineering process, from the requirements down to the functions, logical elements, physical elements, and verification (RFLPV). In SysML, different relations are predefined, for example, <<allocate>>, <<satisfy>>, <<trace>>, or <<verify>>. These predefined relations are extended by the SysML Profile (Step 3.1) to explicitly model the defined trace link classes from the TIM between the system artifacts. This step results in a complete set of relations between relevant system artifacts in harmony with the TIM.



Since modeling implies that only a reduced amount of information is represented [76], the use of control questions is suggested to ensure the quality of the model. Besides existing control questions for MBSE [77], the following control questions are defined (according to [38]):




	
Is the model’s scope sufficient to meet its intended use?



	
Is the model complete relative to its scope?



	
Is the model consistent and understandable?








	
Step 4: Analysis of the effects within the modeling context






The resulting system model from step 3 is used to analyze effects, for example, affected elements from regulation or impacts of engineering changes [78]. Different analysis types can be used to analyze the effect chains, for example, validating the correctness of modeled relations, identifying gaps in coverage, counting existing relations for reports, or evaluating the impacts of engineering changes [29]. Additionally, specific analysis can be conducted, for example, analyzing elements in different system variants affected by a technical engineering change request or a software update [79]. The analysis can be divided into expert-based, semi-automated, and automated. In expert-based analysis, involved persons use the model to ensure certification compliance. Besides that, developers can also use tools and algorithms to infer queries that analyze the effect-chain model semi-automatically. In addition to semi-automated approaches, artificial intelligence (AI) offers the potential to learn from statements and infer further statements automatically. AI approaches can also assist in identifying relations [80] or assessing the change risk [81].



The developed MECA methodology comprises an extended four-step method, a representation along the V-model, and several tools (see Figure 8).




6. Evaluation


This section is divided into the application evaluation of the MECA methodology in a case example from the automotive domain and the successful evaluation of the methodology based on the derived success criteria.



6.1. Evaluation of the Methodology in the Application Context


Since the approval of the vehicles is decided based on the effect chains, correct and efficient application of the methodology has the highest priority, which is why great effort was put into the validation. The MECA method was created based on the experience of 300 workshops in a fourteen-month industry project with a German automotive OEM. As a result, the method was proved supportive but is missing a more detailed description, corresponding models, and tools to guide the modeling experts. Therefore, those experiences were used to develop the MECA methodology, which was applied in a medium-sized automotive supplier. The application of the MECA methodology is used to prove the applicability and transferability of the methodology to other companies. In these projects, more than 100 sub-systems of a vehicle have been analyzed and modeled. The workshops have been conducted with certification experts and systems engineers to identify the necessary information and validate the effect chains of the modeling process. In the following, one sub-system is used as a case example to demonstrate the application of the MECA methodology. Afterward, the success evaluation is conducted based on the success criteria (step 2).



For the case example, a window lifter is the system of interest. The window lifer is integrated into an automotive door system, which is integrated into the overall vehicle. The window lifter is used for opening and closing the windows of the vehicle, which can be conducted manually and automatically. The schematic sketch of the window lifter is shown in Figure 9.



	
Step 1: Goal definition for effect-chain modeling






Analyze system: The window lifter is a sub-system of the system vehicle. In the automotive industry, function-oriented modeling focuses on customer demand [83]. The main functions of the window lifter are that the windows of the vehicle can be opened and closed automatically or manually by triggering a signal with different devices, such as the driver’s voice or the manual button in the vehicle.



Analyze regulation: The regulations relevant for the window lifter are the UN-ECE regulation No. 156 (R 156) and UN ECE Regulation No. 21 (R 21), published by the United Nations Economic Commission for Europe (UN Regulation No. 156—Software update and software update management system | UNECE). The R 156 addresses the “approval of vehicles with regard to software update and software updates management system” [84]. The regulation allows an organization to make updates on a vehicle which are already approved in the type approval. By the regulation, a standardized evaluation of the update is required, including the identification of impacted elements and dependencies of the overall system. [84]. In R 21, it is defined that the window lifter has to include anti-trap protection. Therefore, if a clamping force of more than 100 newtons is detected, the window lifter has to open the window to ensure the safety of the passengers and reduce injuries due to clamping. [85]. Hence, it needs to be proven if a software update on the electric control units (ECUs) of the vehicle affects the functional behavior of the window lifter or other related sub-systems.



Analyze granularity: In the granularity analysis, each trace artifact class is investigated. To fulfill the demands of UN ECE regulations, each regulation is modeled as a separate entity. The functional structure and behavior are modeled by separating two levels: customer functions represent the necessary functions from a customer perspective, whereas system functions represent the behavior from a technical perspective. As a result, several system functions from different sub-systems have to be linked together to fulfill the custom functions. Additionally, the information flows between system functions need to be differentiated. The functional behavior is implemented on software and hardware elements. Therefore, system functions must be linked to the vehicle’s sensors, actuators, and ECUs.



Based on the analysis, the TIN is defined. The analysis of the R 156 shows that traceability between software components that can be updated and elements that fulfill UN ECE regulations has to be defined. In consultation with the corresponding system engineers, customer and system functions build the bridge between regulations and system components. Therefore, the TIN includes engineering artifacts and dependencies to map regulation documents to customer functions and system functions, as well as their dependencies to executing hardware and software elements.



Define traceability model: A context-specific TIM is derived and formalized with the modeling language SysML based on the TIN. Therefore, artifact classes, link classes, and path classes are specified:




	
Artifact classes: Artifact classes are regulations, certification requirements, customer functions, system functions, hardware components, and software components which are modeled as stereotyped SysML <<Block>> elements.



	
Link classes: The link classes contain allocations of system functions to regulations and components as well as connectors between system functions and are modeled with the aid of the standard SysML model elements <<allocate>> and <<connector>> [37].



	
Path classes: The main path class is the linkage between regulations allocated to the functional behavior of system functions implemented on components and modeled with the aid of standard SysML diagrams [37] (pgk, req, bdd, ibd).








Define glossary: In order to create a uniform understanding for all participants, the following terminology is used in the context of modeling the effect chains:




	-

	
System function (SF) = A system function executes a customer function in interaction with other system functions.




	-

	
Customer function (CF) = A customer function is executed by a sub-system and represents a specific system that is recognizable by a customer. Every customer function is implemented by one or more system functions.









Define modeling rules: For assistance during the modeling process, the following modeling rules are determined:




	
Always refer to the system function of a system to model dependencies to other systems.



	
Map regulation to system function, not to customer functions.



	
For mapping relations between different systems, system functions are used.



	
Use bidirectional connectors without naming to connect system functions.



	
Define ports for each interface between system functions and name them according to the transmitted information.



	
Categorize the system functions of a customer function into the categories: input, processing, and output.








Visualization and mapping: As support during the application of the methodology, the participating roles, artifact classes, and artifact links are visualized by the company-specific product development task, represented by the V-Model (see Figure 10).



	
Step 2: Information Elicitation






Check information availability: The available information is offered in Excel sheets. A total of 170 separated regulations are listed in a table. The components list includes all sensors, actuators, and ECUs that are installed in the vehicle series. Regarding the system architecture, a list of all customer functions and system functions of the vehicle series is provided. Examples of the customer and system functions are shown in Figure 11.



Elicit information: The relations between the trace class artifacts are missing. Therefore, all relations must be elicited in workshops with the experts of the sub-system window lifter using design structure matrixes. As shown in Figure 12, the relations between customer functions, system functions, hardware components, and regulations are elicited in separate matrixes. The design structure matrixes are prefilled with the available information from the provided excel sheets. Exemplary relations are:




	
The customer function “Automatic closing of window lifter” is executed by the system functions “Provide anti-trap protection” and “Provide status of window” among other system functions.



	
The system function “Provide status of window” is implemented on the ECU “Door module”.



	
The R 21 demands the system function “Anti-trap protection window lifter”.
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Figure 12. Design Structure Matrix for dependencies between artifact types. 






Figure 12. Design Structure Matrix for dependencies between artifact types.
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Ensure information quality: To ensure information quality, the systems engineers and certification experts are asked to review the information after the workshop to ensure completeness and correctness.



	
Step 3: Modeling of effect chains






Model SysML Profile: Before starting to model the effect chains, stereotypes are defined in the SysML profile. Stereotyped extensions of the metaclass <<class>> are <<customer function>>, <<system function>>, <<software component>>, <<hardware component>>, <<regulation>>, and <<certification requirement>>.



Model decomposition: At the beginning of the modeling of the window lifter, the package structure is defined (see Figure 13). Then, the overall model <<vehicle>> is separated into components, sub-systems, and regulations. The functions are represented in detail for each sub-system of the vehicle series. In addition, every system has customer function and system function packages. These packages include additional relevant information about connectors, ports, and other relations.



Model structure: behavior and dependencies: The effect-chain diagram is an ibd where the dependencies between the allocated system functions of a customer function are modeled. Figure 14 shows the effect chain of the customer function “Automatic closing of the window lifter” by the processing system function “Perform automatic closing of window” and results in the information called “Window status”, which is passed to the system function “Provide status of window”. Represented by the two diagrams req [Certification Requirements] and bdd [Component], relations to certification requirements, regulations, and components are visualized. The relations between system functions and customer functions, as well as between components and regulations and system functions, are modeled via <<allocate>> or <<deriveReqt>> relations. For example, the system function “Provide anti-trap protection status” is allocated to the certification requirement “Provide anti-trap protection”, which is a derived requirement from the regulation “UN ECE R21”.



	
Step 4: Analysis of effect-chain model






The resulting model can be analyzed to identify regulations, customer functions, and system functions, which are affected by a software change on an ECU of the vehicle series. Additionally, other technical changes can be analyzed. This analysis can be automated using structured expressions or database queries, which analyze the exported SysML information.




6.2. Evaluation of Success Criteria


After the successful demonstration of the application in an industrial case example, the evaluation of the success criteria and premises is conducted. An in-depth evaluation is ensured by the feedback of the interview experts as well as the application experience with the interdisciplinary engineers from the mentioned projects in the automotive domain. Finally, an overview of the evaluation result is presented in Table 2.




6.3. Evaluation of Input Success Criteria


The methodology must be able to process interdisciplinary artifacts as input for the effect-chain model. With the methodology, typical engineering artifacts (requirements, functions, logical elements, physical elements, verification tests) can be processed. As a tool, the RFLPV handouts can be used to support the modeling experts. Therefore, the methodology can integrate different artifacts as input for the effect-chain model (SC-1). Due to the usage of SysML as a modeling language, the number of processable artifacts is not limited. Compared to other modeling languages, SysML, as a semiformal modeling language, can be adapted to the incoming artifact classes, which supports handling many artifacts. Depending on the number of artifacts, it is suggested to use different views to ensure transparency and clarity (SC-2). The fulfillment of the SC-3 depends on the selection of the modeling tool. Each modeling tool implies a set of tool interfaces and data exchange formats. Typically, SysML models can be exchanged as XMI (Exchange Metadata Interchange) or in mof (Meta Object Facility) formats (SC-3). Information quality must be ensured to model a consistent effect-chain model. Therefore, the information quality is reviewed in step 2 by information quality criteria such as faultlessness or accessibility (SC-4).




6.4. Evaluation of Output Success Criteria


Depending on the modeled elements, effects can be derived. The effects can be evaluated based on expert knowledge or using semi-automized or automized algorithms (SC-5). The accuracy depends on the level of granularity, which is defined in step 1. If the accuracy does not fit the need, the model can be detailed to increase the depth (SC-6).




6.5. Evaluation of Application Success Criteria


In the goal definition (step 1), the regulation analysis depends on the analyzed system. Based on this, the TIM is uniquely defined to ensure compliance with the identified regulations. Therefore, the application of the methodology is independent of the regulation and adapts to the TIN (SC-7). The application effort depends on the number of different artifacts and the required granularity. Therefore, the application effort has to be evaluated in each case example. Additionally, the authors suggest possibilities to automatize the modeling to reduce the application effort as well as put the focus on frontloading within the application of the method (SC-8). The collaborative application depends on the investment in modeling licenses. Using the Cameo Systems Modeler, a collaborative application is possible. D’assault Systèmes provides an additional tool, called Teamwork Cloud, to enable the collaborative usage of the software tool (SC-9). Different tools can support the engineers in applying the methodology and are not limited to the stated examples. One stated example from above is the role model of the MBSE application, which supports engineers in defining participating roles and their responsibilities in using the effect-chain model (step 1). Another one is the RFLPV handouts, which support engineers in the identification of necessary information (step 2). Besides using RFLPV handouts, the quality criteria can be applied to ensure information quality (step 2). The MBSE control questions can be used as an additional tool to ensure the completeness of each step according to the engineering methodology (step 1–step 3). Providing the various supporting elements makes it possible to apply the methodology even without prior knowledge regarding certification-relevant effect-chain modeling (SC-10).




6.6. Evaluation of Methodology Success Criteria


With the methodology, interdisciplinary effects can be represented within typical SysML diagrams. Depending on the TIM, different views and diagrams can be used to model interdisciplinary trace artifact classes and their relations. From mechanical, electrical, and software perspectives, effects between elements are modeled in the diagrams, for example, energy, material, or information flows in an internal block diagram (ibd) (SC-11). For modeling the system’s structure in SysML, a block definition diagram, internal block diagram, package diagram, and parametric diagram can be used. For modeling the behavior of systems in SysML, an activity diagram, sequence diagram, state machine diagram, and use case diagram can be used (SC-12).




6.7. Evaluation of Premises


For the application of SysML, different software tools exist. Software tools such as D’assault Systémes Cameo Systems Modeler, Sparx Systems Enterprise Architect, and IBM Rhapsody differ in the provided functionalities and license terms (P-1). To ensure availability and information quality, the authors suggest modeling reoccurring trace artifact classes, such as RFLPV (requirements, functions, logical elements, physical elements, verification tests), if possible. These are typical engineering artifacts and are part of practically relevant engineering methodologies. Therefore, it can be assumed that the information is available explicitly in data formats or implicitly as expert knowledge (P-2). Existing modeling tools (see P-1) are compatible with other engineering tools using standard interfaces such as XMI (P-3).





7. Discussion


The findings of the systematic literature study and the expert interviews were used to identify the limitations of existing approaches. The limitations of existing approaches include applicability for specific regulations, missing tailoring and adaptability, and the lack of supporting tools (see Figure 3). From a practical-oriented point of view, the experts interviewed added the need for frontloading since the employees’ experience in model-based systems engineering varies. Furthermore, the experts emphasize that the effort to apply a methodology has to be acceptable in industry. Based on these findings, the new MECA methodology was developed to meet the demands for certification-compliant modeling.



Compared to existing approaches, the MECA methodology is a generic approach that focuses on the early definition of a certification-compliant goal for effect-chain modeling instead of focusing on a specific regulation. The focus on the first step of the methodology supports the frontloading and leads to tailored activities of the following steps, resulting in a need-based set of artifacts and relations. Instead of modeling the whole system with existing approaches, engineers are enabled to derive a need-based TIM, focusing on the certification-compliant effect chains. The approach can be applied to existing software tools and is not limited to a specific tool vendor. In addition, engineers are provided with new tools for the modeling of certification-compliant effect chains such as the RFLPV handouts, control questions, and glossaries. This exceeds the provision of supportive tools compared to existing approaches. Those tools were derived on the basis of the experience of the practical application in industrial projects. An example is the glossary, which was derived from the experience that the earlier a consistent understanding of the modeling context is created, the lower the number of inefficient iterations between the corresponding persons is.



The application of the MECA methodology is demonstrated in the case example, which is a detailed description of the sub-system window lifter of an automotive series. Besides the window lifter, the modeling of effect chains for more than 100 different subsystems of the automotive series underlines the applicability and scalability to systems of varying complexity, such as sensors, actuators, control units, and electric motors. Those sub-systems are also part of systems in other domains such as airplanes. Nevertheless, applicability in other domains needs to be proven in future projects, for example, for robots in a highly regulated medical environment [86,87].



The evaluation underlines the fulfillment of ten of the derived success criteria. This indicates that the limitations of existing approaches have been reduced. Implications for further research exist in the quantitative proof of the application effort and the proof for collaborative modeling in different projects. In addition, there is the possibility to describe individual aspects of the methodology in more detail, for example, the application of information quality criteria and metrics as well as the in-depth description of the connectivity of information artifacts.




8. Conclusions


In the paper, a methodology for the certification-compliant modeling of effect chains is developed. Based on a systematic literature study, success criteria and premises are derived, evaluated, and completed through three interviews with industrial modeling experts. According to the success criteria and premises, the methodology is developed, including methods, models, and tools for the engineers. The applicability is evaluated in an automotive case example. The demands to be fulfilled by a methodology for modeling certification-compliant effect chains in practice are represented by 14 success criteria (RQ1). The evaluation based on the success criteria indicates that the MECA methodology fulfills the demanded needs by combining methods, models, and tools (RQ2). Examples of the combination are the TIM approach, the application of modeling languages, mapping to the V-Model, and RFLPV handouts. Other tools can be included, for example, the main feature list for categorizing requirements [88]. The methodology is tailored to the regulatory demands by defining the TIN and limiting the modeling effort by reducing the modeling effort to modeling necessary model elements and relations according to the needs (RQ3). The methodology offers possibilities for transferring to other domains, such as health industries or aerospace.



Further potential is given by including other existing product data and lifecycle management tools in the underlying toolchain of the MECA methodology [6].



Additionally, artificial intelligence approaches can automatize the identification of relations between system artifacts and reduce the modeling effort [80]. In addition, considering early system artifacts in the effect chain can help to expand traceability and explore the certification-compliant designs in early phases with an engineering approach [89]. Moreover, the certification requirements derived from the given regulations can be integrated into the requirements-driven SE approach to increase the engineered resilience of systems [90]. Additionally, time and costs can be saved by developing a product and a corresponding production system similarly [64]. All in all, the MECA methodology supports engineers in fulfilling regulations by modeling effect chains, which serves as a foundation for increased modeling capabilities and complying with other regulations.
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Figure 1. Variety of artifacts within the development of complex technical systems. 
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Figure 2. Scientific approach. 
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Figure 3. Results of the literature study [3,4,19,26,44,45,46,47,48,49,50,51,52,53,54,55,56]. 
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Figure 4. Overview of the MECA method (based on [3]). 
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Figure 5. Goal definition of effect-chain modeling. 
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Figure 6. Identification of information along the V-Model. 
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Figure 7. Step 3 Modeling effect chains. 
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Figure 8. Overview of the MECA methodology [3,59,61,62,77]. 
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Figure 9. Case example of a window lifter [82]. 
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Figure 10. Mapping of roles and trace artifact classes at the V-Model. 
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Figure 11. Provided customer and system functions of a vehicle. 
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Figure 13. System structure of window lifter. 
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Figure 14. Effect-chain diagram of “Automatic closing of window lifter”. 
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Table 1. Success criteria for the development of the methodology.
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	Input
	Application





	SC-1: Integrability of interdisciplinary artifacts
	SC-7: Applicability independent of the regulations



	SC-2: Processability of high number of artifacts
	SC-8: Acceptable application effort



	SC-3: Processability of different data formats
	SC-9: Collaborative applicability



	SC-4: Assurance of information quality
	SC-10: Applicability without effect chain related knowledge



	Output
	Methodology



	SC-5: Indication of resulting effects
	SC-11: Ability to model interdisciplinary effects



	SC-6: Sufficient accuracy of effects
	SC-12: Goal-orientation of modeling steps







SC = Success Criteria.
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Table 2. Degree of fulfillment of success criteria and premises.
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	Input
	Fulfillment
	Application
	Fulfillment





	SC-1
	●
	SC-7
	●



	SC-2
	●
	SC-8
	◑



	SC-3
	●
	SC-9
	◑



	SC-4
	●
	SC-10
	●



	Output
	
	Methodology
	



	SC-5
	●
	SC-11
	●



	SC-6
	●
	SC-12
	●







Key: SC = Success Criteria; ● fulfilled; ◑ partly fulfilled.
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