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Abstract: With the rapid development of satellite technology and the high transmission efficiency of
LEO satellites, LEO satellite communication has received increasing attention. However, the frequent
switching of satellite-earth links imposes a great challenge in LEO communication authentication.
To tackle this challenge, this paper proposes a Blockchain-based Authentication Protocol Using
Cryptocurrency Technology (BAPC), which solves the problem of a long pause time of satellite
services caused by user access authentication in a scenario of frequent switching between satellites
and ground users. First, we design three stages of the authentication process and introduce the
cryptocurrency technology. Using currency transactions as the certificate of authentication improves
not only the security of authentication, but also the efficiency of switching authentication. Next, in
the network topology, the satellite cluster is divided into multiple regions to improve the efficiency
of block consensus. Finally, the protocol is tested through extensive NS2-based simulations, and
the results verify that BAPC can greatly shorten the response time of switching authentication and
significantly reduce the time of block generation and the network throughput. As the number of
users increases, the block generation time and network throughput can be further reduced.

Keywords: LEO satellite networks; blockchain; cryptocurrency; switching authentication

1. Introduction

Low-Earth-Orbit (LEO) satellite networks have attracted considerable attention in
recent years. LEO satellite networks are useful in a variety of scenarios. In some remote
areas with small populations and the ocean, it is difficult to provide internet services
from the ground due to the high construction cost of the network. In addition, when
traveling in fast-moving vehicles, such as airplanes, communication frequently switches
between different ground base stations, resulting in high packet loss rates and poor service
quality [1-3]. At this point, LEO satellite networks can provide broadband communication
where there is no ground equipment, and provide high-quality services to anyone, anytime
and anywhere [4-6].

The LEO satellite networks have a low delay, high bandwidth, high transmission
rate, and low link loss, and bring global coverage and efficient frequency reuse [7-10].
As 5G communication standards mature, satellite communications play an important
role in expanding and completing ground networks [11,12]. With the increasing demand
for seamless broadband communication, the global LEO satellite communication system
has become an important part of connecting space and ground. The goal is to provide
high-quality access for all users at any time and in any space [13-15].

In LEO satellite networks, traditional access authentication needs satellites to send
authentication information back to the ground control center to confirm user identity. There
are so many hops of transmission that the overhead of the certificate management using a
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public key infrastructure is not negligible. In addition, due to the high-speed movement
of LEO satellites in space, users on the ground can only be served by one satellite within
approximately ten minutes in the Iridium system. Communication requires frequent
switching of authentication, and traditional authentication protocols are greatly affected by
onboard routing protocols. Because the authentication process is greatly affected by the
centralized certificate authority. In the authentication process, satellites need to obtain the
certificate revocation list which is used to notify the satellite that the certificate has been
cancelled by the certificate authority. Such communication is implemented by transmitting
control data through the inter-satellite links. The inter-satellite links may be congested or
disconnected, so it is particularly important to choose a proper routing protocol. Improper
routing will not only increase the delay, but also lead to data loss. Researchers have
proposed using an identity-based encryption algorithm to replace certificate authority
institutions [16]. However, the system stores a large number of user parameters, making
the efficiency low. Concerning switching authentication, researchers transmitted data
through broadcast according to the distributed characteristics of blockchain, which reduced
the dependence on routing protocols [17]. However, these studies limit the prerequisite
conditions of authentication. Not all types of switched authentication can achieve high
efficiency.

To tackle these challenges, this paper proposes a blockchain-based authentication
protocol using cryptocurrency technology (BAPC) that not only solves the problem of
difficult certificate management by using blockchain and cryptocurrency technology, but
also enables the satellite to independently access authentication without being affected by
routing protocols. It is suitable for various types of switching authentication.

The main contribution of this paper is summarized as follows.

1.  The registration stage, initial authentication stage and switching authentication stage
of access authentication are designed, and the cryptocurrency technology is intro-
duced. It not only improves the security of authentication, but also improves the
efficiency of switching authentication. Therefore, cryptocurrency plays an impor-
tant role in these three stages. Currency transactions, as certificates that cannot be
tampered with, ensure the reliability of authentication information.

2. According to the network topology, multiple areas are divided, and nodes in the area
collaborate to generate blocks. After a node receives a transaction, the transaction
is temporarily stored in the local cache pool, and the node independently verifies
the local transactions. This scheme not only reduces the network load of intersatel-
lite transmission but also reduces the computational overhead of a single node in
verifying transactions.

3.  Computational overhead of BAPC is compared with other protocols, and the security
of BAPC is analyzed. The asymmetric encryption operation, signature operation and
verification operation adopted in BAPC are at the average computation level, and
there are fewer communication times. In addition, in terms of security, it not only
ensures the security of the key but also effectively resists replay attacks, denial of
service attacks and impersonation attacks.

4.  BAPC is simulated on the NS2 network simulation platform. Simulation results
show that BAPC greatly reduces switching authentication time compared with other
protocols. In addition, compared with no regional partitioning, regional partitioning
significantly reduces the block generation time and the network throughput. More-
over, the computation time of the signature and validation operations are tested
on Python.

The remainder of this paper is organized as follows. Section 2 reviews the relevant
work in satellite access authentication. Section 3 introduces the blockchain and cryptocur-
rency technology and describes the system model. In Section 4, the three stages of the
proposed authentication protocol are introduced. Section 5 describes the method and anal-
ysis of area division. Section 6 compares the computational overhead with other protocols
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and analyzes the security. In Section 7, the simulation results on the NS2 platform are
presented. Section 8 concludes this paper.

2. Related Work

In LEO satellite networks, the service area of the satellite is constantly moving; there-
fore, the connection between the user and satellites needs frequent switching. How to
efficiently implement switching authentication is an important research problem.

Regarding identity authentication protocols in terrestrial networks, Ao et al. proposed
a new secure identity authentication scheme based on blockchain and identity-based cryp-
tography. The scheme implemented a decentralized private key generator in the Ethereum
blockchain, and used the identity-based encryption signature algorithm and challenge-
response protocol during the authentication process. This scheme used blockchain to solve
the single point of failure and identity-based encryption to avoid the complex certificate
management [16], but bilinear pairs have high computational cost and system overhead.
Zhang et al. proposed a certification public key cryptography. The key generation center
gave part of the user’s private key. The user selected a secret value and combined part of
the private key to generate a complete private key. This method avoided the problem of
private key escrow in identity based public key cryptography [18]. In the terrestrial net-
work, the existing work uses identity-based encryption algorithm or blockchain technology
to avoid complex certificate management.

For the satellite networks using key authentication protocols, Cruickshank et al. pro-
posed mutual authentication between users and satellites using a public key encryption
system, which uses a key algorithm to encrypt data, and a public key encryption system
can ensure the security of data transmission [19]. However, its operation is too complicated,
and the reliability of authentication information is not involved. Wu et al. proposed a
Beidou2 navigation information authentication scheme, which uses an elliptic curve digital
signature algorithm to generate digital signatures to verify the integrity and authenticity of
navigation data and avoid entity disguise and data tampering [20]. However, information
authentication during satellite switching is not involved. Altaf et al. proposed a robust key
negotiation authentication scheme suitable for mobile satellite environments, providing
mutual authentication, session key negotiation and correct user anonymity concepts [21],
but there are problems of protocol storage, high communication cost and complex calcu-
lation. In satellite networks, most work considered optimizing the calculation method of
authentication, which involved the management of certificate authority and thus suffered
from the single-point-of-failure problem. In addition, the distance between the satellite and
the certificate authority is varying, and the data transmission between them may need to
be forwarded through multiple satellite nodes. The data volume and transmission time of
trusted certificate cannot be simply ignored, which increases the communication delay in
the switch authentication process.

Regarding signature algorithms in the satellite networks, Meng et al. designed an
authentication scheme based on a proxy signature, and the authentication interaction
process was only realized between mobile users and satellite nodes, thus reducing the
long delay of authentication implementation [22]. Although proxy signature can avoid
the problem of certificate management, each authentication needs to pass through the
gateway to obtain permission, which causes a problem with too many transmission hops.
In resource-constrained LEO satellite networks, the response latency of the above authenti-
cation protocols needs to be improved, and the distributed characteristics of LEO satellite
networks needs attention. According to the distributed characteristics of LEO satellite
networks, we adopt the blockchain technology. In the network, satellites can calculate
independently, become peer nodes, and thus no longer rely on a control center. This
effectively solves the problem of single point of failure of the public key infrastructure and
provides support for users’ fast access authentication. According to latest research results
in the field, compared with traditional authentication protocols, the additional overhead
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brought by blockchain is in an acceptable range, which makes the blockchain technology
feasible for LEO satellite networks [23-26].

Regarding the satellite networks using blockchain technology, Pokhrel et al. proposed
a federated learning framework based on blockchain. They quantified the forking prob-
ability of the blockchain and exploit double deep Q-network algorithm for efficacious
resource allocation [23]. In our protocol, the blockchain we use is consortium blockchain
which is one type of the blockchains. Satellite nodes do not compete for bookkeeping
rights, so we do not need to consider the bifurcation of blockchain. Ibrahim et al. reviewed
some scenarios in which blockchain technology is applied to satellite communication, and
discussed the contributions and challenges of deploying blockchain in satellite clusters and
the solutions to the challenges [24]. The contribution and challenge of applying blockchain
technology to satellite communication have been discussed and its efficacy in satellite
communication has been verified.

Wei et al. proposed abstracting the characteristics of LEO satellite dynamic topology
by using regional division and establishing a consensus among satellites on user authen-
tication by using the consensus mechanism in blockchain. The protocol also combines a
distributed hash table and hash lock to reduce storage and computing overhead and to
realize user switching authentication in LEO satellite networks [25]. However, it transmits
a large amount of data and has a longer communication time. Wei et al. proposed an access
authentication protocol combining identity-based encryption and blockchain technology.
The protocol can be quickly reconnected to satellites in the same orbit, and two different
key management schemes of identity-based encryption and blockchain were studied [26].
However, when users access authenticated satellites in different orbits, complete reauthen-
tication is required. The above work mainly focused on using blockchain to ensure the
security of handover authentication by combining the distributed characteristics of satellite
networks, but in the initial authentication stage, the correctness of the information added to
the blockchain cannot be ensured. Nodes in the same region trust other nodes excessively.
Once a malicious node appears in the region, the normal nodes in the same region will
not be able to recognize the wrong authentication information. In our protocol, based on
the openness and transparency of cryptocurrency, all nodes in the network can verify the
correctness of authentication information.

As discussed above, centralized secret-key based approaches suffer from single-point-
of-failure problem, while blockchain is a distributed method that solves the problem.
During the switching authentication process, the satellite can independently authenticate
the user identity without communicating with the authentication center, while the tradi-
tional protocol cannot. In addition, the blockchain operation has been completed before
user switch authentication, which will not affect the performance during the switch authen-
tication process. Moreover, although cryptocurrency is a technology based on blockchain,
there is still limited work on cryptocurrencies in LEO satellite networks. Therefore, in this
paper, we apply cryptocurrencies to satellite access authentication. The authentication
center verifies the user identity and stores a transaction in the blockchain. When a user
switches from one satellite to another, the satellite finds the user address included in the
transaction within the blockchain. At this time, the transaction becomes a trusted credential
in the authentication process, and the user address in the transaction is generated by the
user’s public key through the hash algorithm, which plays a key role in data authentication.
We design a blockchain-based authentication protocol using cryptocurrency technology
(BAPC), which not only improves the efficiency of switching authentication, but also im-
proves the security of authentication. In addition, a regional division method is used to
reduce the time of block generation and network throughput.

3. System Model

In satellite communication, the communication between ground users and satellites is
an important part. With the continuous movement of satellites, the connections between
users and different satellites need to be switched frequently. Before the satellite serves the
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users, the user identity must be authenticated. The speed and correctness of user identity
authentication will affect the user experience and satellite security. In this paper, we aim
at finding how to efficiently and accurately authenticate the user identity by satellites. In
this section, we introduce the background and the system model of our blockchain-based
authentication scheme in LEO satellite networks.

3.1. Blockchain

A blockchain is a distributed database system with multiple peer nodes. It is also
a distributed ledger maintained by all peers in the network, with each node keeping a
complete copy of the chain. Its core advantages are establishing trust between nodes,
preventing data from being tampered with or forged, and ensuring data reliability. In the
operation of the system, all transactions are open, transparent and traceable [27,28]. In a
blockchain, data are encapsulated in blocks. Each block has a block header containing a
hash of the previous block and a block body containing transaction information, and all
blocks are connected in a chain structure. Blockchain technology has many advantages. For
example, when adding data, the block needs to pass the consensus of the node before it can
be connected. All participants in the network can verify that the data are correct through
specific calculations. Each peer’s ledger is consistent across the network. Any node can
record data on the chain through agreed-upon rules [29,30]. User information can be stored
under a non-real name. Suciu et al. compared blockchain with IOTA which is a distributed
database. Blockchain allows a procedure to be created as a chain of records which cannot
be altered. In tangle, every new transaction needs to allow other two [31]. In our protocol,
satellite nodes take turns to account and the blockchain will not be forked. So it is more
appropriate to store data in a single chain structure. These features are more suitable for
the transaction storage requirements of cryptocurrencies. We use blockchain technology to
support BAPC [32]. The blockchain type we use is consortium blockchain. The consortium
blockchain specifies multiple preselected nodes as bookkeepers. Compared with the
public blockchain, the consortium blockchain has lower complexity, simpler consensus
algorithm and less resource consumption. Moreover, in a satellite network shared by
multiple different authorities, the blockchain technology facilitates secure cooperation
among multiple authorities.

3.2. Cryptocurrency

Cryptocurrency is a medium of exchange that uses cryptography to secure transac-
tions. Cryptocurrencies are a type of digital currency. In addition, cryptocurrency relies
on blockchain technology, which is an application of blockchain [33]. Cryptocurrencies
can be a borderless way to provide people with financial products, as well as physical
spending power. In other words, cryptocurrency is finance designed for the Internet, a
programmable currency that anyone can send and receive easily on the network. Bitcoin,
the best-known cryptocurrency in history, became the first decentralized cryptocurrency in
2009. Cryptocurrencies are based on decentralized consensus mechanisms, as opposed to
banking and financial systems that rely on centralized regulatory systems. At the same
time, cryptocurrency has become a new digital economy based on blockchain [34,35].

3.3. System Model

We use the blockchain network, which is jointly maintained and mined by each node
in the satellite network system and each satellite node holds an identical ledger. The
blockchain type we use is consortium blockchain and we introduce cryptocurrency to the
network. We assume that there is no interest competition among all satellites and satellites
provide services to users equally. As shown in Figure 1, adjacent satellite nodes in the
same orbit are divided into the same region in the network topology. When receiving a
user transaction, a satellite node stores it temporarily in the local cache pool instead of
broadcasting it immediately. When a mining pool obtains the right of bookkeeping, the
nodes in the pool jointly create a block. In the process of block generation, each node
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verifies the transaction in the local cache pool, and then the nodes at both ends of the region
send the information to the master node in the middle of the region, which contains the
successfully verified transaction and the calculated root hash. Finally, the master node
integrates all transactions and broadcasts the block. In the consensus process, accounting
in turn is adopted. All mining pools generate blocks and broadcast them in turn. This is
similar to the process that the leaders in the RAFT consensus algorithm take turns to keep
accounts. The RAFT consensus algorithm has three statuses: leader, candidate and follower.
The followers nominate the leader via an election process. The leader is responsible for
sending all messages to the participating followers in the network [36]. The order of block
production in each round is random. We do not use incentive mechanism and nodes do
not need to consume extra computing power to compete for the right of accounting. Each
new block will be generated in sequence and thus the ledger can be synchronized.
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Figure 1. Block generation and broadcast.

We design an authentication method based on cryptocurrency to improve authentica-
tion speed and security. As shown in Figure 2, authentication process is divided into three
stages. In registration stage, the user applies to the authentication center for purchasing
cryptocurrency. After verifying the user identity information and waiting for the user to
pay successfully, the authentication center transfers the corresponding amount of cryptocur-
rency from the authentication center address to the user address. Then the authentication
center sends the transaction to a satellite node, and the satellite node stores the transaction
in the blockchain. In initial authentication stage, the user applies to a satellite node to
purchase services. The satellite finds the user address on the blockchain according to the
user’s request information. If there is enough balance in the user address, the transaction
submitted by the user is stored in the blockchain, and then the service can be provided. In
the switching authentication stage, the user needs to switch to another satellite and apply
for identity authentication from the satellite. The satellite checks the transaction submitted
by the user when purchasing the service on the blockchain. If the transaction is valid,
the satellite continues to provide services. Through the above three-stage authentication
process using cryptocurrency technology, we can achieve fast switch authentication.
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Figure 2. Authentication process based on cryptocurrency.

4. Protocol Design

In this section, we introduce our blockchain-based authentication protocol using
cryptocurrency technology (BAPC). We design three authentication stages in BAPC: the
registration stage, initial authentication stage and switching authentication stage. As the
underlying technology of cryptocurrency, blockchain is mainly responsible for storing rele-
vant data of cryptocurrency. User authentication depends on the support of cryptocurrency
technology. In BAPC, the user status is divided into three types: unregistered, registered
and waiting for switch. According to these different statuses, users need to experience three
different stages: the registration stage, the initial authentication stage and the switching
authentication stage. The first two stages only need to be executed once as preparation.
When a user leaves the coverage area of the current satellite, it needs to connect to another
satellite immediately. At this time, the user is in the status of waiting for switch and only
needs to execute the switching authentication stage. The overall three-stage process of the
protocol is shown in Figure 3.

Ty B,
Initial \\ ’

Authentication Stage ’\;"\\
’/ Registration /.
,' Stage

Earth  User

’\\:
Nl

1\
\ Authentisation Uses
\ Center
Switching

Authentication Stage

Figure 3. Three-stage process of the BAPC protocol.
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4.1. Registration Stage

In the registration stage, users purchase the corresponding cryptocurrency from the
ground authentication center as a prerequisite for obtaining satellite services. Authenti-
cation center transfers a certain amount of cryptocurrency from the authentication center
address to the user address, which is used to provide data authentication, as shown in
Figure 4, which is divided into four steps.

v i
“ ml=Pk, Addr, Amount, Timestamp,

Sign (Pk, Addr, Amount, Timestamp)

m2=Encp(Addr, Amount, Timestamp),
Sign (Addr, Amount, Timestamp)

Payment Completed

>

Submit Transaction

Vs
Figure 4. Registration stage.

1.  The user uses the key generator provided by the authentication center to generate
the private key, public key and corresponding address. The user sends the public
key, address, quantity of cryptocurrency to purchase, timestamp, and signature to the
authentication center. The calculation method is shown in (1).

ml = Pk, Addr, Amount, Timestamp, Sign(Pk, Addr, Amount, Timestamp) 1)

2. After receiving the request, the authentication center verifies the correctness of the
public key, address, cryptocurrency quantity, timestamp, and signature. If the verifica-
tion succeeds, the authentication center returns to the payment channel and waits for
the payment. Otherwise, the authentication center rejects the request. The calculation
method is shown in (2).

m2 = Enc,(Addr, Amount, Timestamp), Sign(Addr, Amount, Timestamp) ()

@

The user pays and asks for confirmation.

4.  If the authentication center confirms the successful payment, it will submit a trans-
action to the nearest available satellite node. The transaction content includes the
authentication center transferring the corresponding amount of cryptocurrency to the
user address. Otherwise, the request will be rejected.

4.2. Initial Authentication Stage

When the user has not been authenticated or the authentication has expired and initial
authentication is required, the user at this stage sends the initial authentication request to
the nearest available satellite and pays the amount of cryptocurrency to obtain the satellite
service. Moreover, the user can return all the cryptocurrencies to the authentication center
when the user needs to cancel the unexpired service, as shown in Figure 5, which is divided
into three steps.
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Figure 5. Initial authentication stage.

1.

The user submits a transaction to the satellite, and the transaction information includes
the user’s public key, registered user address, authentication center address, requested
service type, service duration, cryptocurrency quantity, timestamp, and signature.
The calculation method is shown in (3).
m3 = Pk, From, To, Server, Duration, Amount, Timestamp, 3)
Sign(Pk, From, To, Server, Duration, Amount, Timestamp)
The satellite node receives the trade request; verifies the public key, address, service
type, service duration, cryptocurrency quantity, timestamp, and signature; and checks
whether the balance in the address is enough to pay for services. If authentication is
successful, then the transaction is included in the buffer pool waiting for packaging;
otherwise, the request is rejected. After the transaction is packaged, the session key,
service type, service duration, and timestamp encrypted with the user’s public key
are returned to the user. The calculation method is shown in (4).
m4 = Encpk(K, Server, Duration, Timestamp), @)
Sign(Server, Duration, Timestamp)
The user receives the returned information; decrypts it with the private key; obtains
the session key; verifies the correctness of the service type, service duration and
timestamp; and obtains the service from the satellite with the session key.

4.3. Switching Authentication Stage

When a user leaves the service area of the currently connected satellite, the user needs

to find the next satellite to continue using the satellite service. If the service requested
by the user in initial authentication stage has not expired, the user can obtain the service
by providing transaction information. The user address in the transaction within the
blockchain is used as the trusted credential to facilitate data authentication, as shown in
Figure 6, which can be divided into three steps.

s

s e

mb=Pk, From, To, Server, Duration, Timestamp,
Sign (Pk, From, To, Server, Duration, Timestamp)

<€

>

m6:Encpk(K, Server, Duration, Timestamp),
Sign (Server, Duration, Timestamp)

Decg(m6), Verify (sign)

Figure 6. Switching authentication stage.
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1.  The user sends the public key, user address, authentication center address, service
type, service duration, timestamp, and signature to the satellite. The calculation
method is shown in (5).

mb = Pk, From, To, Server, Duration, Timestamp, 5)

Sign(Pk, From, To, Server, Duration, Timestamp)

2. After receiving the information, the satellite node verifies the correctness of the public
key, address, service type, service duration, timestamp and signature. According
to the data on the blockchain, the satellite node checks whether the address exists
corresponding to the user’s public key and whether the service time has unexpired. If
the authentication succeeds, the new session key, service type, service duration, and
timestamp encrypted with the user’s public key are returned to the user. Otherwise,
the request is rejected. The calculation method is shown in (6).

mé6 = Encpk(K, Server, Duration, Timestamp),
. . . (6)
Sign(Server, Duration, Timestamp)
3. The user receives the returned information, decrypts it with the private key, obtains
the new session key, and uses the new session key to obtain services from the satellite.

5. Regional Division and Analysis

In this section we introduce the regional division of satellite groups according to the
network topology in LEO satellite networks. We describe our regional division method,
and then discuss how to reduce the computing overhead and network load.

5.1. Regional Division

In LEO satellite networks, the existing regional division method is used to improve
the efficiency of switching authentication within each region. Wei et al. proposed a division
method, taking the satellite in the middle position as the main node and establishing
links between two adjacent satellites in the same orbit and two adjacent satellites in the
adjacent orbit so that the five satellites can be divided into a region [25]. However, given the
potential of reverse slits in the satellite network, as well as the instability or disconnection
of links between different orbits as the satellite moves to high latitudes, the region will
not work properly. In addition, it is more difficult to ensure that there are links between
adjacent areas and the normal operation of areas in cross- regional switching authentication.
In terms of storage mode, the method proposed by Wei et al. uses the distributed hash table
technology, which reduces data redundancy. However, when switching authentication, user
authentication information needs to be transmitted through intersatellite communication,
resulting in an increased delay of switching authentication.

Aiming at the above problems, we propose a stable regional division method. This
method can avoid the situation that a region fails to work properly due to the disconnection
of links between satellites. At the same time, each node in the region has a complete
blockchain ledger, which can avoid the response delay caused by excessive intersatellite
communication when switching authentication. In addition, due to the limited onboard
computing capacity, the regional partition method proposed in this paper can reduce the
computing burden of the master node and reduce the network load. When dividing the
region, considering that the adjacent satellite links in the same orbit are stable and the
adjacent satellite links between orbits may change, the five satellites with a relatively close
distance in the same orbit are divided into a region. In this region, satellites at both ends
can send data to the main satellite in the middle of the region with only one or two hops.
When weighing the size of the region, the number of blocks generated per unit time should
be reduced as much as possible to reduce the number of broadcasts to reduce the load of
inter-satellite links. Therefore, the region should be set larger. However, when generating
blocks, the region should be set smaller to ensure the speed of transaction transmission
within the region. Therefore, in the network topology of a satellite system, the above two
factors are taken into account when dividing regions into appropriate sizes. For example,
in the Iridium system, five satellites in the same orbit are divided into one region, as shown
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in Figure 7. Since the Iridium satellite system has six orbits with 11 satellites in each orbit,
it is divided into 12 regions with two regions in each orbit. The purpose of this division is
to ensure a low transmission delay in the region as much as possible and to let all nodes in
the region share the computing overhead of the entire region without requiring a single
node to undertake all computing. At the same time, transactions are verified by each
receiving node, avoiding repeated broadcast of transactions and reducing the load of the
entire network.

Orbit 1 Orbit 2  Orbit 3
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Figure 7. Regional division based on the Iridium satellite system.

5.2. Computational Overhead

In the traditional accounting process, all transactions in the network are verified by
the node with the right of accounting alone, which will consume considerable computing
power and time for a single node. In this paper, multiple satellite nodes are divided into
the same region to share the total computing overhead in the region. When a satellite node
receives a transaction, it does not broadcast it but stores it temporarily in the local cache pool.
Each region takes turns in bookkeeping. When the region obtains the right of bookkeeping,
the master node does not need to verify all transactions in the region alone. Instead, each
node in the region first validates the transaction they receive independently. Then, the node
forms the transaction tree that passes the verification and calculates the root hash. Finally,
the node sends the transaction tree and root hash to the master node. After receiving all
transaction trees in the region, the master node forms a larger transaction tree and calculates
the final root hash. In this process, each subtree is calculated separately by each satellite
node; thus, the calculation in the region is dispersed to each node. Therefore, the master
node does not need much calculation, and the partition method reduces the calculation
overhead and time of the master node when verifying transactions and calculating hashing.

5.3. Network Load

In a traditional blockchain, when a node in the network receives a transaction, it
broadcast the transaction immediately, and wait for miners to compete for the right of
bookkeeping and package the transaction, at which point a large number of transactions
are constantly transmitting around the network. In this paper, after regional division,
each node calculates the transaction received separately; therefore, when the satellite node
receives the transaction, there is no need to broadcast. After each satellite node in the
region completes the verification transaction and calculates the hash, it sends the valid
transaction and hash results to the master node, and then the master node broadcasts after
completing the packaging of the transaction and the generation of new blocks. In this
way, the transaction need to broadcast only once in the network, which can avoid repeated
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broadcast of the transaction and reduce the amount of data transmitted in the network and
significantly reducing the network load.

6. Protocol Comparison and Security Analysis

In this section, we compare our proposed protocol with two other authentication
protocols in terms of computing overhead and key security against replay attacks, denial
of service attacks and impersonation attacks.

6.1. Computational Overhead

The comparison results are shown in Table 1. In the X/Y's in the table, X represents
the calculation times of user operations, and Y represents the calculation times of satellite
operations. In X/Y/Z, X remains the same, Y represents the calculation times of satellite
operations before the switchover, and Z is the times after the switchover. In communication
times, users send messages to satellites, satellites to users or satellites to satellites as
communication. We compare three protocols: Fast-access, Handover and our protocol
BAPC. The Fast-access and the Handover algorithms are the protocols in [26], and we
adopt similar settings in our simulation. Compared with other related protocols, BAPC is
better in computing overhead. According to the analysis, two comparison protocols require
hash operation, but BAPC does not require hash operation. In addition, the operation of
asymmetric encryption, signature and verification operation in BAPC is one times on both
the client side and satellite side, which is at the average computation level compared with
other protocols. In terms of communication times, the comparison protocols are 2 and
4 times, and BAPC is 2 times, which is less.

Table 1. Calculation comparison of the authentication stage.

Operation Type Fast-Access Handover BAPC
Hash Operation 1/1 -/-/2 -/~
Asymmetric Enc/Dec 1/1 -/-/1 1/1
Signing Operation 1/1 1/1/1 1/1
Signature Verification 1/1 1/-/2 1/1
Communication Times 2 4 2

6.2. Key Safety

When the user needs to establish a new account, the user uses the key generator
provided by the authentication center to directly generate the public key, private key and
address locally. In this process, the private key is not transmitted through any channel,
and neither the authentication center nor the satellite knows the user’s private key. In the
cryptocurrency technology, the user address is generated by the user’s public key through
a predetermined hash algorithm. The user address and the public key form a one-to-one
correspondence and are stored in the blockchain. In the authentication process, the attacker
attempts to intercept the information and tamper with the information using the attacker’s
public key and private key, and send it to the satellite. When the attacker is not registered, it
does not have a legal public key. Since the attacker’s address is not stored in the blockchain,
the satellite will not believe such information. When the attacker has registered, since the
transaction which is submitted in the registration stage is saved on the blockchain and
the attacker’s legal public key corresponds to the transaction information, the attacker
cannot interfere with other users. Therefore, the public key identity of legitimate users
is guaranteed.

6.3. Replay Attacks

BAPC uses timestamp to defend against replay attacks. During the registration stage,
users need to pay legal tender to obtain the corresponding amount of cryptocurrency, and
attackers cannot benefit from replaying such messages. During the initial authentication
stage and switching authentication stage, the user initiates a transaction to obtain the



Electronics 2021, 10, 3151

13 of 18

service, and the timestamp is stored in the transaction information. When an attacker
replays such messages, it cannot sign them properly or change the timestamp. When the
satellite node receives multiple transactions with the same timestamp, it will judge the
later one as an invalid transaction and reject the request from the attacker. If the attacker
intercepts the request by the user and then replays the request to obtain the service, the
session key returned by the satellite is encrypted with the user’s public key, and only
the user’s private key can be decrypted to obtain the session key. Without the private
key, the attacker cannot obtain the service. As to resisting replay attacks, BAPC is similar
to the method used by traditional encryption protocols and our protocol can also resist
such attacks.

6.4. Denial-of-Service Attacks

BAPC adds to the cryptocurrency system, applying economic costs to defend against
the Denial-of-Service attacks. In the registration stage, initiating payment requests requires
a small amount of upfront capital. The attacker will therefore spend a large amount of up-
front capital if continuously initiating payment requests. During the initial authentication
phase, authentication costs cryptocurrencies, which are converted by the cost of capital.
If an attacker repeatedly initiates initial authentication, the attacker incurs significant
cryptocurrency costs. In the switching authentication phase, a deposit is required before
authentication. When the transaction is not verified, a certain margin will be deducted.
Because the authentication request initiated by the attacker cannot be authenticated, a large
margin is consumed. If normal users continuously initiate requests, the satellite node can
limit the number of requests from the same user address within a certain period of time.

6.5. Impersonation Attacks

An attacker may attempt to impersonate a user to send an authentication request to
a satellite. However, without the user’s private key, the attacker cannot give the correct
signature. When the attacker impersonates a user’s request to the satellite with his own
public key, the request cannot pass the verification of the satellite. Since only the addresses
of legitimate users are stored in the blockchain, there is no address corresponding to the
attacker’s public key. At the same time, the attacker cannot obtain the correct session key
from the message encrypted with the public key and cannot use the service. If an attacker
impersonates a satellite by sending a message to the user, since the attacker does not have
the private key of the satellite, the signature cannot be verified by the user, and the user
will discard the message.

6.6. Man-in-the-Middle Attacks

Man-in-the-middle attack is a common means of network intrusion. Man-in-the-
middle attack means that the attacker obtains the communication information of both
sides through illegal eavesdropping, and then intercepts and tampers with the message
to control the whole session. The fundamental reason that man-in-the-middle attack may
succeed is that both parties cannot prove their identity through identity authentication.
In BAPC, when an attacker intercepts a user’s message and tampers with the attacker’s
public key, the satellite can easily identify the illegal public key. Because the attacker’s
address cannot be found on the blockchain as legal users save the address on the blockchain
through the registration stage. If the attacker uses his registered legal address, the satellite
will know that it is communicating with the attacker, not a normal user.

7. Simulation and Evaluation

In this section, we adopt the Iridium LEO satellite network scenario and conduct a per-
formance simulation of our BAPC protocol. The experimental environment is the NS2 plat-
form, which uses the Ethereum key generation algorithm and signature verification algorithm.
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7.1. Simulation Parameters

In the simulation, the altitude is set to 780 km, the inclination angle is 86.4°, the orbital
period is 6027.14 s, the uplink and downlink bandwidth is 1.5 Mb/s, and the inter-satellite
link bandwidth is 25 Mb/s. There are 6 orbits in total, with 11 satellites in each orbit.

In the simulation of the switching authentication stage, 60 ground terminals play
the role of users, evenly distributed between 60° S and 60° N. The fields contained in
BAPC are set using the actual algorithm, and the size of the related fields is shown in
Table 2: 64 bytes for the user public key, 20 bytes for the address, 65 bytes for the signature,
128 bytes for the session key, and 4 bytes for the service type, service duration, timestamp,
and quantity of cryptocurrency. Two authentication protocols are used for comparison: In
reference [26], the Fast-access protocol is used for in-orbit switching authentication; and
the Handover protocol is used for cross orbit handover authentication. In LEO satellite
networks, there is still limited work considering blockchain-based authentication. We
choose this protocol to compare because their work is closest to ours. They also apply
the blockchain technology to the authentication process in LEO satellite networks to help
satellites authenticate user identity more efficiently. However, the benchmark protocol uses
the identity-based encryption key, while our protocol uses the cryptocurrency technology.

Table 2. Settings of the simulation.

Field Length/Byte Field Length/Byte
Pk 64 Server 4
Address 20 Duration 4
Signature 65 Timestamp 4
Session Key 128 Amount 4

7.2. Switching Authentication Time

We set the maximum number of simultaneous online users of the Iridium satellite
system to 150,000 [25]. Assuming that users are evenly distributed, it takes approximately
2 h for a satellite to orbit the earth, and the available service time for a stationary ground
user is approximately 10 min in Iridium. Therefore, ground users need to initiate a
switching authentication request to the satellite every 10 min, and a single satellite needs to
process four user authentication requests every second. The simulation experiment is set
to run for 1 h, and the number of users that a single satellite needs to process per second is
successively considered in four cases A: 4, 8, 16 and 32. The simulation results are shown in
Figure 8. When processing 4 user requests per second, the response time is 0.026 s for the
BAPC protocol, 0.019 s for the Fast-access protocol and 0.044 s for the Handover protocol.
As the number of users increases, the response time of each protocol increases linearly.
BAPC reduces the response time by 39% to 43% compared with the Handover protocol in
terms of the interval between 4 and 32 users.

—— BAPC
Fast-access
—— Handover

0.09 4

Response time (s)
o o o o I
(=] o (=] o o
» w o ~ (]

o
=]
w

o
o
[N}

4 8 12 16 20 24 28 32
Number of users

Figure 8. Comparison of the authentication response time.
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In general, our BAPC authentication protocol shows a better comprehensive perfor-
mance other protocols. Compared with the Fast-access authentication protocol, it transmits
less data and has no intersatellite communication; therefore, it is slightly superior to BAPC.
However, the restrictions are more stringent, requiring satellites in the same orbit. As
the satellite moves, satellites in the same orbit do not keep circular coverage of the same
location. In practice, users most likely need handover authentication between different
orbits. BAPC is better than its Handover authentication protocol.

At the same time, compared with other satellite access authentication protocols, BAPC
does not distinguish between intraregional authentication and cross-regional authentica-
tion, nor does it require that the satellite for access authentication be in the same orbit or
adjacent satellite across orbit. BAPC can be used for different types of switching authenti-
cation, which is more suitable for LEO satellite networks with constantly changing links.
In addition, user authentication information is basically stored on the blockchain, which
has high scalability. Based on blockchain and cryptocurrency, BAPC securely stores user
authentication information in a distributed ledger, reducing the cost of communication
between users and satellites and bringing lower communication cost with tolerable storage
cost. For an increasing amount of data, a certain mechanism can be used to clear the data
and maintain sufficient storage space.

7.3. Block Generation Time

We then compare the generation time of blocks without partitioning and after parti-
tioning, as shown in Figure 9. When the number of users processed by a single satellite is
4 per second, the time of block generation is 0.122 s without regional division and 0.053 s
after regional division, which reduces the time consumed by 56%. In the case of no regional
division, the calculation amount of the primary node is 5 times that after regional division.
As the number of users increases, the time of verifying transactions on the primary node
keeps increasing. Meanwhile, the ratio of time shortening increases with the increase in the
number of users. With 32 users, the time after partition shortens by 74%.

1.0
B Division area

No area

o o o
» o ©
L s s

Block generation time (s)

©
N

- [ |

4 8 16 32
Number of users

0.0

Figure 9. Comparison of block generation time.

7.4. Network Throughput

In the process of block consensus, the broadcast of a large number of transactions
will increase the network throughput. This section compares the throughput without
regional division and after regional division, as shown in Figure 10. When the number of
users processed by a single satellite is 4 per second and no region is divided, the network
throughput is 5.139 MB/s in the process of block consensus and 1.462 MB/s after regional
division. From a range of 4 to 32 users, with an increase in the number of users, the growth
rate of network throughput in divided regions and non-divided regions is similar, and the
network throughput decreases by 71% after the region is divided.
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Figure 10. Comparison of network throughput.

7.5. Signature and Verification Time

Python is used to repeatedly test the computation speed of the signature and verifi-
cation. This test uses Ethereum’s generation algorithm of public keys and private keys
and address, and signature algorithm and verification algorithm. As shown in Figure 11,
it takes 0.003 s or 0.004 s to sign transactions, with similar frequency and an average
time of approximately 0.0035 s. The time of signature verification is 0.005 s or 0.006 s
with similar frequency, and the average time is approximately 0.0055 s. In the simula-
tion of switching authentication, there is a satellite verification calculation and a satellite
signature calculation.

::Z::: ‘. —_ ?Iiegrrir;ture
: T eIl
- LSRR AL

0 20 40 60 80
Experiment times

Figure 11. The computational time for signing and verifying transactions.

8. Conclusions and Future Work

In LEO satellite networks, the satellite moves constantly, and so does the coverage area.
Therefore, the satellite-ground link needs frequent switching and it is of great significance
to study how to ensure reliable and fast switching authentication. This paper proposes an
LEO satellite network authentication protocol based on blockchain and cryptocurrency.
First, three stages of access authentication are designed. After the registration and initial
authentication are completed, users can achieve fast switching authentication. Second,
the regional division scheme is studied to improve the efficiency of generating blocks.
Finally, we realize the authentication protocol on the NS2 network simulation platform.
The experimental results show that compared with other authentication protocols, BAPC
has better security. Additionally, it not only greatly reduces the response time of the
switching authentication and improves the efficiency of the switching authentication, but
also significantly reduces the block generation time and network throughput.
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However, as satellites are with limited storage capacity, the ever-increasing volume
of blockchain data becomes an urgent problem to be solved. In our follow-up work, how
to better optimize the amount of data stored on the satellite side under the condition
of ensuring the reliability of authentication information will be studied. Moreover, it is
meaningful to conduct experiments on real LEO satellites or emulation platforms. In the
future, if there are opportunities, we will make real measurements on LEO satellites.
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