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Abstract

:

Directional modulation (DM) has been proposed as a technique to enhance physical layer security of wireless transmissions. In DM, the improvement of security is achieved by increasing the transmitted power in such a way that the bit error rate (BER) is degraded in the observation angles out of the desired secure direction. The performance of DM in terms of BER is typically evaluated by transmitting a stream of symbols for every observation angle, but this approach can be time consuming. In this communication, we propose an approach to evaluate, accurately and efficiently, the BER of dynamic DM (DDM) for standard modulation schemes. Several DDM configurations will be tested to illustrate the benefits and limitations of the evaluation method. The proposed approach is also used to present a non-iterative DDM synthesis with restrictions in the BER response.
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1. Introduction


In wireless transmissions, the absence of a physical boundary that limits the wave propagation makes transmitted information highly vulnerable to interception by potential eavesdroppers [1]. Traditionally, cryptographic techniques have been applied at the higher protocol layers to overcome this limitation; however, the exchange of the private key in key-based methods also requires a secure channel that may not be available [2]. Additionally, the relentless growth of computational power is making it possible to break ciphers that were considered virtually unbreakable in the past [3]. In this sense, an additional level of security will be achieved if encryption is also performed in the physical layer where the raw interchange of information takes place.



Physical layer security (PLS) exploits intrinsic characteristics of the wireless channel to limit the amount of information that can be extracted at bit level by a potential eavesdropper [4]. A number of PLS schemes have been developed and published in the open literature [4,5,6]. Directional modulation (DM) is a keyless PLS transmitting technique that can be classified as an artificial noise (AN) approach [7]. DM is typically based on antenna arrays that generate multiple transmission radiation patterns. These radiation patterns are chosen to produce the desired constellation in the selected secure observation angle and, at the same time, a distorted or noisy version of the constellation in the other observation angles [8]. DM is termed static (SDM) when the distortion does not change with time and dynamic (DDM) when the distortion changes at the symbol rate [9].



The generation of DM inherently entails an increase in the transmitted power with respect to a conventional modulation scheme that transmits the same desired constellation in every observation angle [9]. The ratio between the power transmitted in DM and a conventional modulation scheme defines a power efficiency (  P  E  D M    ) that allows for comparison between different DM implementations. For a conventional modulation,   P  E  D M     = 100% and a decrease in this efficiency is typically related to an improvement in the transmission security [9].



Bit error rate (BER), as a function of the observation angle, is another figure of merit that is typically used to evaluate the degree of security provided by DM [9]. Hence, a DM scheme is usually designed with two main goals: (1) to decrease BER in the side lobes of the conventional modulation radiation pattern and (2) to narrow the main lobe beam width where the signal is demodulated with a BER below a given threshold (information beam width). It is important to acknowledge that BER and   P  E  D M     are not uniquely related, so two DM implementations with the same   P  E  D M     can show a substantially different response in terms of BER.



1.1. Related Work


In the literature, we can find different implementations of DM [10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28,29,30,31,32]. These solutions differ in the architecture of the array feeding network and the synthesis of the weights that feed the antennas.



Regarding the feeding networks, we can distinguish between those that use switches [10,13], phase shifters [11,12,20,31], phase shifters with switches [17,21,29], vector modulators (reconfigurable amplitude and phase) [18,19,22,23,24,25,26,30,32], IQ data separately encoded transmitters [14,27], retrodirective array [28] and a Fourier Rotman lens [15,16].



Some of the reported architectures [14,15,16,27,28] do not require a synthesis method for the antenna weights since the feeding network generates DM straightforwardly. Among the reported synthesis methods, we can find some that make use of brute force and explore all the possible combinations allowed by the architecture by searching for those that generate the desired constellation in the secure direction [10,13,20]. Other authors utilize optimization algorithms to obtain the antenna weights; some examples are genetic [11,12], simulated annealing [17], particle swarm [18], differential evolution [29] and convex optimization [30,31,32]. In these cases, the optimization procedure tries to minimize a cost function subject to some constraints that are related to the architecture limitations,   P  E  D M     and/or BER in certain observation angles. We can also find synthesis methods inspired by concepts [24] or methods that try to minimize the variations of BER response with respect to errors in the estimation of the secure observation angle [25]. Finally, there is the orthogonal vector approach proposed in [19] as a general framework for the synthesis of DM. The orthogonal vector approach was later adapted to include restrictions in the BER response [18], in the radiation patterns [22] and in the orthogonal artificial noise injected in some observation angles [23].



All the above-mentioned methods need to evaluate BER during the design process and/or at the end of the synthesis in order to determine the level of security that can be expected from the DM transmission. BER evaluation techniques used in the literature are summarized in Table 1. In some cases [11,12,13,18], the evaluation of BER is carried out, for every observation angle, using approximations that only apply to quadrature phase shift keying (QPSK) modulation and zero-mean artificial orthogonal Gaussian noise. However, most of the evaluation techniques [10,11,12,13,14,15,16,17,18,19,21,22,23,24,25,26,27,28,29,30,31,32] use the time-consuming transmission of a stream of   10 6  –  10 7   symbols in a channel with additive white Gaussian noise (AWGN), since it can be applied to SDM and DDM with zero-mean artificial orthogonal noise.




1.2. Our Contributions


This paper proposes a novel and new approach to evaluate, accurately and efficiently, BER of DDM for standard modulations with zero-mean orthogonal artificial noise. It will be shown that, under certain conditions that are easily met in real scenarios, BER can be derived without the need for transmitting a stream of symbols. This approach also leads to an improvement to the existing DDM synthesis techniques by equating the BER response to the amount of artificial noise injected at particular observation angles. This approach removes the need to carry out an iterative or optimization process.



This document is structured as follows: Section 2 reviews the orthogonal vector approach for generating DDM; Section 3 derives an expression for the average signal-to-noise ratio in a DDM transmission as a function of the observation angle. In Section 4, the average signal-to-noise ratio is used to evaluate BER efficiently for different modulation schemes and DDM configurations. Limitations of the approach are also discussed in Section 4. In Section 5, we propose a novel non-iterative BER-driven DDM synthesis by applying the concepts of previous sections. Finally, conclusions are summarized in Section 6.





2. Orthogonal Vector Approach for Dynamic Directional Modulation


Let us consider a conventional array in free space with N omnidirectional antennas distributed along the x-axis (Figure 1). A standard constellation of M symbols will be transmitted towards the observation angle   ϕ 0   of the XY plane (  θ =  90 ∘   ). In a conventional modulation system, the radiation pattern used in the transmission of symbol   d m   is given by


      s  m _ c o n v    ( ϕ )  =  ∑  n = 1  N   B  m n _ c o n v    A E  P n   ( ϕ )  = AEP   ( ϕ )  T  ·  B  m _ c o n v    m ∈  { 1 ⋯ M }  .     



(1)




where column vector   AEP ( ϕ )   contains the active element pattern [33] of each antenna in the array for angle  ϕ ,    T   is the transpose operator and   B  m _ c o n v    is a column vector with the antenna weights defined as


   B  m _ c o n v   =  d m  AEP   (  ϕ 0  )  *   m ∈  { 1 ⋯ M }   



(2)




with    *   denoting the conjugate operator.



For convenience, and without loss of generality, symbols   d m   are normalized such as


   1 M   ∑  m = 1  M    ∥  B  m _ c o n v   ∥  2  = 1  



(3)




where   ∥ · ∥   is the norm of a vector.



In DDM, each symbol   d m   is transmitted using P different radiation patterns. For that purpose, antenna weights   B  m p _ D D M    are obtained adding a vector of artificial noise   W  m p    to   B  m _ c o n v    [19]


      s  m p _ D D M    ( ϕ )  = AEP   ( ϕ )  T  ·  B  m p _ D D M        = AEP   ( ϕ )  T  ·  (  B  m _ c o n v   +  W  m p   )        m ∈ { 1 ⋯ M }      p ∈ { 1 ⋯ P } .     



(4)







According to the orthogonal vector approach [19], vectors   W  m p    are chosen randomly to satisfy


   s  m p _ D D M    (  ϕ 0  )  =  s  m _ c o n v    (  ϕ 0  )   m ∈  { 1 ⋯ M }  ,  p ∈  { 1 ⋯ P }  ;  



(5)




therefore, vectors   W  m p    must belong to the null space of   AEP (  ϕ 0  )   (artificial orthogonal noise)


  AEP   (  ϕ 0  )  T  ·  W  m p   = 0  m ∈  { 1 ⋯ M }  ,  p ∈  { 1 ⋯ P }  .  



(6)




As a consequence, a noisy constellation is transmitted along the observation angles different to   ϕ 0  . It must be noted that SDM is obtained for DDM with   P = 1  ; in this case, a distorted version of the constellation is obtained.



From the comparison of (1) and (4), it can be concluded that the implementation of DDM requires the addition of extra power to the transmission, so the power efficiency of DDM (  P  E  D D M    ) is defined as [9]


  P  E  D D M   =    1 M   ∑  m = 1  M    ∥  B  m _ c o n v   ∥  2     1  M P    ∑  p = 1  P   ∑  m = 1  M    ∥   B  m _ c o n v   +  W  m p    ∥  2    ,  



(7)




and taking into consideration (3) and (6), it becomes


  P  E  D D M   =  1  1 +  1  M P    ∑  p = 1  P   ∑  m = 1  M    ∥  W  m p   ∥  2    .  



(8)








3. Derivation of Average SNR for Dynamic Directional Modulation


Next, we establish a connection between the signal-to-noise ratio (  S N R  ) that can be observed in a given transmission angle and the artificial orthogonal noise injected into that direction. The average radiation pattern transmitted with DDM (  r  p  a v _ D D M    ( ϕ )   ) is obtained as


  r  p  a v _ D D M    ( ϕ )  =  1  M P    ∑  p = 1  P   ∑  m = 1  M    |  s  m p _ D D M    ( ϕ )  |  2  .  



(9)




Similarly, the average radiation pattern transmitted in the conventional modulation (  r  p  a v _ c o n v    ( ϕ )   ) is given by


  r  p  a v _ c o n v    ( ϕ )  =  1 M   ∑  m = 1  M    |  s  m _ c o n v    ( ϕ )  |  2  .  



(10)




Then, we can compute the average radiation pattern of the injected artificial orthogonal noise (  r  p  a v _ W    ( ϕ )   ) as


  r  p  a v _ W    ( ϕ )  = r  p  a v _ D D M    ( ϕ )  − r  p  a v _ c o n v    ( ϕ )  .  



(11)







Now, we define an average signal-to-noise ratio that depends on the observation angle as


  S N  R  a v    ( ϕ )  =   r  p  a v _ c o n v    ( ϕ )    r  p  a v _ W    ( ϕ )  +  N  A W G N      



(12)




where we have also included the contribution of additive white Gaussian noise   N  A W G N    in the communication, assuming that it is uncorrelated to the artificial noise and uniform for all observation angles. At the secure observation angle,   S N  R  a v    (  ϕ 0  )    coincides with   S N R (  ϕ 0  )   that would be obtained in a conventional modulation.




4. Evaluation of BER for Dynamic Directional Modulation


In this section, we use (12) to evaluate BER efficiently and accurately when zero mean artificial noise is injected to generate DDM. It must be pointed out that, in (12), no assumption has been made regarding the transmitted constellation; therefore, this approach applies for any standard modulation scheme.



4.1. Zero Mean Artificial Gaussian Noise: Results and Discussion


A straightforward choice for the zero mean artificial noise is to follow a Gaussian distribution. In that case, we can compute   S N  R  a v    ( ϕ )    through (12) and evaluate BER using well-known expressions that can be found in the literature [34,35] or the berawgn MATLAB function [36].



Configurations with different modulation schemes,   S N R (  ϕ 0  )   and   P  E  D D M     were tested, and the average radiation patterns of (9)–(11) are plotted in Figure 2. The artificial noise average patterns (  r  p  a v _ W    ( ϕ )   ) of Figure 2 reveal that the synthesis strategy proposed in [19] spreads the artificial noise uniformly in all the observation angles outside of the main beam. As a consequence,   S N  R  a v    ( ϕ )    in the side lobes and the information beam width cannot be adjusted independently. This strategy is also inefficient in terms of   P  E  D D M    , since artificial noise is transmitted along some directions, such as the radiation nulls of the conventional radiation pattern, where no information is sent.



Figure 3 shows the BER computed with our approach (for   p ≫ 1  ) and expressions in Table 2 compared to the BER evaluated through the transmission of   10 6   symbols following the procedures described in [9,19]; all the results show very good agreement. Considering that in [9,19], eavesdroppers follow a training stage before demodulating, the scenario under evaluation is very unfavorable from the point of view of security. Although the information beam width also depends on the modulation scheme, in Figure 3, we can also check that the narrower information beam width corresponds to the scenario with the lowest   P  E  D D M     in spite of having the highest   S N R (  ϕ 0  )   (Figure 3c).



Figure 4 compares BER evaluated using a stream of   10 6   symbols to our approach as the number of available radiation patterns per symbol P increases. Obviously, for SDM (  P = 1  ), it cannot be assumed that the added artificial noise follows a Gaussian distribution, therefore, we can find differences between both methods in the side lobe region and in the edges of the information beam. However, both BER evaluations methods converge rapidly as P increases (DDM), and four different radiation patterns per transmitted symbol are enough to produce similar results.




4.2. Zero Mean Artificial Non-Gaussian Noise: Results and Discussion


In this subsection, we continue to use the synthesis method of [19], but we set the artificial noise to constant magnitude and random phase, as proposed in [16,23,24], so that   P  E  D D M     can be adjusted easily based on (8). In that case, the injected artificial noise is non-Gaussian and the constellation symbol cluster is constrained inside a circle (Figure 5). Therefore, there may be some observation angles where the total noise (  r  p  a v _ W    ( ϕ )  +  N  A W G N    ) does not follow a Gaussian distribution. Figure 6 shows the results of BER for a DDM configuration where the use of (12) and expressions in Table 2 fails to predict accurately BER in the side lobes and the edges of the information beam. Those observation angles satisfy


  r  p  a v _ c o n v    ( ϕ )  ≫ r  p  a v _ W    ( ϕ )   



(13)




and


  r  p  a v _ W    ( ϕ )  >  N  A W G N   .  



(14)







Nevertheless, it must be noted that these conditions are very particular (low   r  p  a v _ W    ( ϕ )    and low   N  A W G N   ) and do not apply in most practical scenarios. Indeed, if we test again all the configurations of Figure 2 using zero mean artificial non-Gaussian noise, we obtain the same results of Figure 3 because (13) and (14) are not satisfied at any observation angle. However, we are still spreading the artificial noise uniformly in all the observation angles out of the main beam, so the synthesis method is still inefficient in terms of   P  E  D D M    .





5. Non-Iterative BER-Driven DDM Synthesis


In this section, we use the concepts previously developed to perform a non-iterative BER-driven DDM synthesis.



5.1. General Procedure


We start by selecting the modulation scheme, the antenna array (  AEP ( ϕ )  ), the secure observation angle   ϕ 0   and BER(  ϕ 0  ). We apply (2) to derive   B  m _ c o n v    and, thereafter, (1) and (10) to evaluate   r  p  a v _ c o n v    ( ϕ )   . Taking into consideration that, at   ϕ 0  , zero-mean AWGN is the only noise contribution, we derive   S N  R  a v    (  ϕ 0  )    using BER(  ϕ 0  ), the modulation scheme, and [36], subsequently, we apply (12) to obtain   N  A W G N   .



Secondly, for K observation angles   ϕ k  , we define restrictions BER(  ϕ k  ). Assuming that the total noise distribution at   ϕ k   follows a zero mean Gaussian distribution,   S N  R  a v    (  ϕ k  )    is calculated using BER(  ϕ k  ), the modulation scheme and [36]. Then, we use (12) to obtain   r  p  a v _ W    (  ϕ k  )   .



Next, we compute column vectors   C k   with the antenna weights that generate an interference radiation pattern with the main beam pointing to   ϕ k  


   C k  = AEP   (  ϕ k  )  *  /  ∥  AEP (  ϕ k  )  ∥   k ∈  { 1 ⋯ K }  .  



(15)




In general, the interference radiation patters generated with   C k   will be also present in the secure observation angle   ϕ 0  . Therefore, these antenna weights need to be modified to steer a null of the interference radiation pattern along   ϕ 0  . According to the power pattern projection method in [23], the antenna weights   A k   that produce the desired radiation patterns can be obtained from   C k   as


   A k  =  (  I N  −   (  B  m _ c o n v   )   − 1    B  m _ c o n v   )   C k   k ∈  { 1 ⋯ K }  ,  



(16)




where   I N   is the N-by-N identity matrix and     − 1    is the Moore–Penrose pseudoinverse.



Finally, the weights that produce DDM are obtained as


   B  m p _ D D M   =  B  m _ c o n v   +  ∑  k = 1  K   G k   e  j  ψ  p k     A  (  ϕ k  )   m ∈  { 1 ⋯ M }  ,  p ∈  { 1 ⋯ P }  ,  



(17)




where   ψ  p k    is a random phase with uniform distribution updated for every p and k.   G k   is a constant to be computed in order to satisfy


  r  p  a v _ W    (  ϕ k  )  =   ∥  AEP   (  ϕ k  )  T  ·  G k   A k  ∥  2   k ∈  { 1 ⋯ K }  .  



(18)







It must be noted that, after (17), the injected artificial orthogonal noise follows a zero-mean non-Gaussian distribution as in Figure 5b.




5.2. Results: Synthesis Example


Let us consider the compact multimode antenna proposed in [37]. This radiating structure can perform the functions of a four-element array while generating a radiation pattern with a single maximum that can be steered freely in any direction in the XY plane. A drawback of this antenna is the high side lobes of the radiation pattern, which may compromise security in those observation angles (Figure 7). This performance can be improved with DDM.



A QPSK modulation will be transmitted along the secure observation angle    ϕ 0  =  180 ∘    with BER(  180 ∘  ) =   3.43 ×  10  − 5    . Figure 8 depicts the typical curve of BER as a function of   S N R   for a QPSK modulation under the assumption of AWGN and conventional Gray coding [36], so we determine   S N  R  a v    (  180 °  )   = 12 dB and, considering (3),   N  A W G N    = −12 dB.



In order to improve the security of the transmission, let us suppose that we are interested in lowering BER in side lobes (BER   (  111 °  )  ≈  10  − 1    ) and narrowing the information beam width (BER   (  190 °  )  ≈  10  − 3    ). From Figure 8, we obtain   S N  R  a v    (  111 °  )   = 2 dB and   S N  R  a v    (  190 °  )   = 9.8 dB, and, using (12) the power of the artificial noise to be injected gives   r  p  a v _ W    (  111 °  )    = −4.5 dB and   r  p  a v _ W    (  190 °  )    = −16.3 dB. In this example, conditions (13) and (14) are satisfied in no observation angle; therefore, the total noise will approximately behave as a zero mean Gaussian distribution even if the artificial noise is non-Gaussian.



Figure 9 shows the interference radiation patterns generated with the antenna weights   C 1   and   C 2   also interfering the secure observation angle (  180 ∘  ). Therefore, these antenna weights need to be modified to steer a null of the interference radiation pattern along   180 ∘  . The interference radiation patterns obtained using the antenna weights   A 1   and   A 2   are also plotted in Figure 9. It must be noted that, after (16), we find a null at   180 ∘  , but the interference pattern maximum is not necessarily at   111 ∘   (  190 ∘  ). Next, we apply (18) to obtain   G 1   = 5.1 dB and   G 2   = −1.6 dB, and finally, we determine   B  m p _ D D M    through (17).



The average radiation patterns obtained after our synthesis and the BER computed with our approach compared to the BER evaluated through the transmission of   10 6   symbols can be found in Figure 10.




5.3. Discussion


As expected, the evaluation of BER using (12) overlaps with the results obtained from transmitting   10 6   symbols, although the injected artificial orthogonal noise follows a zero-mean non-Gaussian distribution, as shown in Figure 10b.



In Figure 10a, we can observe that the injected artificial noise was adjusted precisely in the direction of side lobes, while reduced interference was introduced in the nulls of the conventional pattern (where no information was transmitted). The proposed specifications were achieved for   P  E  D D M     = 45% without the need to follow an iterative procedure where BER needs to be evaluated many times. Surprisingly, the BER curve is almost symmetric, although the restrictions were not applied symmetrically. Another interesting feature of this synthesis procedure is that we have been able to adjust the BER performance for side lobes and the information beam width independently.





6. Conclusions


Bit error rate is the most accepted figure of merit for evaluating the performance of DDM in terms of security. The transmission of a stream of symbols with AWGN for every observation angle is the most common procedure to evaluate BER in DDM, but it may be time-consuming. In this work, we have proven that, taking the orthogonal vector approach as a starting point and defining an average SNR appropriately, BER for standard constellations can be calculated accurately and efficiently using well-known theoretical expressions and/or computer codes.



Several experiments have been carried out to verify that the proposed solution perfectly predicts BER for different modulation schemes, efficiencies and SNR as long as the injected artificial noise follows a zero-mean Gaussian distribution. We have also shown that, under some general conditions that are not difficult to fulfill, our solution is still valid when the artificial noise distribution is zero-mean non-Gaussian.



The possibility of evaluating BER using only information from the transmitted radiation patterns also allows for a non-iterative synthesis of DDM imposing independent BER restrictions for the information beam width and the side lobes region. In this way, a more efficient use of the interfering power is achieved, since it is concentrated in the observation angles where the information is most vulnerable to potential eavesdroppers. A general DDM synthesis procedure has been presented and applied to improve the performance, in terms of security, of a multiport compact antenna with 360° beam steering that generates a radiation pattern with very high side lobes.
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Figure 1. Array of N omnidirectional antennas along the x-axis. 
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Figure 2. Array of four omnidirectional antennas along x-axis, spacing   λ / 2  . Average radiation patterns in XY plane for dynamic directional modulation (DDM) (P = 64). Zero mean artificial Gaussian noise. Only half-plane is plotted due to symmetry. (a) QPSK modulation,    ϕ 0  =  90 ∘   , SNR(  ϕ 0  ) = 12 dB,   P  E  D D M     = 75%. (b) 16-QAM modulation,    ϕ 0  =  120 ∘   , SNR(  ϕ 0  ) = 18 dB,   P  E  D D M     = 90%. (c) 8-PSK modulation,    ϕ 0  =  45 ∘   , SNR(  ϕ 0  ) = 21 dB,   P  E  D D M     = 50%. 
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Figure 3. Array of four omnidirectional antennas along x-axis, spacing   λ / 2  . BER in XY plane for DDM (P = 64). Zero mean artificial Gaussian noise. Only half-plane is plotted due to symmetry. (a) QPSK modulation,    ϕ 0  =  90 ∘   , signal-to-noise ratio (SNR)(  ϕ 0  ) = 12 dB,   P  E  D D M     = 75%. (b) 16-QAM modulation,    ϕ 0  =  120 ∘   , SNR(  ϕ 0  ) = 18 dB,   P  E  D D M     = 90%. (c) 8-PSK modulation,    ϕ 0  =  45 ∘   , SNR(  ϕ 0  ) = 21 dB,   P  E  D D M     = 50%. 
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Figure 4. Array of four omnidirectional antennas along x-axis, spacing   λ / 2  . BER in XY plane for DDM and different number of available radiation patterns per symbol (P). QPSK modulation,    ϕ 0  =  90 ∘   , SNR(  ϕ 0  ) = 12 dB,   P  E  D D M     = 75%. Zero mean artificial Gaussian noise. Only half-plane is plotted due to symmetry. (a) Stream of   10 6   symbols. (b) Our approach. 
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Figure 5. Array of four omnidirectional antennas along the x-axis, spacing   λ / 2  . QPSK modulation,    ϕ 0  =  90 ∘   , SNR(   ϕ 0   ) = ∞   ,   P  E  D D M     = 75%, P = 1024. Transmitted symbols for DDM in observation angle   ϕ =  80 ∘   . (a) Zero mean artificial Gaussian noise. (b) Zero mean artificial Non-Gaussian noise (constant magnitude and random phase). 
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Figure 6. Array of four omnidirectional antennas along x-axis, spacing   λ / 2  . Average radiation patterns (a) and BER (b) in XY plane for DDM. Zero mean artificial Non-Gaussian noise. QPSK modulation,    ϕ 0  =  90 ∘   , SNR(  ϕ 0  ) = 24 dB,   P  E  D D M     = 95%, P = 64. Only half plane is plotted due to symmetry. Black crosses mark those observation angles where (13) and (14) are satisfied and our approach may fail to predict accurately BER. 
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Figure 7. Compact antenna of [37]. QPSK modulation,    ϕ 0  =  180 ∘   , SNR(  ϕ 0  ) = 12 dB,   P  E  D D M     = 100% (conventional). Average radiation pattern (a) and BER (b) in the XY plane. 
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Figure 8. BER for QPSK modulation and Gray coding as a function of SNR. 
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Figure 9. Compact antenna of [37], interference radiation patterns generated by antenna weights   C k   (15) and   A k   (16). (a)    ϕ 1  =  111 ∘   . (b)    ϕ 2  =  190 ∘   . 
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Figure 10. Compact antenna of [37]. QPSK modulation,    ϕ 0  =  180 ∘   , SNR(  ϕ 0  ) = 12 dB,   P  E  D D M     = 45%, P = 64. Zero-mean artificial non-Gaussian noise. Average radiation pattern (a) and BER (b) in the XY plane. 
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Table 1. Directional modulation (DM) system performance assessment: bit error rate (BER) evaluation techniques
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	Closed-Form Equation [11,12,13,18]
	Data Stream Simulation [10,11,12,13,14,15,16,17,18,19,21,22,23,24,25,26,27,28,29,30,31,32]





	Static DM
	Only QPSK
	Yes



	Dynamic DM: zero-mean Gaussian orthogonal artificial noise
	Only QPSK
	Yes



	Dynamic DM: zero-mean non-Gaussian orthogonal artificial noise
	No
	Yes



	Computation time
	Low
	High
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Table 2. BER for uncoded data over AWGN channels [34,35].






Table 2. BER for uncoded data over AWGN channels [34,35].





	Modulation Scheme
	QPSK
	16-QAM
	8-PSK





	   B E R ( ϕ )   
	   Q (   S N  R  a v    ( ϕ )    )   
	    3 4  Q  (    1 5  S N  R  a v    ( ϕ )    )    
	    2 3  Q  ( sin  (  π 8  )    2 S N  R  a v    ( ϕ )    )    
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