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Abstract

:

The convergence of blockchain with the internet of things (IoT) attracted widespread attention. Blockchain mainly solved the problem of secure storage and trusted transactions. The convergence of these two emerging technologies enhanced the security of smart services. However, there were some technical barriers to the deployment of practical IoT systems. In order to further promote the popularity and application of blockchain in the IoT, Hyperledger became the ideal technology to overcome these obstacles. In recent years, the mainstream application fields of IoT tried to carry out integration with Hyperledger to achieve high security, fine-grained privacy protection, real-time data flow, robustness, and other business requirements. However, there was a lack of literature review on this topic. This study obtained the latest related literature of Hyperledger in IoT from Web of Science, Wordlib, and EBSCO databases. To demonstrate more intuitive differences and provide a technology convergence process, this study proposes a reconstruction diagram analysis method. Reconstruction is the process of fusing the core design and the original architecture diagram in the literature and reconstructing the diagram so that it can show the core ideas of the literature. This approach aims to visualize the core ideas of the literature. Finally, this paper prospected and concluded by proposing four directions for future work, including a low-energy consensus algorithm, intelligent transaction validation, mixed on-chain and off-chain storage, and customized incentives.
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1. Introduction


With the rapid development of smart devices and high-speed networks, IoT gained wide acceptance and popularity as a major standard for resource-constrained low-power networks [1]. However some technical vulnerabilities and flaws hinder the development of IoT, and these hindrances are mainly focused on data security issues and network congestion caused by centralized servers. Blockchain breaks through the traditional sense of trust and makes every decision in the network transform from a few nodes to a joint decision of all nodes, increasing the transparency of transactions and storing trust. As a result, blockchain-based IoT research is widely explored. This previous research solved the problems of secure storage of IoT data and data integrity verification to some extent. However, the shortcomings of blockchain technology in privacy protection, load balancing, and network latency led to a state of the art that cannot meet the standards of commercial applications, especially for IoT projects. According to the current stage of technology development, these landing obstacles are mainly focused on the lack of privacy protection, inefficient transactions, high latency, and lack of flexibility.



In recent years, the emergence of Hyperledger provided the possibility of solving the above problems. In addition to having the general characteristics of blockchain, Hyperledger achieves new empowerment in four aspects: security, interoperability, consensus, and performance. In terms of security, Hyperledger is designed with fine-grained access control and private data management, giving privacy protection mechanisms and ledger isolation among enterprises, providing infrastructure for enterprise-level solutions. To protect the interests of consumers, Hyperledger supports autonomy of access control, which enables the design and implementation of a number of consumer-centric applications. The highly modular structure [2] allows systems developed based on Hyperledger to have a single point of failure of a module or component without affecting the overall operation of the system. This feature also allows Hyperledger to become integrated with various systems faster. These pluggable components enable Hyperledger to meet rich business logic in the same distributed network. In terms of interoperability: Hyperledger develops a peer-to-peer authentication system that provides the infrastructure for consumers or enterprises to perform cross-chain, cross-layer, or cross-system operations through a portable electronic identity. In terms of consensus, pluggable consensus mechanisms enable different businesses to reach consensus in the same distributed network. The consensus algorithms supported by the current Hyperledger cover energy saving, reputation, proof of work, proof of time, authority, fault tolerance, and authorized interests [3]. Thus, the applicability of Hyperledger is significantly enhanced. In terms of performance, decisions in the network are decided by a certain number of nodes instead of being decided by all nodes together, which significantly reduces arithmetic costs and ensures trust. The Hyperledger network can be dynamic, offering the possibility of connecting a large number of portable devices. Hyperledger subdivides the nodes that process transactions into four roles [4], each with a different function, and allows developers to adjust the deployment of nodes based on the network load. In addition, decoupled sequencing processing can address a certain level of network congestion and latency.



Hyperledger-based IoT research is growing year by year, yet there is no review on Hyperledger in the IoT domain. In addition, most of the blockchain reviews are text-based and supplemented by diagrams. The concise language shows the latest application progress and trends for researchers, but it cannot visually show researchers the design ideas of these studies, and it is difficult for researchers to get enough guidelines and core ideas for technology integration from the condensed language.



To better solve the above problems, this study proposes a new analysis method: the reconstruction diagrams method. Reconstruction refers to the process of reconstructing a diagram that can show the core ideas of the literature by fusing the core design and the original architecture diagram in the literature with the core content of Hyperledger and the literature as the main research object. Therefore, the main advantage of the reconstruction diagram analysis method is twofold: first, it shows the research progress and core idea in the most intuitive way; second, it adds more design details, visualizes the core design in the literature, and uses the most intuitive way to highlight the differences between different studies. This study summarizes the progress of Hyperledger applications in the IoT based on the reconstruction diagrams perspective, and provides researchers with the main design flow and guidelines for Hyperledger technology in the IoT. The main contributions of this study are as follows.



(1) An analytical approach to reconstruction diagrams is proposed. This study considers two cases: The first one is to construct reconstruction diagrams by extracting the core design in the literature for the literature without architecture diagrams, and to restore the core design ideas of the authors to the maximum extent. The second one is for literature with existing architecture diagrams. The original architecture diagram is reconstructed on the basis of the core design of the literature, adding more design details.



(2) It shows the latest progress of Hyperledger application in the IoT. Since the research on Hyperledger in IoT is scattered at this stage, this study summarizes 52 pieces of literature in terms of application domains. These application areas are related to IoT data security, smart fisheries and agriculture, smart city monitoring, smart toys and IoT games, smart fitness, smart traffic, smart grid, smart building projects, and smart energy (energy saving direction). The rest of this paper is organized as follows: Section 2 presents an overview of Hyperledger and its enabling technologies. Section 3 introduces the concept of the IoT, and the point of convergence between Hyperledger and IoT applications. Section 4 provides a comprehensive review of existing applications of Hyperledger in the IoT, and visualizes the differences between the scenarios through the perspective of reconstruction diagrams. Section 5 provides four potential research directions. Finally, the paper concludes in Section 6.




2. Introduction to Hyperledger


Hyperledger is committed to developing an enterprise-grade standard blockchain. At the official conceptual level, Hyperledger is a “greenhouse” system, where all technology is developed by the community. It provides an open source and secure collaborative environment for users, developers, and vendors across all domains. As a result, Hyperledger encourages interoperability between participants in similar domains, each of whom communicates to obtain the necessary information. This effective collaboration greatly reduces the duplication of work for each participant, allowing participants to have more energy to incubate new ideas. To improve code quality, the Technical Steering Committee (TSC) regularly checks the community’s code and projects, and substandard code and projects are discarded. In addition, Hyperledger encourages the achievement of specialization [5], i.e., more people focus on fewer tasks and increase the level of expertise of the participants. Developing the specialization of the participants also helps to promote uniformity of intellectual property rights, and any participant contributing to the Hyperledger community does not have to worry about hidden legal issues.



A generic architecture for Hyperledger should have nine components: a consensus layer, a contract layer, a communication layer, a data storage module, an encryption module, an identity services module, a policy services module, application programming interfaces (APIs), and an interoperability module [6]. These components form a highly modular structure in which the failure of any one component does not affect the overall operation.



As one of the largest open source projects, Hyperledger currently has 18 top projects (including one that was phased out). These top projects provide key technologies for Hyperledger and enable Hyperledger to be widely used in various fields. On the technology side, Hyperledger covers areas such as cross-system authentication, permission control, multi-channel (multi-chain) platform, visualization interface, mobile application, benchmarking, encryption library, Ethernet client, and its business logic development. In terms of applications, Hyperledger is used in the mainstream fields of the internet of things, digital healthcare, supply chain traceability, finance, digital evidence, artificial intelligence, etc.



Hyperledger divides the current top projects into four categories, including distributed ledgers, domain specific, libraries, and tools. Each project contributed to Hyperledger requires regular maintenance by the developers, which means that in addition to maintaining the normal operation of the project, the developers also have to solve problems for members who want to participate in the project in a timely manner. TSC regularly reviews the maintenance status of each project and decides whether the project will move to the next stage. When a project is no longer recommended for use, it will be abandoned by the community after 6 months. However, the abandoned project information and part of the code remain in the community. Each project in Hyperledger must possess the five features of being modular, highly secure, interoperable, cryptocurrencyagnostic, and complete with APIs. Modular components are suitable for developing distributed solutions with different requirements, and high security ensures enterprise-grade blockchain implementation. Interoperability and rich APIs give large enterprise distributed networks easy information interaction.



In general, all projects in Hyperledger go through six phases (status): proposal, incubation, gradated (active), dormant, deprecated, and end of life. The status of each project is dynamic and is jointly determined by the maintainer of the project and the TSC with multiple reviews. At this stage, the top projects in Hyperledger have only two statuses, graduated and incubation. The projects in graduated status are the most active projects with the most members and the most contributed code. Due to constant updates, active projects provide a more mature technology and infrastructure for Hyperledger. Based on the information provided on the official website, this paper dissected the core architecture and innovative design of the project in graduated status.



2.1. Fabric


Fabric is the cornerstone of Hyperledger; its innovative design enables Hyperledger to be widely used in various fields [3]. Fabric pioneered the introduction of the authority mechanism, giving the possibility of confidential transactions and ledger isolation in various industries. Fabric’s architecture consists of membership services, certificate authorities (CA), nodes, peers, and four types of components. Membership services provide digital certificates for blockchain nodes, CAs provide identity certificates for all nodes in the network, which complete transactions with private and public keys, nodes consist of nodes that are allowed to join the network, and peers are roles that perform different tasks in the blockchain network.




2.2. Sawtooth


The innovative design of Sawtooth is to simplify the development process of the blockchain application by separating the central system from the application layer [7]. Each Sawtooth node consists of a fixed component validator, and a possible components transaction processor, REST (representational state transfer) API, and client [8]. In the Sawtooth network, the initial node sends broadcast packets to get nearby nodes, and neighboring nodes can join the network according to the rules and broadcast their neighbor’s one-hop-away node. As long as there is a response, the node can join the network.



Sawtooth architecture has five core components, including a peer-to-peer network, distributed log, state machine/smart contract logic layer, distributed state storage, and consensus algorithm. The peer-to-peer network allows nodes to communicate via TCP, including information about blocks, peers, etc. [9]. The Sawtooth network broadcasts transactions via gossip protocol. The distributed log includes an ordered list of transactions, which is sorted by nodes according to the consensus algorithm. Sawtooth extends the functionality of smart contracts by treating them as state machines or transaction processors. In the smart contract logic layer, Sawtooth uses radix Merkle. The consensus component provides a consensus interface that allows various consensus algorithms.




2.3. Iroha


Iroha also provides a distributed framework that is designed to feature privilege management, fault tolerance, and performance efficiency [10]. Compared to other platforms, Iroha requires authorization to read and write data in addition to the authorization required for nodes to join the network. Iroha allows rich built-in commands for simpler asset management, unlike other platforms that require predefined assets [11]. It is designed with a fault-tolerant consensus algorithm, Crash, which allows Iroha to have lower latency.



Iroha architecture has 11 components, including Torii, MST processor, peer communication service (PCS), ordering gate, ordering service, verified proposal creator (VPC), block creator, block consensus (YAC), synchronizer, Ametsuchi blockstore, and world state view (WSV) [12]. In a typical Iroha transaction, client-initiated transactions are received by Torii and forwarded to the MST processor, which typically has two tasks, including forwarding transactions to the PCS and receiving transaction messages (multiple signatures) from other peers. The ordering gate verifies the stateless transactions with other peers, and the ordering service in the peer creates a transaction proposal (each node contains an ordering service) and verifies that the stateless transaction passes the first verification. The VPC performs state verification of the transaction, and the block creator creates new blocks and sends them to the YAC to perform consensus. The YAC forwards the final message to multiple peers. The synchronizer is responsible for downloading blocks from the block store and adding the missing blocks from the peers to the peers. At this point, the Iroha network updates the WSV.




2.4. Indy


The innovative design of Indy lies in a decentralized identity system [13]. The core feature of this authentication is the self-sovereign identity [14]. This means that once an identity is established, it cannot be revoked, selected, or associated by any institution or person without the permission of the identity owner. There are only two types of nodes in the Indy network, including verification nodes (which are few in number) and observer nodes (which are many in number). Among them, authentication nodes are responsible for processing write requests and participating in consensus. Observer nodes are responsible for reading requests and have the opportunity to become verifying nodes depending on their reputation level. Indy can provide users with portable proof of identity and does not require centralized authentication by a third party.




2.5. Aries


As the only technology of the six active projects that is not a distributed ledger platform, Aries is a way to provide secure communications for decentralized identity management and verifiable credentials. Aries has four core components, including agents, DID communications, protocols, and key management [15]. Agents provide trusted agents for self-sovereign identity authentication. Specifically, trusted agents help people or organizations send bytes and store data directly. The user downloads or writes the appropriate agent according to the requirements of the agent, such as IoT agents, cloud agents, protocols, scale, and privacy requirements. DID communications is meant to provide information exchange for multiple trusted agents [16]. It is based on decentralized protocols, and its main paradigms are message-based, asynchronous (request–response messages), and simplex. Key management provides a distributed key management system that uses three types of keys, including master keys, key encryption keys, and data keys. The distributed key management system allows any identity owner to perform network connectivity, key exchange, and recovery without relying on any organization, free from the central failures of third-party organizations.



The emergence of Aries facilitates the implementation of decentralized authentication, and peer-to-peer certificate authentication will eradicate the surveillance economy. This authentication method is highly portable and applicable, allowing users to store their proof of employment, or other identification, in a wallet and decide which part of the information can be publicly queried.




2.6. Besu


Besu is an enterprise class Ethereum platform [17]. Besu has seven core modules, including Ethereum virtual machine (EVM), P2P network, storage, permissioning, privacy, user-facing API, and monitoring.



In terms of privacy, Besu ensures private interactions through Tessera nodes [18]. For example, if a private transaction is sent by Bob, this transaction must first be passed to Bob’s Tessera node and complete the information exchange with Alice’s Tessera node (the Tessera node involved in the transaction) before being passed to Alice. For better enterprise orientation, permissioning enables node permissions and account permissions so that only specific Storage will store the blockchain and world state, where world state includes account state, account storage, and code storage. Besu provides users with a monitoring interface to demonitor nodes and networks.



Besu supports two node types, including full nodes and archive nodes. Full nodes store only the current block state, ensuring the current up-to-date state. Archive nodes are responsible for storing all the historical states of the blocks since the creation of the world, in addition to the latest state. In addition, Besu provides three APIs for users, including JSON-RPC based on HTTP/WebSockets, RPC publish/subscribe based on WebRocket, and GraphQL based on HTTP.



Besu is compatible with the main Ethernet network and supports both public and private networks. It gives the possibility of building an enterprise class Ethernet platform.





3. Introduction to the IoT


3.1. Overview of the IoT and the IIoT


The internet of things (IoT) consists of two segments of varying difficulty. One subdivision is the human internet of things (IoT), which is a major improvement in which the dominant type of interaction is client server [19]. The IoT provides increasingly intelligent services to satisfy rich semantic requests. Another subdivision is the industrial internet of things (IIoT), which is intended for complex task collaboration, decision making based on collected data, and remote access to machinery [20].



The IoT is a new technological paradigm, a global network of machines and devices capable of interacting with each other. At the application level, the IoT can perform a variety of light tasks based on predefined consumer requirements, including operations such as automatic floor sweeping, intelligent identification, and linkage of traffic lights. The value of the IoT to the enterprise lies in the ability of connected devices to communicate with each other and integrate with vendor-managed inventory systems, customer support systems, business intelligence applications, and business analytics [21].



The industrial IoT is a technology to improve the efficiency and quality of manufacturing by software and modeling industrial knowledge and experience. At the application level, the biggest difference between the industrial IoT and the IoT is that it is designed for heavy-duty tasks, such as smart manufacturing, environmental monitoring, intelligent transportation, enemy reconnaissance, etc.




3.2. Convergence Point of Hyperledger with IoT and IIoT


According to the Global System for Mobile Communication Association (GSMA) statistics, the number of IoT devices connected worldwide is up to 14.7 billion in 2021. The IoT is already widely used in numerous areas, and as mentioned earlier, blockchain technology is widely researched but difficult to implement, especially for commercial applications. The IoT urgently needs completely new technologies to solve the challenges it faces. This paper summarizes the possible integration points of Hyperledger and the IoT based on the study of Hyperledger-enabling technologies.



	(1)

	
Distributed storage and collaboration ensures tamper resistance for large volumes of data and decisions.




	(2)

	
Fine-grained permission control enhances privacy protection between enterprises and consumers.




	(3)

	
Hyperledger supports multiple chaincode authoring languages and provides channel-oriented chaincode lifecycle management, enhancing the efficiency of system collaboration.




	(4)

	
The fine-grained state-based endorsement strategy enhances the security of enterprise transactions.




	(5)

	
The efficient consensus mechanism effectively reduces network latency for device or large appliance collaboration and enables faster node state agreement, which can provide millisecond response time for the industrial IoT.




	(6)

	
Peer-to-peer authentication ensures high portability of identities and provides great convenience for portable IoT device identification.




	(7)

	
The highly modular framework and support for diverse chaincode writing languages enables Hyperledger to be quickly integrated with any IoT and industrial IoT system.




	(8)

	
The dynamic network makes the system highly flexible and robust to meet the basic business requirements of the IoT.







This section may be divided by subheadings. It should provide a concise and precise description of the experimental results, their interpretation, as well as the experimental conclusions that can be drawn.





4. Hyperledger Applications in the IoT


In this section, the research in the direction of the IoT is subdivided into nine application areas: IoT security, smart fisheries and smart agriculture, smart toys and IoT games, smart fitness, smart city monitoring, smart transportation, smart grid, smart construction projects, and smart energy (energy saving direction).



4.1. IoT Security


In the current research, privacy, confidentiality, and integrity security of data received more attention than other security requirements. Since the large amount of data generated by IoT devices is mainly processed by centralized cloud services, it is difficult to guarantee the privacy and confidentiality of these data. Wang [22] proposed a Hyperledger (Fabric 1.1.0) based the IoT data integrity verification scheme. In Figure 1, it is shown that the IoT data are split into multiple fragments and automatic verification and processing of device metadata is achieved and records are stored through predefined smart contracts. The cloud service provider is only responsible for returning the validation results to the user. This reduces overhead and computational costs, but lacks the design to handle more complex data types. To solve the problem of transaction security between different cloud service providers, Yang [23] proposed a federated cloud system based on Hyperledger (Fabric 1.0). In Figure 2, it is shown that this system is designed to determine the trusted level mechanism through user credit value instead of centralized management, and chaincode is signed between different cloud service providers for secure transactions. To a certain extent, trust is ensured and the utilization of cloud computing resources is improved. In cloud services that store datasets, there is a risk of malicious tampering and a single point of failure of the dataset model of the data owner. Dib [24] proposed a dataset utilization system based on Hyperledger (Fabric 1.1). In Figure 3, it is shown that the cloud service stores only the data model encrypted by the data owner, and consumers pay for the service through Hyperledger when sharing the dataset. The transparency of the dataset being utilized and the security of the dataset are enhanced, but no regulatory policy is designed for high trust level users. In supply chain systems, where data security is the first concern, Cao [25] proposed a traceability system (Sawtooth) for the steel industry. In Figure 4, it is shown that the data of each link is stored through a smart contract, and the regulator obtains all the circulation data through the block. Consumers scan the RFID code to obtain the final traceability information.



The automatic handling of compromised devices can avoid dangerous behaviors in time; Rodriguez [26] proposed a Hyperledger (Fabric)-based IoT device monitoring scheme. In Figure 5, the source and target devices are shown to verify the transaction reliability through the endorsing node in Hyperledger, and the dangerous devices are automatically isolated by chaincode. The security of device data are ensured. To solve the problems of latency and efficiency, Kim [27] proposed a lightweight scheme combining deep learning and Hyperledger (Fabric). In Figure 6, it is shown that the system, based on the node behavior, latitude and longitude of the network nodes, etc., and clustering, can generate multiple clusters using the clustering K-means algorithm. The system generates the corresponding chain verifier (consisting of four nodes screened) to verify the communication legitimacy and store the transaction records. The security of the data is improved to some extent. The configuration data of the IoT devices is an important part of the IoT data, and once tampered with will directly affect the original task direction. Helebrandt [28] proposed a Hyperledger (Composer)-based configuration file system for IoT devices. In Figure 7, it is shown that on-chain and off-chain (storing large configuration files) storage is designed to encrypt the messages that modify the configuration and load the management ID, device ID, and timestamp into a new block. However, it lacks the supervision of more configuration information, such as power, CPU utilization, and disk space. The multi-level proxy approach helps to secure the transmission of the IoT data, so Mbarekp [29] proposed a multi-level proxy-based IoT data protection system based on Hyperledger (Fabric 1.1.0). In Figure 8, it is shown that the validity of the blocks is verified by the check of the three level agents, which ensures the security of the data.



Since most of the key management in Hyperledger is issued and managed by government nodes, there are still security problems such as key tampering and forgery, so Ribeiro [30] proposed a distributed key management scheme (Fabric 1.4.0). In Figure 9, it is shown that by signing a smart contract between the device and the connection server, the system establishes a temporary session key to safeguard the device privacy, and this scheme solves the security problem of the device key to some extent.



Several studies focused on security requirements such as authentication, authorization, and billing in IoT security. Hang [31] proposed an IoT communication platform based on Hyperledger (Fabric 1.2). In Figure 10, it is shown that the system uses smart contracts to achieve secure access between devices, and stores data in Hyperledger to improve the security of transactions. Due to its lightweight architecture, it provides feasibility for implementing large-scale IoT device communication. To improve the reliability of smart contracts, Liu [32] proposed a data access control system (Fabric 1.4.3). In Figure 11, multiple users are shown to jointly develop access control policies, and the system stores records and URLs for these data through Hyperledger. This scheme reduces the pressure on on-chain storage. To address the centralized root management in top-level domain authorization, Zhang [33] proposed a distributed root management scheme based on Hyperledger (Fabric 1.4). In Figure 12, it is shown that the transactions for a domain authorization are sent to multiple authorization nodes, and only the authorization nodes that respond within the time threshold are considered valid. The authorization messages are counted and processed automatically by a smart contract. To improve the efficiency of authentication, Chi [34] proposed a data co-authentication scheme (Fabric). In Figure 13, it is shown that the user’s identity information is split into labeled data and real data. The network is divided into multiple communities according to the K-medoids algorithm [35], and the similarity between the labeled data and the community data of the nodes is measured using the cosine similarity algorithm [36]. Users retrieve relevant information based on tags. The efficiency of identity related data retrieval and sharing is improved.



In Hyperledger, the centralized authorization and authentication of CAs may generate risks such as tampering and forgery. To solve the problem of centralized CA authorization, Siris [37] proposed two decentralized authorization strategies based on Hyperledger (Fabric). In Figure 14, it is shown that multiple organizations are authorized instead of unified authorization by CA nodes, and the authorized nodes for transactions at a certain moment are filtered according to the corresponding time of the nodes. The authorization efficiency is improved while ensuring the security of distributed authorization, but the first strategy requires higher computational cost. To solve the problem of centralized CA authentication, Kakei [38] proposed a strategy for distributed CA authentication (Fabric). In Figure 15, it is shown that the CA nodes in Texas are divided into meta-CA and CA. The cross-authentication between meta-CA and CA determines whether this CA node is a trusted party, and this scheme improves the reliability of CA nodes to a certain extent.



To provide a generalized Hyperledger-based authorization architecture, Pajooh [39] proposed a multilayer blockchain model (Fabric) based on a cellular system. In Figure 16, it is shown that the network is divided into three layers based on SI (swarm intelligence) and EC (evolutionary computation) algorithms. Multiple base stations are connected in Hyperledger to achieve distributed authorization and authentication of the IoT devices. The model reduces the network load, but does not actually build a testbed.



An IoT system developed based on Hyperledger should address the security requirements for service availability, and encryption of data is one of the effective ways to ensure that data are not attacked. Zhou [40] proposed a fully homomorphic computing scheme (Fabric) for IoT data protection. In Figure 17, it is shown that, by encrypting the session message using a homomorphic encryption algorithm, the system verifies that the message did not change through multiple servers. It effectively protects the IoT data from attacks with good performance. Hou [41] proposed a scheme for edge computing to protect data. In Figure 18, it is shown that the messages of the devices are obtained through LoRa gateway and the uplink messages are stored in Hyperledger, which reduces the possibility of the messages being attacked.



In Table 1, Table 2 and Table 3, this paper presents a comprehensive comparison of the above schemes. The table compares their differences in six aspects: year, consensus algorithm, incentive mechanism, application domain, issue addressed, and performance evaluation. In the performance evaluation metrics, this paper presents some of the main experimental results of the schemes.




4.2. Smart Fisheries and Smart Agriculture


Advances in information technology contributed to the digital transformation of fisheries and agriculture. At the conceptual level, smart fisheries are similar to smart agriculture. Both offer, through the deep integration of big data, blockchain, artificial intelligence and other information technology, access to real-time data collection, quantitative decision making, intelligent control, accurate investment, yield prediction, and other personalized services [42]. Smart fisheries focus on water quality monitoring to achieve analysis and regulation of water quality in large areas. In contrast, the main need of smart agriculture is to make intelligent decisions through real-time monitoring, and analysis to improve productivity and resource efficiency [43]. Currently, Hyperledger is less used in smart fisheries and agriculture, and the problems solved are mainly focused on data tamper resistance and real-time data flow.



It is difficult to regulate the fishery accurately, and the data are not tampered, so Hang [44] proposed a smart fish farming platform based on Hyperledger (Fabric 1.4.3). In Figure 19, it is shown that the actual water level data are predicted by the water level sensor, and the error is eliminated by using the Kalman filter algorithm. The system calculates the actual required water level and duration for automatic regulation. This platform provides a safer development idea for smart fisheries, but lacks interaction with different fisheries.



In a smart farm system, there are issues regarding the real-time monitoring of crops and reliability of product data. Lee [45] proposed a middleware for monitoring the food growth environment based on Hyperledger (Sawtooth). In Figure 20, it is shown that the crop data collected by the sensors are up-linked, and Hyperledger performs 10 cycles of authentication of the monitored data. The POET (proof of elapsed time) consensus is proven to have practical applicability with faster processing efficiency.




4.3. Smart Toys and IoT Games


While both smart toys and IoT games are intelligent entertainment services, they achieve different goals. The users of smart toys consist primarily of children, and are enabled by the integration of IT technologies to make phone calls, educate children, browse websites, as well as provide location tracking and other services. The types of smart toys available in the global market include additional mechanical toys, sound/image recognition toys, screenless toys, lifestyle toys, educational and construction games, as well as health tracking/wearable toys [46]. However, smart toys have the problem of the inability to exchange horizontal data. This is due to how difficult it is for heterogeneous APIs to accomplish data exchange between different systems [47], and results in a large amount of redundant data (data not needed by the user) that cannot be used effectively. IoT games break away from the traditional meaning of image and video-based games, which are games powered mainly by IoT technologies to interact with real objects in the physical world to obtain rewards. As a result, IoT games are oriented towards decentralized objects, mainly including location-based perception games. However, such games lack a robust technology to guarantee the authenticity of the tasks and the privacy of the users from being violated. Hyperledger provides an effective solution to the above problem.



In the data sharing of smart toys, horizontal data security exchange is difficult. Yang [47] proposed a toy data exchange model based on Hyperledger (Fabric 1.0). In Figure 21, it is shown that the toy data are desensitized and then the supplier generates a unique identifier for the toy, and Hyperledger checks and stores the toy data in Couch DB to ensure storage security.



In the Hyperledger-based IoT gaming system, regarding real-time updates of game tasks, player privacy, and reliability of game task locations, Manzoor [48] proposed a location-aware mobile hunting game (Fabric). In Figure 22, it is shown that the hunting task submitted by the player is validated by the smart contract, and only the reward information is posted without showing the hunting details. Players’ rewards are secured through the wallet function that stores information about completed missions in Hyperledger. This enhances the transparency and security of rewards in location-based games, but the detection of IoT beacons is largely delayed and there is no guarantee that the location of the hunt is secure. Considering the situation that some players are unable to complete hunting tasks, Pittaras [49] developed a location-based mobile game for the interconnection of Ethereum and Hyperledger (Fabric 1.4). In Figure 23 (since the literature does not specify the design of Ethereum), only the design related to the Hyperledger is shown. Additionally shown in Figure 23, the system developed an advertising function and used chaincodes to count the number of times players watch the ads (advertisements) and automatically issues rewards.




4.4. Smart Fitness


Smart fitness is one of the popular scenarios in the IoT. Smart fitness aims to acquire users’ training data through sensors and combine them with artificial intelligence algorithms to provide services such intelligent training decisions, supervised diet, and predicted behavior. IoT-based smart fitness is divided into three categories: fitness trackers (including wearable and non-wearable sensors), exercise analytics, and fitness applications [50]. Currently, Hyperledger mainly addresses training models and decision making for smart fitness with secure, as well as enhanced accurate automation services.



In the Hyperledger-based fitness data system, to provide more secure and intelligent services, Jamil [51] proposed a fitness model based on Hyperledger (Fabric 1.2, Composer 1.13.0). In Figure 24, it is shown that an inference engine for fitness data is implemented using machine learning to provide reasonable fitness plans and diet plans. The inference knowledge threshold is compared and stored with the actual read data to update the inference information. The security of fitness data is improved.




4.5. Smart Urban Monitoring


Urban monitoring is an important infrastructure in smart cities. IoT-based urban surveillance is the collection of information through cameras to obtain real-time status of geographic space, intelligent analysis, and detection of these data.



In urban monitoring systems, regarding the authenticity of monitoring information provided by users, Khan [52] proposed a monitoring information detection system based on Hyperledger. In Figure 25, it is shown that the importance of surveillance video/images is judged by the endorsement nodes of Hyperledger (Fabric 1.4), and the important information is detected and the frames are extracted for comparison with the original video using chaincode in priority. This system ensures the authenticity of the CCTV (closed-circuit television camera) data to some extent, but the detection mechanism is single.



In Table 4, this paper presents a comprehensive comparison of the schemes in Section 4.2, Section 4.3, Section 4.4 and Section 4.5. The table compares their differences in six aspects: year, consensus algorithm, incentive mechanism, application domain, issued addressed, and performance evaluation. In the performance evaluation metrics, this paper presents some of the main experimental results of the schemes.




4.6. Smart Grid


A smart grid is an advanced digital bi-directional tidal power system that is self-healing, adaptive, resilient, and sustainable, with the ability to predict uncertainty [53]. Smart grids have high requirements for reliable, sustainable power supply [54], and secure two-way power transactions are an important factor in ensuring sustainable supply. Security includes reasonable privacy protection in addition to secure storage and traceability of transactions. Hyperledger-based research is focused on addressing power transactions, privacy protection, and energy consumption load.



In a smart grid system based on Hyperledger, a real-time scheduling strategy is an important part of power trading. Zhao [55] developed a micro grid market model based on Hyperledger (Fabric 1.1). In Figure 26, it is shown that multiple chaincodes are used for real-time dispatching of power resources, and transaction records are stored on Hyperledger. The transaction price and volume are determined according to the Bayesian Nash equilibrium theory of incomplete information static game, which effectively reduces the purchase cost of electricity users, but cannot guarantee the systematicity in handling a large number of transactions. Li [56] proposed a two-way electricity trading system based on Hyperledger (Fabric 1.4.0). In Figure 27, it is shown that a real-time scheduling policy is developed for EVs through an iterative two-tier optimization-based charging and discharging policy, and chaincodes are used for scheduling transactions and clearing. The structure of hierarchical power scheduling helps to improve the scalability of the system. Considering the stability of transactions, Li [57] proposed a power scheduling scheme (Fabric 1.4.0). In Figure 28, it is shown that the charging/discharging schedule for electric vehicles is developed based on an optimization model with an improved krill swarm algorithm, which minimizes the load variance of the grid and thus improves the security and stability of the electricity trading of electric vehicles. In power trading, a reasonable bidding strategy helps in power dispatching. Yu [58] proposed a power trading model based on Hyperledger (Fabric). In Figure 29, it is shown that the best bid strategy is provided to users by improving the Bayesian bidding algorithm, including the possible bid types, the best bid, and the probability distribution of the adversaries. A three-layer structure of user layer, agent layer, and Hyperledger layer is used to ensure that detailed transaction information is not accessed by agents and Hyperledger. To address the supply chain imbalance of users due to over scheduling, Lohachab [59] discussed a novel framework for electrical energy transactions (Fabric 1.4.0, Fabric 1.4.1). Instead of centralized microgrid scheduling of electricity, real-time scheduling of the dispatching of the Hyperledger is used. Reward algorithms and scheduling algorithms are designed to encourage users to sell excess electricity, maintain the demand balance of electricity, and guarantee the energy level of each user between minimum and maximum demand. This solution improves the utilization of electricity to a certain. extent.



To ensure the stability of energy trading in different periods, Jamil [60] proposed a smart power trading platform by combining machine learning and Hyperledger (Fabric 1.2). In Figure 30, it is shown that customer information is collected based on the physical network, and machine learning is used to analyze data characteristics and predict short-term and long-term scheduling transactions. The network load is effectively ensured, but a single metric is predicted. To better alleviate network congestion during power system peaks, crowdsourcing the transaction is an effective solution. Sciume [61] proposed an energy consumption load response scheme (Fabric). In Figure 31, it is shown that the network load reduction transaction is crowdsourced to users by predicting the next day’s network load through a data hub. The actual load capacity of each user involved in reducing the power network load is evaluated, based on the baseline, using a smart contract, and the corresponding reward task is assigned to effectively solve the network congestion caused by peak loads in the power system.



In smart power trading, regarding user privacy protection, Wang [62] proposed an electrical energy management system. In Figure 32, it is shown that an authentication method combining entity mapping protocol and zero-knowledge proof is used to separate user information and ensure the privacy of users.



In Table 5, this paper provides a comprehensive comparison of smart grid schemes. The table compares their differences in six aspects: year, consensus algorithm, incentive mechanism, application domain, issued addressed, and performance evaluation. In the performance evaluation metrics, this paper presents some of the main experimental results of the schemes.




4.7. Smart Transportation


Smart traffic is the development of big data-driven intelligent traffic management solutions that harness the potential for artificial intelligence to enable effective decision making [63]. Most of this decision making refers to the effective avoidance, mitigation of traffic congestion, and traffic accidents [64]. Making fast and accurate regulations in the face of highly mobile and dynamic traffic situations becomes an urgent challenge to be solved. The research of Hyperledger in the field of smart transportation covers several aspects, including automatic authentication, intersection regulation and monitoring, ETC (electronic toll collection), air–land integrated authentication, and connected vehicle data security.



In a Hyperledger-based vehicle system, regarding real-time authentication, Feng [65] proposed an automatic authentication vehicle information system based on Hyperledger (Fabric, Composer 0.20.7). In Figure 33, it is shown that the on-board unit is used as the unique identity of the vehicle, and the roadside unit and the on-board unit are used for real-time detection and automatic authentication by chaincode. Among them, the vehicle’s identity is encrypted during the authentication process, which improves the privacy of authentication. To address cross-domain identity authentication, Li [66] proposed a vehicle location-aware system based on Hyperledger (Fabric 1.2, Ursa). In Figure 34, it is shown that the I-SIG system is used to obtain the data of the vehicle, providing the optimal signal scheme for the intersection. Encryption of the vehicle information was achieved using the ZKPR (zero knowledge range proofs protocol), and finally verified the legitimacy of the vehicle identity through the intelligent gateway. It has better advantages in terms of transaction latency, throughput, and success rate. Due to the limited monitoring range of roadside units, some schemes are dedicated to combining air resources for monitoring. Luo [67] proposed an air–land integrated vehicle cross-domain identity monitoring system (Indy). In Figure 35, it is shown that, using USRP (universal software radio peripheral) technology to provide the identity of the vehicle, the vehicle identity is authenticated by the UAV (unmanned aerial vehicle), and the legitimacy of the UAV’s identity is ensured by using the cross-authentication of neighboring UAVs. The use of airborne nodes extends the monitoring range, but the latency of authentication is high.



To address the traffic safety problem at intersections, Buzachis [68] proposed a system for monitoring vehicles at intersections based on Hyperledger (Fabric). In Figure 36, the trajectory of the vehicle is simulated in real time by chaincode and the endorsement node is responsible for detecting the simulation results. The usability of the system is demonstrated by testing self-driving vehicles through intersections at 1–2 intersections, but there is no design for multiple intersections. To address the problem of real-time assistance in case of vehicle hazards, Mbarek [69] proposed a multi-level endorsement vehicle communication system (Fabric). In Figure 37, it is shown that the BF-DF-AF-IF (belief function–desire function–analysis function–intention function) model is used to refine the vehicle’s needs into specific repair action needs. Endorsement level mechanisms are designed (according to the score obtained by the exchange, chaincode automatically upgrades or downgrades the endorsement level), and each transaction is endorsed by a higher-level endorsement node to ensure the reliability of the transaction. An intelligent endorsement mechanism is realized to enhance the efficiency of endorsement, but the scoring mechanism is not complete. To address the authenticity of accident information in telematics, Xiao [70] proposed a telematics fake news detection model (Fabric). In Figure 38, a Bayesian algorithm is used to detect the probability of authenticity of telematics messages and stored in Hyperledger. Load balancing is achieved and its feasibility is demonstrated in terms of prior probability, transaction processing speed, and accuracy. To enable timely access to road conditions and avoid traffic accidents, Chen [71] proposed an edge server-based vehicle area information auction scheme. In Figure 39, an edge server is used to divide the area and issue a request task for information reporting in a certain area. The vehicles completing the task are identified by the road side unit (RSU) technology and the authenticity information is evaluated using the expectation maximization (EM) algorithm. Suitable for low-power devices, it ensures data quality and rewards.



Several studies are devoted to the problem of secure transactions in smart transportation. Gao [72] proposed a V2G (vehicle-to-grid) payment model based on Hyperledger (Fabric 0.6). In Figure 40, it is shown that privacy is ensured by the ability of the payers to create multiple accounts in the same transaction. Chiu [73] proposed an ETC system based on Hyperledger (Fabric 2.2). In Figure 41, it is shown that the vehicle is cross-authenticated with the ETC gate, which detects the legitimacy of the vehicle’s identity and stores the transaction records in Hyperledger. It has stability and high performance, but PBFT (practical Byzantine fault tolerance) consensus is not applicable to large networks. In the toll station system, to solve the problem of electronic identity, Viera [74] proposed a 5G-based C-V2X (vehicle-to-everything) road tolling system (Fabric). In Figure 42, it is shown that Indy’s portable identity technology is used to send identity information through smartphones instead of RSU to obtain identity information. Toll requests are processed and transaction records are stored via cell phones. This proposal demonstrates for the first time the feasibility of combining 5G with Hyperledger in a V2X system. Lee [75] proposed a traffic system (Fabric) based on an auction mechanism and fog computing. In Figure 43, it is shown that fog computing is used to allocate public transportation resources, and an auction mechanism is designed to select the highest bidder for the connected vehicle user. A rational allocation of public transportation resources is achieved, but the winner is selected in a single way. In addition, the neighboring RSU nodes are secure by default, which reduces the credibility of the endorsement results.



In Table 6 and Table 7, this paper provides a comprehensive comparison of smart transportation schemes. The table compares their differences in six aspects: year, consensus algorithm, incentive mechanism, application domain, issue addressed, and performance evaluation. In the performance evaluation metrics, this paper presents the main experimental results of the schemes.




4.8. Smart Construction Project


In this study, smart construction projects refer to the high integration of construction projects and cutting-edge IT technologies to achieve real-time updates in building modeling, transaction security, reduced delivery costs, and effective collaboration [76,77]. Most of the current research focused on solving the multiparty information exchange in construction-type projects.



To address the problem of information exchange in construction projects, Suliyanti [78] proposed a system for multiple interested parties to exchange construction information (Fabric, composter). In Figure 44, it is shown that the system developed a system for bidding construction projects and stores the whole cycle of construction completion in Hyperledger. A complete record and exchange of building information modeling (BIM) information is explored, but the solution is owner centric, resulting in an owner’s choice without an appropriate regulatory approach. To address the issue of financial allocation in construction projects, Elghaish [79] proposed a building information modeling system (Fabric). In Figure 45, it is shown that the system uses smart contracts to check the financial allocations of the construction team, and allocates the appropriate finances to each participant based on the net amount of total profit, cost savings and reimbursed costs. The scheme demonstrates the feasibility of applying Hyperledger to integrated project delivery (IPD) systems. To address the issue of the privacy of different construction project ledgers, Yang [80] discussed a multi-channel design scheme (Fabric). In Figure 46, it is shown that smart contracts enable communication between architects, suppliers, engineers, clients, building surveyors, and urban planners, as well as store information from each of them in different channels. This scheme identified advantages unique to Hyperledger-based construction project systems in terms of scalability, traceability, and auditability features, as well as challenges in terms of transaction processing efficiency, business changes, identity, cost, and security of smart contracts. To address the problem of incomplete information for construction projects, Sheng [81] proposed a construction project information management system based on Hyperledger (Fabric 1.4). In Figure 47, it is shown that the system checks the authenticity of construction information through the endorser of Hyperledger, and uses orderer to sort transactions, and queries the complete construction project information through the web. To a certain extent, it solves the problem of incompleteness and difficult traceability of construction project information.



In Table 8, this paper provides a comprehensive comparison of the smart construction project’ schemes. The table compares their differences in six aspects: year, consensus algorithm, incentive mechanism, application domain, issue addressed, and performance evaluation. In the performance evaluation metrics, this paper presents the main experimental results of the schemes.




4.9. Smart Energy (Energy Saving Direction)


Smart energy trading aims to achieve autonomous energy regulation and efficient energy use by selling their surplus energy or buying the energy they need between consumers and businesses. The concept of energy in this section may be electrical energy or carbon emissions. Smart energy trading improves the utilization of energy and reduces manual errors and management costs. Hyperledger mainly solves the problems of secure transactions and transaction integrity verification.



To address the secure scheduling of energy emissions, Yuan [82] proposed an energy emissions trading system based on Hyperledger (Fabric 1.1). In Figure 48, it is shown that nodes allocate emissions through specific channels and store and review energy emission transactions using smart contracts. To ensure the legitimacy of the energy emission trading identities, Hu [83] proposed a model of distributed energy trading (Fabric). In Figure 49, it is shown that the identity of the company and the requested emissions are verified by the endorser, and the transaction information is stored on the chain. To improve the validation efficiency of energy emission transactions, Che [84] proposed a scheme to jointly validate energy transactions (Fabric 1.1). In Figure 50, it is shown that a certain number of transactions are packaged and verified by the matching unit, and then re-verified and stored by the peer point on the chain. To improve the efficiency of energy dispatching, Silva [85] proposed an electric vehicle energy bidding system. In Figure 51, it is shown that the bidding of electric energy is designed using Hyperledger (Fabric, composter) and connected to the controller of the local parking lot for electric energy scheduling. The system uses chaincode to complete electricity transactions, which has better advantages in terms of the integrity and transparency of transactions, but the buyer is close to centralized in the transactions, and there are obvious shortcomings in regulating the buyer.



In Table 9, this paper presents a comprehensive comparison of smart energy schemes. The table compares their differences in six aspects: year, consensus algorithm, incentive mechanism, application domain, issue addressed, and performance evaluation. In the performance evaluation metrics, this paper presents the main experimental results of the schemes.





5. Future Trends and Prospects


With the adoption and research of Hyperledger, the convergence of the IoT and Hyperledger attracted a lot of attention. Hyperledger faces many landing obstacles in the practical deployment of the IoT systems page, such as data inflation, performance bottlenecks, data maintenance, and migration difficulties. In order to promote the application of landing and popularization, Hyperledger still needs to solve these problems. In addition, there is a lack of effective legal regulation. As an emerging technology, Hyperledger will bring resistance to landing if there is no clear legal red line. In order to better plan the landing scenarios, there is still a need for unified international norms and industry standards. Among the existing research advances, Hyperledger addresses the shortcomings of other blockchain technologies in terms of flexibility, robustness, and privacy, but there are still some issues with Hyperledger-based IoT systems that are not fully researched and addressed, and these limitations are mainly focused on performance and incentive mechanisms. To this end, this study proposes four future directions.



	1.

	
Low-power consensus mechanism







The consensus algorithm is a key factor in determining the performance of a Hyperledger-based IoT system. Most of the IoT devices cannot fully satisfy the computation and high energy required to handle large amounts of consensus. Therefore, low-energy consensus algorithms for most IoT devices are an important issue that needs to be addressed urgently.



	2.

	
Intelligent transaction validation







The “Endorse + Kafka + Commit” model in Hyperledger does not completely solve the performance problem of transaction validation, and the existing transaction validation performance is still unable to meet the needs of handling the information exchange among a large number of IoT devices. The long response time of some nodes involved in verification will affect the efficiency of transaction verification. Therefore, using some intelligent clustering algorithms to filter the nodes with high current activity to assume the verification role may solve this problem [27].



	3.

	
Mixed on-chain and off-chain storage







The blocks of Hyperledger are stored in nodes, however, these nodes are usually IoT devices. Some devices have very low storage capacity and cannot store multiple blockchains. Using some distributed databases (e.g., IPFS, etc.) to fuse with Hyperledger for on-chain and off-chain storage may ease the storage pressure on the devices.



	4.

	
Customized incentives







Hyperledger does not promote any cryptocurrency as a reward, but the distributed task undertaking still needs an incentive mechanism as the main driver. This study argues that such incentives can be customizable, and developers can focus on consumer interest areas. For example, if a consumer is attracted to a certain game or a membership service of a website, then that consumer’s task reward can be self-selected among these options. Such incentives would increase the efficiency of collaboration and motivate users to better engage in it.




6. Conclusions


IoT systems based on blockchain have significant shortcomings in terms of scalability, flexibility, robustness, and privacy. To address these issues, Hyperledger is considered as an ideal technology and attracted a lot of attention. This study summarized and concluded the research on Hyperledger in the IoT, and demonstrated the feasibility and effectiveness of Hyperledger application in the IoT. The aim was to show more intuitive differences and design ideas with a reconstruction diagram perspective, and to provide researchers with a quick guide to technology integration. Hyperledger is able to satisfy a variety of business scenarios, but the exploration in the IoT is still in the preliminary stage. In addition, the overview of the reconstruction diagrams approach initially shows unique advantages in visualizing business logic, technology convergence, and is easy to read and understand.
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Figure 18. Reconstruction diagram of reference [41]. 






Figure 18. Reconstruction diagram of reference [41].



[image: Electronics 11 02200 g018]







[image: Electronics 11 02200 g019 550] 
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Figure 32. Reconstruction diagram of reference [62]. 
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Figure 36. Reconstruction diagram of reference [68]. 
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Figure 38. Reconstruction diagram of reference [70]. 
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Figure 40. Reconstruction diagram of reference [72]. 
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Figure 41. Reconstruction diagram of reference [73]. 
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Figure 42. Reconstruction diagram of reference [74]. 
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Figure 43. Reconstruction diagram of reference [75]. 
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Figure 44. Reconstruction diagram of reference [78]. 
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Figure 45. Reconstruction diagram of reference [79]. 
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Figure 49. Reconstruction diagram of reference [83]. 
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Figure 50. Reconstruction diagram of reference [84]. 
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Figure 51. Reconstruction diagram of reference [85]. 
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Table 1. Differences between IoT security solutions (NS: mention but not specify, NM: not mentioned).
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	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issue Addressed
	Performance Evaluation





	Wang et al.
	2019
	NM
	×
	IoT data
	Integrity verification for large-scale IoT data
	The number of fragments of data is 200,300,400 and 500, the time cost is about 20 s, 26.5 s, 42.5 s, and 59 s.



	Yang et al.
	2020
	NM
	×
	JointCloud
	Secure transactions
	The transactions

are 100, 1000, and 2000, the latency time is about 0.18 s, 2.01 s, and 5.23 s.



	DIb et al.
	2019
	Solo
	×
	IOT data
	Intelligent data exploitation
	The transaction sending rate is 50,100,500, the average latency is 0.98 s, 3.14 s, and 5.25 s



	Cao et al.
	2020
	Proof of concept (PoC)
	×
	Steel products
	Quality traceability
	System response time is less than 10 ms at 1000 users



	Rodriguez et al.
	2015
	PBFT
	×
	IOT devices
	Security
	The average committed latency for the four networks configured by the system is 298.62 ms, 514.42 ms, 514.32 ms, and 730.11 ms



	Kim et al.
	2021
	Proof of elapsed time
	×
	IOT networks
	Communication efficiency
	The minimum convergence time for the final solution obtained by the genetic algorithm is 2600 ms, the maximum convergence time is 4300 ms.



	Helebrandt et al.
	2019
	NM
	√
	IOT networks
	Security
	The profiles is 2, 5, 10, the processing time is 4.2 ms, 407 ms, and 402 ms.
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Table 2. Differences between IoT security schemes (continue Table 1).
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	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issued Addressed
	Performance Evaluation





	Mbarek et al.
	2019
	NM
	×
	IOT devices
	Device security
	The number of nodes is 200, 600, 800, and 1200, the average latency is about 2.4 ms, 2.6 s, 3.5 ms, and 5 ms.



	Ribeiro et al.
	2020
	NS: lightweight consensus algorithms
	×
	Low-power wide-area network (LPWAN)
	Efficiency, security
	The number of requests is 1000, 3000, 5000, and the average system latency is about 13 s, 35 s, and 59.24 s.



	Hang et al.
	2019
	NS: byzantine fault tolerant (BFT)/crash fault tolerant (CFT)/PBFT
	×
	IOT platforms
	Data accessing
	The records is 500, 250, 5000 and 10,000, the

average latency is 271 ms, 559 ms, m656 ms, and 752 ms.



	Liu et al.
	2017
	PoW
	×
	IoT data
	Access control
	The requests are 50, 200, 500 and 1000, the

average time is about 0.12 s, 0.075 s, 0.065 s, and 0.062 s.



	Zhang et al.
	2021
	NM
	×
	Domain name system
	Root zone management
	The TPS of write data is 100,200,250, the average latency is about 100 ms, 1450 ms and 10,000 ms. Read data TPS is 100,200,250, the average latency is about 10 ms, 15 ms, and 30 ms.



	Chi et al.
	2020
	NM
	×
	IIOT
	Efficiency of data sharing
	The query tag is 6, when the query request reaches 200, 300, and 400, the time cost of the system is 12 s, 17 s, and 24 s.
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Table 3. Differences between IoT security schemes (continue Table 1 and Table 2).
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	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issued Addressed
	Performance Evaluation





	Siris et al.
	2020
	Proof-of-work (POW), Proof-of-authority (POA)
	×
	Constrained IOT devices
	Decentralized authorization
	The latency for the request event is approximately 4.2 s.



	Kakei et al.
	2010
	NM
	×
	Public key infrastructure
	Distributed CA
	The average processing time for initialization, participation, deployment, and validation is 2215.6 ms, 2366.7 ms, 2463.3 ms, 2404.8 ms, 65.7 ms.



	Pajooh et al.
	2021
	Proposed
	×
	5G-enabled IoT networks
	Security
	The transaction sending rate is 100,200,400, and 500, the average delay is about 0.5 s, 1.6 s, 5.7 s, and 9.8 s



	Zhou et al.
	2018
	NM
	×
	IoT data
	Data security
	The number of sending transactions per second is 100, 200,300, the average latency is 2.4 s, 5.8 s, and 6.4 s.



	Hou et al.
	2020
	PBFT
	×
	Long range (LoRa) system
	Security, availability
	The application package is 500, 1000, and 2000, the average processing time is about 12 s, 20 s, 25 s. The number of requests is 400, 1200, 2200, the system connection is about 3.5 s, 3.7 s, 6.3 s.
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Table 4. Differences between schemes of Section 4.2, Section 4.3, Section 4.4 and Section 4.5 (NS: mention but not specify, NM: not mentioned).
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	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issued Addressed
	Performance Evaluation





	Hang et al.
	2020
	NS:BFT/CFT/PBFT
	×
	Smart fish farming
	Data quality
	The average throughput of the system is 800 tps, 850 tps, and 875 s when the number of transactions reaches 200, 400, 500.



	Lee et al.
	2020
	PoET, RAFT
	×
	Smart food farming
	Monitoring, certification
	-



	Yang et al.
	2018
	NM
	×
	Smart toy
	Security of data exchange
	When the number of blocks is 50,100,416, the response time of the system is 130 s, 165 s, and 239 s.



	Manzoor et al.
	2020
	NM
	√
	IOT mobile games
	Incentives transparency
	When the number of transactions is 10,000, the creation time is 250 tps, the query time is 500 tps, and the update time is 250 tps.



	Pittaras et al.
	2021
	BFT
	√
	IOT mobile games
	Cost and transaction delay
	When the number of challenges is 60,100,140, the system response time is 0.3 s, 0.5 s, and 0.7 s.



	Jamil et al.
	2021
	PBFT
	×
	Smart fitness
	Intelligence, security
	When the sending rate is 400,600,1000, the system throughput is 400 tps, 590 tps, and 950 tps.



	Khan et al.
	2020
	NM
	×
	Smart city
	Data security for CCTV (closed-circuit television camera) cameras
	-
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Table 5. Differences between schemes of smart grid (NS: mention but not specify, NM: not mentioned).






Table 5. Differences between schemes of smart grid (NS: mention but not specify, NM: not mentioned).





	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issued Addressed
	Performance Evaluation





	Zhao et al.
	2019
	NS: Kafka/SBFT(simple Byzantine fault tolerance)/Solo
	×
	Microgrid trading
	Pricing strategy
	When the transmission rate is 100,300,460, the average system delay is 3000 s, 5900 s, and 8000 s.



	Li et al.
	2020
	Kafka
	×
	Power trading for charge and discharge
	Transaction scheduling, mixed-integerprogramming (MIP)
	When the number of concurrent transactions per second is 350, the system’s minimum transaction confirmation time is 366 ms.



	Li et al.
	2021
	Kafka
	×
	Power trading for charge and discharge
	Security and privacy, MIP
	With 1000 concurrent transactions per second, the system has a throughput of 500 tps or more, outperforming Ethereum and Bitcoin systems.



	Yu et al.
	2019
	NM
	×
	Peer-to-peer (P2P) power trading
	Competitive trading
	When the power demand is 160 MW, the revenue is around USD 443.77.



	Lohachab
	2021
	NS: Kafka/Raft/Solo
	√
	Power transactions supported by CPS (Cyber-Physical Systems)
	Performance issues and optimized configuration
	When the asset size is 1000 bytes, 8000, 32,000, the system query performance is around 570 tps, 400 tps, and 200 tps.



	Jamil et al.
	2021
	PBFT
	√
	Trading for distributed energy resources
	Predict short-term energy consumption
	Maximum throughput of 43 tps, 68 tps, and 95 tps for user groups of 500, 1000, and 1500.



	Sciume et al.
	2020
	Solo
	√
	Power consumption demand response
	Network load
	The average system downloading energy file is 10.2 s, the average query downloading files is 0.065 s, and the average time to get the reward is 2.3 s.



	Wang
	2021
	NS: Kafka/SBFT/Solo
	×
	Microgrid energy management
	Privacy protection of microgrid
	The annual staff salary cost is approximately USD 15,000 and the staff cost savings from the energy management approach is USD 30,000/year.
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Table 6. Differences between schemes of smart transportation (NS: mention but not specify, NM: not mentioned).
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	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issued Addressed
	Performance Evaluation





	Feng et al.
	2019
	PBFT (Practical Byzantine Fault Tolerance)
	×
	Vehicular ad hoc networks (VANETs)
	Automatic authentication
	Point addition, scalar multiplication, multiplication, the average time of these three operations are 0.184 ms, 64.99 ms, and 0.179 ms.



	Li et al.
	2020
	NM
	×
	Traffic management systems
	Privacy protection
	Proof generation time and validation time remain at 98 ms and 97 ms.



	Luo et al.
	2020
	PBFT, Kafka
	×
	Space–air–ground integrated network (SAGIN)
	Cross-regional certification
	Maximum request delay for Kafka message packaging, maximum number of packaged messages, maximum block capacity, and maximum message size are 2 s, 100, 99 mb, and 512 kb.



	Buzachis et al.
	2020
	NM
	×
	Autonomous Intersection Management (AIM)
	Collisions of AVs(Autonomous Vehicles) and traffic congestion
	Response latency is about 0.7 s, average latency of about 0.72 s.



	Mbarek et al.
	2020
	Proposed
	×
	Vehicular Ad-hoc Network (V ANET)
	Communication overheads
	For 250 transactions, the total execution time is 14 s, average execution time for transactions is 0.056 s.
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Table 7. Differences between schemes of smart transportation (continue Table 6).
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	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issued Addressed
	Performance Evaluation





	Xiao et al.
	2020
	POA
	×
	Vehicular ad hoc networks (VANETs)
	Information security detection
	When the batch size reaches 1000, the trading time is 20.246 s.



	Chen et al.
	2019
	PoS(Proof of stake)
	√
	Internet of vehicles (IoV)
	Incentive mechanism, data quality
	For data vendors, USD 0.03045839 is required for a data sharing round.



	Gao et al.
	2018
	Byzantine
	×
	V2G (vehicle-to-grid) networks
	Privacy preserving payment mechanism
	The saturation value of the system throughput is 300 TPS.



	Chiu et al.
	2021
	PBFT
	×
	Electronic Toll Collection (ETC) system
	Data storage, trustworthiness and transparency
	1M of records has a trading time of 6 s.



	Vieira et al.
	2020
	Proposed
	×
	5G C-V2X (cellular Vehicle-to-everything) communication
	Privacy protection
	The average time taken by the system is 1090.3 s and the certificate verification is 465.9 ms.



	lee et al.
	2020
	Proposed
	√
	Vehicle-to-everything (V2X) communications
	Service stability, data integrity
	100 nodes, 200 nodes, and 300 nodes out of the block time is about 7.5 s.
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Table 8. Differences between schemes of the smart construction project (NS: mention but not specify, NM: not mentioned).






Table 8. Differences between schemes of the smart construction project (NS: mention but not specify, NM: not mentioned).





	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issued Addressed
	Performance Evaluation





	Widya Nita Suliyanti et al.
	2020
	NM
	×
	Building information modeling (BIM)
	Information interaction, monitoring status
	The average response has a table value of about 8000 ms.



	Faris Elghaish et al.
	2020
	NM
	×
	Integrated project delivery (IPD)
	Automated financial
	-



	Rebecca Yang et al.
	2020
	NM
	×
	Construction projects
	Efficiency, synergy
	Transaction time is between 30 s and 60 s.



	Da Sheng et al.
	2020
	Kafka
	×
	Construction projects
	Management of quality information
	The upload average latencies are 53.3 ms and the query average latencies are 57.8 ms.










[image: Table] 





Table 9. Differences between schemes of smart energy (NS: mention but not specify, NM: not mentioned).






Table 9. Differences between schemes of smart energy (NS: mention but not specify, NM: not mentioned).





	Authors
	Year
	Consensus Algorithm
	Incentive Mechanism
	Application Domain
	Issued Addressed
	Performance Evaluation





	Pu Yuan et al.
	2018
	NM
	×
	Emission trading
	Security
	The saturation point for throughput is approximately 340 RPS (requests per second).



	Zhou Hu et al.
	2020
	Delegated Proof of Reputation
	√
	Carbon emission trading
	Trading scheme and consensus mechanism
	-



	Zheng Che et al.
	2019
	Solo
	×
	Distributed renewable energy transaction
	Transaction authentication
	250 TPS (transactions per second)



	Felipe Condon Silva et al.
	2019
	NM
	×
	Energy trading for electric vehicles in smart campus
	Intelligence, security
	-
















	
	
Publisher’s Note: MDPI stays neutral with regard to jurisdictional claims in published maps and institutional affiliations.











© 2022 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).






media/file13.jpg
TR e e o)

7 Domalosd e 7.2 Dowalosd e
configution of e foonfiguatianof e
avice avice

10T deiee Middevare
62 Doss w0t
suppoct HTTPS
L —

i
e






media/file78.png
7 Send the trading block and check _ (( ))
Leader RSU
(R
Zone a Cloud/edge server
4 Submit his Zone ¢ Follower
3 Send an
bld price (‘ ,) RSU
) assignment Zone b A
announcement
RSU(road side
6 Send ({}) unit
inform ation
5 Winner RSU 1 Regi_ster % 8 Evaluate the
® (customize an o reliability of user
1 Re g;lster account name) data
(customize an 1 Register '@ ()

1 Rainfall mmring account name) (customize an

speed in traffic account name)

congestion /

. . EM(expectation
Account maximization) Algorithm
Trusted authority Rewards
(2 Issue the private and public keys (9 Awards are awarded to
to each vehicle node) each Winner node)

Hyperledger Fabric





media/file99.jpg
- —





media/file21.jpg
10T devices.






media/file96.png
Trading Center 1 Registration application
(with company certificate)
Buy
permits
3 Approval
Confirm
transaction
6 Submit the information of
the project through the
Peers channel
(smart
contract)

Local
CA(certificate
authory)

Environmental Agen

2 Approval of the company's materials

&

Approver

5 Check the validity of the project

Peers
(smart
contract)

4 Submit the
project

Trader

1 Type

2 Buy/Sell

3 Amount of trading emission
permits






media/file10.png
1 Send message

2 Check the legitimacy of the
message according to the security

policy

Source device

Sender interface

5 Send verified message,

Destination device

1 6 Send Source
device message

Receiver interface

4 Send result






media/file89.jpg
1 sen 1 ATl proposd frasacicns by all en-oWoersprtes held b endoed ty
maacicn e et andconmitat,
2 Any i by desien o (consula) shldbecodrsdy st

Hypuldger Rbeic

Endosement Polcy

ot he e proec.
3 Al odorsrspers xept it (1) o be cstmind by prject
imelins Py ment milesones),fornsane P2 o propos ranacicns
i period (OLU02019 10001002019 hreor, ny st cuof -
et ne ill b rjecd.

4 For 1D spposch,ll mcn-omse e ety vl b
spciie a3 maimam vl of rnsactic,Hovwever o et the
s vl xceeds e sgeed s, e ranscion sl e eecied.

e —

Eac ok epreen s pyment.
2 Exch o should e reflectd sl s

5 Ther s o ypes f chaels, it chann s s el sk
117D core e memters tgeter, whie, st chanal s 0 sk e
vt with exch - pary o e avere st o owoe 0
sonove pany nd i

' The query masacicn s ol o eiene ot o he o eers,
eretor, i il b coly represnied 5 blockvithoutaffecing e osacnl

O Sere

oot

e

e foancl e
el ond ot s e
setamount o e i






media/file11.jpg
7 Divie closeriog
i o g
7 Divic chuseing
o grougs
Pelmios 21 Buildervork
bl otk cosers | vt
Neworktebaie | tebmiers) Comotien | ey |—100e
oot e TDE | aigoritm
3 Generte
Feses exvacor il
S e =
Tl grith AEvasinor [0
e '
Traniog eare exracer Nerwotk | v 2| o
G5 2
dvserng o
s
Presdolatels

"Decp cusiring for dymanic 07 blockhain aetwork.





media/file97.jpg
& o | [

2y e psT—

e s e

e

9 i

monest

R e PO L e [ ey
T

v

), g _—

saam






media/file88.png
1 bimld
i 2 buildingld
3 Type
4 Url
5 bimStatus %
6 bimDate : .
. v 1 bidld ;
7 buildingOwner “"‘. § 2 buildingOwnerld
» o 3 buildingContractorld !
2 Participate in bidding ‘l Submit bid 4 buil dingl?i
’ ) 5 bidAmount E
— N Hyperldger Fabric a 0 6 bidDate :
Build contractor 3 Submit a building 4 Approval Building owner } 7 Bj ;
o im ;
1 buildingId < proposal Vs N ;
2 Name e
3 Address Y ) -
4 Date Completion ~ 51 Approval
5 Status 5.2 Transfer control 9 Demolition of s il'lfmfnfgm
6 statusDate records _ -
7 buildingOwner x
8 buildingContractor .
9 Building Maintenance Manager 7 Demolished building 8 Request df_’mf)hum of
10 buildingDemolitionExpert > the building
Building Maintenance o -
Manager Building Demolition
6 Repair building Expert
: Y ¥
1 Maintenanceld 1 Demolitionld
2 buildMaintMgrld 2Build Demo Expertld
3 Buildingld 3 buildingld
4 startDate 4 demolitionDate
5 Bim 5 Bim






media/file15.jpg
22 Each endorsing ode
senemes RW et

(cloing e sigmtre |

ofhe repense and e

erson i of he






nav.xhtml


  electronics-11-02200


  
    		
      electronics-11-02200
    


  




  





media/file84.png
3 Read the geographic
location of the toll gate
holder and check its
legitimacy

5 Create a DID and key

Connect

Switch

1 DID

3 Nonce

A

/

2 Validate Key #-----

r— 1 Receive a specific
—— announcement — l \
) SN
2 Initiate the connection m Indy Indy
- O -— o node 1 node 2
o 4 Connect DID(decentralized lu_c- '
H identiﬁer)
. 1 Due amount
Smart phone « Toll Gantties
10 Send a payment request -...--. 2 The IOTA address
3 A nonce for user to
use as a reference
6 Send a connection request
> Toll Gantries agent
User agent ) (7.1 Create a new DID)
7 7.2 Send a connection response 1 New DID
: 2 Validate Key
3 Nonce
8 Send a proof request 1 Name
2 Localization
3 Unique identifier!
9 Send an_identification request code :

1 Name
2 Vehicle number
3 Vehicle plate number

Indy
node 4

Indy
node 3





media/file92.png
Channel 6

Ledger 6

Smart contract 6

1 Compliance with BCA
and AS for cladding
Channel 1 2 Accept/reject 12 Compliance with AS for * Ledger 1
- " inon combustibility N
Supplier 3 Codemark certification Smart
for the product contract 1
e 3 Run product Adag(::cl:tilt; e %
detail§"" """ . L 2
e Channel 2 | :_ o : ﬁ-a-m]ng I edger
architectural . requirement I
drawings Engineer contract 2
Architect Channel 3 )  color m—
\\ Client |4 Run product . —
$ 8 Finaliz procuct .. . 2 Maintenance — | | Ledger3
the design \ details 3 Replacement e
deavings contract 3
1 Compliance with BCA
Channel 4 and AS for cladding L1
> e - -
f 5 Send product 2 Compliance with AS for ¥ Ledger4
W= ertification™TT non combustibility
Building surveyor 3 Codemark certification Smart
for the product contract 4
Channel 5 . - -
> 1 Product compliance with town planning and
council requirements
; «— 2 Color compliance with town planning and
7 Im%ement design ‘ 6 Send cadding council requirement
awings Town planning details 3 Product finish compliance with project
building and neighborhood
Ledger 5

Smart contract 5






media/file23.jpg
TREDS e Aty

pater ;

22 A2 ek R .

S5 . ome g RS

= =z Ry ey
ot s | mpesohenn |

T o
e e
tiiereeret






media/file98.png
User interface

1 User registration
2 Login

3 Electric vehicle
registration

4 Selling energy

5 Buying energy

Hyperledger Fabric

Role
2.1 Input
Pt 1 Bid size
- ; ;nﬂd];‘:?ual I::;e o fih 2.2 Create a new bid
- - reputation value of the
Publish bid of emitting enterpreises)
CEP(carbon
emission permit)s
3.1 Input
. |1 Offer size
2 Individual price 3.2 Create a new bid
3 RoEE
Publish offer of
CEPs 41
Calculate the 4 2 Sort available
rank offers in order
s RoEE PVO(Priority 4.3 Transaction
/ \ value of offer) confirmation
Buy CEPs /// y
// A A
8 5-1 Calmlate 5 .2 SOrt available 4_4 Transaction
the raﬂk Offers iﬂ Drder executi(m
Sell CEPs

1 Choose a role






media/file1.jpg
10Testevicence 7Extacte lements

6Dl loc s
S e dnshrd 'DOD(at owoesdevie) o L
indes setandsend. 150 | ypetee e
o ———— 1 Cratea iloear map —
povide) 3 I Send et =
5 The BVshomamaplic verfale
5 calole a9 of ach shrdare geerated an 2 5pit10T dua \g | Ittty VeRicain|
il evidec ‘mbericioneaduset | St conncIVCS)
Chillege Receving
o ﬁ [
meadaaet  Daa rgneriion e 320
asad\ s —'
S Sndmendn etto
HssC HVIs Storage st
<onnaHSS)

15 Send e reslsof e

inspecionto each peer






media/file12.png
- [ - 10 Record the hash
! @ e transaction
. e 8 Create '

7 Divide clustering
. node groups
7 Divide clustering
node groups
1 Input node
data(nodes and 2.1 Build network
Network behavior behaviors) , Convolution Dense laver node clusters K -Means
snapshot layer y Tctiw'i_ﬁﬁte_' algorithm
ain ID
x 3 Generate
Feature extractor pseudo labels
5 Parameter
update(Multiple . 07
ifpmﬁnm:) 4 Evf?luualt:-em of .
ea
Network
Training feature extractor |, label «——exfracior 4, _| o
6 Send 0
clustering
results 0]
Pseudo labels

Deep clustering for dynamic IoT blockchain network





media/file68.png
Hyperledger Fabric 2

(ﬂ)

Road side unit

3 Broadcast

: 1 Provide identification 5

I-SIG( Intelligent | vehicle data % requests 4 Verify ZKRP
Traffic Signal |« () () | encrypted information
System)
Vehicle 1 Gateway
(2 Use the ZKRP (zero-knowledge
range proof )protocol to encrypt
vehicle information)

‘[ 5 Allow accessto the next
certification area






media/file102.png
Hyperledger Fabric

Parking lot local controller(PLCC)
1 Notification to EV Buyers ) 3 Check the
otification to
owner to start : r{;hmse ¢ g:;k gﬂdZT;ﬂc: o 6 Check and
bidding pariepan, J|| Bidding determine
O winners
Distribution system Electric vehicle(EV) Sellers _ ]
operator(DSO) owner 5 Receive
‘ ‘ information
4 Send information 7 Settlement

and payment






media/file86.png
1 The ID of the auctioneer RSU-Fog

node
2 The bid submission deadline. and

3 The CPU cycles of the computing

units.
IOV (internet of vehicles) nodes
1 Broadca Winner
(‘ ,) (‘ ,) auction news %
. » _
e . @
Aot nsy | Rofsidehnit™ 3 Submita bid e 2 The bid submission
d : (RSU) ) message deadline
+ 3 Travelling route to
- determine whether
4 Select the winner who has they can reach the
made the best bid auctioneer
5 Verify the validity of the
transaction
6 Sendthe | Orderer | 7 Create a block and
broadcast all nodes Fabric

transaction





media/file95.jpg
Trading Cemer

By
pemits

Environmental Agency

1 Registrtion splistion
(it company cenifnte)

Contiem.

(smat
contac)

caeritiee
tbry)

3 Appeoval

6 Submit e informtion of

e project through the
ey

2 Approvalof the company's materals

Approver
S Checkthe vl o the pojet






media/file17.jpg
8 Share session key

1 JoimEuT
/2 DevEUT
s DevNonee
. Join server(1S)
2 Join request
1 Join message  [S Decrypt the data and use thel
Enddovice. | decrypted root key to derivea
7 Join accept new session key
ko 6 Join accept
Netvorklserver
scan
SxEsos GetDevicekeys
5 Send daa pack e
Appication srver V:g
10 Send o
11 Deerypt packet AEEREY ‘Smart contract

Hyperledger Fabric:





media/file90.png
Hyperldger Fabric

1 Send a

> ﬁtransactim N @

Owner

.

Design team

A J

-
Contractor 1

!!!!!!

Contractor n

Construction team

5 Call smart
contract

Endorsement Policy

1 All proposed fransactions by all non-oWners parties should be endorsed by
the client and consultant.

2 Any transaction by design team (consultant) should be cndorscdby elient
throughout the entire project.

3 All endorscrs peers execpt clicnt (P1) should be constrained by project
timelines (Pay ment milestones), for instance P2 should propose transactions
in period (O0/00/2019 to 00/00/2019),therefore, any transaction out of pre-
identified times will be rejected.

4 For IPD approach, all non-owner parties, a monetary value should be
specified as a maximum value of transaction. However,in case that the
transaction value exceeds thc agreed limits, the transaction should be rejected.

2 Sort transactions

1 Each block represent a milestone payment

2 Each transaction should be reflected in all nodes.

3 There are two types of channels, first channel is a general channel that link
all IPD core team members together, while, another channel is to link the
owner with each non-owner party for the adverse transaction from owner to
non-owner party and viceversa.

4 The query transaction is only to retrieve information from the network peers.
therefore, it will be only represented as a blockwithout affecting the financial

statements.

Ordering Service

7 Allocation of finances

Smart contract

6 Cihei the total profit
in the financial. the
saved land cost and the
net amount of the repaid

Channel

3 Add new three
blocks

{1 reimbursed costs |
2 profit :
3 cost saving

4 Check the three blocks

cost Peers






media/file51.jpg
o






media/file82.png
A policy that determines that a

transaction is illegal
-~ 4 Check according .
6 Verify the 1 Receive the ETC-ID and signature o, to the policy 1 The publ_lc key o_f the CA_R—]D
( transaction « =\ » cannot verify the signed entity
M | (6=0 2 CAR-TIME with a blockchain
Vehl de 3 Send an encrypted message v v interval greater than 5 minutes
Road sideunit 5 (Check the geographic ETC tollgate
location of the ETC) : mmmseeseeenseensssey
: 5 Send 1 ETC-TIME (timestamp of
_ 1 CAR-ID : record... transaction)
lllegal ETCis 2ETC-ID g 2 SF€ (signature of ETC-ID
reported to the 3 CAR-TIME (timestamp of transaction ! and ETC-TIME using the ETC |
smart contract occgﬁence) Hyperledger Fabric private key) '
4 877 (sign CAR-ID and CAR-TIME with; | | eeessssssssssssssscccsssccmscoenneoens
car private key)
58“** (Sign ETC-ID and CAR-TIME with
car private key)






media/file35.jpg
12 Uploaduplink message | 13
Genene

f—

et
T e
T e Je—
| s
ey
[m——
o
s
iR
(@)
[rr—— A e
o e N






media/file77.jpg
ok s chek (RU

nfouation A 1 Register S Evaluste the
= [ =
 Raiotall moving |
s
e
— B
p— —
-
S| | i

ey





media/file48.png
1 Device
iconfiguration file
2 Device data
3 User profile
4 User activity
Information Hyperldger Fabric
: 2 Use the 11 Read the . .
i ‘ Real-time Inft E
1 Register new POST method data of fitness 13 S gnoe ngine
fitness device to request devices setmeevice
Client Application > IOT Server quest > REST Server > calculation
] transacti
1 6 Read body N f1saction
measurement 3 Submit fitness
7 Send body data - - - .
10 Send result 9 Send e 13 Submit mferred
- 14 Threshold value LTTELIEIIE RN
8 Collect user compatison
personal fitness pa
data 15 Re 513’ erledger network
10T devices fitness device 4 Record fitness
transaction + ¢ lcgistration transaction
Hyperledger file system
5 Store fitness
device
transaction
16 Store fitness
State database device transaction






media/file74.png
1 Current speed
| New inf “ 2 Position
::s ;ec(;?:d R Update the 3 Eﬂgjﬂf} status
vehicle's beliefs ) ; 4 Road infrastructure
» | Belief function(BF) 5 Adjacent vehicles
._ ® 6 Interesting events nearby
Vehicle agent A '
3 Update the vehicle's Hyperledger Fabric(9 Create new block)
requirements
1 The goal and condition of the *
vehicle to complete ; )
2 Share a given message | ] Desire function(DF) S_chedule (10 Turn th_e cr_edil:)i]it.y and
3 Accept/reject endorsement of a impact of a transaction into scores)
vehicle 4 Refine the \ 'S
plan of action
) ) Chaincode(11 If the vehicle score reaches the
Transaction Team(TT) Analysis function(AF) standard value, raise the vehicle's endorsement level)
5 Update the h
vehicle's intent | 8 Participant
. in the fabric
Vehicle agent B Vehicle agent N |« 6 Endorsement Inte_nmm .
function(IF) 1 The vehicle agent selects the !
action to perform

7 Send endorsement
results






media/file22.png
4.2 Send URL |

. IOT devi
Hyperledger Fabric ces
v 1.1 2.4 Store records
) Certificate  |— jgubject -— 1 33
- ﬂ 20bject - = | Request 32 Parse | |
2.2 Submit |Le : R : 2
ABAC 3Dpe_rat1m State DB ::xemtlm T the data g
User 2.1 Create » 4Environment AP| < g
ABAC “
11 2.3 -
g Certificate TiCreateﬂdeatefDeleEe 0
\ < N am "| Chaincode 1 art
Admi . i
% 1.2 Install chaincode
(ﬂlﬂﬂﬂFﬂh’iﬂ SDK) 3 4 Store URL Smart car
3.1 Send devices
Id and data






media/file80.png
2 Response signed with
RA's private key

1.1 Create a key using the

RSA/ECC ?:ncr}rptiﬂﬂ 3 Store the
algorithm X Registration user's identity ) .
S | Anthority@®a) » Certificate repository
1.2 Register and send
your personal ID/driver's
license
4 Send accounts and
v 10 Elecmclty

unit prices

9 Confirm the accnunt Pa}rer
and amount l 5 Create

L J
s

Payee

§ Check

transaction Hyperledger Fabric transaction

Endorser

ol
-

7 Record

legitimate -
| V rl.‘f:'y'
Ledger transaction o Ve .
transaction






media/file14.png
1 Authentication 3 Verify

Hyperledger Composer

4 Create

»

h@ syntax =@ newblock_;i H H \

.\ 2 Write config
A and sign Access control Syntax verification Blockchain 4.2 Store
. ‘ chaincode chaincode e large canﬁgs_}
11 Timestamp . DB for large
2 NanagementID | TFTP(trivial file transfer protocol) beers configs
; vice ID ] Server
i4 Encrypted device ! _ |
rconfiguration 7.1 Download the 7 2 Download the
| 6l Support | configuration of the configuration of the
HTTPs device device
IOT devi o Middl
- 6.2 Does not e 1 Configured hash
support HTTPs value
8 Notify 2 Timestamps of
download

3 Timestamps of

application






media/file67.jpg
Hyperledger Fabric

Hyperledger Fabric 2
Road side unit
= 1 Provide identific
|.§.$h§:ﬂn veticle data requests | 4 Verify ZKRP
rafic
ey cncrypted information
Vehicle 1 Gateway
(2 Use the ZKRP (zero-knowledge
range proof protocal to encrypt

veicle information)

5 Allow access to the next
certification area.






media/file41.jpg
el
peir
=
-
=
,
e
=
EAREes ]
1 G D fresch s | | ot
‘Sender - { sender |
g
pem—
e
By
= B
e
T
gt
TLoad data fancton. Redit |

Faed






media/file100.png
11D

2 Expected power
generation

3 Electricity price
4 Signature

¥
"
i,

1.1

. . 1.2 i
Generating umt(GU .. Power unit(PU
g (GU) Authentication Authentication )
and access and access
GU 1 permissions permissions PU 1
. 2 :
; _ 1 User type :
GU 2 2 Tl'ﬂfsz:tleﬂl Matching unit(MU) Ti'ﬂl_sadlﬂl PU..2 2 User permissions i
certifi — ) certificate 3 User wallet address
GU 3 3.2 Transaction 3.1 Transaction PU 3 D
demand demand 2 Wallet address
; ) : 3 Delivery time
.............. 4 Signature

On-chain verification

4 Send verified
transaction

5 Planned power generation

5 Check the legality of the
transaction

Peer 1

Peer 2

6 Add new 8 Add transaction
_ block Order —
- \ mnFim e e #
7 Verify transacti Ledger

records

Hyperledger Fabirc






media/file37.jpg
Fi T 1

Temperare | [ Waerpung]

wariewd | [ pondtear






media/file46.png
Player 1

Developer

Hyperledger Fabric

Web APP 3 Select

B

: Game Advertisements( A Token
I Design/Add chaincode DS) chaincode chaincode
— D D
1 Design/Add 5 ?;ﬁlﬂate the 4 Checkifthe player 6 Issua;gken
challenges Score has watched the ad rewards
2 Publish ads
Advertisements(ads)

manger





media/file45.jpg
Attt A

_Hyperledger Fabric

Pyl 1Desad Do e
o D D D
D i | Gl t ottty Simetes
e ol aswached the a4
2 Puttisn s
AT

o

AP i

g alages ‘@





media/file75.jpg
S -

Lol SORSUare o o e i)

P
e
st
e ovitin
incidn g

e
e e
OGO | | ra | T
VSDN(Vebde Sotare Dt Networkis Svikh | | e pews -SDRSU
v
[re—
s quny e
nac e,
s
et =
e meredpon
10 Check v oot ofsews s O

oy ok sgentes.






media/file16.png
2.2 Each endorsing node
generates RW set
(including the signature

3 Verify the

of the response and the
version number of the

record)

10T device (micro agents
( s Endm'sement and 5 Send
IOT Sensors and create new block Ordering events
Devices ’ |\ service
: 4 Result
1
Endorsement 2.4 Send RW
request set
Endorser
En(krmr !!!!!!!!! En(krmr
1 n
N VA
2.1 C‘he«h\. I /
chaincode
<>)
Smart contract

IOT devices endorses

2.3 Approve/reject

Hyperledger Fabric(macro agent)





media/file20.png
1 Sensors collect
data

2 The actuator
executes actions
according to the
user's command

Includg

-«

Hyperledger Fabric
0T Network Contract/Update device status
etwor 4.3 Submit sensing data/ | | Communication Chaincode ¢ Smart Contract
Connect update device status interface
N
Storage
(5 Store sensing Identity
Local bridge data/update management
- device status
4.2 Task 4.1 Task 1 Physical device
execution request configuration file
; Include g
result 6_Ever!t L1 1 .Z.r?;nt;ty 2 Environmental data
notlﬁcatmn” Enrollment ! ceruncate » collected by sensors
IOT Servers 3 Device owner profile
3 Task generation APP Client F({ ’\
p Device owner
2 Device registration

1.3 Store sensing data Smart






media/file50.png
IP Video Servers

| Register monitoring
- ﬁ ﬁ ﬁ
4 Identity certificate
USers | 5 Generate monitoring 1
Image certification tasks
Sensor 3 Identity 2 Registration CCTV Monitoring
certificate request peers
; 6.1 Send meta é
6.2 Sensors data ) Increase in the number of frames per S ’G
and meta data 7 Determine tl;_e second for important videos/images data(Periodic)
— " importance of — N
________ video/image Fetch one frame per é
1 Control foom manager (CRM) second ,G
2 Control room supervisors (CRS) - -
3 Operators Extracted Policy(chaincode) -
i frame P
4 Polfce officers (POs) - 10 Add new block 11 Store [(— é
5 Police control room operators . .| Peers ~
(PCROY) 8 Construction — *G
6 Local authority staff (LAS) | block header
9 Compare whether the extracted frames of the image/ ﬂ
video sent by the user and the device are the same

Hyperledger Fabric





media/file76.png
Hyperledger Fabric

A/ Local SDRSU(software-defined road side unit)
1 Traffic ﬂ
accidents were 6 Forward the report to
observed ) the targeted port
2 Submit an ¥ SDN(Software-Defined ~ Forward Target
incident report , VSDN(Vehicle Software-Defined Networking) Switch traffic news  SPRSU
% Networking) Controller » | SDN
() ® Load balancer Switch
Vehicle 3 Ask which 4&3‘;?;?;(:
SDRSU report is e 8 Send traffic
forwarded to report
VSDN Banlancer \:
/ 5 Forward the report to Peers
the targeted port
9 Create new
o g block
\ :~] 10 Check the likelihood of news based on
. Bayesian network algorithms D—D—D
Smart contract _
Blockchain






media/file0.png





media/file43.jpg
=
—_—
‘beacons

Hyperledger Fabric
gt Hunt game application) 4 Ausver combinations

& 4 Create DID(deeentralizet
pas

Bluetooth permissions
6 View Hunt information
(difficulty and rewards)

1BeaconID.
2CIue
3Task

PTI P O

‘Senda due o e st

Hom] [rum it
oo
o waller 3 Store token Player 2
o

location





media/file69.jpg
Security manager(SM)-tis
(42 Check tha thetwo RF Feaures mateh)

7 Create a new block using the
Kafka consensus algorthm





media/file81.jpg
A policy thatdetermines that 3.
masciots sl

ok s [ e ke of B CARAD.
|0 venty e sty
2 CARTIME it odchain
el e s

1 Reive e ETCD o s

Be

s compiedmese

RS 3 (o e ol ETCge

e
o S
Ay iy
Iegal ETCs. RETCID. S (sgrature o ETC-D
i R it et
T ey iy
4 i4 5°*(dgn CARTD and CAR-TIME wit
s
5] e enmanme e

——

e, S3Y





media/file4.png
CSP(Cloud services

10T devices

CSP B (TP-2)

m—mE__I=

h

3.1 Service
TR contract(chaincode)
2.1 Query cloud request 3281 I Sell cloud
1 Qu > 2.2 Resources dquest | trag; services (service
SeIVIEEs provided by con information)
CSPB F\
4.1 Liquidation j ﬁ ﬁ E 4.2 Sign liquidation
contract = contract
CSP C (TP-1)
7 Upgrade/Downgrade the
TP level of users . .
Service evaluation(SE)
5 Complaint 6.1 Check for ) 5 Complaint
Rhonest behavior | Peer Collaboration
Reviewerl Mechanism(PCM)
6.2 Check the resource
status and contract of

both parties L
2 :

B
6.3 Credit deduction W7 N






media/file73.jpg
e oo S (10 T e ety aod
"

e 5
v

oo b veic s et

r—— o e vl et
ineves
e e
vldcosmn  Vebesm s |[SEndemen | s -

TR S ]
o i oo






media/file52.png
Authentication Unit
Authentication Unit Chaincode
Chaincode _
- 1 Customer type 1 Power generation type 1.2 Issue certificate
1.1 Issue certificate 1) gy Ip 2 Basic information
3 Basic information 3 SUID
4 Credit record 4 Installed capacity Seller(SU)
Buyer(BU) 5 Purpose 3 Announce the 5 Credit record
results
4 .1 Send Matchmaking 4 2 Send
transaction transaction center transaction
> (MTC) B
6 Build an l 5 Check the transaction
order
1 SU address
2S8U1ID
Order 3 BU address
service(OS) 4 Transaction volume
5 Transaction price
7 Endorsement Matchmaking Transaction
8 Update ERaD
Peers Tecords Ledger
Error compensation chaincode
Supply and demand
compensation chaincode 1 SU address
25U1ID
° W]_:len the amnu{:lt of 1 SU address 3 BU address 10 If sellers cannot provide
electricity sold submitted by 2 SUID 4BU ID the agreed transaction
the sellers is lower than the 3 BU address 5 Transaction records volume due to the forecast
demand of buyers 4BUID 6 Hash error
» |5 Agreed electricity sales 7 Agreed transaction volume «

6 Microgrid compromise price 8 Actual transaction volume

7 Grid’s price 9 Difference

8 Electricity Price in microgrid 10 Grid’s price

11 Electricity Price in microgrid






media/file39.jpg
Planting environment

& & & &

1 Comnect and| T Comnect and
collect End devices | collect data

LattePanda | [RaspbenryPi

2 Block Builder selection

3Block
|Competitive Consensus| ,  Builder(Winner)
POET/RAFT ‘writes the transaction
- o the ledger

Cerificaion | |Addcess

9 Perform 10 certification cycles
10 Judge whether all 10 certifications are true?

‘Smart contract

Hyperledger Sawtooth





media/file18.png
8 Share session key

1 JoinEUI
2 DevEUI
3 DevNonce
. v Join server(JS)
) ‘l 2 Join request
: 1 Join request message 5 Decrypt the data and use the
End-device p » decrypted root ]:Eey to derive a
7 Join accept “ new session key
message 6 Join accept .
Netwnrkrerver
3 Call
4 Response
i GetDevicekeys
9 Send data pack finction
Application server
10 Send
11 Decrypt packet “ APTReY Smart contract

Hyperledger Fabric





media/file44.png
Bluetooth
% 1BeaconID
2 Clue

3 Task

E Detect IoT Hyperledger Fabric .
beacons (Scavenger Hunt game application) 4 Answer combinations
4 Create DID(decentralized

“«-—identityv) | 1 Create a hunt
Account Token le

e

2HuntID
Plaj;,rer 15 Request location an —» 3 Store token Player 2

Bluetooth permissions Wallet
6 View Hunt information
(difficulty and rewards) ) Hunt
7 »end a clue to the 1irst

location





media/file26.png
13 Calculate the similarity with

the data of the community center 12 Query

2 Send public
key, private key

node, and retrieve it in the with tags Client server(CS) — and i_dentity
community ; i . certificate , Client
Users . Y
1Ge te publi .
11 Send key }_:nr'lievr:te ]f:y a:::d 4 Data 3 Verify U
detection results L, . collection identify lent
Certificate Authority Community 3 Reglons o
. 4 Communication
<> Server (CAS) Detection Server protocol
— Endorser
. : Orderer (CDS) 5 Gateway type
Database S Verfv the 4 Send label 6 Machine name
2 D“"l de the alitv of 7 Community data and real 7 Sensor name
10 Store  detection results quality o detection results | data
into blocks the detection |e
‘_i Ta]f{e apeet th_at. already exists 5.1 Divide multiple communities
- in this community as the central -
Communities . Cosine
peer K-medoids e .
< aloorithm similarity
, ) g algorithm
Commumty . —
R Community n 5.2 Measure the similarity of
user data and community
data

Community detection algorithm






media/file57.jpg





media/file55.jpg
Chupeldschare otmiston sty

T For Y ot cned el sonmaly i
e e pro, et el e
ot e tcmacaly pdicd.md e vl
e o st e Flning <hehliog
2 ForEVs it stoded shecuin stocmally
e e, o sy il e e
JE e Overs o do ke e
excind o e bt et for e est
fmepero”






media/file7.jpg





media/file63.jpg
7 Coustract s tramsection request

ot
et T
[—
= -
[RS—
by mean of an eniity mapping. ¥ B bt
bt
P o
e i 5
3 - ma-—»-s:-k- b
= G = v
P
e BN b
== ety
=

‘Hypericdger fabric.






media/file28.png
The first strategy

AS group

o

AS2

/ 9 Get tokens . Hyperledger Fabric B 3 Select authorization
Client 2 Call resource server(AS) R
owner chaincode /
«— [ 4 Store the hash value
Payment chaincode of the selected AS
10 Send ) 4 Store the hash value
tokens of the selected AS
. 8 Send
6 Deposit .
5 Send price responses from
v v ASI1-ASn
7 Responses from
10T devices Hyperledger Fabric A ) AS1-ASn

\

The second

/ strategy \

3 Select the first
AS torespond (
may be more
than one)

4 Hyperledger B
stores the hash
value of the
responding AS






media/file49.jpg
o —— e

= ﬁ ﬁ ﬁ
Fidewy st

S enene ot

e ostong

o)

i o )
Contt oo e (CRS)

Lol e an0AS

EREIRE e






media/file71.jpg
7 Retm the st of
e query

SReestio
cieck the-

Erate
reqestbiok

T

s

1 Docs e veticte aival.
e overtap with preiousy






media/file6.png
Hyperledger Fabric

; 1.2 Request to
Fut-lctmn prepare data set 8 Send result
1 Verify the *— ﬁ «
registration of ‘ l
the device Data provider 1.1 Request
2 Store data ‘ Token \ Token storage of IoT data:
Data owner
. ) 8 Pay the ft
3 Notification
data is used

Model executor

| / _ vice
9.1 Change Token O vy and transaction registration
permission fj
9.2 Verify wallet User
4 Send
Users™ key 5 Send the
Iﬁ.l Validate model | snlm:e code of
and data themodel —
Token |6 > Unlock shared 7 Send result
| data






media/file36.png
12 Upload uplink message 13

Generate
. new block -
B s ?L;P) 1.1 ABP 11 Fetch session f o s
pe Wﬂﬂ context data
mode <
7.1 Verify
. and endorse
End-device 1.2 Regist 14 Add block
Network server — 2.1 Add
|| Over the air activation 3.1 Verify 2 2 Generate ““‘*—-H—-____%_lgliock ,
(RLET and endorse new block Hvperl Fabri
T —— EELELEE A
Network ledger | :
7.2 Verify 3.2 Verify
and endorse and endorse 10.1 Add
] block
4 Join request ‘ (( ® )\
] #5 Fetch basic
9 Upload application data information
LoRa fateway 10.2 Pac!;age parsing
(6 Generate|context data)
(8 Accept ¢ontext data) -

1 Metadata

2 Encrypted application data

3 MIC(message integrity code)






media/file62.png
8 Read the expected load on the day of the
DR event Clients
Hyperledger fabric 1 Issue an | Org2
identity to Org1
each user |
3 Evaluate the S}rgstem mersatm ltaﬂ 8 8
customer's g | Rs? er Chstf)mer 1 Custm‘:::ler 2
'y 'y baseline :
4 Notifications A _7'1 c | a _7'2 .
> [ Got customer ssignmen ssignment
2 The customer’s load profile data @ @
Smart meter 1  Smart meter 2

1 Fabric network about the
day

2 Time window

3 Total load reduction

6.1 Assignment 6.2 Assignment

ol

5 Base allocation based on
estimates

y Transfer }\ )\
> R
Cnergy





media/file54.png
6 Build a transaction (signed by

EV and charging station)
7 Package a number
Account pool 1 Send charging/ of transactions and
dischargittg information enerate block of data
» |Aggregator » -
""" ) (AG) r Fatnc mers
- _ - 3 Send a charge/ discharge
EV(electric EV(electric plan 2 Develop a
vehicle) vehicle) charge/discharge plan
. . . 8 Use the Kafka
Cha and discharging strategy based on
4 Calculate and record the l'g;:ﬂgmﬁw twu—lwﬂ'g timizg:tiul consensus
actual charge and discharge yeop algorithm to
data of the EV BAG(bottom-layer AG) validate the block
Smart meters 1 BAG minimizes the deviation between
o the actual charging load or discharging
H 6 output of EVs and the scheduling plan Fabric blockchain
given by the TAG
Chargimg station Transaction pool
10 Store
TAG(top-layer AG) transactions
5 Storage
1 TAG formulates the charging load or
¥ discharging output plan of BAG of each m
The power time period oo |
information pool of Transaction server
the AG (9 Clear the transaction and

complete the transfer)





media/file2.png
P(Cloud server
provider)

9 Calculate
digital evidence

10 Test evidence 7 Extract ¢ elements

6 Delete local files
3- Create data shard DOD(Data owner device) l 11 Send Hyperledger Fabric
nfdex set and send result 1
) 1 Create a bilinear map X
12 Send result
3 The HVIs(homomorphic verifiable _ _
tags) of each shard are generated an 2 Split IOT data \8 | Integrity Venfication
authentication metadata set v v smart contract(IVCS)
J0-0f[ A
\ — j Challenge Receiving
Authentication | - smart contract(CRSC)
metadata set Data fragmentation
4 Send 4 Send
5 Send metadata set to
HSSC HVIs Storage smart
contract(HSSC)
Cloud store server

13 Send the results of the
inspection to each peer

|






media/file53.jpg
6 Build a transaction (signed by
EV and charsing saton)

o
[ r—— Courgnp o g rion | SV B
Pl v e tmiton o
ety BAGGstmine A0, Jlemas
ooy [T —
= B sl g o g
& O3 ‘cupatofEVesag b shedetng p || | FbecblacTeais
ety e TAG
o ]
s
EvT— -
s
LT S—
Pl |
o pr Eety ox
oo o
benc B






media/file83.jpg
e s =y
s o e

[T
[ T
B

 Comes DD(Gtrized
o)

B —
105end s paymentrequest ¥

et conmecton request
| St comecton U [ o caniesgent

sersgent (71 Grste s e D)
2 Sends conmecton respomse






media/file59.jpg
[ g

ypeiodys inlc

\A

L

.






media/file24.png
TLD(Top-level domain) authority

Root authority
p p p 1.2 Authorization
\ \ \ 1.1 Top-level - _'
Root zone Root zone Root zone dﬁ?ua:lg(;kg ;:;hi(:ltg;s
tor inistrator intai
opera asmini maintainer of the TLD X
2 Renew
V= Authorization of 5 Publish IoT
TLD/evocate
. data(NS/A/AAAA
Current-authority- | aythorization of resmafrce records)
confirmation policy TLD
+ Hyperledger Fabric
...................... tions ... /9 Operations ﬁ ﬁ
1 Ensure the validity of >
the root server 1 "
e oot Root Server Rnot Ser_ver Root Server
nsure that the root opetator 7 Verification of delegated operations and
server provides users data publishing operations

with non-discriminatory
name resolution

_____change operations

services.

R /Qtw:yDNS ‘

Immediate-effect

policy

3 Obtain approval
for authorized

Delayed-
confirmation policy

V=

This smart contract is
called only when the
response of the TLD
exceeds the threshold

6 Automatically overwrite the original

data after accepting the data ‘

User(Recursive resolver and stub
resolver in Domain Name System

(DNS)

V=

4 Call Majority
policy






media/file29.jpg
TR R WO Se——

s : |
rules Jnym Periodof |
o= e
A ez oo ST
= i |
ol
-
s
- e
@
e 6 Identify
ra






media/file72.png
1 Request to pass 2 Simulation
through the tests will occur
% intersection for collisions
=ig
Driver .
Agent(DA) Chaincode
| 5 Record
the latest
status
6 Query the result
of the vehicle's
request through the ‘
intersection
ongo
DB
7 Return the result of
the query

3 Requestto .-~
check the-- -
transaction

Evaluate

*| request block

4 Check
the
details

1 Does the vehicle arrival
time overlap with previously
accepted requests?

If it overlaps, the request is
checked, and if not, the
request is passed

2 If there is no overlap with
other vehicles at the same
time, the request is accepted

1 Vehicle
"identification code

2 The identity number
of the request

3 Peer ID number

4 Estimate the arrival
time

5 Expected arrival






media/file9.jpg
1 Send message

2 Check the legitimacy of the
‘message according to the security

policy

Source device

‘Sender interface

5 Send verified message,






media/file42.png
~| Location-based |—

& service data
1 Provide raw
@ data Internet behavior
&)

T

g data
Smart foy Communication
Sensors and devices - data iy
2
Hyperledger Fabric Desensitization
Demander Supplier ‘
diD | |4 Data request I dID module ‘ EDEC(edge-computing
module " data exchange) standard
3.1 Generate dID for each data encryption algorithem
5 Send
Sender B data | Sender
3.2 Send transaction
records v Endorser
6 Send transaction
records Supplier log monitor Demander log monitor
EDEC Server 7.1 Extract the latest 7.2 Extract the latest
—* part of the supplier part of the demander
log and filter log and filter
8.2 Check whether
8.1 Call each dID existsin
the demand side logy
Load data function | Redis
<« 9.1 Store / \‘ -
— < Successful Failed
-— array array
State DB |

9.2 Return






media/file56.png
1 Seta charging/
discharging
schedule

Charge/discharge optimization strategy

8 Use the Kafka BM(Blockchain manager)
Consensus to package
Orderer the transaction into
block . Transaction pool
JIT"//
7 Endorsement 5 Store
results real data Power information pool
Endorsers Trading pool

6.2 Send | ©-1 Transdctions are

transaction | encrypted with the
proposal | signatures of EV and

CP

EV Client

4 Record real charge/
discharge data

1 Buyer's
identity

2 Seller's identity
3 Funds to be
transferred

Di

2.1 Provide

electricity

al.
-

arging 3.2
EV Payment

1 For EVs that attended scheduling normally in
the last time period. their schedulable time
periods are automatically updated, and they will

, continue to attend the following scheduling

2 For EVs that attended scheduling abnormally
in the last time period, the system will remind the
EV owners. Owners who do not respond are
excluded from the best scheduling for the next
time period.

2.2

o
electricity _
L e

Charging

Charging pie(CP) 31 EV(electric vehicle)

Payment






media/file47.jpg
v

POST e






media/file38.png
Hyperledger Fabric

Fish farm data

6 Send

1 Submit Fish tank  |history data

size, fish species and

—*| interface . 4
—

User Data base
5.1 Calculate the optimal pumping
water level for the required water

7 Required water level

Fish Tank 1
Temperature Water pump
Water level Pond heater
Oxygen Fish feeder
PH Lighting LED
SENSORS ACTUATORS
Fish Tank 2
Temperature Water pump
Water level Pond heater
Oxygen Fish feeder
PH Lighting LED

SENSORS

ACTUATORS

level in the water tank
{ Readlthe SMPJS.{Z)OCS;c:}llIate the required durati -; - —
) - - Optimization 8 Adjust the water
water level
Water level module pump
2 Elimitiate Sensot . Pump controller
mna 4 Predict the e
SENSOr eITor water level in the
with Kalman actual water tank
filter algorithm 3 Send
: - qurrent water
Sensor interface level Prediction module
module | (kalman filter)






media/file65.jpg
Hyperledger Fabric

1 Smart contract drafts
TA(Trusted
sty 5 Submitevent
‘Smart contract
3 submit :
+ Download \ Tegtration | 2 Verify smart
s’ \information contract
(vlinding
idenity)
6 Record the
OBU(on-board unit) aracteristics of nearby
7 Check the ars
lidentity of the car &3
8 Enciypt AID
Vehicle 1 Vehicle2 Blockchain
RSU(road side unit) manager:
I 0
9 Broadast the check the validity of | 11 Request
message messages [witable publickey

12 Dearypt

13 Send the AD
public key





media/file60.png
5 Energy trading
based on defined

conditions

‘ 7 Energy
prediction

8 Store energy
trading
transaction

Energy trading transaction(ETT) Hyperledgr fabric
_Sellenergyto Intelligent smart contract
ETT typel: ) 1.1 Enrollment
e Agreement " .
L 1.2 Certificate
Submit real-time decisions )
ETT typel: S Real-time energy Day-ahead en
ﬁ and notifications 4 Initiate energy trading schedu]ingrgy yschedu]ingergy
Crowdsource i
Trade Utility 6 Energy trading
power info . <
Short-term energy Long-term energy
prediction prediction
9 Event
e notification ‘ Rewards [
2.1 Energy 2.2 Request ‘ Tt _
consumption energy sourceé 3 1 Energy 34Store | T
data Physical network | data consumption data
data 3.2 Selected
> . feature -
Energy ENergy |\ .ooevevennvnnes Energy Analysis Prediction
Source 1 Source 2 Source n
System data lake

-
.
-
-
.

0.1 Retrieving energy

information
10.2 Converts the energy
consumed into coins






media/file30.png
DEP-TX(deployment transaction)

2 Set the strategy for generating mCA

SIS ong 1 Signature algorithm
3 Generate 1 _ 2 Key algorithm
3 Generate mCA (include 1 Use policy-spec rules to store 1 4..4. i3 Validity Period of

mCA(include key) key) meta-certificate operation Public Key Certificate
strategies

L

L 4

Meta-CA Layer

‘Laq 5 Cross —
eta- o eta-ﬂ}
( . certification fM Mca-CERT

* /| crROSs-CERT l\j_r/ 4 Selfsigned

Certificate assigned
to the lower CA

9 Trust

CA Layer

8 Trust End Entity(EE) Laye

EEy
Trustee side

Trustor side





media/file27.jpg
e —

Hypereggs i B

FeTr— s
e —

Prp——

TS e v |

9 etsens
atieat | 1reges
[—
10sens
o

g
o ssendprice| | mpenss rom

Al

foTdeis HypredgrFabric A

s | @
TS bebadvae |

ot et AS

5 et e

Bancos)

AHypeetger
o et
e oftie

pndugas






media/file3.jpg
CSPB (TP-2)

R e
| infommation)

—— Ny
ﬁ ﬁ ﬁ 42 Sign liquidation
contract

5 Complaint. 6.1 Check for 5 Complaint
honest behavior | Peer Collaboration
B Mechanisn(PCM)
62 Chedk the resouree|
‘Satus and contract of

? bothparties

63 Credit deduction






media/file93.jpg
Hyperledger Fabric

'S Send trnsaction proposal and simulated result





media/file19.jpg
St

i
orenat 15 mising s [ s "
i e Lo

(ZF=u P

e =

o o] ] T e SR

= i [ e
N
S —— o R

oo






media/file66.png
1 Smart contract drafts

Hyperledger Fabric

TA(Trusted "
authority) 5 Submit event
1 -~
: Smart contract
?;Dfifh;mcal 3 Submit N
1aenoty 3 Submit registration 2 Venly smart
4 Download
2 Password registration \TIDwiIOg information contract
fﬂ?ldﬁgl@l "“information (b]ln ding
information
: identity)
6 Record the
OBU(on-board unit) characteristics of nearby
St |l o
Vehicle 1 Vehicle 2 Blockchain
RSU(road side unit) managet
» 10 Use timestamps to > O
9 Broadcast the check the validity of 11 Request
message messages suitable public key
12 Decrypt
the AID

‘ 13 Send vehicle

public key ‘






media/file58.png
1 Send state parameter _
g Smart device
User(Consumers, power producers | Control 1 2 Encrypted
and the main grid) 10 Command data
v Agent
3.1 User
Hyperledger Fabric 4 Historical Load requirements
7 Transaction information | agent(LA)
8 Improved Bayesian algorithm 3.2 Send state
. . . — parameter
1 Learn how many other possible bids are based on history 5 Bidding and
2 Estimate the probability distribution of the opponent L0 Proposal matching
3 Update the probability with the Bayesian algorithm \
4 Estimate the total output power for each user 0 Feedback
5 Estimate your own optimal bid power

6 Users get the best quote strategy






media/file79.jpg
2 Response signed with
RA's private ke

1.1 Create a ey using the
RSA/ECC encrypion

3 Store the

algarithan

usersidentity

rificate repository|

12 Register and send
your personal ID/deiver's






media/file85.jpg
17The 1D of the auctioneer RSU-Fog|
jode

[ The id sobmission deadi, and

[ The CPU cyces of the computig.

i
R
! wimer
() meme | gy )
e RSUD
esiniae side’ 3 Submitabid A VoA ok szt
A =% e (e
Tvaing e o
e b
T B o e e
Pt gy

ey e vy of
rnscion

6sendne 7 Creae 3 todk sd|
mscion rendcastll nodes e






media/file40.png
Planting environment
Sensors/Actuators |

T & &

1 Connect and l Connect and
collect data End devices | collect data

LattePanda| |RaspberryPi

2 Block Builder selection

3 Block
Competitive Consensus » Builder(Winner)
POET/RAFT writes the transaction
to the ledger .
A certification cycle(4-8) d 11 Inquire
about farm or
product
5 Read DR cinformation
product state 7 ThLdE
6 Create farm User
Product Updatﬂ@ Update
productlD [ and product
arealD State DB events
farmID l Update
Sensorl :
Sensor2 8 Create new block
Certification
Date
9 Perform 10 certification cycles

10 Judge whether all 10 certifications are true?

Smart contract
Hyperledger Sawtooth






media/file101.jpg
Hyperledger Fabric:

I Nosfcon 0BV

R

N
perar®s0)

ovmerost

ElecievhiGHEY)

Jnd id e

Pukin ot sl sl PLCC)

3cheskte
Pk deman

SReaive

bidtng

 Seadiatomaton

SChkand
“dtemie

7 Settement
andpment






media/file33.jpg
6 Recover IoT data after
collecting certan responses.

12 Hyperledger Fabric
P sem
verasoney 2eny TXVK s TS
e
TErGypedioT ] 12 vadas
o sena
e 3.3 Verify
TR TRED
nd s e
=

4 Check TXCS.






media/file32.png
Layer-1

| Layer-2

Swarm Intelligence(SI)
and

Evolutionary Computation (EC)
algorithms

IOT devices
A @A @& &

o Il crom I coom i o

1 Authorization | 1 Authorization
service and 2 Key service and
verification distnbution | .o on

CH1 | = e
CH(cluster
header)
[Function :
1 Register a new device
2 Key distribution
3 Communication
management and startup
4 Secure communication
CH peers
Laver-3(H ledger Fabric
= -
Base Station Base Station
o~ 6 Hyperledger connects and o>
communicates with all base
stations
Base Station Base Station
= F—.3

Hyperledger Fabric

Ordering
cluster

3 Seek consensus

and send new block
L L
Base Station 1 Base Station n
4.1 Committer
maintains the 4.1

5 Send the
result of the
new block
generation

INOTE: PEERs perform 4.2-4.4

4.2 Peer validates the transaction in the new block
4.3 Update the blockchain in Hyperledger

4.4 Endorser executes chaincode

Client






media/file5.jpg
Hyperledger Fabric.

12 Request to
prepare data set 8 Send result

o) Bl

Toren |2 sonage of IoT data
D Serviee provider.
Token
3 Notiicaion | PV
daaisused. ey
o1 Gl Q) | twmscion esrion
permission
9.2 Veriy wllet -
4 send
Users' key
61 Validat modd|
and daa
Token 6.2 Unlock shared 7 Send result
@

“Niodel exeaitor






media/file70.png
7 Create a new block using the

1 SM-this identity Hyperledger Fabric . xafka consensus algorithm
information : (5 Create transaction)
2 Trading Number . i
3 SM-dest identity 8 Feedback
information results
4 Encrypted vehicle data 1 Soeed ;
5 Timestamp 2 Directi :
¢ on 4.1 Send a beacon: 6 Extract and compare the
3 Position message RF characteristics of SM-
) this .
Security manager(SM)-this Security manager(SM)-dest
(4.2 Check that the two RF features match)
3 Extract the
2 Authentication RF feature
request again
1 USRP((Universal Software
Radio Peripheral ) module uses 3
CA (certificate \RF features to register vehicle | USRP | The direction of
authorty) identity vehicle
-* . . >
Vehicle
Zone A Zone B






media/file87.jpg





media/file31.jpg





media/file25.jpg
13 Gt e sy i
e ot e companty v
prokamaaits
oamiy

Hypeteder P
Do .v,=~ .
1S demarenis @O | o
P
ke apes oty ]
T e
L e Kemedats -
s || sy
el i
oo 52 e e sy o
e s o oy
a






media/file61.jpg
 Read the expected oad on the day of the

o |
—_— oar |
=
ek
.Sé 28048
T e [l
R
e | s
| Astgnmen | Assgnment
;3 *
I - T 2 1
e
L —

5 ool lendecion /

[T —r—






media/file94.png
10 Notify

Hyperledger Fabric

1.2

1.1 Register %
Participant "

Registration
request

Fabric-CA

4l

3 Process construction

quality information

2.3 Certificate Wedclient 22 Retumn

certificate

4 Send transaction
proposal

2.1 Generate |8 Broadcas
user’ s certificate | ReW block

7 Broadcast

1 Carrying capacity
2 Verticality
3 Hole depth

new block
Endorsing Pee Ordering Peers
? Valfdate 6 Order transactions
transaction and and generate new block
»  update ledger g
3

5 Send transaction proposal and simulated result






media/file91.jpg
15ent

b I —

=

S s

Chamats

g desgn
s






media/file8.png
1 Product information
. 2 Ingredients of raw materials
Sup;ﬂlers_of 3 Raw material suppliers 1 Steel circulation route
raw materialS iy progyct production process 2 Information on steel
data icirculation nodes
5 Product quality data 3 Steel product
6 Responsible persons information
material : - et i
’ 32 Tag products L
3.1 Enter information _ Wiﬂf RFID traceability — p= = RF]D de
» | |EPC(Blectronic Radio Frequency iNfOormation e < b
el Product Code ) " | 1dentification(RFID) [ L J )
Steel industry 2 Product is EPC coded ‘ U'ser
1 Integrity of traceability g SR l .
information 6 Check product new block 8 Submit Product usage
2 The information has information \ o~ \ o~
. S '~
been tampered with?
3 The path of steel Steel Regulatory Department Blockchain 1 Lot number
. . Smart contract Smart contract 2 Consignee identification
circulation 1 Project code
:a{lllf (?fO:tVe:f the same identification number 4 Collect 5 Submit 3 Date of receipt
2 Stef:l name --=-inform ation information 4 Downstream delivery time
3 varieties 5 Monitoring the packaging
4 Number of logistics e ( : o itemperature
units D 6 Packaging environment
5 Delivery Distmbution O Lﬁ humidity
identification code vendors Distributors Retailers 7 Steel transportation






media/file64.png
7 Construct a transaction request

1 Enrollment

Photovoltaic(PV) |

Authentication

. 2 Separate user ID authentication
by mean of an entity mapping
protocol and zero knowledge progf

8 Sort and generate blocks

5 Simulate the chain code

based on the current state Committer
database and generate a ers
3 Submit a transaction proposal Endorser read/ 'tge st . ) pe Ledger
=\ peers gl S — 10 Validate the
d the results of multi de ; transaction and
6 Send the erz dort; E:n eIII:tS tiple tra Lnrrent oo Read/write set update the ledger
according to the
endorsement strategy

Hyperledger fabric






media/file34.png
TXVK

1.2 Hyperledger Fabric
11 Send |
Generate |_' Verification key 2 Verify TXVK and TXCS
TXCS
. 1 Encrypted IoT 1.2 Validators
Device 1 L data Send
2 Share license 3.3 Verify
6 Recover [oT data after 3.1 Send request N
collecting certain responses ) 3.2 Generate TXResp
" 5 Encrypted and share license
Dewvice 2 reSDONSE
pon Serverl «
4 Check TXCS
5 Encryp
response <
4 Check TXCS

Server?





