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Abstract: The convergence of blockchain with the internet of things (IoT) attracted widespread
attention. Blockchain mainly solved the problem of secure storage and trusted transactions. The
convergence of these two emerging technologies enhanced the security of smart services. However,
there were some technical barriers to the deployment of practical IoT systems. In order to further
promote the popularity and application of blockchain in the IoT, Hyperledger became the ideal
technology to overcome these obstacles. In recent years, the mainstream application fields of IoT tried
to carry out integration with Hyperledger to achieve high security, fine-grained privacy protection,
real-time data flow, robustness, and other business requirements. However, there was a lack of
literature review on this topic. This study obtained the latest related literature of Hyperledger in IoT
from Web of Science, Wordlib, and EBSCO databases. To demonstrate more intuitive differences and
provide a technology convergence process, this study proposes a reconstruction diagram analysis
method. Reconstruction is the process of fusing the core design and the original architecture diagram
in the literature and reconstructing the diagram so that it can show the core ideas of the literature.
This approach aims to visualize the core ideas of the literature. Finally, this paper prospected and
concluded by proposing four directions for future work, including a low-energy consensus algorithm,
intelligent transaction validation, mixed on-chain and off-chain storage, and customized incentives.

Keywords: internet of things (IoT); hyperledger; blockchain

1. Introduction

With the rapid development of smart devices and high-speed networks, IoT gained
wide acceptance and popularity as a major standard for resource-constrained low-power
networks [1]. However some technical vulnerabilities and flaws hinder the development
of IoT, and these hindrances are mainly focused on data security issues and network
congestion caused by centralized servers. Blockchain breaks through the traditional sense
of trust and makes every decision in the network transform from a few nodes to a joint
decision of all nodes, increasing the transparency of transactions and storing trust. As a
result, blockchain-based IoT research is widely explored. This previous research solved
the problems of secure storage of IoT data and data integrity verification to some extent.
However, the shortcomings of blockchain technology in privacy protection, load balancing,
and network latency led to a state of the art that cannot meet the standards of commercial
applications, especially for IoT projects. According to the current stage of technology
development, these landing obstacles are mainly focused on the lack of privacy protection,
inefficient transactions, high latency, and lack of flexibility.

In recent years, the emergence of Hyperledger provided the possibility of solving the
above problems. In addition to having the general characteristics of blockchain, Hyper-
ledger achieves new empowerment in four aspects: security, interoperability, consensus,
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and performance. In terms of security, Hyperledger is designed with fine-grained access
control and private data management, giving privacy protection mechanisms and ledger
isolation among enterprises, providing infrastructure for enterprise-level solutions. To
protect the interests of consumers, Hyperledger supports autonomy of access control, which
enables the design and implementation of a number of consumer-centric applications. The
highly modular structure [2] allows systems developed based on Hyperledger to have a
single point of failure of a module or component without affecting the overall operation
of the system. This feature also allows Hyperledger to become integrated with various
systems faster. These pluggable components enable Hyperledger to meet rich business
logic in the same distributed network. In terms of interoperability: Hyperledger devel-
ops a peer-to-peer authentication system that provides the infrastructure for consumers
or enterprises to perform cross-chain, cross-layer, or cross-system operations through a
portable electronic identity. In terms of consensus, pluggable consensus mechanisms enable
different businesses to reach consensus in the same distributed network. The consensus
algorithms supported by the current Hyperledger cover energy saving, reputation, proof
of work, proof of time, authority, fault tolerance, and authorized interests [3]. Thus, the
applicability of Hyperledger is significantly enhanced. In terms of performance, decisions
in the network are decided by a certain number of nodes instead of being decided by
all nodes together, which significantly reduces arithmetic costs and ensures trust. The
Hyperledger network can be dynamic, offering the possibility of connecting a large number
of portable devices. Hyperledger subdivides the nodes that process transactions into four
roles [4], each with a different function, and allows developers to adjust the deployment
of nodes based on the network load. In addition, decoupled sequencing processing can
address a certain level of network congestion and latency.

Hyperledger-based IoT research is growing year by year, yet there is no review on
Hyperledger in the IoT domain. In addition, most of the blockchain reviews are text-
based and supplemented by diagrams. The concise language shows the latest application
progress and trends for researchers, but it cannot visually show researchers the design
ideas of these studies, and it is difficult for researchers to get enough guidelines and core
ideas for technology integration from the condensed language.

To better solve the above problems, this study proposes a new analysis method: the
reconstruction diagrams method. Reconstruction refers to the process of reconstructing a
diagram that can show the core ideas of the literature by fusing the core design and the
original architecture diagram in the literature with the core content of Hyperledger and the
literature as the main research object. Therefore, the main advantage of the reconstruction
diagram analysis method is twofold: first, it shows the research progress and core idea in
the most intuitive way; second, it adds more design details, visualizes the core design in
the literature, and uses the most intuitive way to highlight the differences between different
studies. This study summarizes the progress of Hyperledger applications in the IoT based
on the reconstruction diagrams perspective, and provides researchers with the main design
flow and guidelines for Hyperledger technology in the IoT. The main contributions of this
study are as follows.

(1) An analytical approach to reconstruction diagrams is proposed. This study consid-
ers two cases: The first one is to construct reconstruction diagrams by extracting the core
design in the literature for the literature without architecture diagrams, and to restore the
core design ideas of the authors to the maximum extent. The second one is for literature
with existing architecture diagrams. The original architecture diagram is reconstructed on
the basis of the core design of the literature, adding more design details.

(2) It shows the latest progress of Hyperledger application in the IoT. Since the research
on Hyperledger in IoT is scattered at this stage, this study summarizes 52 pieces of literature
in terms of application domains. These application areas are related to IoT data security,
smart fisheries and agriculture, smart city monitoring, smart toys and IoT games, smart
fitness, smart traffic, smart grid, smart building projects, and smart energy (energy saving
direction). The rest of this paper is organized as follows: Section 2 presents an overview
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of Hyperledger and its enabling technologies. Section 3 introduces the concept of the
IoT, and the point of convergence between Hyperledger and IoT applications. Section 4
provides a comprehensive review of existing applications of Hyperledger in the IoT, and
visualizes the differences between the scenarios through the perspective of reconstruction
diagrams. Section 5 provides four potential research directions. Finally, the paper concludes
in Section 6.

2. Introduction to Hyperledger

Hyperledger is committed to developing an enterprise-grade standard blockchain. At
the official conceptual level, Hyperledger is a “greenhouse” system, where all technology
is developed by the community. It provides an open source and secure collaborative envi-
ronment for users, developers, and vendors across all domains. As a result, Hyperledger
encourages interoperability between participants in similar domains, each of whom com-
municates to obtain the necessary information. This effective collaboration greatly reduces
the duplication of work for each participant, allowing participants to have more energy
to incubate new ideas. To improve code quality, the Technical Steering Committee (TSC)
regularly checks the community’s code and projects, and substandard code and projects
are discarded. In addition, Hyperledger encourages the achievement of specialization [5],
i.e.,, more people focus on fewer tasks and increase the level of expertise of the participants.
Developing the specialization of the participants also helps to promote uniformity of intel-
lectual property rights, and any participant contributing to the Hyperledger community
does not have to worry about hidden legal issues.

A generic architecture for Hyperledger should have nine components: a consensus
layer, a contract layer, a communication layer, a data storage module, an encryption module,
an identity services module, a policy services module, application programming interfaces
(APIs), and an interoperability module [6]. These components form a highly modular
structure in which the failure of any one component does not affect the overall operation.

As one of the largest open source projects, Hyperledger currently has 18 top projects
(including one that was phased out). These top projects provide key technologies for Hy-
perledger and enable Hyperledger to be widely used in various fields. On the technology
side, Hyperledger covers areas such as cross-system authentication, permission control,
multi-channel (multi-chain) platform, visualization interface, mobile application, bench-
marking, encryption library, Ethernet client, and its business logic development. In terms of
applications, Hyperledger is used in the mainstream fields of the internet of things, digital
healthcare, supply chain traceability, finance, digital evidence, artificial intelligence, etc.

Hyperledger divides the current top projects into four categories, including distributed
ledgers, domain specific, libraries, and tools. Each project contributed to Hyperledger re-
quires regular maintenance by the developers, which means that in addition to maintaining
the normal operation of the project, the developers also have to solve problems for members
who want to participate in the project in a timely manner. TSC regularly reviews the main-
tenance status of each project and decides whether the project will move to the next stage.
When a project is no longer recommended for use, it will be abandoned by the community
after 6 months. However, the abandoned project information and part of the code remain in
the community. Each project in Hyperledger must possess the five features of being modu-
lar, highly secure, interoperable, cryptocurrencyagnostic, and complete with APIs. Modular
components are suitable for developing distributed solutions with different requirements,
and high security ensures enterprise-grade blockchain implementation. Interoperability
and rich APlIs give large enterprise distributed networks easy information interaction.

In general, all projects in Hyperledger go through six phases (status): proposal, incu-
bation, gradated (active), dormant, deprecated, and end of life. The status of each project
is dynamic and is jointly determined by the maintainer of the project and the TSC with
multiple reviews. At this stage, the top projects in Hyperledger have only two statuses,
graduated and incubation. The projects in graduated status are the most active projects
with the most members and the most contributed code. Due to constant updates, active
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projects provide a more mature technology and infrastructure for Hyperledger. Based on
the information provided on the official website, this paper dissected the core architecture
and innovative design of the project in graduated status.

2.1. Fabric

Fabric is the cornerstone of Hyperledger; its innovative design enables Hyperledger
to be widely used in various fields [3]. Fabric pioneered the introduction of the authority
mechanism, giving the possibility of confidential transactions and ledger isolation in vari-
ous industries. Fabric’s architecture consists of membership services, certificate authorities
(CA), nodes, peers, and four types of components. Membership services provide digital
certificates for blockchain nodes, CAs provide identity certificates for all nodes in the
network, which complete transactions with private and public keys, nodes consist of nodes
that are allowed to join the network, and peers are roles that perform different tasks in the
blockchain network.

2.2. Sawtooth

The innovative design of Sawtooth is to simplify the development process of the
blockchain application by separating the central system from the application layer [7].
Each Sawtooth node consists of a fixed component validator, and a possible components
transaction processor, REST (representational state transfer) API, and client [8]. In the
Sawtooth network, the initial node sends broadcast packets to get nearby nodes, and neigh-
boring nodes can join the network according to the rules and broadcast their neighbor’s
one-hop-away node. As long as there is a response, the node can join the network.

Sawtooth architecture has five core components, including a peer-to-peer network,
distributed log, state machine/smart contract logic layer, distributed state storage, and
consensus algorithm. The peer-to-peer network allows nodes to communicate via TCP,
including information about blocks, peers, etc. [9]. The Sawtooth network broadcasts
transactions via gossip protocol. The distributed log includes an ordered list of transactions,
which is sorted by nodes according to the consensus algorithm. Sawtooth extends the
functionality of smart contracts by treating them as state machines or transaction processors.
In the smart contract logic layer, Sawtooth uses radix Merkle. The consensus component
provides a consensus interface that allows various consensus algorithms.

2.3. Iroha

Iroha also provides a distributed framework that is designed to feature privilege
management, fault tolerance, and performance efficiency [10]. Compared to other platforms,
Iroha requires authorization to read and write data in addition to the authorization required
for nodes to join the network. Iroha allows rich built-in commands for simpler asset
management, unlike other platforms that require predefined assets [11]. It is designed with
a fault-tolerant consensus algorithm, Crash, which allows Iroha to have lower latency.

Iroha architecture has 11 components, including Torii, MST processor, peer communi-
cation service (PCS), ordering gate, ordering service, verified proposal creator (VPC), block
creator, block consensus (YAC), synchronizer, Ametsuchi blockstore, and world state view
(WSV) [12]. In a typical Iroha transaction, client-initiated transactions are received by Torii
and forwarded to the MST processor, which typically has two tasks, including forwarding
transactions to the PCS and receiving transaction messages (multiple signatures) from
other peers. The ordering gate verifies the stateless transactions with other peers, and the
ordering service in the peer creates a transaction proposal (each node contains an ordering
service) and verifies that the stateless transaction passes the first verification. The VPC
performs state verification of the transaction, and the block creator creates new blocks and
sends them to the YAC to perform consensus. The YAC forwards the final message to
multiple peers. The synchronizer is responsible for downloading blocks from the block
store and adding the missing blocks from the peers to the peers. At this point, the Iroha
network updates the WSV.
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2.4. Indy

The innovative design of Indy lies in a decentralized identity system [13]. The core
feature of this authentication is the self-sovereign identity [14]. This means that once an
identity is established, it cannot be revoked, selected, or associated by any institution or
person without the permission of the identity owner. There are only two types of nodes in
the Indy network, including verification nodes (which are few in number) and observer
nodes (which are many in number). Among them, authentication nodes are responsible for
processing write requests and participating in consensus. Observer nodes are responsible
for reading requests and have the opportunity to become verifying nodes depending on
their reputation level. Indy can provide users with portable proof of identity and does not
require centralized authentication by a third party.

2.5. Aries

As the only technology of the six active projects that is not a distributed ledger
platform, Aries is a way to provide secure communications for decentralized identity man-
agement and verifiable credentials. Aries has four core components, including agents, DID
communications, protocols, and key management [15]. Agents provide trusted agents for
self-sovereign identity authentication. Specifically, trusted agents help people or organiza-
tions send bytes and store data directly. The user downloads or writes the appropriate agent
according to the requirements of the agent, such as IoT agents, cloud agents, protocols,
scale, and privacy requirements. DID communications is meant to provide information
exchange for multiple trusted agents [16]. It is based on decentralized protocols, and
its main paradigms are message-based, asynchronous (request-response messages), and
simplex. Key management provides a distributed key management system that uses three
types of keys, including master keys, key encryption keys, and data keys. The distributed
key management system allows any identity owner to perform network connectivity, key
exchange, and recovery without relying on any organization, free from the central failures
of third-party organizations.

The emergence of Aries facilitates the implementation of decentralized authentication,
and peer-to-peer certificate authentication will eradicate the surveillance economy. This
authentication method is highly portable and applicable, allowing users to store their proof
of employment, or other identification, in a wallet and decide which part of the information
can be publicly queried.

2.6. Besu

Besu is an enterprise class Ethereum platform [17]. Besu has seven core modules,
including Ethereum virtual machine (EVM), P2P network, storage, permissioning, privacy,
user-facing API, and monitoring.

In terms of privacy, Besu ensures private interactions through Tessera nodes [18]. For
example, if a private transaction is sent by Bob, this transaction must first be passed to
Bob’s Tessera node and complete the information exchange with Alice’s Tessera node (the
Tessera node involved in the transaction) before being passed to Alice. For better enterprise
orientation, permissioning enables node permissions and account permissions so that only
specific Storage will store the blockchain and world state, where world state includes
account state, account storage, and code storage. Besu provides users with a monitoring
interface to demonitor nodes and networks.

Besu supports two node types, including full nodes and archive nodes. Full nodes
store only the current block state, ensuring the current up-to-date state. Archive nodes are
responsible for storing all the historical states of the blocks since the creation of the world,
in addition to the latest state. In addition, Besu provides three APIs for users, including
JSON-RPC based on HTTP/WebSockets, RPC publish/subscribe based on WebRocket, and
GraphQL based on HTTP.

Besu is compatible with the main Ethernet network and supports both public and
private networks. It gives the possibility of building an enterprise class Ethernet platform.
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3. Introduction to the IoT
3.1. Overview of the IoT and the IIoT

The internet of things (IoT) consists of two segments of varying difficulty. One subdi-
vision is the human internet of things (IoT), which is a major improvement in which the
dominant type of interaction is client server [19]. The IoT provides increasingly intelligent
services to satisfy rich semantic requests. Another subdivision is the industrial internet of
things (IloT), which is intended for complex task collaboration, decision making based on
collected data, and remote access to machinery [20].

The IoT is a new technological paradigm, a global network of machines and devices
capable of interacting with each other. At the application level, the IoT can perform a
variety of light tasks based on predefined consumer requirements, including operations
such as automatic floor sweeping, intelligent identification, and linkage of traffic lights. The
value of the IoT to the enterprise lies in the ability of connected devices to communicate
with each other and integrate with vendor-managed inventory systems, customer support
systems, business intelligence applications, and business analytics [21].

The industrial IoT is a technology to improve the efficiency and quality of manufactur-
ing by software and modeling industrial knowledge and experience. At the application
level, the biggest difference between the industrial IoT and the IoT is that it is designed
for heavy-duty tasks, such as smart manufacturing, environmental monitoring, intelligent
transportation, enemy reconnaissance, etc.

3.2. Convergence Point of Hyperledger with IoT and IIoT

According to the Global System for Mobile Communication Association (GSMA)
statistics, the number of IoT devices connected worldwide is up to 14.7 billion in 2021.
The IoT is already widely used in numerous areas, and as mentioned earlier, blockchain
technology is widely researched but difficult to implement, especially for commercial
applications. The IoT urgently needs completely new technologies to solve the challenges
it faces. This paper summarizes the possible integration points of Hyperledger and the IoT
based on the study of Hyperledger-enabling technologies.

(1) Distributed storage and collaboration ensures tamper resistance for large volumes of
data and decisions.

(2) Fine-grained permission control enhances privacy protection between enterprises
and consumers.

(3) Hyperledger supports multiple chaincode authoring languages and provides channel-
oriented chaincode lifecycle management, enhancing the efficiency of system collabo-
ration.

(4) The fine-grained state-based endorsement strategy enhances the security of enterprise
transactions.

(5) The efficient consensus mechanism effectively reduces network latency for device
or large appliance collaboration and enables faster node state agreement, which can
provide millisecond response time for the industrial IoT.

(6) Peer-to-peer authentication ensures high portability of identities and provides great
convenience for portable IoT device identification.

(7)  The highly modular framework and support for diverse chaincode writing languages
enables Hyperledger to be quickly integrated with any IoT and industrial IoT system.

(8) The dynamic network makes the system highly flexible and robust to meet the basic
business requirements of the IoT.

This section may be divided by subheadings. It should provide a concise and precise
description of the experimental results, their interpretation, as well as the experimental
conclusions that can be drawn.
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4. Hyperledger Applications in the IoT

In this section, the research in the direction of the IoT is subdivided into nine applica-
tion areas: IoT security, smart fisheries and smart agriculture, smart toys and IoT games,
smart fitness, smart city monitoring, smart transportation, smart grid, smart construction
projects, and smart energy (energy saving direction).

4.1. IoT Security

In the current research, privacy, confidentiality, and integrity security of data received
more attention than other security requirements. Since the large amount of data generated
by IoT devices is mainly processed by centralized cloud services, it is difficult to guarantee
the privacy and confidentiality of these data. Wang [22] proposed a Hyperledger (Fab-
ric 1.1.0) based the IoT data integrity verification scheme. In Figure 1, it is shown that the
IoT data are split into multiple fragments and automatic verification and processing of
device metadata is achieved and records are stored through predefined smart contracts.
The cloud service provider is only responsible for returning the validation results to the
user. This reduces overhead and computational costs, but lacks the design to handle more
complex data types. To solve the problem of transaction security between different cloud
service providers, Yang [23] proposed a federated cloud system based on Hyperledger (Fab-
ric 1.0). In Figure 2, it is shown that this system is designed to determine the trusted level
mechanism through user credit value instead of centralized management, and chaincode
is signed between different cloud service providers for secure transactions. To a certain
extent, trust is ensured and the utilization of cloud computing resources is improved. In
cloud services that store datasets, there is a risk of malicious tampering and a single point
of failure of the dataset model of the data owner. Dib [24] proposed a dataset utilization
system based on Hyperledger (Fabric 1.1). In Figure 3, it is shown that the cloud service
stores only the data model encrypted by the data owner, and consumers pay for the service
through Hyperledger when sharing the dataset. The transparency of the dataset being
utilized and the security of the dataset are enhanced, but no regulatory policy is designed
for high trust level users. In supply chain systems, where data security is the first concern,
Cao [25] proposed a traceability system (Sawtooth) for the steel industry. In Figure 4, it
is shown that the data of each link is stored through a smart contract, and the regulator
obtains all the circulation data through the block. Consumers scan the RFID code to obtain
the final traceability information.

The automatic handling of compromised devices can avoid dangerous behaviors in
time; Rodriguez [26] proposed a Hyperledger (Fabric)-based IoT device monitoring scheme.
In Figure 5, the source and target devices are shown to verify the transaction reliability
through the endorsing node in Hyperledger, and the dangerous devices are automatically
isolated by chaincode. The security of device data are ensured. To solve the problems of
latency and efficiency, Kim [27] proposed a lightweight scheme combining deep learning
and Hyperledger (Fabric). In Figure 6, it is shown that the system, based on the node
behavior, latitude and longitude of the network nodes, etc., and clustering, can generate
multiple clusters using the clustering K-means algorithm. The system generates the corre-
sponding chain verifier (consisting of four nodes screened) to verify the communication
legitimacy and store the transaction records. The security of the data is improved to some
extent. The configuration data of the IoT devices is an important part of the IoT data,
and once tampered with will directly affect the original task direction. Helebrandt [28]
proposed a Hyperledger (Composer)-based configuration file system for IoT devices. In
Figure 7, it is shown that on-chain and off-chain (storing large configuration files) storage is
designed to encrypt the messages that modify the configuration and load the management
ID, device ID, and timestamp into a new block. However, it lacks the supervision of more
configuration information, such as power, CPU utilization, and disk space. The multi-level
proxy approach helps to secure the transmission of the IoT data, so Mbarekp [29] proposed
a multi-level proxy-based IoT data protection system based on Hyperledger (Fabric 1.1.0).
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Since most of the key management in Hyperledger is issued and managed by gov-
ernment nodes, there are still security problems such as key tampering and forgery, so
Ribeiro [30] proposed a distributed key management scheme (Fabric 1.4.0). In Figure 9, it
is shown that by signing a smart contract between the device and the connection server,
the system establishes a temporary session key to safeguard the device privacy, and this
scheme solves the security problem of the device key to some extent.
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Several studies focused on security requirements such as authentication, authorization,
and billing in IoT security. Hang [31] proposed an IoT communication platform based on
Hyperledger (Fabric 1.2). In Figure 10, it is shown that the system uses smart contracts
to achieve secure access between devices, and stores data in Hyperledger to improve
the security of transactions. Due to its lightweight architecture, it provides feasibility
for implementing large-scale IoT device communication. To improve the reliability of
smart contracts, Liu [32] proposed a data access control system (Fabric 1.4.3). In Figure 11,
multiple users are shown to jointly develop access control policies, and the system stores
records and URLs for these data through Hyperledger. This scheme reduces the pressure
on on-chain storage. To address the centralized root management in top-level domain
authorization, Zhang [33] proposed a distributed root management scheme based on
Hyperledger (Fabric 1.4). In Figure 12, it is shown that the transactions for a domain
authorization are sent to multiple authorization nodes, and only the authorization nodes
that respond within the time threshold are considered valid. The authorization messages
are counted and processed automatically by a smart contract. To improve the efficiency of



Electronics 2022, 11, 2200

12 of 45

authentication, Chi [34] proposed a data co-authentication scheme (Fabric). In Figure 13, it
is shown that the user’s identity information is split into labeled data and real data. The
network is divided into multiple communities according to the K-medoids algorithm [35],
and the similarity between the labeled data and the community data of the nodes is
measured using the cosine similarity algorithm [36]. Users retrieve relevant information
based on tags. The efficiency of identity related data retrieval and sharing is improved.

8 Share session key

End-device

Application server

1 JoinEUI
2 DevEUI
3 DevNonce
. Join server(JIS)
] EL 2 Join request
1 Join request message 5 Decrypt the data and use the
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- Network|server
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Figure 9. Reconstruction diagram of reference [30].
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Figure 10. Reconstruction diagram of reference [31].

In Hyperledger, the centralized authorization and authentication of CAs may generate
risks such as tampering and forgery. To solve the problem of centralized CA authoriza-
tion, Siris [37] proposed two decentralized authorization strategies based on Hyperledger
(Fabric). In Figure 14, it is shown that multiple organizations are authorized instead of
unified authorization by CA nodes, and the authorized nodes for transactions at a certain
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moment are filtered according to the corresponding time of the nodes. The authorization
efficiency is improved while ensuring the security of distributed authorization, but the
first strategy requires higher computational cost. To solve the problem of centralized CA
authentication, Kakei [38] proposed a strategy for distributed CA authentication (Fabric).
In Figure 15, it is shown that the CA nodes in Texas are divided into meta-CA and CA.
The cross-authentication between meta-CA and CA determines whether this CA node is a

trusted party, and this scheme improves the reliability of CA nodes to a certain extent.
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Figure 11. Reconstruction diagram of reference [32].
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Figure 12. Reconstruction diagram of reference [33].

To provide a generalized Hyperledger-based authorization architecture, Pajooh [39]
proposed a multilayer blockchain model (Fabric) based on a cellular system. In Figure 16,
it is shown that the network is divided into three layers based on SI (swarm intelligence)
and EC (evolutionary computation) algorithms. Multiple base stations are connected in
Hyperledger to achieve distributed authorization and authentication of the IoT devices.

The model reduces the network load, but does not actually build a testbed.
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Electronics 2022, 11, 2200 14 of 45
13 Calculate the similarity with 2 Send public
the data of the community center 12 Query key. private key
node, and retrieve it in the with tags | Client server(CS) andlldentlty
community ;F% ; certificate Clieat
Users ;
1 Generate public .
11 Send key pri\,vate lf::y and 4 Data 3 \7enfy E.]..C.;l.‘...;.l.].). ............
i Lo . collection identif’ i1 Clien
Hyperledger Fabricdetectlon results identity certificate ¥ ) Cities
Certificate Authority Community 3 Regions I
; 14 Communication
> Server (CAS) Detection Server {rotocol
— Orderer (CDS) iprotoco
— i5 Gateway type
Database . 8 Verfy the 4 Send label .6 Machine name
9 Divide the . 7 Community data and real i7 Sensor name
10 Store  detection results  quality ‘.’f detection results data feccrerenenesensansed
intoblocks  the detection
N Tal-{e apeer th‘at already existy 5.1 Divide multiple communities
" in this community as the central -
Communities . Cosine
peer K-medoids P
aleorithm similarity
- = algorithm
e 5.2 Measure the similarity of
user data and community
data
Community detection algorithm
Figure 13. Reconstruction diagram of reference [34].
The second
) AS group strategy
0 Get tokens Hyperledger Fabric B 3 Select authorization ™ / \
* server(AS)
Client 1 Request 2Cal resource > 3 Select the first
owner chaincode AS to respond (
«— [ 4 Store the hash value may be more
Payment chaincode of the selected AS than one)
10 Send AS2 4 Hyperledger B
The first strategy ok en 4 Store the hash value stores the hash
okens
\ 3 Send of the selected AS value of the
6 Deposit 5 Send price| | responses from responding AS
v AS1-ASn
TResponsesfrom 1 1 | | veeeeeeeneeenn
10T devices Hyperledger Fabric A AS1-ASn

An IoT system developed based on Hyperledger should address the security require-
ments for service availability, and encryption of data is one of the effective ways to ensure
that data are not attacked. Zhou [40] proposed a fully homomorphic computing scheme
(Fabric) for IoT data protection. In Figure 17, it is shown that, by encrypting the session
message using a homomorphic encryption algorithm, the system verifies that the message
did not change through multiple servers. It effectively protects the IoT data from attacks
with good performance. Hou [41] proposed a scheme for edge computing to protect data. In
Figure 18, it is shown that the messages of the devices are obtained through LoRa gateway
and the uplink messages are stored in Hyperledger, which reduces the possibility of the

messages being attacked.
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In Tables 1-3, this paper presents a comprehensive comparison of the above schemes.
The table compares their differences in six aspects: year, consensus algorithm, incentive
mechanism, application domain, issue addressed, and performance evaluation. In the
performance evaluation metrics, this paper presents some of the main experimental results

of the schemes.
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Table 1. Differences between IoT security solutions (NS: mention but not specify, NM: not mentioned).

Consensus Incentive Application Issue .
Authors Year Algorithm Mechanism %ﬁ)main Addressed Performance Evaluation
I'?te%rlty P The number of fragments of data is
Wang et al. 2019 NM X IoT data ‘l]erl 1ca 1(1)nI 0_; 200,300,400 and 500, the time cost is
arge-scaefo about 20's, 26.5'5,42.5 s, and 59 s.
data
Secure The transactions
Yang et al. 2020 NM X JointCloud transactions are 100, 1000, and 2000, the latency
time is about 0.18 s,2.01 s, and 5.23 s.
Intelligent data The transaction sending rate is
DIb et al. 2019 Solo X IOT data loitati 50,100,500, the average latency is
explottation 0.985s,3.14s,and 5.25 5
Proof of Qualit System response time is less than
Caoetal 2020 concept (PoC) x Steel products traceabil}i,ty Y 10 nI:s at 1000 users
The average committed latency for
Rodriguez et al. 2015 PBFT X 10T devices Security thes;c;ltlernrllei?\zlgglfécglr;flgﬁzc; l:r}:;he
514.32 ms, and 730.11 ms
The minimum convergence time for
Proof of Communication the final solution obtained by the
Kim et al. 2021 . X 10T networks . genetic algorithm is 2600 ms, the
elapsed time efficiency . L
maximum convergence time is
4300 ms.
. The profiles is 2, 5, 10, the processing
Helebrandt et al. 2019 NM Vv 10T networks Security time is 4.2 ms, 407 ms, and 402 ms,
Table 2. Differences between IoT security schemes (continue Table 1).
Consensus Incentive Application Issued .
Authors Year Algorithm Mechanism l])Dpomain Addressed Performance Evaluation
The number of nodes is 200, 600, 800,
Mbarek et al. 2019 NM X IOT devices Device security and 1200, the average latency is
about 2.4 ms, 2.6s,3.5ms, and 5 ms.
NS: lightweight LO‘./Zl-p ower Effici The number of requests is 1000, 3000,
Ribeiro et al. 2020 consensus X wide-area lciency, 5000, and the average system latency
algorithms network security is about 135, 35 3, and 59.24 5
& (LPWAN) 7998 S
I;IS’ byzantine The records is 500, 250, 5000 and
ault tolerant 10.000. the
Hang et al. 2019 (BFT)/crash X IOT platforms Data accessing T
fault tolerant average latency is 271 ms, 559 ms,
m656 ms, and 752 ms.
(CFT)/PBFT 2
The requests are 50, 200, 500 and
Liu et al. 2017 PoW X IoT data Access control . 1000’ the
average time is about 0.12's, 0.075 s,
0.065 s, and 0.062 s.
The TPS of write data is 100,200,250,
the average latency is about 100 ms,
Domain name Root zone 1450 ms and 10,000 ms. Read data
Zhang et al. 2021 NM x system management TPS is 100,200,250, the average
latency is about 10 ms, 15 ms, and
30 ms.
The query tag is 6, when the query
Chi et al. 2020 NM « IOT Efficiency of request reaches 200, 300, and 400,

data sharing

the time cost of the system is 12 s,
17 s, and 24 s.
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Table 3. Differences between IoT security schemes (continue Tables 1 and 2).

Consensus Incentive Application Issued .
Authors Year Algorithm Mechanism %ﬁ)main Addressed Performance Evaluation
Proof-of-work
Siris ot al 2020 (POW), Proof- « Constrained Decentralized The latency for the request event is
’ of-authority IOT devices authorization approximately 4.2 s.
(POA)
The average processing time for
Public key initialization, participation,
Kakei et al. 2010 NM X infrastructure Distributed CA deployment, and validation is
2215.6 ms, 2366.7 ms, 2463.3 ms,
2404.8 ms, 65.7 ms.
The transaction sending rate is
. 5G-enabled IoT . 100,200,400, and 500, the average
Pajooh et al. 2021 Proposed x networks Security delay is about 0.5s,1.65,5.7 s, agnd
9.8s
The number of sending transactions
Zhou et al. 2018 NM X IoT data Data security per second is 1.0 0,200,300, the
average latency is 2.4 s, 5.8 s, and
6.4s.
The application package is 500, 1000,
and 2000, the average processing
Long range Security, time is about 12's,20 s, 25 s. The
Houetal 2020 PBET x (LoR;;g) systgem availabil?ty number of requests is 400, 1200,

2200, the system connection is about
35s,3.7s,6.3s.

4.2. Smart Fisheries and Smart Agriculture

Advances in information technology contributed to the digital transformation of fish-
eries and agriculture. At the conceptual level, smart fisheries are similar to smart agriculture.
Both offer, through the deep integration of big data, blockchain, artificial intelligence and
other information technology, access to real-time data collection, quantitative decision
making, intelligent control, accurate investment, yield prediction, and other personalized
services [42]. Smart fisheries focus on water quality monitoring to achieve analysis and
regulation of water quality in large areas. In contrast, the main need of smart agriculture
is to make intelligent decisions through real-time monitoring, and analysis to improve
productivity and resource efficiency [43]. Currently, Hyperledger is less used in smart
fisheries and agriculture, and the problems solved are mainly focused on data tamper
resistance and real-time data flow.

It is difficult to regulate the fishery accurately, and the data are not tampered, so
Hang [44] proposed a smart fish farming platform based on Hyperledger (Fabric 1.4.3). In
Figure 19, it is shown that the actual water level data are predicted by the water level sensor,
and the error is eliminated by using the Kalman filter algorithm. The system calculates the
actual required water level and duration for automatic regulation. This platform provides
a safer development idea for smart fisheries, but lacks interaction with different fisheries.
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Figure 19. Reconstruction diagram of reference [44].

In a smart farm system, there are issues regarding the real-time monitoring of crops
and reliability of product data. Lee [45] proposed a middleware for monitoring the food
growth environment based on Hyperledger (Sawtooth). In Figure 20, it is shown that
the crop data collected by the sensors are up-linked, and Hyperledger performs 10 cycles
of authentication of the monitored data. The POET (proof of elapsed time) consensus is
proven to have practical applicability with faster processing efficiency.
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4.3. Smart Toys and IoT Games

While both smart toys and IoT games are intelligent entertainment services, they
achieve different goals. The users of smart toys consist primarily of children, and are
enabled by the integration of IT technologies to make phone calls, educate children, browse
websites, as well as provide location tracking and other services. The types of smart toys
available in the global market include additional mechanical toys, sound/image recognition
toys, screenless toys, lifestyle toys, educational and construction games, as well as health
tracking /wearable toys [46]. However, smart toys have the problem of the inability to
exchange horizontal data. This is due to how difficult it is for heterogeneous APIs to
accomplish data exchange between different systems [47], and results in a large amount of
redundant data (data not needed by the user) that cannot be used effectively. IoT games
break away from the traditional meaning of image and video-based games, which are
games powered mainly by IoT technologies to interact with real objects in the physical
world to obtain rewards. As a result, IoT games are oriented towards decentralized objects,
mainly including location-based perception games. However, such games lack a robust
technology to guarantee the authenticity of the tasks and the privacy of the users from
being violated. Hyperledger provides an effective solution to the above problem.

In the data sharing of smart toys, horizontal data security exchange is difficult.
Yang [47] proposed a toy data exchange model based on Hyperledger (Fabric 1.0). In
Figure 21, it is shown that the toy data are desensitized and then the supplier generates a
unique identifier for the toy, and Hyperledger checks and stores the toy data in Couch DB
to ensure storage security.
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Figure 21. Reconstruction diagram of reference [47].

In the Hyperledger-based IoT gaming system, regarding real-time updates of game
tasks, player privacy, and reliability of game task locations, Manzoor [48] proposed a



Electronics 2022, 11, 2200

21 of 45

Bluetooth

8 Detect IoT
beacons

4 Create DID(decentralized:

location-aware mobile hunting game (Fabric). In Figure 22, it is shown that the hunting task
submitted by the player is validated by the smart contract, and only the reward information
is posted without showing the hunting details. Players’ rewards are secured through
the wallet function that stores information about completed missions in Hyperledger.
This enhances the transparency and security of rewards in location-based games, but the
detection of IoT beacons is largely delayed and there is no guarantee that the location of
the hunt is secure. Considering the situation that some players are unable to complete
hunting tasks, Pittaras [49] developed a location-based mobile game for the interconnection
of Ethereum and Hyperledger (Fabric 1.4). In Figure 23 (since the literature does not specify
the design of Ethereum), only the design related to the Hyperledger is shown. Additionally
shown in Figure 23, the system developed an advertising function and used chaincodes
to count the number of times players watch the ads (advertisements) and automatically
issues rewards.
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Figure 22. Reconstruction diagram of reference [48].
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Figure 23. Reconstruction diagram of reference [49].
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4.4. Smart Fitness

Smart fitness is one of the popular scenarios in the IoT. Smart fitness aims to acquire
users’ training data through sensors and combine them with artificial intelligence algo-
rithms to provide services such intelligent training decisions, supervised diet, and predicted
behavior. IoT-based smart fitness is divided into three categories: fitness trackers (includ-
ing wearable and non-wearable sensors), exercise analytics, and fitness applications [50].
Currently, Hyperledger mainly addresses training models and decision making for smart
fitness with secure, as well as enhanced accurate automation services.

In the Hyperledger-based fitness data system, to provide more secure and intelligent
services, Jamil [51] proposed a fithess model based on Hyperledger (Fabric 1.2, Composer
1.13.0). In Figure 24, it is shown that an inference engine for fitness data is implemented
using machine learning to provide reasonable fitness plans and diet plans. The inference
knowledge threshold is compared and stored with the actual read data to update the
inference information. The security of fitness data is improved.
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1 Register new POST method data of fitness Real ‘llin G:zlrfi::gic;Engme
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-

—
W 16 Store fitness
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Figure 24. Reconstruction diagram of reference [51].

4.5. Smart Urban Monitoring

Urban monitoring is an important infrastructure in smart cities. IoT-based urban
surveillance is the collection of information through cameras to obtain real-time status of
geographic space, intelligent analysis, and detection of these data.

In urban monitoring systems, regarding the authenticity of monitoring information
provided by users, Khan [52] proposed a monitoring information detection system based
on Hyperledger. In Figure 25, it is shown that the importance of surveillance video/images
isjudged by the endorsement nodes of Hyperledger (Fabric 1.4), and the important informa-
tion is detected and the frames are extracted for comparison with the original video using
chaincode in priority. This system ensures the authenticity of the CCTV (closed-circuit
television camera) data to some extent, but the detection mechanism is single.
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Figure 25. Reconstruction diagram of reference [52].

In Table 4, this paper presents a comprehensive comparison of the schemes in
Sections 4.2-4.5. The table compares their differences in six aspects: year, consensus al-
gorithm, incentive mechanism, application domain, issued addressed, and performance
evaluation. In the performance evaluation metrics, this paper presents some of the main
experimental results of the schemes.

Table 4. Differences between schemes of Sections 4.2—4.5 (NS: mention but not specify, NM: not men-

tioned).
Consensus Incentive Application Issued .
Authors Year Algorithm Mechanism I]:.)pomain Addressed Performance Evaluation
The average throughput of the
Hangetal. 2020  NSBFT/CFT/PBFT x ngr’;‘iﬁ;h Dataquality ~ *YStem 5800 tps, 850 tps, and 875 s
reaches 200, 400, 500.
Lee et al. 2020 POET, RAFT x Smart food Monitoring, -
farming certification
Security of data When the number of blocks is
Yang et al. 2018 NM X Smart toy exchange 50,100,416, the response time of the
& systemis 130's, 165 s, and 239 s.
When the number of transactions is
Manzoor 2020 NM N IOT mobile Incentives 10,000, the creation time is 250 tps,
etal. games transparency the query time is 500 tps, and the
update time is 250 tps.
. When the number of challenges is
Pittaras et al. 2021 BFT v IOTaTnzl;ﬂe trangiiitoar?gela 60,100,140, the system responsge time
& y is0.35,05s,and 0.7 s.
Intelligence When the sending rate is
Jamil et al. 2021 PBFT X Smart fitness securit ! 400,600,1000, the system throughput
y is 400 tps, 590 tps, and 950 tps.
Data security for
CCTV
Khan et al. 2020 NM X Smart city (closed-circuit -

television camera)
cameras
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4.6. Smart Grid

A smart grid is an advanced digital bi-directional tidal power system that is self-
healing, adaptive, resilient, and sustainable, with the ability to predict uncertainty [53].
Smart grids have high requirements for reliable, sustainable power supply [54], and secure
two-way power transactions are an important factor in ensuring sustainable supply. Secu-
rity includes reasonable privacy protection in addition to secure storage and traceability
of transactions. Hyperledger-based research is focused on addressing power transactions,
privacy protection, and energy consumption load.

In a smart grid system based on Hyperledger, a real-time scheduling strategy is
an important part of power trading. Zhao [55] developed a micro grid market model
based on Hyperledger (Fabric 1.1). In Figure 26, it is shown that multiple chaincodes are
used for real-time dispatching of power resources, and transaction records are stored on
Hyperledger. The transaction price and volume are determined according to the Bayesian
Nash equilibrium theory of incomplete information static game, which effectively reduces
the purchase cost of electricity users, but cannot guarantee the systematicity in handling
a large number of transactions. Li [56] proposed a two-way electricity trading system
based on Hyperledger (Fabric 1.4.0). In Figure 27, it is shown that a real-time scheduling
policy is developed for EVs through an iterative two-tier optimization-based charging
and discharging policy, and chaincodes are used for scheduling transactions and clearing.
The structure of hierarchical power scheduling helps to improve the scalability of the
system. Considering the stability of transactions, Li [57] proposed a power scheduling
scheme (Fabric 1.4.0). In Figure 28, it is shown that the charging/discharging schedule
for electric vehicles is developed based on an optimization model with an improved
krill swarm algorithm, which minimizes the load variance of the grid and thus improves
the security and stability of the electricity trading of electric vehicles. In power trading,
a reasonable bidding strategy helps in power dispatching. Yu [58] proposed a power
trading model based on Hyperledger (Fabric). In Figure 29, it is shown that the best bid
strategy is provided to users by improving the Bayesian bidding algorithm, including
the possible bid types, the best bid, and the probability distribution of the adversaries.
A three-layer structure of user layer, agent layer, and Hyperledger layer is used to ensure
that detailed transaction information is not accessed by agents and Hyperledger. To address
the supply chain imbalance of users due to over scheduling, Lohachab [59] discussed a
novel framework for electrical energy transactions (Fabric 1.4.0, Fabric 1.4.1). Instead of
centralized microgrid scheduling of electricity, real-time scheduling of the dispatching of
the Hyperledger is used. Reward algorithms and scheduling algorithms are designed to
encourage users to sell excess electricity, maintain the demand balance of electricity, and
guarantee the energy level of each user between minimum and maximum demand. This
solution improves the utilization of electricity to a certain. extent.

To ensure the stability of energy trading in different periods, Jamil [60] proposed a
smart power trading platform by combining machine learning and Hyperledger (Fabric 1.2).
In Figure 30, it is shown that customer information is collected based on the physical
network, and machine learning is used to analyze data characteristics and predict short-
term and long-term scheduling transactions. The network load is effectively ensured,
but a single metric is predicted. To better alleviate network congestion during power
system peaks, crowdsourcing the transaction is an effective solution. Sciume [61] proposed
an energy consumption load response scheme (Fabric). In Figure 31, it is shown that
the network load reduction transaction is crowdsourced to users by predicting the next
day’s network load through a data hub. The actual load capacity of each user involved
in reducing the power network load is evaluated, based on the baseline, using a smart
contract, and the corresponding reward task is assigned to effectively solve the network
congestion caused by peak loads in the power system.
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Figure 29. Reconstruction diagram of reference [58].
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In smart power trading, regarding user privacy protection, Wang [62] proposed an
electrical energy management system. In Figure 32, it is shown that an authentication
method combining entity mapping protocol and zero-knowledge proof is used to separate
user information and ensure the privacy of users.

In Table 5, this paper provides a comprehensive comparison of smart grid schemes.
The table compares their differences in six aspects: year, consensus algorithm, incentive
mechanism, application domain, issued addressed, and performance evaluation. In the
performance evaluation metrics, this paper presents some of the main experimental results
of the schemes.
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Table 5. Differences between schemes of smart grid (NS: mention but not specify, NM: not mentioned).

Authors Year Consensus Algorithm Nllref}e:;::lvsin A%pol:‘clzgrn Issued Addressed Performance Evaluation
Kafka /SI];IE"ZF (simple When the transmission rate is
Zhao et al. 2019 Byzantine faulf X Microgrid trading Pricing strategy 100,300,460, the average system delay is
to}llerance) /Solo 3000 s, 5900 s, and 8000 s.
Power trading for Transaction When the number of concurrent
Lietal 2020 Kafka % charge ang scheduling, mixed- transactions per second is 350, the
’ di % N integerprogramming system’s minimum transaction
scharge (MIP) confirmation time is 366 ms.
Power trading for With 1000 concurrent transactions per
Lietal 2021 Kafka % charge ang Security and privacy, second, the system has a throughput of
) & gh r MIP 500 tps or more, outperforming
scharge Ethereum and Bitcoin systems.
Peer-to-peer (P2P) - . When the power demand is 160 MW, the
Yuetal. 2019 NM x power trading Competitive trading revenue is around USD 443.77.
I;ﬁwegrt::élsbacz%nss Performance issues When the asset size is 1000 bytes, 8000,
Lohachab 2021 NS: Kafka/Raft/Solo V4 (gpber-Ph );ical and optimized 32,000, the system query performance is
ySystem};) configuration around 570 tps, 400 tps, and 200 tps.
Trading for . 3 Maximum throughput of 43 tps, 68 tps,
Jamil et al. 2021 PBFT V4 distributed energy erlzzidlcz(fr}:si;eiirgn and 95 tps for user groups of 500, 1000,
resources 8y P and 1500.
The average system downloading energy
Sciume Power consumption file is 10.2 s, the average query
etal. 2020 Solo 4 demand response Network load downloading files is 0.065 s, and the
average time to get the reward is 2.3 s.
The annual staff salary cost is
Microerid ener Privacy protection of approximately USD 15,000 and the staff
Wang 2021 NS: Kafka/SBFT/Solo X S 24 ¥ prote cost savings from the energy
management microgrid

management approach is USD
30,000/ year.

4.7. Smart Transportation

Smart traffic is the development of big data-driven intelligent traffic management
solutions that harness the potential for artificial intelligence to enable effective decision
making [63]. Most of this decision making refers to the effective avoidance, mitigation of
traffic congestion, and traffic accidents [64]. Making fast and accurate regulations in the face
of highly mobile and dynamic traffic situations becomes an urgent challenge to be solved.
The research of Hyperledger in the field of smart transportation covers several aspects,
including automatic authentication, intersection regulation and monitoring, ETC (electronic
toll collection), air-land integrated authentication, and connected vehicle data security.

In a Hyperledger-based vehicle system, regarding real-time authentication, Feng [65]
proposed an automatic authentication vehicle information system based on Hyperledger
(Fabric, Composer 0.20.7). In Figure 33, it is shown that the on-board unit is used as the
unique identity of the vehicle, and the roadside unit and the on-board unit are used for
real-time detection and automatic authentication by chaincode. Among them, the vehicle’s
identity is encrypted during the authentication process, which improves the privacy of
authentication. To address cross-domain identity authentication, Li [66] proposed a vehicle
location-aware system based on Hyperledger (Fabric 1.2, Ursa). In Figure 34, it is shown
that the I-SIG system is used to obtain the data of the vehicle, providing the optimal signal
scheme for the intersection. Encryption of the vehicle information was achieved using
the ZKPR (zero knowledge range proofs protocol), and finally verified the legitimacy of
the vehicle identity through the intelligent gateway. It has better advantages in terms of
transaction latency, throughput, and success rate. Due to the limited monitoring range
of roadside units, some schemes are dedicated to combining air resources for monitoring.
Luo [67] proposed an air-land integrated vehicle cross-domain identity monitoring system
(Indy). In Figure 35, it is shown that, using USRP (universal software radio peripheral)
technology to provide the identity of the vehicle, the vehicle identity is authenticated by
the UAV (unmanned aerial vehicle), and the legitimacy of the UAV’s identity is ensured by
using the cross-authentication of neighboring UAVs. The use of airborne nodes extends the
monitoring range, but the latency of authentication is high.
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To address the traffic safety problem at intersections, Buzachis [68] proposed a system
for monitoring vehicles at intersections based on Hyperledger (Fabric). In Figure 36, the
trajectory of the vehicle is simulated in real time by chaincode and the endorsement node is
responsible for detecting the simulation results. The usability of the system is demonstrated
by testing self-driving vehicles through intersections at 1-2 intersections, but there is no
design for multiple intersections. To address the problem of real-time assistance in case of
vehicle hazards, Mbarek [69] proposed a multi-level endorsement vehicle communication
system (Fabric). In Figure 37, it is shown that the BF-DF-AF-IF (belief function—desire
function—analysis function-intention function) model is used to refine the vehicle’s needs
into specific repair action needs. Endorsement level mechanisms are designed (according to
the score obtained by the exchange, chaincode automatically upgrades or downgrades the
endorsement level), and each transaction is endorsed by a higher-level endorsement node to
ensure the reliability of the transaction. An intelligent endorsement mechanism is realized
to enhance the efficiency of endorsement, but the scoring mechanism is not complete.
To address the authenticity of accident information in telematics, Xiao [70] proposed a
telematics fake news detection model (Fabric). In Figure 38, a Bayesian algorithm is used
to detect the probability of authenticity of telematics messages and stored in Hyperledger.
Load balancing is achieved and its feasibility is demonstrated in terms of prior probability,
transaction processing speed, and accuracy. To enable timely access to road conditions and
avoid traffic accidents, Chen [71] proposed an edge server-based vehicle area information
auction scheme. In Figure 39, an edge server is used to divide the area and issue a request
task for information reporting in a certain area. The vehicles completing the task are
identified by the road side unit (RSU) technology and the authenticity information is
evaluated using the expectation maximization (EM) algorithm. Suitable for low-power
devices, it ensures data quality and rewards.
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Several studies are devoted to the problem of secure transactions in smart transporta-
tion. Gao [72] proposed a V2G (vehicle-to-grid) payment model based on Hyperledger
(Fabric 0.6). In Figure 40, it is shown that privacy is ensured by the ability of the payers to
create multiple accounts in the same transaction. Chiu [73] proposed an ETC system based
on Hyperledger (Fabric 2.2). In Figure 41, it is shown that the vehicle is cross-authenticated
with the ETC gate, which detects the legitimacy of the vehicle’s identity and stores the
transaction records in Hyperledger. It has stability and high performance, but PBFT (prac-
tical Byzantine fault tolerance) consensus is not applicable to large networks. In the toll
station system, to solve the problem of electronic identity, Viera [74] proposed a 5G-based
C-V2X (vehicle-to-everything) road tolling system (Fabric). In Figure 42, it is shown that
Indy’s portable identity technology is used to send identity information through smart-
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phones instead of RSU to obtain identity information. Toll requests are processed and
transaction records are stored via cell phones. This proposal demonstrates for the first time
the feasibility of combining 5G with Hyperledger in a V2X system. Lee [75] proposed a
traffic system (Fabric) based on an auction mechanism and fog computing. In Figure 43,
it is shown that fog computing is used to allocate public transportation resources, and
an auction mechanism is designed to select the highest bidder for the connected vehicle
user. A rational allocation of public transportation resources is achieved, but the winner
is selected in a single way. In addition, the neighboring RSU nodes are secure by default,
which reduces the credibility of the endorsement results.
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In Tables 6 and 7, this paper provides a comprehensive comparison of smart transporta-
tion schemes. The table compares their differences in six aspects: year, consensus algorithm,
incentive mechanism, application domain, issue addressed, and performance evaluation.
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In the performance evaluation metrics, this paper presents the main experimental results of

the schemes.

Table 6. Differences between schemes of smart transportation (NS: mention but not specify, NM:

not mentioned).

Consensus

Incentive Application

Authors Year Algorithm Mechanism Domain Issued Addressed Performance Evaluation
Point addition, scalar
PBFT (Practical Vehicular ad hoc Automatic multiplication, multiplication,
Feng et al. 2019 Byzantine Fault X networks authentication the average time of these three
Tolerance) (VANETs) operations are 0.184 ms,
64.99 ms, and 0.179 ms.
Traffic Proof generation time and
Lietal 2020 NM X management Privacy protection validation time remain at
systems 98 ms and 97 ms.
Maximum request delay for
Space-air- Kafka message packaging,
round Cross-regional maximum number of
Luo et al. 2020 PBFT, Kafka X & i O packaged messages,
integrated certification maximum block capacity. and
network (SAGIN) : pacity,
maximum message size are
2's,100,99 mb, and 512 kb.
Autonomous Collisions of .
Intersection AVs(Autonomous Response latency is about
Buzachis et al. 2020 NM X . 0.7 s, average latency of about
Management Vehicles) and 072 s
(AIM) traffic congestion e
Vehicular Ad-hoc Communication :xiii?&giﬁzc;;(jlisé tgxe/gf; ai
Mbarek et al. 2020 Proposed X Network (V L &
overheads execution time for
ANET) . .
transactions is 0.056 s.
Table 7. Differences between schemes of smart transportation (continue Table 6).
Authors Year Conse}l Sus Incentlye Appllcatlon Issued Addressed Performance Evaluation
Algorithm Mechanism Domain
Vehicular ad hoc Information When the batch size reaches
Xiao et al. 2020 POA X networks security detection 1000, the trading time is
(VANETs) y 20.246 s.
Internet of Incentive For data vendors, USD
Chen et al. 2019 PoS(Proof of stake) vV . mechanism, data 0.03045839 is required for a
vehicles (IoV) . .
quality data sharing round.
. . V26 . Privacy preserving The saturation value of the
Gao et al. 2018 Byzantine X (vehicle-to-grid) payment .
. system throughput is 300 TPS.
networks mechanism
Electronic Toll Data storage, .
Chiu et al. 2021 PBFT X Collection (ETC) trustworthiness 1M of retcitl)ll;cisolflzssa trading
system and transparency ’
5G C-V2X The average time taken by the
Vieira et al. 2020 Proposed X (cellular Vehlcle— Privacy protection system is 1090'.3.8 apd t.he
to-everything) certificate verification is
communication 465.9 ms.
Vehicle-to- Service stabilit 100 nodes, 200 nodes, and
lee et al. 2020 Proposed Vv everything (V2X) datai LIty 300 nodes out of the block
o, ata integrity ..
communications time is about 7.5 s.

4.8. Smart Construction Project

In this study, smart construction projects refer to the high integration of construction
projects and cutting-edge IT technologies to achieve real-time updates in building modeling,
transaction security, reduced delivery costs, and effective collaboration [76,77]. Most of the
current research focused on solving the multiparty information exchange in construction-

type projects.

To address the problem of information exchange in construction projects, Suliyanti [78]
proposed a system for multiple interested parties to exchange construction information
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(Fabric, composter). In Figure 44, it is shown that the system developed a system for bidding
construction projects and stores the whole cycle of construction completion in Hyperledger.
A complete record and exchange of building information modeling (BIM) information
is explored, but the solution is owner centric, resulting in an owner’s choice without an
appropriate regulatory approach. To address the issue of financial allocation in construction
projects, Elghaish [79] proposed a building information modeling system (Fabric). In
Figure 45, it is shown that the system uses smart contracts to check the financial allocations
of the construction team, and allocates the appropriate finances to each participant based on
the net amount of total profit, cost savings and reimbursed costs. The scheme demonstrates
the feasibility of applying Hyperledger to integrated project delivery (IPD) systems. To
address the issue of the privacy of different construction project ledgers, Yang [80] discussed
a multi-channel design scheme (Fabric). In Figure 46, it is shown that smart contracts enable
communication between architects, suppliers, engineers, clients, building surveyors, and
urban planners, as well as store information from each of them in different channels. This
scheme identified advantages unique to Hyperledger-based construction project systems
in terms of scalability, traceability, and auditability features, as well as challenges in terms
of transaction processing efficiency, business changes, identity, cost, and security of smart
contracts. To address the problem of incomplete information for construction projects,
Sheng [81] proposed a construction project information management system based on
Hyperledger (Fabric 1.4). In Figure 47, it is shown that the system checks the authenticity
of construction information through the endorser of Hyperledger, and uses orderer to sort
transactions, and queries the complete construction project information through the web.
To a certain extent, it solves the problem of incompleteness and difficult traceability of
construction project information.

1 bimId
{2 buildingld
i3 Type
14 Url :
{5 bimStatus *
{6 bimDate N Py
{7 buildingOwner | R g L bldld ;
[ - : 12 buildingOwnerld
. 3 buildingContractorld
2 Participate in bidding 1 Submit bid {4 buildingld
— — s b
AN i ., Hyperldger Fabric o 0 ' ggg:;gum
- : Build contractor 3 Submit a building 4 Approval Buildine owner | 7 Bim {
1 buildingld < { proposal e N
2 Name -~
3 Address y -
4 Date Completion : s .
5 Status 5.2 Transfer contrll 9 Demolition of ‘i;llfgﬁgg;zl
6 statusDate : records -
7 buildingOwner v -
8 buildingContractor : .
9 Building Maintenance Manager 7 Demolished building 8 Request de.m.olmon of
10 buildingDemolitionExpert . the building
""""" Building Maintenance L .
Manager Building Demolition
6 Repair building Expert
............ Vo
1 Maintenanceld 1 Demolitionld :
2 buildMaintMgrld  : 2Build Demo Expertld
3 Buildingld i 3 buildingld :
4 startDate 4 demolitionDate
5Bim : 5 Bim

Figure 44. Reconstruction diagram of reference [78].
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Hyperldger Fabric
Endorsement Policy
1Senda 1 All proposed fransactions by all non-oWners parties should be endorsed by
transaction the client and consultant.
0 2 Any transaction by design team (consultant) should be cndorscdby elient

Owner

2

Design team

A4

-t
Contractor 1

Contractor n

Construction team

5 Call smart
contract

7 Allocation of finances

Smart contract

6 Chei the total profit
in the financial, the
saved land cost and the
net amount of the repaid

throughout the entire project.

3 All endorscrs peers execpt clicnt (P1) should be constrained by project
timelines (Pay ment milestones), for instance P2 should propose transactions
in period (O0/00/2019 to 00/00/2019),therefore, any transaction out of pre-
identified times will be rejected.

4 For IPD approach, all non-owner parties, a monetary value should be
specified as a maximum value of transaction. However,in case that the
transaction value exceeds the agreed limits, the transaction should be rejected.

2 Sort transactions

1 Each block represent a milestone payment

2 Each transaction should be reflected in all nodes.

3 There are two types of channels, first channel is a general channel that link
all IPD core team members together, while, another channel is to link the
owner with each non-owner party for the adverse transaction from owner to
non-owner party and viceversa.

4 The query transaction is only to retrieve information from the network peers,
therefore, it will be only represented as a blockwithout affecting the financial
statements.

Ordering Service
. g

i2 profit
i3 cost saving

3 Add new three

i1 reimbursed costs

4 Check the three blocks

cost Peers

Figure 45. Reconstruction diagram of reference [79].

In Table 8, this paper provides a comprehensive comparison of the smart construction
project’ schemes. The table compares their differences in six aspects: year, consensus
algorithm, incentive mechanism, application domain, issue addressed, and performance
evaluation. In the performance evaluation metrics, this paper presents the main experimen-
tal results of the schemes.

Table 8. Differences between schemes of the smart construction project (NS: mention but not specify,
NM: not mentioned).

Authors Year Conse‘n Sus Incentlye Apphca?lon Issued Addressed Performance Evaluation
Algorithm Mechanism Domain
. . Building Information
Wldya N ita 2020 NM X information interaction, The average response has a
Suliyanti et al. . o table value of about 8000 ms.
modeling (BIM) monitoring status
Faris Elghaish Integrated project Automated
etal. 2020 NM X delivery (IPD) financial
Rebecca Yang Construction . Transaction time is between
etal. 2020 NM x projects Efficiency, synergy 30 sand 60 s.
) The upload average latencies
Da Sheng et al. 2020 Kafka X COHStI"uCthl"l Me'magement O.f are 53.3 ms and the query
projects quality information

average latencies are 57.8 ms.




Electronics 2022, 11, 2200 38 of 45
1 Compliance with BCA
and AS for cladding
Channel 1 2 Accept/reject 12 Compliance with AS for * Ledger 1
- non combustibility N
Supplier 3 Codemark certification Smart
for the product contract 1
Channel 6 9 3 Run product Adr;?izzizme
detﬂﬂg."""‘ - Ledger 2
Channel 2 framin. =
L 23l - ‘ -: i : . e uiremint
architectural Ensineer q SR
O drawings i contract 2
Ledger 6 : :
. Channel 3
Architect
\ Client 1 Color
b 8 Finalize—}| 4 Runproduct 5 naintenance = | Ledserz
the design \ e 3 Replacement — h
drawings e
Smart contract 6
1 Compliance with BCA
Channel 4 and AS for cladding -
y 5 Send product |2 Compliance with AS for Y || Ledger4
M= certification " non combustibility
Building surveyor 3 Codemark certification Smart
for the product contract 4
Channel 5 . . ’ 1
> 1 Product compliance with town planning and !
O council requirements
B - 2 Color compliance with town planning and
7 Impé:me.nt design ‘ * 6 Send cladding | council requirement ]
awings g ! . ; .
S Town planning details 3 Product ﬁmsh compliance with project ;
building and neighborhood ]
*
— Ledger 5
Smart contract 5
Figure 46. Reconstruction diagram of reference [80].
. Hyperledger Fabric
10 Notify
. 12 |
— Registration Fabtic-CA
1.1 Register % request
Participant > 2.1 Generate |8 Broadcast
< —< user’ s certificate | DeW block
2.3 Certificate Wed client 2.2 Return
certificate 7 Broadcast
3 Process construction new block

quality information

i1 Carrying capacity
12 Verticality
i3 Hole depth

Ordering Peers

4 Send tr . Endorsing Peer
ool 9 Validate
Propo transaction and
> update ledger

and generate new block

6 Order transactions

h

Figure 47.

5 Send transaction proposal and simulated result

Reconstruction diagram of reference [81].

4.9. Smart Energy (Energy Saving Direction)

Smart energy trading aims to achieve autonomous energy regulation and efficient
energy use by selling their surplus energy or buying the energy they need between con-
sumers and businesses. The concept of energy in this section may be electrical energy or
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User interface
g] User registration
i2Login
i3 Electric vehicle
§1eglstration
§4 Selling energy
i5 Buying energy

carbon emissions. Smart energy trading improves the utilization of energy and reduces
manual errors and management costs. Hyperledger mainly solves the problems of secure
transactions and transaction integrity verification.

To address the secure scheduling of energy emissions, Yuan [82] proposed an energy
emissions trading system based on Hyperledger (Fabric 1.1). In Figure 48, it is shown that
nodes allocate emissions through specific channels and store and review energy emission
transactions using smart contracts. To ensure the legitimacy of the energy emission trading
identities, Hu [83] proposed a model of distributed energy trading (Fabric). In Figure 49,
it is shown that the identity of the company and the requested emissions are verified
by the endorser, and the transaction information is stored on the chain. To improve the
validation efficiency of energy emission transactions, Che [84] proposed a scheme to jointly
validate energy transactions (Fabric 1.1). In Figure 50, it is shown that a certain number
of transactions are packaged and verified by the matching unit, and then re-verified and
stored by the peer point on the chain. To improve the efficiency of energy dispatching,
Silva [85] proposed an electric vehicle energy bidding system. In Figure 51, it is shown
that the bidding of electric energy is designed using Hyperledger (Fabric, composter) and
connected to the controller of the local parking lot for electric energy scheduling. The
system uses chaincode to complete electricity transactions, which has better advantages in
terms of the integrity and transparency of transactions, but the buyer is close to centralized
in the transactions, and there are obvious shortcomings in regulating the buyer.

Environmental Agency

Trading Center 1 Registration application
(with company certificate) | 2 Approval of the company's materials 4 Submit the
project
Buy :
permits
3 Approval @
Trader
Confirm Approver
transaction - A
6 Submit the information of S Gleeriievalaty S Fies: H
the project through the 51 Type
Peers channel i2 Buy/Sell
(smart i3 Amount of trading emission
contract) ipermits

Local
CA (certificate
authory)

Figure 48. Reconstruction diagram of reference [82].
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Figure 49. Reconstruction diagram of reference [83].
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Figure 51. Reconstruction diagram of reference [85].

In Table 9, this paper presents a comprehensive comparison of smart energy schemes.
The table compares their differences in six aspects: year, consensus algorithm, incentive
mechanism, application domain, issue addressed, and performance evaluation. In the
performance evaluation metrics, this paper presents the main experimental results of
the schemes.
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Table 9. Differences between schemes of smart energy (NS: mention but not specify, NM:

not mentioned).

Consensus Incentive Application Issued .
Authors Year Algorithm Mechanism Domain Addressed Performance Evaluation
The saturation point for
- . . throughput is
Pu Yuan et al. 2018 NM X Emission trading Security approximately 340 RPS
(requests per second).
_— Trading scheme
Zhou Hu et al. 2020 Delegated P}'oof of Vv Carbon crussion and consensus -
Reputation trading .
mechanism
Distributed . .
Zheng Che et al. 2019 Solo X renewable energy Transa'ctl().n 250 TPS (transactions
: authentication per second)
transaction
Energy trading
Felipe Condon for electric Intelligence,
Silva et al. 2019 NM x vehicles in smart security )
campus

5. Future Trends and Prospects

With the adoption and research of Hyperledger, the convergence of the IoT and Hyper-
ledger attracted a lot of attention. Hyperledger faces many landing obstacles in the practical
deployment of the IoT systems page, such as data inflation, performance bottlenecks, data
maintenance, and migration difficulties. In order to promote the application of landing and
popularization, Hyperledger still needs to solve these problems. In addition, there is a lack
of effective legal regulation. As an emerging technology, Hyperledger will bring resistance
to landing if there is no clear legal red line. In order to better plan the landing scenarios,
there is still a need for unified international norms and industry standards. Among the
existing research advances, Hyperledger addresses the shortcomings of other blockchain
technologies in terms of flexibility, robustness, and privacy, but there are still some issues
with Hyperledger-based IoT systems that are not fully researched and addressed, and these
limitations are mainly focused on performance and incentive mechanisms. To this end, this
study proposes four future directions.

1. Low-power consensus mechanism

The consensus algorithm is a key factor in determining the performance of a Hyperledger-
based IoT system. Most of the IoT devices cannot fully satisfy the computation and high
energy required to handle large amounts of consensus. Therefore, low-energy consensus
algorithms for most IoT devices are an important issue that needs to be addressed urgently.

2. Intelligent transaction validation

The “Endorse + Kafka + Commit” model in Hyperledger does not completely solve
the performance problem of transaction validation, and the existing transaction validation
performance is still unable to meet the needs of handling the information exchange among a
large number of IoT devices. The long response time of some nodes involved in verification
will affect the efficiency of transaction verification. Therefore, using some intelligent
clustering algorithms to filter the nodes with high current activity to assume the verification
role may solve this problem [27].

3. Mixed on-chain and off-chain storage

The blocks of Hyperledger are stored in nodes, however, these nodes are usually
IoT devices. Some devices have very low storage capacity and cannot store multiple
blockchains. Using some distributed databases (e.g., IPFS, etc.) to fuse with Hyperledger
for on-chain and off-chain storage may ease the storage pressure on the devices.

4. Customized incentives

Hyperledger does not promote any cryptocurrency as a reward, but the distributed
task undertaking still needs an incentive mechanism as the main driver. This study argues
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that such incentives can be customizable, and developers can focus on consumer interest
areas. For example, if a consumer is attracted to a certain game or a membership service
of a website, then that consumer’s task reward can be self-selected among these options.
Such incentives would increase the efficiency of collaboration and motivate users to better
engage in it.

6. Conclusions

IoT systems based on blockchain have significant shortcomings in terms of scalability,
flexibility, robustness, and privacy. To address these issues, Hyperledger is considered as
an ideal technology and attracted a lot of attention. This study summarized and concluded
the research on Hyperledger in the IoT, and demonstrated the feasibility and effectiveness
of Hyperledger application in the IoT. The aim was to show more intuitive differences and
design ideas with a reconstruction diagram perspective, and to provide researchers with a
quick guide to technology integration. Hyperledger is able to satisfy a variety of business
scenarios, but the exploration in the IoT is still in the preliminary stage. In addition, the
overview of the reconstruction diagrams approach initially shows unique advantages in
visualizing business logic, technology convergence, and is easy to read and understand.
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