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Abstract

:

In the present era, the consensus for blockchain is of three types: consortium/permissioned, decentralized/permissionless, and somewhat decentralized. Presently, security and privacy of blockchain scenarios are in four directions: auditability and transparency, accountability and nonrepudiation, contract privacy, and transactional privacies. Blockchain works on multilayered architectures with its consensus mechanisms. In this paper, important mechanisms of various consensus protocols for application specific usage are analyzed. In general, these consensus mechanisms have four groups of properties; all are examined and discussed. Moreover, the security analysis is shown. Furthermore, the paper examines the elliptic curve digital signature algorithm (ECDSA), which is in use by the cryptocurrencies along with many blockchain-based systems. Moreover, a variant of ECDSA (vECDSA) is also considered. In particular, ECDSA and vECDSA are compared in this research. In addition, modeling and analysis aspects related to the security and concurrency aspects of CPS are discussed. In particular, Petri-net-based models of CPS are considered, especially in terms of liveness and boundedness properties of the system.
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1. Introduction


CPS combine physical processes, software, and communication for delivering an integrated system. This integrated system works with these abilities—abstractions, design, and analysis. The core components are computer, networking, physical systems dynamics, real-time communication, and embedded systems. The financial transaction with blockchain technology is researched and documented in a broad way. The smart contracts reduce the probability of delays, suppression, or any type of external influence. The smart contracts implement very inclusive financial security, have mechanisms for monitoring the terms of the contract, and off-course the technology is unbreakable. Such mechanisms were the backbone for the initial blockchain network, which was firstly created in 2008 by Satoshi Nakamoto [1].



This paper analyses the usage the blockchain technology (with its consensus protocols) in the field of CPS [2,3,4,5] for enhanced security and efficiency. The emerging application of blockchain for cyber-only systems or cyber systems (CS) can be noticed, for example, in health records. Furthermore, four symbolic applications of CPS [6,7,8,9,10,11,12,13] can be enumerated as connected cars, industrial control systems, implantable medical devices, and smart grid systems, as shown in Figure 1. Emerging important application domains of blockchain-based CPS are described in Table 1.



It is known that security and privacy of blockchain research currently are mainly proliferating in following directions in light of CPS, including maintaining transactional privacy, maintaining contract privacy, maintaining accountability and nonrepudiation, and auditability and transparency [14,15,16,17,18,19,20].



A very well-known fact is that the main significant part of all blockchain architecture is its underlying consensus algorithm. This underlying algorithm decides the whole architecture or system’s efficiency, scalability, and security, mainly. Therefore, in the past to highlight the limits of these different blockchain systems, numerous novel consensus algorithms were introduced.



Blockchain technology works on multilayered architectures with its consensus mechanisms. Currently, there are about 30 of these consensus mechanisms that surround us. Within the consensus protocols, several aspects in light of CPS can be observed. In particular, they refer to the security, scalability, and efficiency. Furthermore, consensus mechanisms have four groups of properties (features): structural features, block and reward features, security features, and performance features. These are discussed in detail in Section 3.



Let us now move on to the main scientific problems that can be found concerning the consensus protocols [21,22,23,24,25,26,27,28,29,30,31,32]. First of all, presently any algorithm is not capable of fully securing the right process of a blockchain based on PoS. This is a very significant problem as the system should be capable of properly managing the attacks that happened to the corrupted nodes. If it is not capable, then it is well understood that the system is easily compromised and malicious nodes will lead the operations.



Furthermore, the algorithm picked for controlling the consensus part must be efficient in order to manage a huge number of transactions that are created continuously each second. As we know that a set of transactions are put in a group by a block, the formation of blocks must be rapid. Therefore, this paper reports thorough research on the efficiency of the consensus algorithms in practical applications.



Moreover, it can be noticed that several details of the security features need to be improved; recently, there were attacks on the consensus algorithms. Examples of these attacks can be sharing in a permissionless blockchain with the presence of a Byzantine adversary and distributed denial of service (DDoS) attacks; these attacks are numerous.



In this work, a thorough study on several aspects of blockchain’s consensus protocols is performed. This analysis permits understanding the consensus mechanisms with various properties. Let us emphasize that the main problem with the existing studies refers to the limited range of analyzed consensus protocols. Those studies do not encompass all the properties of those consensus protocols, nor analyze several of the major consensus protocols. Therefore, this paper investigates consensus algorithms very deeply, including specific highlights on security, scalability, and efficiency issues.



Furthermore, detailed security analysis of the consensus protocols is performed. Currently, the elliptic curve digital signature algorithm (ECDSA) is in use by all types of cryptocurrencies, along with many blockchain-based systems in this era. This is mainly caused by the fact that the elliptic curve (EC) does not offer the subexponential-time algorithm to solve the elliptic curve discrete logarithm problem (ECDLP). Therefore, ECDSA is mainly in response to the security aspects in blockchain technology. Moreover, there is a variant of the ECDSA (vECDSA), which is also commonly used.



Finally, let us move on to the modeling aspects of CPS. The modeling technique is essential concerning the security mechanism applied to the system. Since blockchain technology strongly involves decentralized and concurrent computation, in this paper we propose application of proper modeling technique of CPS that is based on Petri nets. A Petri net is a graphical modeling tool, strongly supported by various analysis and verification methods. Therefore, it is well suited for modeling CPS with further analysis of the security aspects. In Section 5 of this paper, the application of Petri nets to CPS modeling is considered and analyzed.



This paper is organized into the following sections. Section 2 is focused on the consensus protocols with their current scenario. The characteristics and utilities of the consensus protocols with current scenario are discussed in Section 3. Section 4 analyzes the security aspects, and Section 5 presents the modeling technique based on a Petri net. Finally, Section 6 concludes the paper.




2. Consensus Protocols with Its Current Scenario


At present, there are three kinds of consensus for blockchain [14,15,16,17,21,22,23,24,25,26,27,28,29,30,31,32]: decentralized/permissionless (examples are Bitcoin and Ethereum [17]), somewhat decentralized (examples are Ripple and Stellar), and consortium/permissioned—(example is BFT (Byzantine Fault Tolerance)). Moreover, there are also consortium consensuses still in development, such as Juno/Kadena, Iroha, Hyperledger Fabric (includes PBFT protocol) [14], Tendermint, Chain, JPMC Quorum, Axoni. In addition, more variations of consensus can be found, such as Bitcoin-NG, randomized (random subgroups, nodes, and subgroup operate on the basis of ordinary BFT consensus), PoS (explored by Ethereum), Hybrid PoW (PeerCensus), Hierarchical and partitioned.



On the other hand, it can be noted that blockchain became a prolifering technology [21,22,23,24,25,26,27,28,29,30,31,32], successfully developed by various sectors, including academia, industry, and governments worldwide. This technology has numerous application domains in almost all spheres of human lives. Its potentiality has led research and industry communities to explore its usefulness in different application domains. As a result, numerous blockchain systems are present in several domains with real-time use. There is RapidChain for better scaling blockchain. Furthermore, Proof of Luck (PoL) can be applied for efficiency in the blockchain consensus protocol arena. However, in a thorough study on major consensus algorithms, there is need for future case-specific applicability.



Looking from the algorithmic point of view, the following consensus algorithms can be enumerated: Proof of Authority (PoA), Proof of History (PoH), Holochain, DPoS, ByteBall, Byzantine Fault Tolerance (BFT), Directed Acyclic Graphs, Proof of Elapsed Time (PoET), PoS, Proof of Believability, Proof of Identity (PoI), Proof of Reputation (PoR), Proof of Capacity (PoC), Proof of Importance (PoI), Proof of Weight (PoA), SPECTRE, Proof of Stake Velocity (PoSV), Proof of Burn (PoB), Proof Of Activity (PoI), Proof of Time (PoT), Proof of Existence (PoE), Ouroboros, Proof of Retrievability (PoR), Delegated Byzantine Fault Tolerance (dBFT), RAFT, Stellar Consensus, Delayed Proof of Work (DPoW), Tangle (IOTA) [15], Hashgraph, Block-Lattice (Nano), and PoW [21,22,23,24,25,26,27,28,29,30,31,32].



Moreover, past works such as that by Cachin et al. [21], along with the work of Bano et al. [24], introduced several novelties in this focus area. Cachin et al. have shown some specialty of distributed systems (cf., Section 5) along with a consensus part, and their main highlight was also on the consensus algorithm of blockchain systems, but, as a matter of fact, these were not in the public domain. However, Bano et al. highlighted different aspects and were focused on consensus algorithms of public together with private blockchain systems. Another novel work was completed by Wang et al. [25]; they provided a comprehensive review of diversified aspects of consensus, mining, and blockchains, and the review was thorough. We found that all of these works have many shortcomings. In some cases, the features studied were based on consensus algorithms, but neither practical nor comprehensive. Moreover, the concurrency aspects are not analyzed in the modeled system. Therefore, this paper includes this discussion within Section 5.



In some cases of past works, many consensus algorithms and their internal mechanisms have not been studied or even considered, but those algorithms are used in today’s cryptocurrencies. Additionally, these surveys and research indeed missed the main feature: the interrelation among blockchain systems and consensus algorithms used in those systems.



The principal motivation of this paper refers to the research on three security aspects: namely, security, scalability, and efficiency. They are used within various consensus algorithms in several practical blockchain domains [33]. In addition, concurrency aspects of CPS models are also discussed. Let us now present the most important security properties, while concurrency aspects are discussed in Section 5.



The most important properties of blockchain can be summarized as follows:




	
Immutability of chain state;



	
Data provenance;



	
Irreversibility of chain state;



	
On the chain state, the distributed consensus;



	
Data (transaction) persistence;



	
Distributed data control (including concurrency analysis—cf., Section 5);



	
Accountability;



	
Transparency.








Furthermore, exploration of the blockchain layer architecture results in several functionalities, including bringing together all the transactions, spreading blocks, mining, accomplishing consensus, and upholding the ledger for the sake of underlying cryptocurrencies. Obviously, those are only the most important functionalities; thus, one can find many more. All of these functionalities ought to be clustered together as per their works or functionalities. This clustering is performed by using specific layers, for example, the TCP/IP layer.



A blockchain system with a layered approach appears in past works [34,35]. As per these works [34,35], the design is very modular and therefore easy to maintain. In addition, in our surveys, we also found that David et al. [36] proposed a four-layered architecture. In particular, this technique includes: consensus, mining, propagation, and semantic layers. Nevertheless, it is evident and well understood that the four-layered architecture lacks the suitable grouping of functionalities. It is essential that the consensus layer and the mining layer needed to be part of one layer only, because the mining layer can be envisioned as an inherent part for accomplishing consensus.



The solution to this problem can be a four-layered architecture consisting of the following layers: network, consensus, application, and meta-application. Let us discuss each in more detail. The network layer has accountability for managing the network functionalities. Its functionality refers to the four main tasks. Firstly, it links the P2P network, which is actually the underlying layer. Secondly, it remains in the P2P network by conforming to the networking protocol, which is actually the underlying protocol. Next, dissemination of the up-to-date or present state of the blockchain to the recently connected new nodes is performed. Finally, propagation and acceptance of the transactions and blocks is executed. Nevertheless, more functionalities can be enumerated here.



The second layer is the consensus layer. The consensus layer’s main work is facilitating the distributed consensus technique, which actually decides the order of the blocks. The most significant factor of the consensus layer is the proof protocol, such as POW and POS. This validates every single block and consequentially enables the architecture to accomplish the obligatory consensus in the blockchain architecture.



A classic instance is Bitcoin. Bitcoin can have multiple application domains, for instance, a DNS such as Namecoin [37], which is a decentralized naming system. Another example can be the decentralized, immutable, time-stamped hashed record, which is a classic example of Proof of Existence [38]. The decentralized public key infrastructure (PKI), for instance, Certcoin [39], is also an example of a multidomain application. The application layer performs the semantic interpretation of the blockchain architecture.



Finally, the meta-application layer gives an overlay above the application layer for discovering the semantic version of the blockchain architecture for additional works in other application areas. As in this modern era, different blockchain systems are omnipresent, so dissimilar categories of consensus algorithms are currently the main focus. Recently, consensus algorithms have dissimilar characteristics as per application domains. Additionally, they have dissimilar functionalities as per application domains.



Concluding, let us mention that RSA has a significant role in secure communication, as shown in [40,41,42]. The security aspects of the IoT and CPS are discussed in detail together with their pitfalls in [43,44,45]. The detailed comparisons of the SHRSA messaging scheme’s cipher’s way of functioning and blockchain’s consensus protocols’ way of functioning are discussed in [45]. Moreover, RSA can be applied within the P2P multilevel authenticated messaging scheme (secure hybrid RSA, SHRSA [46]). Blockchain technology is similar to a bundled technology with its inherent consensus algorithms, end-to-end (E2E) secure protocols, and distributed data storage. These features are perfectly needed for CPS and IoT architectures [43,44,45,47,48,49].




3. Characteristics and Utilities of Consensus Protocols—Current Scenario


After classification of blockchain systems’ consensus mechanisms according to the reward mechanism, the consensus mechanisms can be grouped into two main types: incentivized, and nonincentivized algorithms.



The first group includes systems where the consensus algorithms give rewards to contributing nodes during addition of the new block to the blockchain. The public blockchain systems use the incentivized consensus. In opposite, in the nonincentivized consensus, the algorithm does not depend upon any type of incentive technique. For the contributing nodes they are accountable for forming and then adding the new blocks. This category of consensus is used by the private blockchain architectures. The nodes are well-thought-out as the trusted nodes, due to the reason that only authorized (allowed) nodes will have opportunities for joining in the block creation.



Each consensus algorithm has dissimilar features and works for dissimilar purposes. The classified taxonomies of consensus properties are a good way to compare these dissimilar consensus properties. The taxonomy is presented in Figure 2. According to the taxonomy, a consensus mechanism has four foremost groups of features: structural, block and reward, security, and performance.



Structural features are those properties that specify how the dissimilar nodes inside a blockchain network are formed for joining the consensus algorithm. These features or properties are classified in dissimilar categories as follows. Node types are pointed to dissimilar categories of nodes to which the consensus algorithm is prerequisite. This involves attaining its consensus. Structure type is pointed to the ways in which the dissimilar nodes are arranged in the consensus algorithm. This uses the concept of a committee. Single and multiple committees are the two types of committees.



The underlying mechanism is pointed to the particular mechanism that a consensus algorithm is set up for selecting a particular node. The voting mechanism, or the lottery or age of a particular coin, can be the options. Either a probabilistic mechanism (based on cryptography) or other randomized mechanisms can be used by a lottery technique or mechanism. In the case of voting technique, voting can be executed in two modes, such as in a single round or in multiple rounds. A distinct property is used in the coin-age technique; the property is based on how long an owner has owned a particular coin.



Let us now discuss the dissimilar kinds of voting committees for in-effect consensus algorithms. The single committee is pointed to a distinct cluster of nodes within the nodes that are taking part; these nodes contribute dynamically to the consensus procedure as they are responsible for generating blocks and spreading the blockchain. Every single committee has dissimilar features. Open or close are the dissimilar committee types. A committee is defined as an open committee if the committee is open to any nodes that are taking part. Additionally, the closed committee indicates restrictions are there for a specific group of contributing nodes. Furthermore, the committee ought to be shaped in one of the two ways—first option is implicitly and second option is explicitly. For the implicit classified way, it is not obligatory that the contributing nodes have to obey the extra protocol rules for being in that specific committee. However, in the formation that are performed explicitly (explicit formation), it is obligatory for a node to follow extra protocol rules for being in the committee. Static or dynamic formations are the types of configurations for single committees. It is well understood that in a static formation, preselected and fixed members are part of the static committee. In the consensus process, any new members are not welcoming or can join and contribute in the process. Moreover, it is known that in the configuration that is carried out dynamically (dynamic configuration), the members of the specific committee are in the committee for a limited time, which is called an epoch. Once an epoch is over, new participants are added and old participants are removed. Here, nodes are selected by use of a voting technique and voting can be carried out in a single round or in a specific number of rounds. In a few cases of consensus algorithms, they need not state any exact timeframe, and here, according to the will of the members, they can participate or leave at any time. A lottery mechanism is used for choosing the nodes in this configuration. Here, the probabilistic mechanism (depending on cryptography) or other randomized mechanisms are utilized.



Moving on to performance analysis, it should be noted that more time is needed for consensus when the number of the members is increased in the single committee. Therefore, as a result, the performance is reduced. The solution to this problem is the multiple committee mechanism or formation. Here, each committee has dissimilar validators. The multiple committee can have two dissimilar properties. The first one is a topology property, pointed to the way by which dissimilar committees are formed. The flat topology indicates that dissimilar committees are at the same level and the hierarchical topology is pointed to the property where the committees are in multiple layered levels. The highlighting point for multiple committees is that they can also be formed in a static or dynamic mode, the same as for single committees. In block and reward features or properties, this classification can be exploited as quantitative metrics to distinguish dissimilar cryptocurrencies. The subcategories of the block and reward features or properties are shown in Figure 3.



The characterization of the dissimilar consensus algorithm is not changed directly by these properties; nevertheless, most (excluding the genesis date) directly and indirectly affect the way the consensus is attained in a specific blockchain system which is cryptocurrency based. Genesis date is the representation of the timestamp to show when the first block was created. Block reward is the representation of the reward given to the node for creation of the specific new block. The total supply is actually the representation of the overall supply of the cryptocurrency, while block time is the representation of the mean block foundation time of a cryptocurrency.



As a part of the security features or properties, a consensus algorithm has to fulfill many security features, as shown in Figure 4. Let us study them with concise descriptions according to the following rules:




	
If nodes are those taking part in the specific consensus protocol, required to be appropriately authenticated, then the authentication (security feature) comes in for the authentication.



	
If the specific consensus protocol fulfills the nonrepudiation or not, that check is the work for the nonrepudiation (security feature).



	
If the corresponding algorithm is able to work normally against any type of censorship resistance, then this observation is the job of the censorship resistance (security feature).



	
The attack vectors feature is a representation of attack vectors related to a consensus protocol. The attack vectors are shown in Figure 4.








To find the quantitative performance of the consensus protocol, performance features can be used. These are shown in Figure 5. Here, the fault tolerance features signify that the consensus protocol can manage the maximum number of faulty nodes. Throughput measures the number of transactions processed by the protocol per second. Scalability is the capability of growing in size and functionalities without affecting the performance. Latency or finality is the time between when a transaction is proposed and the moment consensus has been reached. Finally, the energy consumption property describes if the algorithm consumes a substantial amount of energy.



From Figure 4 and Figure 5, we can observe the relation between the security and performance features within consensus protocols. It should be noted that there is a wide space for new contributions. Future work may include improvements in all aspects, including security, efficiency, and scalability. An adequate example can be preferential DPoS, which appears to be more efficient [50].




4. Security Analysis


The necessity for a computationally inexpensive cryptosystem while remaining safe is increasing [50,51,52,53,54,55,56,57,58,59,60,61], and blockchain has become predominant in everyday life. ECC [51,53,54] has very small key sizes: a 163-bit key contains the strength corresponding to a 1024-bit key in RSA. Moreover, unlike RSA and other cryptosystems, which depend upon the discrete log problem, the finest solution for ECC takes exponential time. The algorithm, dependent upon the one-way operation of adding and doubling within the field, is quicker, in addition to being more effective than traditional cryptosystems.



It is known that most cryptocurrencies [52] and blockchain-based systems are based on the ECDSA [56]. In such systems, the elliptic curve (EC) is executed according the following procedure:




	
Let GF (f) be a prime field;



	
Then s, t GF (f) are constant, such that 4s3 + 27t2 = 0;



	
An EC E(s, t) over GF(f) is considered as the set of points (x, y) ∈ GF (f) ∗ GF (f) that fulfill the requirement in (1):










y2 = x3 + Sx + T



(1)







Here, S and T are constant, while O is the point at infinity.



Furthermore, in the ECDLP, it is well known that if G is a group, then we use the ECDLP to obtain the integer a for group elements S and T in such a way that T = aS. However, owing to recent needs, the algorithms ought to be faster in computation. Among the others, ECDSA [56] is one of them. The ECDSA was invented in 1992 by Scott Vanstone [56]. As an ANSI standard, it was recognized in 1999.



In more detail, the ECDSA consists of three main steps: generation of a key, generation of signature, and verification of signature. In the first step, the required chosen EC is well defined over a finite field Fc with the characteristic c, and with a base point G Ec(s, t) with an order of n. Then, a random integer h such that 1 ≤ h ≤n−1 is selected, and T = hG is computed. The public key is pair (T, h).



In the second step, the message m is signed. The following steps are executed:




	
Step 1: selection of an integer k in such a way that 1≤ k ≤n−1;



	
Step 2: computation of kG = (x1, y1);



	
Step 3: computation of r = x1 mod n; if r = 0, then a new k is selected;



	
Step 4: calculation of k−1 mod n and e = h(m);



	
Step 5: computation of s = p−1(e + kr); if s = 0, then it should go back to step 1;



	
The pair (r, s) is the generated signature for the message m.








Finally, the verification of signature (r, s) of message m is performed by verifier V:




	
Step 1: V checks whether r, s ϵ [1, n − 1];



	
Step 2: computation of e = h(m) and s−1;



	
Step 3: computation of u = es−1 mod n and v = rs−1 mod n;



	
Step 4: computation of w = (x2, y2) = uG + vT; if w = 0, then stop, otherwise










t = x2 mod n











The signature is valid only if t = r. Proof of the verification process follows:


kG = s−1(e + kr)G mod n

                = s−1eG + s−1rkG mod n

      = uG + vQ mod n



(2)







Therefore, uG + vT = kG, thus t = r, which is requisite.



Moving on to the vECDSA [55], there are three steps as well. In the first step, a key is generated over a finite field Fc with the characteristic c and with a base point G Ec(s, t) having the order of n. After selection of a random integer h such that 1 ≤ h ≤ n − 1, and computation of T = hG, the pair (T, h) forms the public key.



The signature generation for a message m includes the following steps:




	
Step 1: selection of an integer k such that 1≤ k ≤ n − 1;



	
Step 2: computation of kG = (x1, y1);



	
Step 3: computation of r = x1 mod n; if r = 0, then a new k is selected;



	
Step 4: calculation of e = h(m);



	
Step 5: computation of s = (eh + k); if s = 0, then go to step 1;



	
Pair (r, s) is the gnerated signature for the message m.








The verification of signature (r, s) of message m is executed by verifier V:




	
Step 1: V checks whether r, s ϵ [1, n − 1];



	
Step: computation of e = h(m);



	
Step 3: computation of w = (x2, y2) = sG + eT; if w = 0, then stop, otherwise computation of t = x2 mod n.








The signature is valid only if t = r. Proof of verification process follows:


kG = (s − eh)G mod n

           = sG − ehG mod n

         = sG − eT mod n



(3)







Therefore, sG + eT = kG, thus t = r, which is requisite.



Efficiency plays a major role in any cryptographic architecture. In blockchain-based systems, also apart from security, efficiency plays very important role. Here, the computational exploration is performed toward finding if the vECDSA [55] is more efficient (less computational steps) than the existing ECDSA. In Table 2, vECDSA [55] is compared with the available ECDSA [56] to determine scientifically which is more efficient. Moreover, secure and trustworthy blockchain-based architecture for Internet-of-Medical-Things was proposed in [57].



It can be clearly noticed from Table 2 that vECDSA needs fewer computational steps. In other words, it is more efficient than ECDSA. Let us emphasize that for cracking the ECDSA or vECDSA—any hacker needs to solve the ECDLP. On the other hand, no significant progress has been made for improving the algorithm to resolve this problem since 1985, when it was independently introduced by Koblitz and Miller. Therefore, it is well understood that it provides a security level similar to the RSA. However, it requires much smaller keys than the RSA. Thus, the ECDSA (and vECDSA) appears to be more efficient [51,52,53,54,55,56,57,58,59,60,61].




5. Modeling and Analysis of CPS Oriented on the Concurrency Aspects


Let us now discuss the modeling and analysis techniques [62,63,64,65,66,67,68] of CPS. In particular, a Petri-net-based specification is considered [62,63,64,65,66,67,68]. Petri nets naturally reflect concurrency relations in the modeled system [69,70,71,72,73]. Moreover, they are strongly supported by the set of various analysis techniques, including formal verification methods [74,75,76,77,78,79,80,81,82,83,84,85]. On the other hand, the analysis of the blockchain techniques (presented earlier in this paper) shows that the system ought to be properly prepared, especially focusing on computational efficiency (also in terms of security features), adequate communication, and proper functionality. Let us examine Petri nets according to these aspects.



Formally, a Petri net is a tuple   P N =  (  P , T , F ,  M 0   )   , where  P  is a finite set of places,  T  is a finite set of transitions,   F ⊆  (  P   x   T  )    ∪    (  T   x   P  )    is a finite set of arcs,    M 0    is an initial marking [62,65,73]. A state of a Petri net is called marking, and it is defined as a subset of its places:   M ⊂ P  . A place that belongs to a marking is called a marked place. A marked place holds a token. Switching between states is executed by transition firings. A transition may fire if all of its input places contain tokens. Firing of transition consumes a token from each input place, and moves a token to each output place.



The main advantage of a Petri net is its natural concurrency. Indeed, in the particular state, one or more places can be marked. Moreover, a Petri net can be easily analyzed and verified in terms of proper functionality. Let us show it by an example.



An exemplary Petri net is shown in Figure 6. It contains three places and three transitions. The initial marking consists of single place    p 1   . Firing of transition    t 1    moves tokens to places    p 2    and    p 3   . Therefore, two places are simultaneously marked in this state. It means that two operations can be executed concurrently. This is the main advantage of Petri nets—natural specification of concurrent processes that occur in the system.



Let us now move on to the analysis aspects of the Petri-net-based CPS. As already shown, the system presented in Figure 1 includes the concurrent state that covers two places,    p 2    and    p 3   . However, consider further firing of transitions    t 2    and    t 3   . Note that firing of particular transitions leads to the analysis of another property related to the concurrent systems, called determinism. This problem can be resolved in several ways, for example, by adding input signals to the systems (they are associated with transitions). More information about determinism can be found in [67]. Regardless of which transition is fired first, both transitions move tokens to place    p 1   . Clearly, in such a situation    p 1    holds two tokens. Consequent repetition of these processes leads to the infinite increase in tokens at this place. This situation means that the system is not bounded, and may cause it to malfunction. To eliminate these errors, detailed analysis of a Petri net ought to be performed in order to eliminate unbounded places. In this particular example, it is necessary to correct the structure of the CPS.



Assume now that the Petri net is corrected, as shown in Figure 7. The behavior of the system can be analyzed as follows. The initial state remains the same as it was in the previous case, and only    p 1    is marked. However, this time the moving of tokens to    p 2    and    p 3    is conditioned by two transitions:    t 1   , and    t 2   . Firing of    t 1    leads to the state where    p 2    is marked, while execution of    t 2    results in the placement of a token in    p 3   . This time the system is bounded, but another very important issue can be observed. Since a token can be located within place    p 2    or place    p 3   , transition    t 3    never fires. This means that there is a deadlock in the system, and the Petri net is not live. Indeed, liveness (besides boundedness) is the second of the crucial properties of a Petri-net-based CPS.



Finally, the system is once more corrected, as shown in Figure 8. Note that there are two possibilities to resolve issues presented in the previous cases. The first one is shown in Figure 8 (left). Now, there are totally four transitions in the system that control proper functionality of the system. The Petri net is live and bounded, since only one process (related to either place    p 2    or    p 3   ) is executed at the particular time. Finally, the system returns back to the starting position (   p 1   ) with the single token. An alternative version is shown in Figure 8 (right). In this situation, the flow of the system is split into two concurrent processes. Thus, both places (   p 2    and    p 3   ) hold tokens at the same time. In order to assure the proper functionality, an adequate synchronization (kept by transition    t 2   ) is preserved.



To summarize this section, let us note that security of CPS should be properly combined with the concurrency aspects. Improper modeling of a system may lead to deadlocks (where the system is not live) or an infinite number of states (system is not bounded).




6. Conclusions


In this paper, we studied security and concurrency aspects of CPS. Concerning security, several important blockchain-based CPS applications are analyzed and discussed. In particular, three kinds of consensus for blockchain technology are considered. Furthermore, it is shown that four properties of the consensus mechanism are the pillars for the way blockchain technology with its consensus mechanism works. In the paper, all four properties are analyzed and described in detail. Moreover, research on blockchain technology with multilayered architecture is described. In addition, performance and security properties are discussed in detail, since security aspects are always important in managing any functioning system. Further analysis of the ECDSA algorithm indicated that it is still good to protect the system from hackers. Therefore, as per the scientific analysis, it is shown that ECDSA can provide required security to the blockchain-based systems and cryptocurrencies. It is also shown that vECDSA is two times more efficient than ECDSA. Moreover, including ECDLP makes both algorithms much more secure. The discussion on the security aspects can be summarized—both ECDSA and vECDSA can be successfully applied in CPS. However, for more advanced systems (e.g., scientific research, real-time applications) where efficiency is needed, vECDSA is recommended since it is more efficient than ECDSA.



In addition, analysis of the concurrency aspects in the Petri-net-based modeling of CPS is presented. The discussion shows that the designer especially ought to manage two main properties: liveness and boundedness of the system. These properties are crucial in order to assure proper functionality of the system, mainly avoiding deadlocks and unreachable states.



Future work includes further analysis of security and concurrency aspects of CPS. In addition, we plan to combine both aspects in order to propose a novel prototyping flow of such systems. This synergy (of security and concurrency) may result in superior design technology oriented toward CPS that is secure and works properly.
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Figure 1. Four applications of CPS [6,7,8,9,10,11,12,13]. 
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Figure 2. Four features of the consensus mechanism. 
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Figure 3. Subcategories of the block and reward features. 
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Figure 4. Subtypes of the security features. 
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Figure 5. Types of feature properties. 
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Figure 6. An exemplary unbounded Petri net. 
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Figure 7. A corrected Petri net—bounded, but not live. 
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Figure 8. Exemplary live and bounded Petri nets: sequential (left) and concurrent (right). 
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Table 1. Emerging important application domains of blockchain-based CPS.
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	Blockchain-Based CPS Names
	Real-Time Applications
	Benefits in Daily Social Life





	Smart grid systems
	Electricity generation, monitoring, and distribution
	No blackout scenarios and distributions are stable



	Industrial control systems
	Physical infrastructure and asset monitoring and controlling
	Optimization of resource usage and performance



	Transportation systems
	Airspace management and aviation, railroad systems, vehicular networks, and automotive electronics
	Reduction in traffic congestion and delays, zero automotive traffic fatalities



	Healthcare systems
	Health management systems, medicals devices, smart medical equipment
	Technologically advanced and secure medicines and healthcare systems without single point failure
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Table 2. Emerging important application domains of blockchain-based CPS.
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	Algorithm
	Process
	Addition
	Multiplication
	Inversion
	Elliptic Addition
	Elliptic Multiplication





	ECDSA
	Sign Generation
	t
	2t
	t
	0
	t



	
	Sign Verification
	0
	2t
	t
	t
	2t



	vECDSA
	Sign Generation
	t
	t
	0
	0
	t



	
	Sign Verification
	0
	0
	0
	t
	2t
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