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Abstract: For the problems brought by malicious interference in the unmanned aerial vehicle (UAV)
swarm network, we establish a cluster-based UAV swarm information transmission model. We
mainly consider four aspects: cluster head selection, channel allocation, power allocation and UAV
position. In order to improve the backhaul information rate of UAV swarm, we propose a joint
optimization method of spectrum resource with the goal of maximizing the sum throughput of
the cluster head UAV. We decompose the original mixed integer nonlinear programming (MINLP)
problem into multiple sub-problems based on the block coordinate descent (BCD) technique, and then
solve them based on convex optimization and successive convex approximation (SCA) technique.
Simulation results show that the proposed method can obtain the spectrum resource optimization
strategy of UAV swarm information transmission, reduce the impact of malicious interference, and
effectively improve the backhaul information rate of UAV swarm.

Keywords: spectrum resource; UAV; malicious interference; joint optimization; BCD; SCA

1. Introduction

With the world’s new military revolution and the rapid development of high and
new technology, the unmanned aerial vehicle (UAV), as a new type of combat force,
has been gradually applied to such tasks as investigation and surveillance, electronic
countermeasure, fire strike, air early warning, target indication, and communication and
command tasks, and UAV has become the core of the unmanned combat system [1].
Although the UAV has the advantages of flexible movement and on-demand deployment,
due to its limited energy and load capacity, single UAVs can complete limited types of
tasks with low efficiency. However, multiple UAVs cooperate with each other through
networking, which can further expand the communication coverage and improve the
communication quality [2]. In addition, when a UAV of a network is damaged, other UAV
nodes can automatically reconstruct the network to ensure the continuity of information
service. Therefore, the UAV swarm, in the form of networking and cooperation, will become
the mainstream in the future to perform tasks. In order to ensure effective information
transmission, this paper focuses on the problem of cluster-based UAV swarm information
transmission. The model is shown in Figure 1.

However, a large number of UAV nodes also determine the complexity of UAV swarm
information transmission. On the one hand, the division of spectrum resource within
the UAV swarm is the core problem in cluster communication; on the other hand, the
UAV group needs to transmit task information back to the satellite or ground base station
(BS). If all UAVs transmit information back at the same time, the burden of the backhaul
links will inevitably increase. In order to ensure reliable information exchange and data
return of UAV swarm, the existing UAV swarm mainly adopts two structures: planar
mode [3] and clustered mode [4]. For the large-scale UAV swarm, the planar mode will
cause a large delay, so we use the clustered mode to reduce the system delay and network
complexity. In addition, due to the open nature of the wireless network, the UAV swarm
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information transmission system is vulnerable to a variety of external security threats,
such as interference, eavesdropping and deception attacks [5,6]. In this paper, we mainly
study the malicious interference attacks, which, as an active attack, aims to reduce the
signal-to-noise ratio of useful signals in the information transmission link, resulting in poor
information transmission quality or even interruption.
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Figure 1. Unmanned aerial vehicle (UAV) swarm application model. 
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1.1. Related Works

Scholars have carried out a lot of research work on the problem of UAV swarm
information transmission. In [7], aiming at the problem of dynamic spectrum allocation
of UAV swarm in malicious interference scenarios, the authors constructed a dynamic
spectrum allocation model based on the Stackelberg game, in which the game follower
uses random learning automata to select the channel. The proposed algorithm effectively
improved the throughput performance. However, they did not consider the clustered
mode and the movement characteristics of UAVs. They only built a game model to avoid
the impact of malicious interference by optimizing channel selection. In [8], the authors
mainly studied the dynamic spectrum allocation of multiple UAVs as air base stations to
provide temporary services for ground equipment, mainly involving three aspects: UAV
and ground user matching, sub-channel allocation, and power allocation. In order to ensure
the fairness of user communication, they proposed a joint optimization algorithm to solve
the above mixed integer nonlinear optimization problem. Similarly, they did not consider
the movement characteristics of UAVs nor the objective of backhaul information rate. In [9],
the authors studied the trajectory optimization problem in UAV data transmission, with the
objective of minimizing the UAV information transmission time, but they only considered
two UAVs and did not consider the optimization of spectrum resource. In [10], the UAV
was used as the cluster head and the ground node is used as the cluster member; they
then studied the trajectory optimization and clustering mechanism to improve service
information. However, they did not consider the optimization of channel allocation and
power allocation. In addition to traditional anti-interference methods, the authors in [11,12]
studied an effective alternative to massive antenna systems to enhance the signal quality
and suppress interference through deploying UAVs integrated with intelligent reflective
surfaces. In [13–15], the authors studied several optimization algorithms which proved to
be successful in resource optimization of wireless communication scenarios.

1.2. Contribution and Structure

In view of the challenges and shortcomings of the current research, this paper proposes
a joint optimization method of spectrum resource to improve the backhaul information rate
of UAV swarm. Compared with the existing research, the contributions and innovations of
this paper are as follows:
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(1) Aiming at the information transmission network of UAV swarm under the ma-
licious interference scenario, we establish the cluster-based UAV swarm information
transmission model. We comprehensively consider cluster head selection, channel al-
location, power allocation and UAV position optimization and propose a joint optimization
method of spectrum resource in order to improve the sum backhaul information rate of the
UAV swarm.

(2) The original mixed integer nonlinear programming (MINLP) problem is decom-
posed into multiple sub-problems which can be optimized alternately until convergence
through the BCD technique. For the convex sub-problems of cluster head selection, channel
allocation and power allocation, the convex optimization solver CVX [16] is used to di-
rectly solve them. For the non-convex sub-problem of position optimization, the relaxation
variables are introduced to convex it and then the successive convex approximation (SCA)
technique is used to solve it. Finally, we obtain a relative optimal solution of the original
optimization problem.

(3) Based on the analysis of convergence and complexity of the proposed method,
we conclude that the proposed method can effectively reduce the impact of malicious
interference and improve the backhaul information rate of UAV swarm.

The remainder of this paper is organized as follows. In Section 2, we present the
system model and problem formulation. In Section 3, we describe how we solve the
four sub-problems and provide the convergence and complexity analysis of the proposed
method. Section 4 shows the simulation results and discussion. Finally, Section 5 concludes
this work.

2. System Model and Problem Formulation
2.1. System Model

As shown in Figure 2, considering that the UAV swarm has completed the information
collection of the target area, it is necessary to summarize the collected information and
finally send it back to the satellite or ground base station. This paper mainly considers the
problem of information backhaul within the UAV swarm. The system consists of a set of
M = {1, 2, · · · , M} of M UAVs, a set of J = {1, 2, · · · , J} of J jamming nodes, and a set
of N = {1, 2, · · · , N} of N channels. Suppose that the UAV hovers at a fixed altitude H,
which represents the lowest flight altitude to avoid obstacles and the interference node
conducts full channel interference on the frequency spectrum in the region.
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Due to the relatively high flight distance of a UAV, its air-to-air channel model can
be approximately modeled as a free-space path-loss model, which can be expressed as:
hm,i = β0‖qm − qi‖−α, ∀m, i ∈ M, m 6= i, where β0 represents the channel power gain
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at the unit reference distance and α is the air-to-air path-loss index and qm represents
the position coordinates of UAV m; in this paper, we make α = 2. At the same time,
considering the lower bound of the communication system performance in the interfer-
ence environment, that is, there is no occlusion between the interference node and the
UAV, the channel between the interference node j and the UAV m can also be modeled as
hj,m = β0‖qm − kj‖−2, ∀j ∈ J , where kj represents the position coordinates of the interfer-
ence node j. Therefore, the transmission rate from UAV i to UAV m in channel n can be
expressed as:

Rm,i,n = Bbi,n log2

1 +
Pihi,m

∑J
j=1 Pjhj,m + N0

, ∀m, i ∈ M, m 6= i, (1)

where B is the channel bandwidth, N0 is the background noise power, Pi is the transmission
power of UAV i, and Pj is the transmission power of the jamming node.

2.2. UAV Clustering

The UAV swarm information transmission network adopts a clustered mode; that is,
if UAV m is the cluster head, it can only receive information but cannot send information
and if UAV m is a member of the cluster, it can only send information but cannot receive
information. Therefore, we can use binary variables to represent the communication
scheduling between UAVs, which can be given by:

ωm,i =

{
1, if UAV i transfers transfers information to UAV m

0, otherwise
(2)

At the same time, there are constraints such that only one UAV can act as the cluster
head in UAV swarm, which can be given by:

∑M
i=1,i 6=m ωm,i =

{
M− 1

0
, ∀m ∈ M , (3)

2.3. Channel Allocation

In order to ensure effective communication between UAVs, their communication
adopts orthogonal frequency division multiplexing mode, and we introduce the binary
decision variables to represent the channel occupation, which is expressed as:

bm,n =

{
1, if channel n is assigned to UAV m

0, otherwise
(4)

Considering that only one UAV user is allowed to be served in one channel, and the
UAV has the maximum number of antennas due to its load capacity limitation. Assuming
that the maximum number of access channels is Num, there are constraints:

∑M
m=1 bm,n ≤ 1, ∀n, (5)

1 ≤∑N
n=1 bm,n ≤ Num, ∀m, m 6= mh, (6)

where mh represents the cluster head UAV.

2.4. Power Allocation

Since UAVs reuse the spectrum resource of existing users in the area to retrieve
information, it is necessary to control their transmission power in order not to interfere
with existing users. Assuming that the transmission power of the same UAV in all channels
is the same, there are constraints:
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Pmhm,S ≤ θ, ∀m, (7)

where Pm is the transmission power of UAV m, hm,S is the channel gain from UAV m to
existing user S, and θ is the maximum interference threshold of the existing user.

At the same time, the transmission power of UAV in all channels should not exceed
the upper limit of its transmission power, which can be given by:

∑N
n=1 bm,nPm ≤ Pmax, (8)

2.5. UAV Position

This paper considers the rotor UAV, which can hover in the air, so it must meet the
maximum speed limit:

‖qm − qinitial‖ ≤ Vmaxt, (9)

In order to ensure the safety of UAV flight, the minimum distance between UAVs
needs to be limited, which can be given by:

‖qm − qi‖ ≥ dmin, ∀m, i ∈ M, m 6= i, (10)

2.6. Problem Formulation

For UAV swarm information transmission, the optimization is to maximize the
throughput of cluster head UAV under the constraints of UAV clustering, channel al-
location, power allocation and UAV position, so as to improve the backhaul information
rate, which can be given by:

max
ωm,i ,bm,n ,Pm ,qm

∑M
m=1 ∑N

n=1 ωm,iBbi,n log2

(
1 + Pihm,i

∑J
j=1 Pjhj,m+N0

)
s. t. C1 : ∑M

i=1,i 6=m ωm,i =

{
M− 1

0
, ∀m ∈ M

C2 : ∑M
m=1 bm,n ≤ 1, ∀n,

C3 : 1 ≤ ∑N
m=1 bm,n ≤ Num, ∀m, m 6= mh

C4 : Pmhm,S ≤ θ, ∀m,
C5 : ∑N

n=1 bm,nPm ≤ Pmax,
C6 : ‖qm − qinitial‖ ≤ Vmaxt,
C7 : ‖qm − qi‖ ≥ dmin, ∀m, i ∈ M, m 6= i
C8 : ωm,i ∈ {0, 1},
C9 : bi,n ∈ {0, 1},

(11)

where C1 describes that there is only one UAV in the UAV swarm as the cluster head;
C2 describes that one channel can only be occupied by one UAV at most; C3 describes that
each UAV except the cluster head UAV must occupy one channel and no more than Num
channels to ensure effective information transmission; C4 describes that the interference
of any UAV to existing user should not exceed its maximum interference threshold; C5
describes that the transmission power of a UAV in all channels should not exceed its
maximum transmission power limit; C6 describes that the position movement of a UAV
within a time slot cannot exceed the maximum distance limit; and C7 describes that the
minimum distance limit should be met to ensure the safety flight of a UAV.

3. Problem Solving

Since the objective function involves binary variables ωm,i, bm,n and real variables Pm,
qm, The problem expressed in Equation (11) is a mixed integer nonlinear programming
(MINLP) problem, which is difficult to solve directly. Therefore, this paper proposes a joint
optimization method of spectrum resource based on BCD technique and SCA technique
to solve this problem. Specifically, we transform the original MINLP problem into four
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sub-problems and alternately optimize them until the growth value of objective function is
less than ζ or reaches the maximum number of iterations.

3.1. UAV Clustering Optimization

Given the channel allocation, power allocation, and UAV position, the original problem
can be transformed into:

max
ωm,i

∑M
m=1 ∑N

n=1 ωm,iRm,i,n, s.t.C1, C8 (12)

This problem is a standard integer linear programming problem, which can be effec-
tively solved by MOSEK [16] in CVX.

3.2. Channel Allocation Optimization

Given the clustering strategy, power allocation and UAV position, the original problem
can be transformed into:

max
bm,n

∑M
m=1 ∑N

n=1 ωm,iRm,i,n, s.t.C2, C3, C9 (13)

The problem expressed in Equation (13) is a linear function of bm,n, and the constraints
are affine functions. Therefore, the problem is a standard convex optimization problem,
which can be solved by CVX.

3.3. Power Allocation Optimization

Given the clustering strategy, channel allocation, and UAV position, the original
problem can be transformed into:

max
Pm

∑M
m=1 ∑N

n=1 ωm,iRm,i,n, s.t.C4, C5 (14)

It is easy to prove that the problem expressed in Equation (14) is a standard convex
problem and can be solved directly by convex optimization.

3.4. UAV Position Optimization

Given the clustering strategy, channel allocation and power allocation, the original
problem can be transformed into:

max
qm

∑M
m=1 ∑N

n=1 ωm,iRm,i,n, s.t.C6, C7 (15)

In order to solve the non-convexity caused by constraints and objective function, we
first introduce two relaxation variables and make them meet the constraints:

Pihm,i ≥ L−1
m,i, (16)

∑J
j=1 Pjhj,m + N0 ≤ Im, (17)

Then, the problem expressed in Equation (15) is equivalent to the following optimiza-
tion problem:

max
qm,Lm,i ,Im

∑M
m=1 ∑N

n=1 ωm,iBbi,n log2

(
1 + 1

Lm,i Im

)
,

s.t.C6, C7,
C10 : Pihm,i ≥ Lm,i

−1,
C11 : ∑J

j=1 Pjhj,m + N0 ≤ Im,

(18)
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Currently, the objective function is a convex function. Since the objective function
of a maximization convex optimization problem must be a concave function, we use the
following lemma to obtain a lower bound concave function of the original convex function:

Lemma 1. Given a feasible solution
(

Lr
m,i, Ir

m

)
, the lower bound of ωm,ibi,n log2

(
1 + 1

Lm,i Im

)
is:

Rlb(Lm,i, Im) = ωm,ibi,n log2(1 + 1/Lr
m,i I

r
m) + ωm,ibi,n Am,i

(
Lm,i − Lr

m,i

)
+ωm,ibi,nBm,i(Im − Ir

m)
(19)

where Am,i = − log2 e/
(

Lr
m,i +

(
Lr

m,i
)2 Ir

m

)
, Bm,i = − log2 e/

(
Ir
m + (Ir

m)
2Lr

m,i

)
.

Proof. It is easy to know that f (x, y) = log2(1 + 1/xy) is a convex function, and its
first-order Taylor expansion at (xr, yr) can be expressed as:

log2(1 + 1/xy) ≥ log2(1 + 1/xryr)− (x− xr) log2 e/
(

xr + (xr)2yr
)

−(y− yr) log2 e/
(

yr + (yr)2xr
) (20)

Based on the above formula, let x = Lm,i, y = Im, and then the lemma is proved. �

Using the above lemma, optimization problem expressed in Equation (18) is trans-
formed into a new optimization problem, which provides the lower bound of the original problem:

max
qm,Lm,i ,Im

∑M
m=1 ∑N

n=1 BRlb(Lm,i, Im),

s.t.C6, C7,
C10 : Pihm,i ≥ Lm,i

−1,
C11 : ∑J

j=1 Pjhj,m + N0 ≤ Im,

(21)

By introducing the relaxation variable dm, Constraint expressed in Equation (16) can
be transformed into:

∑J
j=1 Pjβ0d−1

j + N0 ≤ Im, (22)

0 ≤ dj ≤ ‖qm − kj‖2, (23)

Since the right side of Equation (23) is still non-convex, the lower bound of ‖qm − kj‖2

can be obtained by first-order Taylor expansion at the point qr
m:

dj ≤ ‖qr
m − kj‖2 + 2(qm − qr

m)
(
qr

m − kj
)T , (24)

Similarly, we square both sides of Equation (10) and use the first-order Taylor expan-
sion to convert them into convex constraints:

d2
min ≤ ‖qr

m − qr
i ‖2 + (qm − qi)(q

r
m − qr

i )
T , (25)

Based on the above discussion, the original optimization problem expressed in Equation (15)
is translated into:

max
qm,Lm,i ,Im

∑M
m=1 ∑N

n=1 BRlb(Lm,i, Im)

s.t.C6 : ‖qm − qinitial‖ ≤ Vmaxt,
C10 : Pihm,i ≥ Lm,i

−1,
C11 : ∑J

j=1 Pjhj,m + N0 ≤ Im,

C12 : 0 ≤ dj ≤ ‖qr
m − kj‖2 + 2(qm − qr

m)
(
qr

m − kj
)T ,

C13 : d2
min ≤ ‖qr

m − qr
i ‖2 + (qm − qi)

(
qr

m − qr
i
)T ,

(26)
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The above problem is a standard convex optimization problem, so we can use CVX to
solve it.

3.5. Joint Optimization Method and Convergence

The steps of the joint optimization method we proposed are as follows Algorithm 1:

Algorithm 1: Joint optimization method of spectrum resource

Input: the number of UAVs M, the number of jamming nodes J, the number of channels N, the
initial position of UAVs qm

1. Initial: r = 0, Let the corresponding variable in the r-iteration be
(

ωr
m,i, br

m,n, Pr
m, qr

m

)
2. Repeat
3. Optimize the UAV clustering given the channel allocation br

m,n, power allocation Pr
m and

UAV position qr
m by solving sub-problem 3.1 to obtain ωr+1

m,i ;

4. Optimize the channel allocation given the UAV clustering ωr+1
m,i , power allocation Pr

m and
UAV position qr

m by solving sub-problem 3.2 to obtain br+1
m,n ;

5. Optimize the power allocation given the UAV clustering ωr+1
m,i , channel allocation br+1

m,n and
UAV position qr

m by solving sub-problem 3.3 to obtain Pr+1
m ;

6. Based on UAV position qr
m to get relaxation variables Lr

m,i and Ir
m: Optimize the UAV

position given the UAV clustering ωr+1
m,i , channel allocation br+1

m,n and power allocation Pr+1
m ,

by solving sub-problem 3.4 to get qr+1
m ;

7. Update r = r + 1;
8. End: Method ends when the growth value of the objective function is less than ζ or reaches

the maximum number of iterations rmax, where ζ and rmax are the parameters of the
optimization algorithm.

Otherwise, return to the loop;

9. Output: ω∗m,i, b∗m,n, P∗m, q∗m

In this part, we prove that the proposed algorithm creates a non-decreasing sequence
of objective values of problem expressed in Equation (11) and converges to a feasible
solution. First, it can be verified after the initialization step or after each r-iteration of the
approximation process that we achieve a feasible solution of ωr

m,i, br
m,n, Pr

m, qr
m. For step 3 of

Algorithm 1, since the optimal solution of problem expressed in Equation (12) is obtained
for given br

m,n, Pr
m and qr

m, we have:

η
(
ωr

m,i, br
m,n, Pr

m, qr
m
)
≤ η

(
ωr+1

m,i , br
m,n, Pr

m, qr
m

)
, (27)

where η(ωm,i, bm,n, Pm, qm) represents the objective value of problem expressed in Equation (11).
Second, for the given ωr+1

m,i Pr
m and qr

m, br+1
m,n can be obtained in step 4 of Algorithm 1; it

follows that:
η
(

ωr+1
m,i , br

m,n, Pr
m, qr

m

)
≤ η

(
ωr+1

m,i , br+1
m,n , Pr

m, qr
m

)
, (28)

Moreover, for the given ωr+1
m,i br+1

m,n and qr
m, Pr+1

m can be obtained in step 5 of Algorithm 1;
it follows that:

η
(

ωr+1
m,i , br+1

m,n , Pr
m, qr

m

)
≤ η

(
ωr+1

m,i , br+1
m,n , Pr+1

m , qr
m

)
, (29)

Finally, for the given ωr+1
m,i br+1

m,n and Pr+1
m , qr+1

m can be obtained in step 6 of Algorithm 1;
it follows that:

η
(

ωr+1
m,i , br+1

m,n , Pr+1
m , qr

m

) (a)
≤ ηlb,r

L,I

(
ωr+1

m,i , br+1
m,n , Pr+1

m , qr+1
m

) (b)
≤ η

(
ωr+1

m,i , br+1
m,n , Pr+1

m , qr+1
m

)
, (30)

where we define ηlb,r
L,I (ωm,i, bm,n, Pm, qm) as the objective value of problem expressed in

Equation (26), and (a) holds since Algorithm 1 achieves the solution qr+1
m for the given ωr+1

m,i ,
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br+1
m,n and Pr+1

m ; (b) holds since the objective value of problem expressed in Equation (26)
is the lower bound of the objective of its original problem expressed in Equation (15) at
qr+1

m because the SCA technique is applied. Using the results in Equations (27)–(30), we
obtain that:

η(ωm,i, bm,n, Pm, qm) ≤ η
(

ωr+1
m,i , br+1

m,n , Pr+1
m , qr+1

m

)
, (31)

which indicates that the objective value of problem expressed in Equation (11) is non-
decreasing after each iteration of Algorithm 1. Since the backhaul information rate as the
optimization objective must have an upper limit, the proposed algorithm is guaranteed to
converge to a feasible solution. This completes the proof.

For the analysis of complexity, the clustering optimization sub-problem is a standard
integer linear programming problem with a complexity of O1

(
2M(M−1)/2

)
; both channel

allocation and power allocation sub-problems are standard convex optimization problems.
The complexity of them is O

(
x3.5) [17] by using the interior point method in CVX, where

x represents the number of variables. So, the complexity is O2
(

MN3.5) and O3
(

M3.5)
respectively; the position optimization sub-problem is transformed into a convex problem
by introducing relaxation variables and using the SCA technique. Its complexity isO4

(
x3.5).

Therefore, the total complexity of the proposed joint spectrum resource optimization
method is O(L(O1 +O2 +O3 +O4)), where L is the number of convergence times of
the method.

4. Simulation Results and Discussion
4.1. Parameter Settings

In this section, we carried out corresponding experimental simulation to verify the
effectiveness of the proposed method. In order to make the parameter settings more
reasonable, we referred to [18] to set the simulation parameters, as shown in Table 1. Unless
otherwise specified, all simulation experiments in this paper use the parameters in Table 1.

Table 1. Simulation parameters of Unmanned aerial vehicle (UAV) swarm information transmis-
sion system.

Parameter Description Value

UAV distribution 400 × 400 m2

M Number of UAVs 8
J Number of jamming nodes 3
N Number of channels (8,10,12,14,16)
B Channel bandwidth 10 MHz
H Altitude of UAV 100 m

Pmax Maximum transmission power of UAV 1 W
θ Interference threshold −80 dBmW

Num Maximum number of channels 3
dmin Minimum distance of UAV 60 m

Pj Power of jamming node (1,2,3,4,5) W
α Channel loss index of air-to-air 2
β0 Channel gain of per unit distance −30 dBm
N0 Background noise power −170 dBm/Hz

Vmax Maximum flight speed 40 m/s

4.2. Simulation Results

Figure 3 shows the change in UAVs’ total backhaul information rate with the number
of channels. It can be seen that the more channels there are, the higher the UAVs’ total
backhaul will be. As the number of channels continues increasing, the growth of the total
backhaul rate will slow down. This is because the UAVs’ total transmission power is
limited. The more channels there are, the smaller the transmission power allocated to each
channel will be. In addition, there is a significant growth in total return rate when the
interference power is low.
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Figure 4 shows the cluster head selection and position optimization of the UAV swarm
under the conditions of 8 UAVs, 12 channels and Pj = 5 W after optimization of the
proposed method. It can be seen that UAV 1 is finally selected as the cluster head UAV,
and other UAVs are as far away from the interference node as possible and close to UAV 1,
meeting the limit of moving distance. Figure 5 shows the channel allocation and power
allocation strategies optimized by the proposed method under this condition.
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Figure 6 shows the convergence curve of the joint optimization method of spectrum
resource under different channel numbers under the conditions of Pj = 5 W. It can be seen
that the objective function value increases continuously in the iteration process and finally
tends to converge.

In order to further verify the effectiveness of the proposed method in the UAV swarm
information transmission scenario under jamming attack, we use a simulation compar-
ison method and compare the proposed method with the cluster-head-fixed algorithm,
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power-fixed algorithm, position-fixed algorithm and random-channel allocation algorithm.
Cluster-head-fixed algorithm: find a clustering strategy with the shortest distance from the
cluster member UAVs to the cluster head UAV at the initial position through calculation
and use it as the final cluster head selection. Random-channel allocation algorithm: under
the condition that all cluster member UAVs occupy the channel, randomly allocate the
channels, and take the average value through 50 simulation experiments. Figure 7 shows
the performance curve comparison of the total backhaul information rate of UAVs with
the transmission power of the jammer under the conditions of 8 UAVs and 12 channels.
In particular, except for the change in the corresponding sub-problem-solving algorithm,
other parameters are consistent with the proposed algorithm. It can be seen that the total
backhaul rate of UAVs decreases with the increase in jamming power, and the rate gradu-
ally slows down. In addition, the proposed method performs better than the other four
comparison algorithms because it optimizes multiple variables at the same time.
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5. Conclusions

In this paper, we constructed the cluster-based UAV swarm information transmission
model, for the problems brought by malicious interference in the UAV swarm network.
To solve the underlying MINLP problem, we used the alternating optimization approach
and proposed a joint optimization method of spectrum resource. In particular, for the
convex sub-problems of cluster head selection, channel allocation and power allocation,
we used the convex optimization solver CVX to directly solve them. For the non-convex
sub-problem of position optimization, we introduced the relaxation variables to convex
it and then used the SCA technique to solve it. Simulation results have demonstrated
the effectiveness of the proposed method in that it could reduce the impact of malicious
interference and improve the sum backhaul information rate of UAV swarm. Moreover, we
showed that the number of sub-channels and the power of interference nodes have strong
impacts on the total backhaul information rate.

At present, the consideration of flight control factors only focuses on UAV speed
and safe flight distance. In the next step of research, we will further consider the flight
acceleration, flight steering angle and other parameters of a UAV. In addition, considering
the load limitation of a UAV, its carrying energy is limited and its power dissipation for
flight or hover is far greater than the power dissipation of communication transmission,
so the energy efficiency of a UAV is also an important optimization index. It is planned to
obtain a spectrum resource allocation strategy with excellent energy efficiency and spectral
efficiency by introducing weight factor in UAV swarm information transmission.
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