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Abstract

:

A medical record is an important part of a patient’s follow-up. It comprises healthcare professionals’ views, prescriptions, analyses, and all information about the patient. Several players, including the patient, the doctor, and the pharmacist, are involved in the process of sharing, and managing this file. Any authorized individual can access the electronic medical record (EMR) from anywhere, and the data are shared among various health service providers. Sharing the EMR requires various conditions, such as security and confidentiality. However, existing medical systems may be exposed to system failure and malicious intrusions, making it difficult to deliver dependable services. Additionally, the features of these systems represent a challenge for centralized access control methods. This paper presents SEMRAchain a system based on Access control (Role-Based Access Control (RBAC), Attribute-Based Access Control (ABAC)) and a smart contract approach. This fusion enables decentralized, fine-grained, and dynamic access control management for EMR management. Together, blockchain technology as a secure distributed ledger and access control provides such a solution, providing system stakeholders with not just visibility but also trustworthiness, credibility, and immutability.
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1. Introduction


The global IoT medical device market is predicted to increase at a 4.5 percent compound yearly growth rate, reaching $409.5 billion in 2025 [1]. This technology may completely disconnect a patient from the hospital’s centralized system while yet allowing them to speak with their doctor. In the healthcare sector, patient medical data are extremely sensitive, requiring effective privacy protection [2]. These data are typically kept in various places and are manipulated by many healthcare practitioners. With the advancement of technology such as the Internet of Things (IoT) [3] and artificial intelligence (AI) [4], health files are now saved electronically. The use of electronic health files allows for the secure storage of patients’ personal information for the diagnosis of various conditions [5]. This entails digitizing this information and sharing them with healthcare experts, with the patient’s permission, so that they may be updated in real-time in a safe and confidential way [6]. Therefore, the security of medical data is a criterion to be considered. Indeed, many cryptography-based approaches have been built to remedy the security problem and block attacks in healthcare applications using IoT [7].



The proposed schemes [8] provide patient data privacy with authentication. Others resort to the use of AI to develop a protocol and algorithm based on deep learning to ensure privacy and authenticate patient data [9]. For the same purpose, fog computing is leveraged in various other solutions [10]. The volume of transferred data in the offered solutions is enormous, and the network’s scale expands with each new user [11]. As a result, it is critical to secure the integrity and consistency of the intended system, which must fulfill several standards, including strong resilience to attack, respect for patient privacy, and control over access to these data [12].



In a peer-to-peer network, machines and devices connect to one another without the need for intermediaries, resulting in a decentralized network known as the Blockchain [13]. It is, in fact, a network of interconnected nodes that share and record transactions. To avoid a single point of failure, each node in the network stores a copy [14]. The blockchain’s data are organized in blocks that are linked together to form a distributed ledger (DLT). Cryptographic functions protect the data’s security and immutability. Satoshi Nakamoto first proposed the notion of blockchain in 2008 [15]. Blockchain technology is distinguished by several key characteristics, including decentralization, transparency, autonomy, security, and immutability [16,17]. These attributes raise the need for blockchain technology in a multitude of sectors [18,19]. For example, in the field of cyber-physical systems, authors discussed the use of this technology to ensure the confidentiality, integrity and availability of data transmission. They also discussed the concept of a consensus mechanism to ensure the security of these systems [20,21].



To overcome these challenges in decentralization, automation, security, and trust management of stakeholders in healthcare, the combination of blockchain technology and multi-agent systems is a key solution. Blockchain technology provides just such a solution in the form of a distributed and secure registry that allows patients not only to have visibility over their data but also to control access to it. Therefore, via Blockchain technology, we ensure the interoperability of the platform used by the various health actors. Similarly, for the emergency service, it can access patient data without the need to request it from the patient. The MAS allows for automating the interactions between the agents forming a fully decentralized system. Indeed, the MAS consolidates the efficiency and confidence of human/machine or machine/machine communication. It also ensures the security of the agents. The authors [22,23] have exploited the multi-agent system and proposed a trust management system between agents by using the technique of identification of agents via private and public keys. Based on smart contracts, the proposed solution consists in exploiting RBAC and ABAC access control techniques. This solution removes the central authority (CA) to reduce maintenance costs and eliminate legacy threats from centralized systems.



Integrated with the health domain, we intend to track the electronic medical record using blockchain technology. The main objective is to ensure security and trust between the agents in the system by establishing automated communication without human intervention via smart contracts. To guarantee the security of patient data, the following criteria must be taken into consideration: authentication and access control.



The main contributions of this paper can be summarized as follows:




	❖

	
Proposing a blockchain-based platform for handling electronic patient records.




	❖

	
Exploiting access control techniques namely ABAC and RBAC to access our system and avoid any external intrusion.




	❖

	
Merging smart contracts and access control to guarantee the security and confidentiality of managed data.









The remainder of this document is organized as follows. Section 2 is devoted to the basic concept of blockchain technology and EMR. Section 3 presents the integration of blockchain in medical record management. The proposed system architecture is introduced in detail in Section 4. While Section 5 describes the simulation platform and the obtained results as well as the analysis and performance of the system. Finally, Section 6 concludes this paper and gives some hints for further research.




2. Basic Concept of Blockchain Technology and EMR


This section is dedicated to overview some basic notions related to blockchain technology as well as EMR systems and access control.



2.1. Blockchain Technology


The Bitcoin application introduced by Satoshi Nakamoto in 2008 endorsed Blockchain. Blockchain is based on the concept of a decentralized ledger, which allows for more secure transactions. From 2009 to 2013, Blockchain was used in digital currency transactions and was referred to as Blockchain 1.0. Later, in 2015, the use of Smart Contracts introduced Blockchain 2.0, which provided better authentication and a tamperproof transaction process. The Ethereum platform introduces Blockchain 3.0 and the concept of DApps. We are now living with Blockchain 4.0, which is bringing forward its application in business and industries [10].



	❖

	
Blockchain features: Blockchain technology is characterized by many important features as illustrated in Figure 1. It is a decentralized P2P network in which data are stored in all nodes of the network. Thanks to a well-defined protocol, all nodes can manipulate, access and update transactions at the same time and without the need for an intermediary. These data are not all stored on the server of a central intermediary but are instead “distributed”. This property eliminates the problems associated with a centralized system. It also promotes anonymity, i.e., the identity of users is not broadcast to other users, except to the one participating in the transaction. All transactions in the blockchain are time-stamped, meaning that all transactions have a start time, an end time, and the length of time they have been active. Once recorded in the blockchain, it is impossible to delete or modify a transaction since there are multiple copies in different nodes of the network. Therefore, blocks can be extended and not changed. This gives the blockchain a high level of security and makes it more difficult to attack blocks of information.







	❖

	
Smart contracts: Nick Szabo, a computer scientist and cryptographer, pioneered the concept of smart contracts in the 1990s. The concept has recently been identified as being more useful in association with the progress of blockchain and DLTs. Smart contracts are digital forms of contracts that consist of a set of terms that must be met to carry out specific tasks, such as transferring assets or making a deposit. Because smart contracts are scripted and fully automated, they do not require any counterparties. The concept is supposed to follow a simple logic and to be verified by cryptographic methods.




	❖

	
Consensus mechanism: Blockchain consensus protocols create a system of irrefutable agreement between different parties within a distributed network while preventing malicious exploitation of the system. They allow the blockchain to be updated while ensuring that every block on the chain is valid. They also prevent a single entity from controlling the entire network, thus guaranteeing its decentralization. There are several mechanisms for validating a block. For example, proof of work (PoW), proof of stake (PoS), practical byzantine fault tolerance (PBFT), proof of authority (PoA) and proof of elapsed time (PoET).








2.2. Multi-Agents’ System


A MAS is a self-contained distributed system comprised of multiple agents capable of carrying out their functions. Each agent in the system is an independent computational entity with one or more objectives, knowledge, and skills. To address challenges, the agents collaborate. MAS is also commonly used in the construction of distributed systems, with the goal of achieving high system dependability, availability, openness, resource sharing, and reusability [18].




2.3. Access Control


Access control is a technique for controlling user access to resources. It indicates the actions to be performed by each user and restrict illegal access to information. Authentication, identification, and authorization are the basis of the access control model. Among the most used types of access control is Discretionary Access Control (DAC), Attribute Based Access Control (ABAC), Role Based Access Control (RBAC) and Mandatory Access Control (MAC) [22].



	❖

	
Discretionary Access Control: In DAC, the owner of a resource decides how it can be shared. He can choose to give read or write access to other users.




	❖

	
Attribute Based Access Control: ABAC is a logical access control paradigm that regulates object access by assessing some stated control rule or policy against subject, object, action, and environment properties. The primary idea behind ABAC is to enable all authorization based on the subject’s characteristics rather than assigning permissions directly between subjects and objects.




	❖

	
Role Based Access Control: RBAC is called also non-discretionary access control. In this type, users are assigned a role and the role dictates access to a resource. It is, in fact, a set of rules that determines how subjects and objects interact.




	❖

	
Mandatory Access Control: Access rights are governed by a vital force that is subject to varying levels of security. The needed authorization control includes distributing representations to structural resources as well as the privacy feature or operating framework. Access to assured assets is restricted to clients or devices that have the basic data exceptional status.








2.4. EMR Systems


According to the committee recommendation of 6.2.2019 on a European Electronic Health Record exchange format, EMR is defined as a patient file that contains the following data: patient records, electronic prescription/electronic dispensing, laboratory results, medical imaging and related reports, and hospital discharge reports [23]. Today’s medical record systems are extremely vulnerable to data degradation, forgery, and loss because they are stored in various healthcare facilities and manipulated in a centralized way. In this case, many hospitals keep the data of their patients in a database through an agent. However, even in this case, the patient must bring his file with him if he changes doctor or the hospital. This is an unreliable way to manage such sensitive information [24].





3. Related Work


Blockchain technology provides an immutable, decentralized network in which all participating nodes can use consensus algorithms and smart contracts to validate transactions. Various healthcare systems [25,26] have used the blockchain because it is a dependable method for improving communication privacy and security. Table 1 to be used later on to highlight the research gaps and to report our own research motivations.



In [27], authors have exploited smart contracts to design a system for remote patient monitoring and alerting health specialists in case of emergency. This remote monitoring system guarantees the security and privacy of the patient through blockchain. The proposed system has three functions and three actors. The first function is the registration of patients and doctors on the platform. They access it via a smartphone and register their data such as their id, name, and age, in a secure way. They can also consult and update these data. For patient monitoring, processing will be done on the data received from the IoT sensor and then they will be stored by smart contracts in the blockchain. This step makes it easier for doctors to follow their patients in real-time. The last function concerns the company and the medical devices. When a device is purchased, a smart contract is established between the company and the patient to register it in his name. In this way, the patient’s information retrieved by the IoT tool is registered in the care center.



MedChain is a platform proposed by S. Bingqing et al. [28]. It works on the same principle of sharing data by storing them immutably in the blockchain. The actors of Medchain are the patient, the physician, and the healthcare provider. They share data with each other using three approaches, namely blockchain technology, a P2P network, and a condensation chain. These approaches collaborate and provide a flexible and efficient data-sharing system.



In their paper [29], the authors exploit the notion of smart contracts and multi-agent systems to control and monitor logistics pharmaceutical activities. They propose a platform allowing the storage of transactions between the different actors of the system in the blockchain. Smart contracts ensure the management of these transactions without any third party. This makes the system less expensive and faster in terms of delivery time. However, to evaluate its performance and efficiency, it is necessary to develop a real prototype in parallel with empirical validation.



The work of A. Saini et al. [30] is based on the use of the Ethereum private blockchain. It exploits the notion of smart contracts for managing the electronic medical record (EMR). The EMR contains sensitive patient data. Security must be considered when processing them. To this end, the authors have designed a model for sharing medical data between patients, hospitals and any other entity involved in this process. The smart contracts used ensure EMR privacy by using cryptographic and access control features, while the cloud allows medical data to be saved to eliminate network congestion. Real-time monitoring of the EMR in a decentralized and patient-centric manner is guaranteed by the proposed framework.



The authors of [31] suggested the BiiMed platform. This approach intends to share the patient’s electronic health record across several actors. The blockchain provides data integrity and interoperability. The suggested architecture is divided into two components: the health information system (HIS) and the BiiMed blockchain. The HIS collects, stores, and distributes medical data, while the BiiMed platform maintains the shared data. It is built on the Ethereum blockchain and smart contracts. Interoperability and data integrity are hallmarks of electronic medical record exchange. The technology established using a decentralized trustworthy network ensures these qualities.



To maintain security, traceability and visibility in the pharmaceutical supply chain, the authors [32] designed a private blockchain platform to fight drug counterfeiting. These characteristics are assured by proof of ownership. Each actor in the pharmaceutical supply chain process: the manufacturer, distributor as well as retailer must have the authorization to distribute the pharmaceutical product.



The authors [33] address the issue of privacy and transparency of patients’ medical data by developing a system that tracks patients’ vital signs. Smart contracts and the Hyperledger Fabric blockchain form the basis of this platform. The proposed system receives data from medical sensors and shares it in the blockchain network. These data are then tracked and processed by smart hospital actors via a web application based on HTML5 and JavaScript and facilitating data access. Performance is ensured by the traceability and security of the patient’s vital parameters. Its features, such as low latency, simple interface, and high-speed transaction, make the presented prototype perform well. On the other hand, it suffers from security gaps, and this is due to the lack of authentication between the system components namely the server and the IoT sensors. The system can be improved by adding a part ensuring the communication between its distinct parts while considering the synchronization between IoT resources.



In their work [34], the authors exploited smart contracts to design a system for remote patient monitoring and alerting healthcare specialists in case of emergency. This remote monitoring system ensures patient security and privacy using blockchain. The proposed system has three functions and three actors. The first function is the registration of patients and doctors on the platform. They access it via a Smartphone and register their data such as their id, name, age, etc., in a secure way. They can also consult and update these data. For patient monitoring, processing will be performed on the data received from the IoT sensor, and then it will be stored by smart contracts in the blockchain. This step makes it easier for doctors to track their patients in real-time. The last function is about business and medical devices. When a device is purchased, a smart contract is established between the company and the patient to register it in their name. In this way, the patient’s information retrieved by the IoT tool is registered with the healthcare center.



G. Srivastava et al. [35] have developed a protocol named GHOSTDAG that enables patient tracking. They use two public and private blockchains to ensure the security of medical data. The proposed system consists of a patient, a healthcare facility, the GHOSTDAG blockchain and smart contracts. Remote patient monitoring (RPM) devices collect the patient’s vital parameters and send them to the smart device. These data are then encrypted and stored on a private blockchain via smart contracts. The latter also has the role of transmitting the information to a public blockchain that will be used by the healthcare institution. Alerts are also sent if the vital parameters exceed a predefined threshold. The model presented is characterized by its reliability and security, but its effectiveness must be verified by the implementation of an RPM prototype.



The authors proposed an electronic healthcare system [36]. Their architecture is based on blockchain technology and wireless body area networks (WBAN). The WBAN with the IEEE 802.15.6 standard provides the interaction between biomedical sensors and blockchain technology that enables data storage. The fusion of these two concepts provides a secure system that respects the privacy of the patient. Several actors are integrated into this system, including patients, hospitals, pharmacies, and doctors. To develop their prototype, the authors use the private blockchain HyperLedger Fabric and smart contracts. They also designed web interfaces for each actor. These interfaces facilitate access to medical records. Security, performance, and low hardware usage are the main contributors. The proposed system can be extended and scaled to support many participants and enormous amounts of medical data.



The authors [37,38] have developed a platform for exchanging clinical data between various users. They used a private blockchain to aggregate health information from various clinical sites. Smart contracts and RPC (Remote Procedure Call) servers are the basis of the proposed system. To facilitate its use, a web interface is required. The clinical data are collected and shared from various databases of different clinical sites. They are manipulated by smart contracts. The characteristics of blockchain, notably its immutability, transparency, and decentralization, encourage the development of platforms and systems for collecting and sharing patient data in clinical trials.



In their work [39], the authors have proposed an architecture named BIoMT to solve the problems encountered in the cloud-based one. Security is ensured through this architecture thanks to the use of the Elliptic Curve Digital Signature Algorithm (ECDSA) as well as proof of work as a consensus mechanism.




4. Proposed System


The proposed system, SEMRAchain, is a platform allowing the exchange and sharing of patient medical records. This solution combines blockchain technology and multi-agent systems. To ensure the security of the data manipulated by the different stakeholders, access control (ABAC and RBAC) as well as smart contracts are exploited. The system must also meet certain requirements. In the blockchain-based healthcare system, the identity of individuals with the right to participate in the electronic medical record management process must be verified. Indeed, participants must authenticate themselves to have access to resources. Additionally, each participant has a predefined role in the processing of the patient’s file. In fact, they have access only to the resources necessary to accomplish their tasks. The data exchanged in healthcare are large and the scale of the network evolves each time a user is added, so scalability must be considered. For all users to benefit from the required medical data service, an electronic medical record system should include a flexible user interface that allows for the efficient and simplified use of resources. The application must meet the CIA triad (confidentiality, integrity, availability). Patient data require protection from viewing or other unauthorized access or modification to ensure reliability and accuracy. It is also available to authorized users who need it.



Various agents, as shown in Figure 2, have access to patient data. These data are aggregated and stored on the blockchain. The consultations as well as the update of the EMR are controlled by a smart contract. Each agent must be authenticated to be able to manipulate, in a limited time, the information that suits them. After examining a patient, the doctor agent writes prescriptions and adds scans and test results which are all recorded as operations. The pharmacy dispenses medications and records the transaction on the blockchain. The same goes for analyses from the laboratory. Via smart contracts, patients use electronic tokens for the payment of online consultations or when purchasing medication.



4.1. Proposed System Model


In the EMR system and as shown in Figure 3, several agents exchange information between them. They access a web application to provide or request health information. To access it, they must be authenticated. Depending on the type of user, the smart contract adds the automatic and secure aspect of this transfer. Data that are saved on the blockchain are then displayed on the appropriate interface. Therefore, we try to assign each user an access role thanks to the transparency and immutability of the blockchain to maintain the security of the patient’s data against attacks.



The architecture of the system is composed of two main parts: MAS allows communication between agents and a public blockchain network (BC) allows storing all transactions and smart contracts. The proposed model is based on three main concepts:




	❖

	
Smart contract: Smart contracts are the most important component of any blockchain framework as they fulfill basic functions. For the design of our framework, the first step is the deployment of different smart contracts either for system stakeholder enrollment or for authentication to manipulate and check EMR.




	❖

	
Authentication: Access to the system requires user authentication through Ethereum addresses for each agent. After authentication, the patient and healthcare specialist agent can consult and communicate with each other.




	❖

	
Access control: Access control is a process that allows only authorized entities to manage information and control this information. In our case, to access and update the patient’s medical data, the healthcare professional agent sends an access request via the smart contract that verifies the identity and rights of the requester and then authorizes him to send a request to the appropriate service.










4.2. System Model Process


The communication process between our system’s agents is divided into four stages: Agent registration, Agent enrollment, Agent authentication, and EMR management. These steps are explained, respectively, in Figure 4, Figure 5 and Figure 6.



	❖

	
Agent registration: In this step, the system administrator assigns each agent an account and a role. This designation is recorded in a hash table via a smart contract. The added role is then used when adding an agent or in the handling of transactions in the communication process. However, the deployment of different smart contracts required by our system was the object of this step.







	❖

	
Agent enrollment: The registration step consists of adding the agents to the system. After verifying the account address, the agent information can be added to the Agent_DB through a smart contract. In this phase, the smart contract saves the characteristics or attributes of each agent, especially the identifier and account. Upon successful registration, agents are allowed to join the blockchain.




	❖

	
Agent authentication: To use our system, registered agents authenticate themselves. Two types of access control are used: Role-Based Access Control and Attribute-Based Access Control. The use of the “msg. sender” variable of the OpenZeppelin library allows for identifying and validating the agent’s address. On the other hand, during EMR management, it is necessary to control access to patient data.




	❖

	
EMR management: to access and update the patient’s medical data, the healthcare professional agent sends an access request via the smart contract that verifies the identity and rights of the requester and then authorizes them to send a request to the appropriate service.









5. Simulation and Results


In this section, simulation results for cost consumption are discussed. Ethereum blockchain is used in this system; for that, the cost of smart contracts and their functions are calculated in terms of gas usage. Furthermore, the ether value is also checked for each gas unit. Further sections describe the simulation environment and the cost consumption of each smart contract and its functions.



5.1. Simulations Setting


To validate our system, all the simulations are performed on Intel Core i5, CPU 2.60 GHz with 8 GB RAM, running on Windows 10. Furthermore, we used the Ethereum blockchain. Indeed, Ethereum can manage the implementation of smart contracts written in solidity language. Each agent has an account in the Ethereum blockchain. To access this account, we use the web3.js library through an HTTP connection in JSON RPC format. The Truffle development environment is used to compile and migrate smart contracts to the blockchain. Metamask is used to implement Ethereum wallet functions that allow participants to control the Ethereum account information and make transactions. Any changes sent to the transactions are recorded on the blockchain network.




5.2. EMR Smart Contract Deployment


We use a personal blockchain, Ganache, to implement our smart contracts. It enables the deployment of smart contracts, the development of Dapp, and the execution of tests. Ganache offers ten Ethereum accounts, each with a balance of 100 ether, as well as a graphical interface for examining everything that happens on this network.



Figure 7, Figure 8, Figure 9 and Figure 10 depict the compilation and migration of smart contracts to the blockchain ganache. Four smart contracts are compiled and deployed in the “development” blockchain: EMR.sol, Registration.sol, Auth.sol and Migration.sol. The entire cost of this transaction, as shown by the migration result, is 0.01751596 ether, which is the equivalent of £ 58.61. This conversion was conducted on 28 March 2022. Following the transfer of our smart contract, we will build a local virtual server holding the client-side application using the truffle framework. To join our blockchain network, we need to connect to our Metamask portfolio.




5.3. Cost Consumption


In the Ethereum blockchain, the proposed platform is evaluated through the cost consumed by the smart contracts. These are the units of gas to execute a transaction and smart contract functions. Otherwise, it is the transaction cost as well as the execution cost. The transaction cost is the fee for transferring the smart contract code to the Ethereum blockchain. It is limited by the thickness of the smart contract. The smart contract’s size is determined by the basic operations it performs. While the execution cost is the cost of storing global variables and smart contract method calls. It is also affected by the calculation operations performed during transaction execution.



To calculate the gas fees for each transaction in our system, we apply the following equation:


Transaction Fee = gasUsed × gasPrice



(1)




where gasUsed is defined depending on the storage and processing quantity for each transaction and gasPrice denotes the amount of gwei necessary for the transaction.



Let us take the example of the addUser function which allows assigning to each agent a role and account. As mentioned in Figure 11 the function gasUsed is 112,883 and gasPrice is 20 Gwei. So,


Transaction Fee = 112,883 × 20 = 2,257,660 Gwei = 0.00022 Ether



(2)








5.4. Smart Contracts Cost


After deploying the smart contracts in our system and as shown in Figure 12, we calculated the cost of each smart contract. The results obtained are in Ether. The execution cost for the EMR management contract is 0.00890416 ETH while the cost for the registration contract is 0.0086118 ETH and for the agent enrollment contract is 0.008752 ETH. We notice that the cost of the EMR_management contract is higher than the other contracts. This contract contains the main functions of the system, such as adding patient analyses as well as the access control functions ABAC and RBAC. While the registration contract occupies less gas consumed since it just assigns a role to the agents in a table containing the accounts and roles. Agent_enrollment contract takes care of adding the relevant information to each agent.




5.5. Functions Cost


We have calculated the transaction costs of different smart contract functions. Note, that the transaction cost for reading data from the blockchain, such as the “getPatientData”, “getPrescription” and “getResults” functions, is null. Since mining is not required while getting messages from blocks, and no changes are required for the smart contract, this function does not incur any extra costs. The following Table 2 gives an overview of the cost of some transactions in our system.





6. Comparison of Proposed System with Related Work


This section is dedicated to a comparison between this work and some studies previously summarized in Section 3. This comparison (Table 3) is based on some criteria deemed important such as blockchain-based, access control and security. In [34], K. Syeda et al. satisfied the Cr 1, Cr 2, and Cr 3 criteria while Srivastava et al. and Junchao et al. in [35,36] took into consideration the Cr 1 and Cr 4. Moreover, it is shown that in [38] authors took into account Cr 1, Cr 3 and Cr 4. Finally, according to this analysis, it is clear that only our work took into account all these comparison criteria.



	❖

	
Security: The use of the RBAC and ABAC mechanisms ensures the security of our proposed framework. So, no third party is allowed to access the system. Let us not forget also that blockchain is protected with mechanisms and protocols. Therefore, agent data can be handled reliably and confidentially. Only trustworthy persons have access to these data. The system denies access to any untrusted third party attempting to access the system.




	❖

	
Confidentiality: EMR contains patient information such as electronic prescribing/delivery, laboratory results, medical imaging and related reports, and hospital discharge reports. To ensure the confidentiality of these data, unauthorized manipulation by third parties must be avoided. The use of smart contracts, by rejecting access to the system by any untrusted third party, ensures patient privacy, trust, and accuracy. The information saved in the system is immutable and cannot be modified by third parties thanks to the use of blockchain technology. This guarantees the confidentiality of the data handled.




	❖

	
Trustfulness: Trust is maintained with access control via user registration as well as restricting access to the data of our system stakeholders. Furthermore, the information saved in the system is immutable and cannot be modified by third parties thanks to the use of blockchain technology. This guarantees the confidentiality of the data handled.








7. Conclusions


When COVID-19 appeared, it was necessary for doctors to turn to telemedicine to limit the transmission of the epidemic. However, this scenario promotes the risk of disclosure of patient data. Thus, blockchain technology is combined with multi-agent systems and access control in this study to solve this problem. The primary goals of this system are trust and security. To ensure that these features are implemented, various smart contacts are strategically placed. The proposed framework includes multiple access control smart contracts. These smart contracts go through three stages, validation of access request, policy check, and misconduct check. To evaluate the proposed system, smart contract costs and function costs are calculated. The entire cost of this transaction is 0.01751596 ether which is the equivalent of £ 58.61. The cost of each smart contract is, respectively, as follows: the execution cost for the EMR management contract is 0.00890416 ETH while the cost for the registration contract is 0.0086118 ETH and for the agent enrolment contract it is 0.008752 ETH. A deep analysis of related work was performed according to five categories of criteria. The first one concerns blockchain technology. The second category of criteria is relative to access control. The third and fourth criterium are, respectively, security and integrity. The last one represents a multi-agent system based. The results obtained show that the developed platform is characterized by security, availability, and privacy.



In future work, we will extend our system to design a platform consisting of three important parts. This platform contains a list of hospitals, EMRs and a network of connected ambulances. The three parts are linked together by a blockchain network. This extension allows the road user to find the nearest medical service and the nearest ambulance to their location in case of an accident.
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Figure 1. Blockchain features. 
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Figure 2. Smart healthcare services. 
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Figure 3. Smart healthcare services based on blockchain technology. 
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Figure 4. Agent registration. 
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Figure 5. Agent enrollment. 
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Figure 6. EMR management Based RBAC and ABAC. 
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Figure 7. Compilation. 
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Figure 8. Migrate. 
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Figure 9. EMR smart contract deployment. 
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Figure 10. Registration smart contract deployment. 
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Figure 11. Registration smart contract deployed in Ganache. 
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Figure 12. Smart contracts cost. 
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Table 1. Summarized Literature Review.
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Refs.

	
Contribution

	
Blockchain

	
Performance




	
1

	
2

	
3

	
4

	
5

	
6

	
7






	
[27]

	
Design a system for remote patient monitoring and alerting health specialists in case of emergency.

	
*

	

	

	
*

	

	
*

	
*




	
[28]

	
Offer a MedChain platform to share data by storing it immutably in the blockchain.

	

	
*

	

	

	
*

	
*

	




	
[29]

	
Use smart contracts and multi-agents’ system to control and monitor logistics pharmaceutical activities.

	
*

	

	

	

	

	
*

	
*




	
[30]

	
Design a model for sharing medical data between patients, hospitals and any other entity involved in this process.

	
*

	

	
*

	

	

	

	




	
[31]

	
To propose a platform named BiiMed. This solution aims to share the patient’s electronic health record between different stakeholders.

	
*

	

	

	

	
*

	

	




	
[32]

	
Design a private blockchain platform to fight drug counterfeiting and maintain security, traceability, and visibility in the pharmaceutical supply chain.

	

	
*

	

	

	

	
*

	
*




	
[33]

	
Develop a system that allows the monitoring of the patient’s vital signs.

	
*

	

	
*

	

	

	
*

	




	
[34]

	
Design a system to remotely monitor patients and alert healthcare specialists in the event of an emergency.

	
*

	

	

	

	

	
*

	




	
[35]

	
To develop a protocol named GHOSTDAG allowing the follow-up of patients.

	
*

	

	

	
*

	

	
*

	




	
[36]

	
Propose an electronic health system for medical records. Security, performance, and low hardware usage are the main contributions.

	
*

	

	

	
*

	

	
*

	




	
[37,38]

	
Develop a platform for exchanging clinical data between various users.

	
*

	

	

	

	
*

	
*

	




	
[39]

	
Propose BIoMT architecture based on the ECDSA algorithm and Proof of Work consensus protocol to secure medical data.

	
*

	
*

	

	
*

	
*

	

	








1: Smart contract, 2: consensus mechanism, 3: Access control, 4: confidentiality, 5: Integrity, 6: privacy, 7: Authentication, *: criterion exists.
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Table 2. Gas price of some transactions of our proposed system.
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	Function
	Transaction Cost
	Price ($)





	addUser
	0.00022
	0.74



	uploadAgentData
	0.00038
	1.28



	addEMRdata
	0.00033
	1.11
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Table 3. Comparison of proposed system with related work.
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Reference

	
[34]

	
[35]

	
[36]

	
[38]

	
Our System




	
Criterium ID

	






	
Cr 1

	
√

	
√

	
√

	
√

	
√




	
Cr 2

	
√

	
X

	
X

	
X

	
√




	
Cr 3

	
√

	
X

	
X

	
√

	
√




	
Cr 4

	
X

	
√

	
√

	
√

	
√




	
Cr 5

	
X

	
X

	
X

	
X

	
√








Cr 1: Blockchain-based; Cr 2: Access Control-based; Cr 3: Security; Cr 4: Integrity; Cr 5: Multi-agent system-based; X: Not supported; √: supported.
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