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Abstract

:

Blockchain may be an optimal solution when a detailed and transparent record of assets is necessary. It is imperative to manage and safeguard digital interactions or maintain a decentralized and shared system of records in applications, such as those used for electricity production, transmission, distribution, and consumption and those used for data sharing and secure payments. Such applications can benefit from blockchain technology to resolve these problems. In the proposed blockchain-based consumer electronics data sharing and safe payment framework, an innovative IoT meter detects monthly consumption and transmits the data to a decentralized application that is stored in the blockchain. This decentralized platform will generate the bill and provide incentives for legitimate consumers. Finally, the end-to-end latency and throughput were used to evaluate the performance of the proposed approach.
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1. Introduction


Blockchain is a system for storing data in a manner that makes system alterations, hacking, and cheating difficult or impossible [1]. A blockchain is a network of computer systems that duplicates and distributes a digital ledger of transactions across the entire network [2,3]. A blockchain is a decentralized, distributed, and open digital ledger utilized for logging transactions across numerous computers in a way that prevents changes from being made retrospectively without affecting all blocks behind them and the network’s consensus [4,5,6,7,8].



In contrast to traditional methods for storing data on third-party computers or servers, often supervised by a single authority, blockchain provides enhanced security concerning consumer electronics data sharing and secure payments. Users can carry out transactions without waiting for banks or credit card companies to authorize them. Because the blockchain is decentralized, there is no single point of failure, increasing its resistance to attacks, and once data is recorded on the blockchain, it cannot be manipulated. Blockchain is often used to secure data sharing because it allows multiple users to share data without a central authority. This makes it an ideal data sharing platform because it is secure, transparent, and immutable.



Blockchain may be the best option for maintaining an extensive, transparent record of assets while maintaining a decentralized shared system of records, or managing and securing digital interactions. In particular, “Smart Contracts” on a blockchain are excellent for streamlining digital interactions and transactions [9], wherein automated payments are released through a smart contract when participants agree that their criteria are satisfied. Most accommodation providers generally communicate with visitors through a centralized aggregator site [10,11]. Blockchain can alter such application perspectives. For instance, owing to the potential of blockchain technology, travel businesses are developing novel strategies to link guests and hotels directly. This enables them to trade via blockchain in a simple, secure, and reliable manner rather than through a central booking site [12]. Blockchain is a better and safer way to track activity, keep data current, and preserve data history [13]. A traditional database could help keep track of upfront exchanges between both parties; however, under complex conditions, a blockchain can eliminate delays and streamline connections [14,15,16,17]. For instance, in the supply chain market, a few private blockchain networks link their numerous partners and clients via a secured blockchain consensus for data sharing and secure payment [18].



Generally, a decentralized system’s increased security makes the blockchain perfect for transactions [19,20,21,22]. A user benefits from having a historical data record and an instantly updated record; additionally, the data cannot be corrupted by anyone or unintentionally erased [23]. Clearly, the advantage of blockchain technology is substantial concerning consumer electronics. Blockchain offers a higher degree of protection for consumer devices, data sharing, and secure payments [24]. Users can conduct transactions without requiring authorization from banks or credit card issuers. Blockchain’s decentralization ensures no vulnerability, increasing its resilience to assaults; moreover, once information is added to the blockchain, it cannot be altered [25,26,27,28].



Blockchain is a decentralized, immutable log of transactions comprising a group of independent computer controls [29]. Each data block is protected and connected through cryptographic principles. The Ethereum blockchain aims to build a vast network of personal computers that can independently run internet applications [30,31,32,33]. Because Ethereum is programmable, developers can create new types of apps with it, unlike previous blockchains. When specific circumstances are met, smart contracts based on Ethereum automatically transfer virtual currency between the two parties [34]. Simultaneous alerting and open sourcing by all parties prevent the alteration of smart contract codes.



Blockchain technology and smart contracts have recently been used in many applications [35,36,37,38]. Although it uses blockchain and cryptocurrency, Ethereum offers a decentralized architecture [39]. However, several challenges exist, including high bandwidth, computational expense, and storage requirements. The proposed system model uses the Ethereum blockchain because programmable smart contracts may accept cryptocurrency and permit owners to withdraw from the consumer electronic perspective [40].



Blockchain has emerged as one of the essential strategies for decentralized cryptocurrency systems. Both academic and industrial circles have shown considerable interest. However, most contemporary blockchain-based systems only handle transactions between parties [41,42,43,44]. In several real-world circumstances, a transaction may include multiple entities; if these entities execute their activities according to the rules of the classic blockchain, the communication cost will increase dramatically. This article proposes a blockchain-based safe peer-to-peer multiparty transaction mechanism. Using a technique for exchanging coded information allows numerous users to simultaneously participate in a single transaction [45,46].



On a blockchain, smart contracts store programs that are only activated when specific criteria are met. They are often used to automate the implementation of an agreement to enable all parties to ensure an immediate conclusion without the need for an intermediary or extra delay. They can also automate a workflow, causing subsequent actions to be taken when specific criteria are satisfied. When the predefined conditions are met and validated, a network of computers performs the necessary activities. These can entail data sharing on consumer electronics between B2B and B2C functional models, sending or releasing payments, and providing rewards for valid customers, as shown in Figure 1.



After the transaction is completed, the blockchain is updated. Hence it indicates that the transaction is final and only parties to whom permission has been granted can view the outcome. The subsequent stage of a transaction or process is automatically initiated after the specified requirements are satisfied. Thus, with smart contracts, transactions can be automated, enhancing productivity and accelerating the procedure from a consumer electronic application perspective. Smart contracts lessen the need for human intervention and rely less on outside parties to confirm that a contract’s provisions have been adhered to for specific applications. For instance, when a consumer files a request to close the connection, the request may be settled and paid once the customer has submitted all the required evidence.



The rest of the article is organized as follows. Section 3 discusses the overview of the proposed Blockchain-based Consumer Electronics for Data Sharing and Secure Payment Framework. Following this, the algorithm for smart contracts for consumer electronics and smart contract interaction with dApp is presented in Section 3. Additionally, the deployment of the stablecoin using ERC-20 for proposed consumer electronics is elaborated in Section 3. The experimental results and performance analysis is discussed in Section 4. Finally, in Section 5, we have the conclusion.




2. Proposed Blockchain-Based Consumer Electronics for Data Sharing and Secure Payment


In the proposed blockchain-based data sharing and secure payment framework for consumer electronics, an innovative IoT meter measures and sends the monthly usage to the decentralized application (dApp), which is stored in the blockchain. This dApp generates a bill and sends it to an IoT cloud. Here, the generated invoice is sent to the consumer, through which they can pay the bill amount using a web3 wallet that contains the stablecoin. Once the transaction is verified, it is stored permanently in the blockchain. Rewards are given to users whenever they pay their bills on time.



The data is stored using cryptography, which encodes the message, allowing only the intended recipient to read it. Generally, this is performed using PGP (Pretty Good Privacy) or GPG (GNU Privacy Guard) [14] encryption standards. It uses a public-key cipher to share a key for the symmetric cipher. The actual data is then encrypted using the key and sent to the recipient. The recipient can use this key to decrypt the data. This removes the need for trust because the data is stored in blocks and cannot be manipulated. The decentralized nature of blockchain means that there is no central point of control, which makes it more resistant to tampering and corruption. Cryptography also adds a security layer. A blockchain can be used to create a secure and transparent payment system. By using blockchain, payments can be processed quickly and securely without the need for a third party, such as a bank. This could potentially reduce the cost and make them more accessible to everyone. The use of blockchain in payments also has the potential to help mitigate fraudulent activities, such as money laundering. This is because the blockchain provides a permanent and tamper-proof record for all transactions. This could make it easier to track down and prosecute criminals.



Smart contracts enable actions that require gas, which costs ether, the native coin of Ethereum. The more complicated its business logic, the more gas the smart contract must send to the network. This is because the contract’s byte code size grows with the source code size. The proposed system uses an Ethereum stable token to avoid high gas prices, and the transaction can be conducted from a wallet to a smart contract.



2.1. Proposed Smart Contracts in Consumer Electronics


Smart contracts are digital contracts that enable collaboration between two or more independent parties. The appeal of a smart contract is that no external or third party is required to supervise the transactions. This has clear advantages in terms of price and speed for data sharing and secure payments in consumer electronic applications, as depicted in Figure 2.



2.1.1. Functionalities of Smart Contracts


The following are just a few of the many advantages of smart contracts:




	
They can assist in automating procedures and minimizing the demand for manual intervention in consumer electronics.



	
Avoiding the need for paper records can contribute to increased efficiency and accuracy in consumer electronics.



	
They can help reduce consumer electronics expenses by eliminating the need for middlemen.



	
They can aid in accelerating transactions by offering a clear and impenetrable record of transactions. Further, the smart contract can assist in lowering the risk associated with consumer electronics.








Smart contracts enable trusted transactions and agreements between dispersed and anonymous parties without necessitating a centralized authority, a legal system, or an external enforcement mechanism. In a smart contract, the conditions of the agreement between the buyer and seller are directly encoded into lines of code, making it a self-executing contract. The agreements and underlying codes are spread throughout the decentralized blockchain network. Transactions are traceable and irreversible, and the code regulates their execution. The tokens sent by customers are held in an executable token storage system called a smart contract. When a customer uses a decentralized application to pay a bill, the asset is immediately transmitted to the smart contract, from which the owner can withdraw at any time.



Building an application on Ethereum requires a contract, a fundamental building component, as mentioned in Figure 3. The smart contracts are how Solidity’s code is contained. Therefore, a contract in Solidity is a group of functions and state-related data stored at a particular address on the Ethereum blockchain. The entire quantity of cryptocurrency that can be withdrawn for each entity can be divided using specific functions that can be placed into smart contracts. Wallets are frequently used to store cryptocurrencies; however, in this framework, smart contracts are employed instead because they interact directly with dApp. Therefore, they are safer to use to store cryptocurrencies than wallets. Hacking into cryptocurrency wallets is possible, but it is impossible to hack into smart contracts.



The two main functions in the suggested smart contract are:




	
Withdraw



	
Receive









2.1.2. Withdraw() Function


A specific corporate organization may stipulate the number of wallet addresses that can withdraw cryptocurrency by defining this function. It is one of the primary functions of data sharing and securing payment for a consumer application framework.




2.1.3. Receive() Function


The receive() function is one of the most critical roles for the consumer application framework concerning the safe exchange of data and processing of payments. By defining this function, any consumer may pay for a product or bill by transferring cryptocurrency to the smart contract via dApp. The following algorithm illustrates smart contracts concerning consumer electronics.




2.1.4. Algorithm for Withdraw() and Receive() Functions


	
Define the withdraw and receive functions in the smart contract.



	
In the withdraw function, retrieve the sender’s account balance from the contract’s storage.



	
Check if the sender has enough funds to complete the withdrawal. If not, return an error message.



	
If the sender has sufficient funds, calculate the amount to be withdrawn and subtract it from the sender’s balance.



	
The receive function retrieves the recipient’s account balance from the contract’s storage.



	
Add the amount received to the recipient’s balance.



	
Update the contract’s storage with the updated balances for the sender and recipient.



	
Return a success message to indicate that the withdrawal and receiving operations were completed successfully.






This algorithm outlines a method for implementing withdraw and receive functions in an Ethereum smart contract. The withdraw function retrieves the sender’s account balance and checks if they have sufficient funds. If so, it calculates the amount to be withdrawn and updates the contract’s storage with the updated balances for the sender and recipient. The receive function retrieves the recipient’s account balance, adds the amount received, and updates the repository. It would return a success message if the operations were completed successfully. This algorithm provides a secure and accurate way to manage funds transferred between accounts in a smart contract.





2.2. dApp for Consumer Electronics


A distributed open-source software program known as a “decentralized application” (dApp) runs on a peer-to-peer (P2P) blockchain network as opposed to a single computer. dApps are comparable to other software programs used on websites or mobile devices but feature P2P. Due to the decentralized structure of dApps, others are free to build on top of a developer’s public codebase. The application is not under the administration of a single body.



Applications for decentralized finance, online browsing, gaming, and social media are only a few of the many dApps that can be developed. The dApps are constructed on a decentralized network backed by a distributed ledger called a blockchain. A dApp can process data through distributed networks and conduct transactions using a blockchain. dApps are frequently developed on the Ethereum platform. dApps have gained popularity owing to distributed ledger technologies such as the Ethereum blockchain. One of their main advantages is that dApps are always accessible and do not have a single point of failure. In the proposed paradigm, dApps, through which users may use their crypto tokens to pay their bills, play a significant role. A smart meter delivers a reading to the cloud storage and sends this information to the dApp. A user with a private key can pay bills using the dApp, which calculates the amount of cryptocurrency that has to be paid. After payment, the user’s data is automatically erased from the dApp, making it more private. The transaction hash, which includes the date, time, transaction ID, number of assets sent, and receiver’s privacy key, can be used to confirm that the user has paid the bill.




2.3. Interaction of dApp and Smart Contract for Consumer Electronics


Consumers can access decentralized applications (dApps) by using a browser with an internet connection. To use a dApp, the user must first log in using an Ethereum wallet such as MetaMask or Rainbow. These wallets allow the consumers to interact with the Ethereum blockchain and perform actions such as sending and receiving Ethereum and other tokens. Once the consumers are logged in to the dApp using their Ethereum wallet, they can begin using its various features. These may include fetching data from a web server, retrieving consumer bills from the blockchain, and storing other data in the Ethereum blockchain.



A smart meter is a device that measures and records the consumption of electricity, gas, or other utilities. To use a smart meter with a blockchain-based billing system, the owner of the meter must have reliable internet access and a cryptocurrency wallet. The dApp allows the owner of the smart meter to interact with a smart contract, which is a self-executing contract with the terms of the agreement between the meter owner and the utility provider written into lines of code. The smart contract can automate the billing process, allowing the meter owner to pay their bills using a stablecoin, a type of cryptocurrency pegged to a stable asset such as the U.S. dollar. The block containing the current transaction must be validated to complete the transaction. This means that the network must verify the block to ensure that it meets the requirements of the blockchain protocol and contains valid transactions. The transaction will be approved and added to the blockchain if the block is successfully validated. The transaction will not be processed or added to the blockchain if the block is not validated.



The default method of interacting with contracts in the Ethereum ecosystem, both from outside the blockchain and for contract-to-contract communication and communication with a dApp, is the Contract Application Binary Interface (ABI). This defines how data is encoded in accordance with its type. As encoding is not self-descriptive, a schema must be used to decode it. We assume that a contract’s interface functions are strongly typed, predetermined at compilation time, and static. We assume that all contracts have access to the interface definitions of any contracts they call at build time, as shown in Figure 3. This specification does not cover contracts whose interface is dynamic or otherwise only known at runtime.



Pseudocode for Interacting Smart Contracts with dApps


	
The dApp sends a request to the blockchain network requesting access to the smart contract.



	
The network validates the request and grants access to the dApp if it is deemed valid.



	
The dApp interacts with the smart contract by calling its functions and passing necessary arguments.



	
The smart contract processes the request and performs the appropriate actions, such as updating its internal state or triggering other smart contracts.



	
The dApp receives a response from the smart contract indicating the result of the interaction.



	
The dApp updates its user interface to display the interaction results.



	
The dApp continues to interact with the smart contract, allowing the user to perform a wide range of actions within the decentralized application.






The dApp allows users to pay for goods and services directly using a stable token that adheres to the ERC-20 [4] standard. A web3 wallet, such as MetaMask [43], Rainbow [43], or Exodus [43], will be used by the customer to make payments to the decentralized application, which will then send the transaction to the smart contract. The smart contract then verifies the transaction, and the payment is sent to the merchant. This transactional data is encrypted using GPG/PGP and stored on the blockchain permanently. Each blockchain node is updated if the transaction is successful.






3. Deployment of the Stablecoin Using ERC-20


A stablecoin is a type of cryptocurrency designed to maintain a stable value, unlike most highly volatile cryptocurrencies. The value of stablecoin is typically fixed to a stable asset, for example, a fiat currency such as the U.S. dollar. This means that the value of the stablecoin will remain relatively stable, even if the value of other cryptocurrencies fluctuates. Stablecoins are often used to store value and make transactions, especially in situations where the volatility of other cryptocurrencies would be undesirable. The Ethereum blockchain network, used to create tokens, has become the de facto technical standard for building smart contracts. All tokens built on Ethereum must adhere to a set of guidelines called ERC-20. Tokens are assets built on the blockchain that may be transmitted and received and have value, according to ERC-20. ERC-20 tokens share many characteristics with Bitcoin [4] and Litecoin [4]. The main distinction is that ERC-20 currencies employ gas as the transaction cost and utilize Ethereum’s blockchain network instead of its own. The ERC-20 standard governs token development. A user begins by giving their token a name and symbol and mentioning its decimal level of divisibility. A smart contract must implement the functionalities listed in the standard. The ERC defines the following more complicated necessary functions, which are described below:




	
Total Supply: A method that specifies the overall supply of a user’s tokens; once achieved, the smart contract forbids the creation of additional tokens.



	
Balance of: This method returns the number of tokens stored at a wallet address.



	
Transfer: This technique involves taking specific tokens out of circulation and giving them to the user.



	
Approve: Considering the overall supply, this approach determines whether a smart contract is authorized to provide a user with a specific number of tokens.



	
Allowance: This technique is precisely the same as the accepted method, except that it also determines whether a user has a sufficient balance between giving another user a specific number of tokens.








Smart Contract and ERC-20 Interface Algorithm



	
The contract creator sets the initial supply of the stablecoin and the price at which it is fixed through a stable asset, such as U.S. currency.



	
A user can purchase the stablecoin by sending the appropriate amount of the stable asset to the smart contract.



	
The smart contract automatically mints the corresponding amount of stablecoins and sends them to the user’s wallet.



	
A user can redeem their stablecoins for the stable asset by sending the stablecoins to the smart contract.



	
The smart contract automatically calculates the redemption amount and sends the corresponding amount of the stable asset to the user’s wallet.



	
The smart contract updates its internal state to reflect the current supply and price of the stablecoin.



	
The contract creator can adjust the price of the stablecoin if necessary to maintain its peg to the stable asset.






This process is depicted in Figure 4.




4. Performance Analysis


The performance of the proposed blockchain-based consumer electronic data sharing and secure payment framework is evaluated based on end-to-end latency and throughput metrics. The analysis is determined based on the existing framework [47] without blockchain and the proposed framework with a blockchain mechanism. The existing architecture makes use of an internet of things (IoT) smart energy meter, which monitors energy use by way of a GSM module. By this method we receive up-to-date information on the amount of energy that has been used without the influence of blockchain. The end-to-end latency is minimal compared to the existing model. The latency of Ethereum transactions from inception to delivery is determined by two factors: the transaction fee that the sender must pay to the mining communities in the form of gas and the volume of transactions that the mining communities must meet. Therefore, end-to-end latency decreases as gas costs keep rising. This indicates that offering higher gas costs would bring greater service quality, which implies that transactions are more likely to be verified with fewer delays with respect to consumer electronic data sharing and a secure payment framework. Hence, in relation to end-to-end latency, the proposed blockchain Based Consumer Electronic Data Sharing and Secure Payment Framework latency is minimal compared to the existing method [47], as mentioned in Figure 5.



End-to-end throughput is the essential factor that can affect the total efficiency of the network. In the proposed framework, when a transaction has to be verified, it must first be broadcast to all the nodes, and then the responses from those nodes must be compiled to reach a consensus based on a majority vote. As a result, the suggested architecture, which includes a dedicated network capacity, significantly reduces the time the network takes to process data and increases its total throughput as mentioned in Figure 6. On comparing full workload vs. throughput, the proposed model outperforms the existing model [47] regarding end-to-end throughput.



Moreover, the performance of the proposed model is determined based on the access control mechanism and the data query operations by comparing the conventional data sharing method with the blockchain-enabled data sharing process concerning consumer electronics. Compared to the existing method [47] of data sharing, the blockchain-enabled process will increase the amount of computation and network communication overhead, as illustrated in Figure 7 and Figure 8. This is because the blockchain-enabled system necessitates a lengthy and time-consuming encoding procedure and a transactional consensus latency.



The additional cost caused by the blockchain-enabled approach is estimated to be 50 ms in the most extreme scenario for the information-stored operation. An additional time overhead of 10 ms is caused by the access control method and data query operation.




5. Conclusions


With increasing data sharing and financial transactions online, it is necessary to manage and protect these digital interactions as well as keep a distributed and shared system of records. Blockchain technology could be the best option for maintaining a comprehensive and open record of assets. Multiple applications, such as those used for electricity production, transmission, distribution, and consumption, and those with data sharing and secure payment frameworks, can benefit from utilizing blockchain technology to resolve existing issues. Blockchain technology can also be used to assist in the development of new solutions. A cutting-edge IoT meter gathers information about monthly consumption and sends it to a decentralized application. The information is then saved in the blockchain as part of the framework proposed for blockchain-based consumer electronics data sharing and secure payment. This decentralized platform will create a bill and incentivize customers to use the service. Finally, the performance of the proposed model was evaluated based on end-to-end latency and throughput. It demonstrated minimal latency and high throughput compared to the existing model [47]. Further work would incorporate a gamification framework that offers an irreversible and impartial ledger with a standard format in which contributions may be certified, a reward system based on quantifiable successes, and a worldwide and verifiable assessment of these achievements for approval by the organization’s stakeholders.
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Figure 1. Proposed Blockchain-Based Consumer Electronic Data Sharing and Secure Payment. 
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Figure 2. Proposed Smart Contract for Data Sharing and Secure Payment in Consumer Electronic Applications. 
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Figure 3. Interaction of dApp and Smart Contract for Consumer Electronics. 
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Figure 4. Contract ERC-20 Interface. 






Figure 4. Contract ERC-20 Interface.



[image: Electronics 12 00208 g004]







[image: Electronics 12 00208 g005 550] 





Figure 5. End-to-End Latency. 
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Figure 6. End-to-End Throughput. 
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Figure 7. Comparison of Access Control. 
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Figure 8. Comparison of Data Query. 
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