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Abstract

:

As a new direction of smart grids, the smart microgrid is a self-sufficient energy system that can generate and distribute energy in limited areas. However, existing work faces issues such as data privacy security, single-power supply mode, and unreasonable scheduling, which bring challenges to the application of smart microgrids. In light of this, we formalize a blockchain-based smart microgrid system, preserving the tracking capability of the system and ensuring the privacy of user data. In addition, we propose an intelligent dispatching scheme, in which meteorological factors are considered in power prediction and a prediction results-based intelligent allocation algorithm is designed. Furthermore, we introduce a credit bidding mechanism, which can make companies participate in the dispatching more fairly and proportionately. Numerical results show that our proposed scheme performs well in terms of prediction results and the cost of intelligent dispatching.
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1. Introduction


The smart grid can be regarded as a digital two-way power flow electric system, which can create an automated and distributed energy transmission network [1,2,3]. As a new direction of the smart grid, the scale and management style of the microgrid differ from those of the traditional smart grid. The microgrid is a self-sufficient energy system composed of load, centralized control equipment, energy storage equipment, and a variety of distributed power sources (such as photovoltaic, wind power, etc.), which can generate and distribute energy in limited areas and provide highly intelligent services for users [4]. The microgrid can be connected to the public grid to operate in grid-connected mode or be disconnected from the public grid to operate in an island model, which boasts the features of flexibility, reliability, and efficiency [5]. evision. References 5 and 15 are indeed duplicated. Thank you for your revision. However, the diversity and complexity of the energy structure in the microgrid system bring great challenges to the efficient operation of the grid [6]. It is crucial to explore how to properly schedule each component (photovoltaic generator, wind turbine, energy storage equipment, etc.), because this can support achieving the goal of economic or environmental optimization and provide higher-quality services for users.



The microgrid can respond to the demands of numerous users by regulating the load, distributed power sources, energy storage equipment, etc. [7]. The microgrid combines distributed energy and energy storage equipment to make up for the shortcomings of the unstable distribution of energy generation and improve the economic efficiency of new energy resources [8]. Through peak clipping, valley filling, load shifting, strategic load growth, etc., the microgrid can use the prediction results of energy to implement reasonable control strategies and build economic microgrid architectures [9,10]. For example, Munkhammar et al. [11] used the Markov-chain mixture distribution model to predict the very short-term load prediction of residential electricity consumption and forecast one step ahead of half-hour resolution residential electricity consumption data. Aiswariya et al. [12] designed an optimization scheme of battery dispatching using a simulated annealing algorithm, which can reduce the energy consumption of the main grid and users’ energy costs. However, these efforts ignore the security in terms of data collection and the processing process.



The distributed characteristic of a blockchain transforms the smart microgrid from the centralized storage management to distributed multipoint management, which can realize the effective dispatching of power storage and minimize energy loss [13,14,15]. The characteristics of blockchain such as immutability and decentralization effectively ensure the reliability and security of energy trading and data exchange. The microgrid system based on blockchain technology can guarantee the traceability of scheduling information and ensure the privacy of users’ data. Researchers from academia study and attempt to integrate blockchain into a smart microgrid. Zhao et al. [16] proposed a dual-layer microgrid energy architecture based on blockchain, which can provide decentralized and information-transparent systems for trading nodes. Tsao et al. [17] proposed a decentralized microgrid model based on the blockchain and used game theory to analyze the decisions of two players, seeking to maximize their profits. Esmat et al. [18] developed a decentralized peer-to-peer energy trading platform, consisting of a market layer and a blockchain layer.



Although existing efforts consider multiple blockchain-based peer-to-peer energy trading systems, some important problems still have not been solved. For example, in these current solutions, blockchain is only used to implement peer-to-peer transactions and play the role of a distributed data platform. In addition, the energy storage equipment and renewable energy sources (RES) are rarely considered at the same time, which may affect the optimization of the regional power resources and economic benefits. In this paper, we proposed a blockchain-based microgrid model architecture, integrating blockchain with the microgrid to provide secure data collection. Then, we propose an intelligent dispatching scheme to achieve better economic and environmental benefits. We coordinate and schedule the main power grid, renewable energy sources, and energy storage devices. During each round of the power supply, the users are powered by the intelligent dispatching of power energy from renewable energy sources, power storage equipment, and the main grid. When power energy is insufficient, it can be replenished by purchasing from the main power grid or discharging from the power storage equipment. When energy is surplus, it can be sold to the main grid or charged to the energy storage equipment. We further introduce the principle based on credit exchange, motivating the distributed energy resources to fairly participate in voltage regulation. The main contributions of this paper are summarized as follows. We further introduce the principle based on credit exchange, motivating the distributed energy resources to fairly participate in voltage regulation. The main contributions of this paper are summarized as follows.



	
We propose a blockchain-based microgrid architecture using the group signature algorithm as the data signature mechanism. The architecture combines the blockchain with the microgrid to ensure the privacy of user data and preserve the tracking capability of the system.



	
We propose an intelligent dispatching scheme and consider the meteorological factors in power prediction to reduce the prediction error. In addition, we design an intelligent allocation algorithm based on the prediction results to minimize users’ cost while ensuring maximum resource utilization.



	
In order to enable power companies to fairly and reasonably participate in intelligent dispatching, we introduce a credit-based bidding mechanism. When a company is selected for dispatching, the credit value of its bid will be deducted, otherwise the bid will be returned to the unselected company. Hence, the unselected company has high credit, making it more possible to fairly participate in the next round of bidding.






The rest of this paper is organized as follows. We present the system model of the blockchain-enabled smart microgrid framework in Section 2. We formulate an intelligent dispatching problem and a credit bidding problem in Section 3. In Section 4, we evaluate the performance of the proposed. Finally, we conclude this paper in Section 5.




2. System Model


This paper proposes a blockchain-enabled intelligent dispatching scheme for microgrids, including a blockchain-enabled smart microgrid framework, an intelligent dispatching model, and a group signature algorithm.



2.1. Blockchain-Enabled Smart Microgrid Framework


The proposed framework, as shown in Figure 1, is composed of a group of microgrid equipment, a blockchain network, and a management hub. Particularly, the management hub interconnects the microgrid equipment and the blockchain network.



2.1.1. Microgrid


The microgrid is composed of a group of wireless sensor networks (WSNs) formed by a large number of sensor nodes. Specifically, these sensor nodes are randomly deployed near the terminals of wind turbines, PV panel components, energy storage equipment, main grid, and power users. The deployment of sensor nodes is to sense and inspect the status of microgrid terminals, smart meters, and meteorological conditions, including wind speed, and temperature. Then, the monitored data are acquired and transmitted to the management hub using the communication protocol CoAP [19]. The management hubs are responsible for uploading the data to blockchain nodes. Users can obtain power resources from renewable energy, energy storage equipment, and the main grid. Moreover, users can also store these resources in the main grid and energy storage equipment with a surplus.




2.1.2. Management Hub


The management hubs are deemed critical roles connecting WSNs and blockchains. Firstly, management hubs are served as the link between the microgrid and the blockchain. The primary responsibility of management hubs is to convert terminal data in the microgrid from the constrained application protocol (CoAP) coding to the JavaScript Object Notation-Remote Procedure Call (JSON-RPC) messages, ensuring that the terminal data can be identified by nodes in the blockchain. Moreover, management hubs can protect the privacy of microgrid users as well as power companies and detect anomaly detection for microgrids. Thus, the data can be accurately, continuously, and transmitted to blockchain nodes in a timely manner. Finally, management hubs can provide additional verification for the commitments made by microgrid terminals, including data uploading and querying.




2.1.3. Blockchain Network


Blockchain is a decentralized ledger system used to record all transactions of microgrids. In our solution, the blockchain network mainly includes the manager node, agent, and traditional blockchain nodes such as the nodes of the miner and simplified payment verification (SPV).



Manager: The managers set access control permissions and manage the registration and access control of microgrid terminals. In addition, managers can interact with smart contracts to achieve information transmission. When a new Internet of Things (IoT) terminal joins the network, the manager notifies the license and identity of the new terminal to the management hubs. At the same time, the location of the management hub can also be notified to IoT terminals.



Agent: All agents in the blockchain maintain the same database copy. Each block contains a series of smart contract updates, including the node’s power generation status, credit values, history records, and prediction of future power demand. Moreover, to mitigate the potential proliferation of divergent contract states, the blockchain performs an update validation in parallel with block generation to ensure that only the validated updates will be included. The detailed process is as follows:




	
When the smart contract is updated, each agent transmits the data copy and the buffer named “mempool” to the neighbors. Meanwhile, the agent obtains proof of work (POW) and generates new blocks by solving the computational non-deterministic polynomial (NP) challenge. Then, the agent fills its memory pool with existing smart contract updates, and transfers the newly generated blocks to other agents;



	
Upon receiving a block, the agent proceeds to verify the presence of a valid proof-of-work (PoW). If the verification is successful, the agent adds the block to its blockchain and disseminates it to neighboring nodes. In the case of a failed verification, the erroneous validation results are also propagated within the blockchain network;



	
When all agents have completed validation, they save the identical blockchain updates. The agent deletes smart contract updates contained in blocks that were received and validated from its member pool.








Miners and SPV nodes: The miners are responsible for packaging relevant data into a block over some time, including the recorded credit scores, historical records, and electricity data. The SPV node provides agents with queries for the relevant data maintained in the blockchain. For instance, SPV nodes have the ability to check the charging and discharging records of the energy storage equipment.





2.2. Intelligent Dispatching Model


During each round of power supply, users are powered by the intelligent dispatching of power from RES, power storage equipment, and the main grid. When power is insufficient, it can be replenished by purchasing from the main power grid or discharging from power storage equipment. When energy is surplus, it can be sold to the main grid or charged to the energy storage equipment.



The power resources of renewable energy, power storage equipment, and the main power grid should be dispatched reasonably to realize the rational utilization of power resources, meeting the electricity demand of users. Furthermore, the ultimate goal of intelligent dispatching is to maximize the savings in power resources and power costs. Therefore, we consider a fair smart contract-based credit bidding strategy to ensure that each power company (PC) has an equal opportunity to participate in the dispatching. In the meantime, the power generation capacity of each PC is considered to meet the power demands of users.



2.2.1. Smart Contract-Based Credit Bidding


Smart contract is a collection of codes and data residing at a specific address on the Ethereum blockchain. They can define rules, such as regular contracts, and automatically execute rules through code. They are not controlled by users, but they are instead deployed to the network and run as programmed, which can guarantee the fair operation of the contract. Based upon this, we introduced a credit bidding mechanism based on the smart contract, to improve the fairness of companies participating in system dispatching. The specific contract description is as follows:




	
Step 1: Each PC is assigned the same credit score    R i   ( 0 )   ;



	
Step 2: Each PC determines the bidding price    Ψ i   ( t )    based on the prediction and allocation scheme of their local operations with the goal of revenue;



	
Step 3: The bidding price is then encrypted and transmitted to other companies. After receiving the decrypted information, the encryption key will be sent to companies, ensuring that all companies have the identical bidding table;



	
Step 4: The PC with the highest bid can be selected based on the bidding results. Meanwhile, the credit value that matches the bid of the selected ones can be deducted. The changes in credit value of the selected ones are recorded in the blockchain. Then, the blockchain nodes sequentially update the status, verify the new block, and accept the new block, so that all nodes ultimately obtain the same updated credit table;



	
Step 5: The companies participate in intelligent dispatching according to bidding results.








Since smart contracts are frequently attacked by using smart contract vulnerabilities, formal verification methods based on mathematical technology are widely used to ensure the correctness of smart contract functions and the security of the running time. The formal verification of smart contracts can minimize the risk of failure and error, thereby avoiding possible costs [14], such as formal verification methods based on formal modeling, theorem proving, and model detection, etc. The formal verification of this paper can refer to the methods in references [15].




2.2.2. Power Generation Capacity


The powerful energy of the smart microgrid mainly comes from RES, power storage equipment, and the main grid. When there is excess energy, it will be sold to the main grid or charge energy storage equipment.



Power generation model of renewable energy: Renewable energy mainly includes PV and wind turbines. The power generation model is shown in Equation (1):


        ρ v   ( t )  =  ϵ v   ( t )  ·  P v   ( t )         ρ w   ( t )  =  ϵ w   ( t )  ·  P w   ( t )         ϵ w   ( t )  ,  ϵ v   ( t )  ∈  { 0 , 1 }       ,  



(1)




where    P v   ( t )    and    P w   ( t )    represent the power of wind energy and PV, respectively.    ϵ v   ( t )    and    ϵ w   ( t )    are the start–stop factors of PV and wind, in which the number 0 means off and 1 means on.



Power generation model of energy storage equipment: In general, the charging power and discharging power of the energy storage equipment is constant, which is denoted as   P b  . The state of charge (SOC) is determined by Equation (2) during the period   ▵ t  , which calculates the SOC as the ratio of the residual power to the capacity of the energy storage equipment.


  S  ( t + 1 )  = S  ( t )  +  P b   ( t )  · △ t /  E b  ,  



(2)




where   S ( t )   denotes the SOC value at time t, and   E b   is the energy storage equipment capacity.



Equations (3)–(5) are constraints of (2). Due to the correlation between the lifecycle of the energy storage equipment and the charging or discharging power of the SOC, the power capacity of the energy storage device cannot exceed the maximum and minimum SOC values to extend the service life of energy storage equipment. In addition, the power resources stored in the energy storage equipment at the beginning of the schedule should be equal to the end of the schedule.


   S  m i n   ⩽ S  ( t )  ⩽  S  m a x    



(3)






   0 ⩽ |   P b    ( t )  | ⩽ 0.2   E b   



(4)






  S ( 0 ) = S ( N ) ,  



(5)




where   S  m i n    and   S  m a x    are the minimum and maximum values of SOC, respectively. Equation (4) indicates that the maximum charging or discharging power is limited to 20% of its rated capacity at each time interval.



Power exchange model with main grid: Equation (6) expresses the power conservation constraint during the operation of the microgrid system, and Equation (8) describes the power constraint of the interaction with the main grid.


   P l   ( t )  +  P b   ( t )  =  P w   ( t )  +  P v   ( t )  +  P c   ( t )  ,  



(6)






   P  c , m i n   ⩽  P c   ( t )  ⩽  P  c , m a x   ,  



(7)




where    P l   ( t )    means the load power of users at time t and    P w   ( t )    denotes the power of the wind turbines,    P v   ( t )    is the PV power.    P b   ( t )    represents the charge or discharge power of the energy storage equipment, in which the positive value indicates the energy storage equipment is charging and negative value is discharging.   P  c , m a x    and   P  c , m i n    denote the upper limit and the lower limit of the switching power, respectively.    P c   ( t )    is the exchange power between the microgrid and the main grid, while the positive value represents that the microgrid is purchasing the power from the main grid and the negative value represents that the power is sold.



Then, the power generation capacity of company i is expressed as:


   H i   ( t )  =  w  R E S    P  R E S    ( t )  +  w b   P b   ( t )  +  w c   P c   ( t )  ,  



(8)




where the range of   w  R E S   ,   w b  , and   w c   are   { 0 , 1 }  . Here,    P  R E S    ( t )  =  P w   ( t )  +  P v   ( t )   .





2.3. Group Signature-Based Data Security Model


Existing sensor nodes are easily manipulated. It is easy for attackers to obtain the collected privacy data information and falsify the information, which poses a serious security threat to the WSN. To improve the security of private data transmitted from WSN to blockchain, a group signature algorithm based on the ELGamal public key encryption was employed to avoid malicious behavior from malicious attackers.



A group signature scheme generally consists of system establishment, group member joining, signature, verification, and opening. In this article, the group manager is served by the management hub node. The group members refer to terminal devices. The message m to be signed is the private data generated by the terminal device. According to the ELGamal digital signature algorithm, the group manager constructs a group for each region of the microgrid. As shown in Figure 1, each WSN group forms a group. The specific process is as follows.



	
Step 1 (System establishment): System initialization and key generation are carried out during the system establishment stage. The group manager creates groups for each region of the microgrid, while generating the group private keys for group members and group public keys. Specifically, the group manager randomly selects two large prime numbers   p , q   such that   p = 2 q + 1  .   g ,  g 1  ,  g 2  ∈ G F  ( p )    are q order generators in the field   G F  . Randomly select   x ∈  Z q    and calculate   y =  g x  mod p  .   H  :   ( 0 , 1 )  l  →  Z P *    is a hash function. Then, public parameters are   P P = ( g ,  g 1  ,  g 2  , p , q , H )  . The group public key is y and the group private key is x.



	
Step 2 (Group member joining): Group member i first randomly selects individual private key    x i  ∈  [ 1 , q − 1 ]   , and calculates    y i  =  g  x i   mod p  . Then, group members and group managers interact according to the following protocol to obtain their own signature keys.



	-

	
Group member i randomly selects l, and calculates   h = H (  y i  ,  g l  mod p )  ,   u = l − h  x i   , then securely sends   (  y i  , h , u )   to the group manager.




	-

	
The group manager verifies whether   h = H (  y i  ,  g u   y i h  )   is true, and exits if it is not established. If it is true, the group manager uses the ELGamal signature scheme to sign the message   y i  . The group manager selects a random number k, calculate   X =  y i   g  − k   mod p   and   Y = − x X + k  , then the signature of message   y i   is   ( X , Y )  .




	-

	
The group manager sends   ( X , Y )   to group member i, calculates    Z i  = X  y X  mod p  , and saves   (  y i  ,  Z i  , Y )   in the list of members.




	-

	
The group members verify whether the equation    y i  = X  y X   g Y  mod p   holds. If the verification is successful, group member i accepts   ( X , Y )   and generates its own signature key   (  x i  , X , Y )   together with its own private key. Otherwise, repeat the above process or exit the protocol.







	
Step 3 (Signature): Group member i randomly selects the parameters    u 1  ,  u 2  ,  u 3  , α , β   and calculates


         U 1  = X  y α   y β  mod p ,         U 2  =  g β  mod p         U 3  =  g Y   g 2 β  mod p ,         d 1  =  g 1  u 1     (  g 2  y )  2 u  mod p ,         d 2  =  g  u 2   mod p ,         d 3  =  g  u 3     (  g 2  )  2 u  mod p ,        z = H (  U 1  ,  U 2  ,  U 3  ,  d 1  ,  d 2  ,  d 3  , m ) ,        e = − α + X ,         s 1  =  u 1  −  x 1  z ,  s 2  =  u 2  − β z ,  s 3  =  u 3  − Y z     



(9)







Then, the group signature is   ( z , e ,  U 1  ,  U 2  ,  U 3  ,  s 1  ,  s 2  ,  s 3  )  .



	
Step 4 (Verification):


         d 1 ′  =  g 1  s 1     (  g 2  y )  2 s    (  U 1   y e   U 3  )  z  mod p ,           d 2 ′  =  g  s 2    U 2 z  mod p ,           d 3 ′  =  g  s 3     (  g 2  )  2 s   U 2 z  mod p ,           z ′  = H  (  U 1  ,  U 2  ,  U 3  ,  d 1 ′  ,  d 2 ′  ,  d 3 ′  , m )  ,     



(10)







The verifier verifies whether the equation    z ′  = z   is valid. If the verification passes, the signature is accepted; otherwise, the signature is invalid.



	
Step 5 (Open): The group manager calculates the equation    Z i ′  =   U 1   y e    U 2  − x    , and compares it in its saved list of members to find the same triplet   (  y i  ,  Z i  , Y )  . Then, the group manager further verifies with the equation    y i  =  Z i   g Y   . If the verification is successful, the identity of the member is   y i  . Otherwise, repeat the process until the verification is passed.








3. Problem Formulation and Implementation


In this section, we introduce blockchain-based power prediction, the selection of power companies involved in intelligent dispatching, and the intelligent dispatching of power sources. Power prediction is the premise of intelligent dispatching and participant selection. Power prediction is used to predict future electricity demand, serving for intelligent dispatching and participant selection. The purpose of participant selection is to achieve the fair participation of power companies while meeting the power demand of users. Intelligent dispatching is used to minimize user costs while ensuring maximum resource utilization, which is shown in Figure 2.



3.1. Blockchain-Assisted Power Prediction


The power prediction mainly relies on the data collected from WSN, which serves for intelligent dispatching. According to the predicted results, the power resources can be intelligent deployed to prevent power resources being wasted.



3.1.1. Data Collection


Sensors deployed in the detection area of microgrid equipment are responsible for data collection, and then transmit the collected data to the management hub. The management hub formats the data into blockchain-identifiable data via a specific processing method. The miners on the blockchain store data on the blockchain in the form of blocks by mining it. To ensure the security of data transmission, the encryption algorithm based on the public key and group signature algorithm is used.



Assuming that the collected power data in time t for terminal i is denoted as   m i  , to ensure the security of data   m i  , it will first be signed to obtain the signature using the group signature algorithm introduced in Section 2.3. Then, the signature information will be sent to management hub nodes for verification. If the verification is successful, it indicates that the data are secure and trustworthy. Then, the data will be stored on the blockchain for future power prediction.




3.1.2. Power Prediction


Based on the collected power data, a prediction model for predicting the future power demands is constructed, which is expressed as


   Φ ^   ( t )  =  F θ   ( Φ  ( t − 1 )  , Φ  ( t − 2 )  , ⋯ , Φ  ( t − N )  ,   



(11)




where   Φ ( t − i )   is the actual data at time   t − i   captured by WSN.    Φ ^   ( t )    expresses the forecast data at time t.   F θ   means the prediction function parameterized by  θ , assessed by the historical data, wind power, and PV, which is obtained from the blockchain.



Due to the unavoidable meteorological factors, such as temperature, wind intensity, and light intensity, we formalize the prediction model as


   Φ ^   ( t )  =  F θ   ( Φ  ( t − 1 )  , ⋯ , Φ  ( t − N )  , Θ  ( t − 1 )  , ⋯ , Θ  ( t − L )  )  ,  



(12)




where   Θ ( t − L )   is the genuine meteorological condition.



To accurately predict short-term power, we adopt an improved radial basis function neural network model with error feedback scheme mentioned in [20].





3.2. Participant Selection Based on Credit Bidding


In order to make each power company participate in power regulation fairly and ensure the normal operation of power supply, we put forward a participant selection algorithm based on reputation bidding. According to the bidding results, the highest bidder will be selected as the participant in the power regulation. In order to make other unselected power companies have a chance to participate fairly in the future power regulation, we deduct the selected one’s credibility value of the bid to reduce its chance of being selected later, so as to achieve the purpose of fair bidding.



We consider bidding during the  T  period and assume that there are  M  power companies participating in the bidding process. Before bidding, each power company receives an initial credit score. The ith company’s initial credit at time 0 is    R i   ( 0 )   . Based on the prediction results    Φ ^   ( t )   , each power company calculates the proportion of the profits available during the   t + 1   period to the total profits, that is also the credit values must be paid in the bidding at time t. The credit values    Ψ i   ( t )    of the i-th power company can be expressed as:


   Ψ i   ( t )  =  R i   ( t )  ·   r  ( t + 1 )  ·  P ˜   ( t + 1 )     ∑  j = t + 1  T  r  ( j )  ·  P ˜   ( j )    ,  



(13)




where   r ( t + 1 )   is the unit-price, and   P ˜   is the prediction result of power at time   t + 1  .



Then, random bidding is conducted based on the credit score of each company. The probability    Ω i   ( t )    of the power company being selected is proportional to the credit score of the company bid, expressed as


   Ω i   ( t )  =    Ψ i   ( t )     ∑  i = 1  M   Ψ i   ( t )    ,  



(14)




where    Ω i   ( t )    is the probability of the company i being selected at time t. The company with the highest probability    Ω i   ( t )    will be selected as the power supplier for this round. The credit values paid by the company will be deducted, and the credit of companies that failed the bidding will be returned. Assume that the i-th company wins this round of bidding, the credit value    R i   ( t + 1 )    of company i in   t + 1   is formulated as:


   R i   ( t + 1 )  =  R i   ( t )  −  Ψ i   ( t )   



(15)







The bidding of the selected node will be deducted from the credit value, and the change in node credit will be recorded in the blockchain. The credit value of the unselected node will remain unchanged.



Compared to the method of randomly selecting a power company from  M  companies with equal probability, our method deducts the credit score of successful bidding power companies, which can prevent companies obtaining high profits through frequent bidding in high-profit situations, and increase the probability of each company being selected, thereby improving fairness. In addition, the proposed scheme can improve efficiency, save users’ costs, and promote the use of renewable energy.




3.3. SA-AFSA-Based Intelligent Dispatching


According to the power prediction and credit bidding results, power companies with high bids and abundant power can be eligible to participate in intelligent dispatching. The selected power company intelligently allocates power equipment to generate a set of decision sequences   o ( t )   to minimize future power costs for users. The power cost mainly includes the RES cost, energy storage equipment cost, energy exchange cost, while the RES cost is given by


   C  R E S   =  ∑  t = 1  N   [  r w  ·  P w   ( t )  +  r v  ·  P v   ( t )  ]  · Δ t ,  



(16)




where   r w   denotes the unit prices of wind energy generation.   r v   is the unit price of PV. The cost of energy storage is as follows


   C  s t o r   =  r b   ∑  t = 1  N   |  P b   ( t )  |  · Δ t ,  



(17)




where   r b   represents the energy storage cost’s unit price.


   C  e c   =  ∑  t = 1  N   C  e c    ( t )  ,  



(18)




where    C  e c    ( t )    denotes the cost of power exchange that satisfies the following conditions:


   C  e c    ( t )  =       ∑  t = 1  N   r  p , e c    ( t )  ·  |  P c   ( t )  |  · Δ t ,  P c   ( t )  ⩾ 0        ∑  t = 1  N  −  r  s , e c    ( t )  ·  |  P c   ( t )  |  · Δ t ,  P c   ( t )  < 0      ,  



(19)




where    r  p , e c    ( t )    and    r  s , e c    ( t )    are the prices purchased and sold from the main grid, respectively. Then, the total cost can be calculated by the following equation


  C =  ω 1   C  R E S   +  ω 2   C  s t o r   +  ω 3   C  e c   ,  



(20)




where the    ω i  ∈  { 0 , 1 }  , i ∈  { 1 , 2 , 3 }   .    ω i  = 1   means that the power supply resource is used in intelligent dispatching, and    ω i  = 0   indicates that the power supply resource is not used.



To meet the power demands of users, the supply of power should be greater than or equal to the predicted power, which can be formalized as:


  ζ =  H i   ( t )  · Δ t −  Φ ^   ( t )  ≥ 0  



(21)







Moreover, in order to ensure the rational use of power and achieve the target of energy conservation, we also need to minimize  ζ . Thus, the microgrid intelligent dispatching problem in this article is formalized as a decision optimization problem with multiple stages, as can be seen in Equation (22)


   P 1  :   a r g m i n   o ( t )   Γ = C + ζ + γ ·  | S  ( N )  − S  ( 0 )  |  ,  



(22)






        0 < γ < 1 ,          ζ ≥ 0 ,          S ( N ) , S ( 0 ) ≥ 0 ,     



(23)




which aims to minimize the cost  Γ  of power for users while improving the utilization of power resources. Here,   γ · | S ( N ) − S ( 0 ) |   represents the penalty factor, and   | S ( N ) − S ( 0 ) |   is the difference between the initial state and the final state of the SOC. The conditions (23) are the basic constraints on the objective function (22) to ensure the normal operation of the microgrid system.



Note that the problem   P 1   is an NP-hard problem that is difficult to directly solve in a polynomial time. We adopt an improved artificial fish swarm algorithm based on simulated annealing. The artificial fish swarm algorithm sets the position of the fish swarm near the extreme point, which can prevent the algorithm from falling into the local optimal solution and can be applied in the energy optimization of the microgrid. Nevertheless, due to the slow convergence rate and large solution errors of this algorithm, the utility of the algorithm in practical applications is reduced. To this end, we introduce the metropolis discriminant criterion of simulated annealing into foraging behavior to improve the solution accuracy and convergence speed.



According to the objective function of intelligent dispatching optimization, the parameters to be optimized are the power contribution of each distributed power source including the RES, power storage equipment, and the main grid. The optimization variable is the spatial position of the fish swarm. The value of the objective function corresponding to the spatial position directly reflects the quality of the position. Fish can constantly update their position through foraging, clustering, rear-end pursuit, and random behavior until they find the best position, which is the optimal solution of the objective function. The detailed algorithm description is shown in Figure 3.



	
Step 1 We first initialize the field of view and step size, the degree of crowding, and the maximum number of iterations   I  m a x   . The size of the artificial fish school is set to n. We select the initial position of each artificial fish (AF), which represents the initial value of the objective function  Γ . We then calculate the food concentrations at the initial locations in each group and recorded the highest food concentration and the corresponding AF position on the bulletin board. The value of the objective function is inversely proportional to the food concentration. Hence, minimizing the objective function enables finding the place where the food concentration is the highest.



	
Step 2 In the current iteration round i, each AF performs swarming, following, preying, and random behaviors. In particular, we introduce the metropolis criterion of the simulated annealing algorithm to perform preying behaviors, so that the AF accepts the state and updates the position with a probability of   μ =  e  − τ    , where   τ = i /  I  m a x    .



	
Step 3 We calculate the food concentration of each AF at its current location and compared it with the bulletin board. If the food concentration is higher than the bulletin board, update the bulletin board.



	
Step 4 We repeat steps 2 and 3 until the algorithm reaches its maximum number of iterations. At this time, the value on the billboard is the optimal solution, that is, the minimum value of the objective function.








4. Experimental Results


This section evaluates the performance of the proposed. We obtained the hourly power load configuration dataset for different service types of the National Grid of the United Kingdom from the website https://www.nationalgridus.com/Upstate-NY-Business/Supply-Costs/Load-Profiles (accessed on 1 January 2022) as our source of demand load data. We seclet “SC-2 Demand” under the “Service Classification for 2022” directory as the experimental data. This dataset provides 24-h load data. All experiments were performed in a Python3.7 environment running on a PC with dual 2.90-GHz CPUs, 8.00 GB RAM, and Windows 10 OS. The distributed power parameters, energy storage equipment-related information, and the main grid times of use and electricity prices in the microgrid are shown in Table 1 and Table 2. Specifically, Table 1 shows the specific division of the peak to valley periods of the main grid and the price elasticity matrix of demand during different time periods. We gave the distributed energy parameters in the microgrid, including the upper and lower limits of each energy output and the unit price. The detailed parameters are shown in Table 2.



4.1. Performance Evaluation of Power Prediction


We adopt the prediction method proposed in reference [20], and consider the meteorological conditions, such as temperature, wind intensity, and light intensity to predict the future power demands. According to the historical data over the past 30 days (96 sampling points per day), we give the prediction results, which are shown Figure 4, Figure 5 and Figure 6.



Figure 4, Figure 5 and Figure 6 compare the prediction results of the load power, wind power generation, and photovoltaic power generation obtained by prediction algorithms before and after considering meteorological factors. In the three figures, the red curve represents the actual power load, and the green and the blue curve correspond to the predicted load. The blue curve specifically represents the predicted load after considering meteorological factors. The absolute difference between the predicted value and the actual value is adopted as a measure of prediction error. From the comparison of prediction errors in Figure 4, it can be observed that, between 0:00 and 2:30, there is minimal difference in the prediction curve before and after considering meteorological factors. However, between 2:30 and 24:00, the inclusion of meteorological factors significantly reduces the prediction error. Similarly, the wind power prediction results shown in Figure 5 also highlight the clear advantage of the proposed prediction scheme, as it effectively reduces the difference between the predicted power and the actual power throughout the day. In Figure 6, the prediction error of PV power significantly decreases from 9:00 to 13:00. This reduction in prediction error leads to the improved power generation efficiency and cost savings.




4.2. Performance Evaluation of Intelligent Dispatching


Figure 7 shows the convergence of the proposed SA-AFSA algorithm. The initial AF number is set to 20. We randomly selected three AFs and displayed their dynamic iteration results. Due to the differences in the initial position and updating behavior of each AF, the convergence rate is different. However, all AFs in the proposed algorithm will eventually converge to the optimal position. As shown in Figure 7, the three AFs already reached their optimal state at approximately 55, 150, and 20 iterations, respectively. After 160 iterations, the optimal value on the bulletin board is no longer updated, indicating that the algorithm has converged. This implies that the power of each distributed energy obtained at this point can minimize the objective function.



Figure 8 indicates the dispatching results for the wind and photovoltaic power generation. From Figure 8, we can see that the dispatching time of a wind turbine is higher than that of a photovoltaic cell.This is because the intelligent dispatching system preferentially selects the wind turbine with a lower power generation unit cost. According to the time-of-use electricity price in Table 1, during peak periods, the purchase price from the main grid is USD 0.0463, which is considerably lower than the cost of generating renewable energy. To reduce the electricity cost for users, the system automatically suspends the dispatching of wind turbines and photovoltaic generation. However, during plateau and peak periods, the cost of wind turbine power generation is USD 0.079, which is lower than the purchase price from the main grid, resulting in the activation of the dispatching switch. Especially at 12:00 to 17:00 during the peak period, the dispatching system turns on the wind power generation and photovoltaic power generation at the same time. The RES energy is more frequently dispatched to relieve the power transmission load of the main grid, which not only satisfies the power demand of users but also minimizes the cost. The photovoltaic is temporarily paused from 15:00 to 16:00. This is because the energy storage equipment with the lowest power generation cost participates in intelligent dispatching and provides a large amount of power.



Figure 9 shows the dispatching of the energy storage equipment in the microgrid. The initial SOC value is set to 0.4. It can be seen that, when the purchase price of the main power grid is low, the energy storage equipment is charged. When the electricity price is high and SOC is within the limit, the energy storage equipment discharges, reducing the users’ cost. The energy storage equipment releases a small amount of power from 20:00 to 21:00. The reason is that the energy storage equipment is charged for a short time after the peak schedule ends and prefers to participate in power generation due to its lowest cost. Within a dispatching cycle, the initial state of the energy storage equipment is almost the same as the final state (i.e., SOC value), ensuring that the life of the energy storage equipment does not decrease rapidly due to the dispatching.



Figure 10 compares the generation costs of renewable energy, the main grid, and storage equipment over different periods. It can be seen that, when the power demand is in the valley period, the system preferentially selects the main grid with a low purchase price and cost for power supply. In addition, the system has a large increase in the dispatching of RES from 8:00, especially between 9:00 and 17:00, as well as a large number of energy storage equipment with sufficient power generation, resulting in more obvious storage costs. This is because this strategy can address the significant increase in the cost of electricity for consumers. As can be seen, the system chooses to sell part of the power to the main grid from 12:00 to 15:00. Because the price of the main grid is high at this time. The choice of the system can effectively relieve the cost pressure of the power supply.





5. Conclusions


In this paper, we propose a blockchain-based microgrid architecture, using the group signature algorithm as the data signature mechanism. The architecture combines the blockchain with the microgrid to ensure the privacy of user data and preserve the tracking capability of the system. In addition, we propose an intelligent dispatching scheme in which meteorological factors are considered in power prediction, then an intelligent allocation algorithm is designed based on the prediction results. Compared with traditional power systems, our proposed scheme reduces the cost of the system. In order to enable power companies to participate in intelligent dispatching fairly and reasonably, we introduce a credit-based bidding mechanism. When a company is selected for dispatching, the credit value of its bid will be deducted, otherwise, the bid will be returned to the unselected company. Hence, the unselected company has high credit, making it more possible to fairly participate in the next round of bidding. The numerical results show that our proposed scheme performs well in terms of prediction results and the cost of intelligent dispatching. In the future, we plan to delve deeper into the integration of blockchain with the smart microgrid. Additionally, we will consider the collaboration among multiple microgrids to perform energy scheduling more efficiently and provide users with high-quality services.
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Figure 1. The framework of blockchain-enabled smart microgrid. 
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Figure 2. The process of credit-Based Bidding. 
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Figure 3. The intelligent dispatching of the microgrid. 
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Figure 4. Load power prediction results. 
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Figure 5. Wind power prediction results. 
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Figure 6. PV power prediction results. 
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Figure 7. The convergence speed of the proposed SA-AFSA. 
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Figure 8. RES intelligent dispatching strategy. 






Figure 8. RES intelligent dispatching strategy.



[image: Electronics 12 02868 g008]







[image: Electronics 12 02868 g009 550] 





Figure 9. Energy storage equipment intelligent dispatching strategy. 
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Figure 10. The generation cost of intelligent dispatching. 
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Table 1. Period of Load Cycle.






Table 1. Period of Load Cycle.





	Time Types
	Time Interval
	Purchase Price    ( USD / kWh )   
	Sell Price    ( USD / kWh )   





	Valley
	0:00−8:00
	0.0463
	0.0368



	Flat
	8:00−12:00, 18:00−24:00
	0.0801
	0.0657



	Peak
	12:00−18:00
	0.1154
	0.0968
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Table 2. Distributed Energy Parameters.






Table 2. Distributed Energy Parameters.





	-
	Wind Energy
	PV Energy
	Energy Storage Equipment
	Main Grid





	Power Restrictions
	[0, 80] kW
	[0, 60] kW
	[−100, 100] kW
	[−120, 120] kW



	Unit Price
	USD 0.079
	USD 0.106
	USD 0.018
	See Table 1



	Remarks
	-
	-
	Initial value of SOC is 0.4. Range of SOC [0.2, 0.95].
	-
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