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Abstract: In this paper, we investigate the trust-degree-based secure relay selection in simultaneous
wireless information and power transfer (SWIPT)-enabled relay networks. In particular, we optimize
the interference power by selecting the appropriate relay and time division ratio on the condition
of both the secure transmission and trust degree. First, by applying the security capacity constraint,
we derive the expressions of the time division ratio and relay interference power concerning the
trust degree. Then, we discuss the different results for different trust degrees and determine the
set of trust degrees to guarantee secure communications. Finally, according to the different trust
degrees, we compute the needed interference power for each relay and make a selection to obtain
the optimal performance under relay networks. Simulation results show that with the known trust
degree the proposed algorithm obtains the appropriate relay and time division ratio, reduces energy
consumption, and guarantees an achievable security rate.

Keywords: relay networks; simultaneous wireless information and power transfer (SWIPT); trust
degree; security; power control

1. Introduction

Motivated by the development of the Internet of Things (IoT), the use of wireless
devices, such as smartphones, wearable gadgets, or connected vehicles, has increased
exponentially. It has led to a vast amount of information being exchanged and posed great
challenges to meet capacity and performance demands [1,2], which have made it more
difficult, especially for a long-distance wireless transmitting system due to the terrible
channel conditions. Cooperative relays can potentially improve the coverage and system
capacity without increasing power consumption; thus, it has become an efficient approach
to solve the aforementioned problems [3]. However, in addition to the traffic capacity and
coverage, the limited energy has also become a bottleneck, limiting the development of
mobile applications [4]. Fortunately, the simultaneous wireless information and power
transfer (SWIPT) has emerged as a promising way to alleviate the energy shortage by
allowing the relay to act as an information forward as well as an energy receiver, thereby
achieving a trade-off between information transmission (IT) and energy harvesting (EH) [4].

Security relay selection was investigated to maximize the average rate or secrecy
capacity and improve the secure outage probability (OP). It was modeled as a restless
bandit optimization problem to maximize the average rate, while considering the credibility
of each relay node. Then, it was solved by using the priority-index heuristic method
effectively [5]. To maximize secrecy capacity, the optimal time allocation and power
splitting ratio adaptively adjusted according to instantaneous channel state information are
proposed in a high signal-to-noise ratio regime through a split-step iterative method [6].
Given trust degrees and channel conditions, a relay selection strategy was proposed to
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maximize the expected achievable rate. So, a cooperative transmission strategy of relays
with an optimal cooperative beamforming vector was derived to maximize the expected
achievable rate. Finally, a mixed strategy between the relay selection and cooperative
transmission was obtained with respect to the trust degrees [7]. The secrecy performance
was investigated, and closed-form expressions of outage probability (OP) and secrecy OP
for dynamic or static-power-splitting-based relaying schemes were derived with the lower
bound of secrecy OP under the infinity source’s transmit power [8]. Generally, there were
two modes in a SWIPT-enabled cooperative relay system, which were the time switching
(TS) and the power splitting (PS) modes with the objective of secrecy rate and secure energy
efficiency maximization [9]. In the former, the relay node was allocated a particular time
slot for the EH and IT. The TS mode was easier to realize than the PS one due to the receiver
complexity; thus, the former was widely applied in these application processes [10]. To
improve the spectrum efficiency of the system, a two-way communication protocol for
SWIPT-enabled cognitive radio networks was designed with two data-driven relay selection
methods by the neural network for the fixed number of relays and the variable number of
relays, respectively [11]. Thus, in this work, we adopt the TS mode to harvest energy from
the received radio frequency (RF) signals at the relay node. Another key challenge faced in
these SWIPT-enabled relay networks was the security. In most studies of the SWIPT-enabled
cooperative systems, the relay was considered completely trustworthy. However, there
were many unbelievable relays unwilling to help forward messages and even eavesdropped
on them, leading to a decrease in the expected secrecy rate. Therefore, physical security
technology [12,13] was applied to hamper the eavesdroppers. Furthermore, the trust
degree of relays has been taken into account during the relay selection. Trust degree [14] is
generally defined as a belief level that a node can perform a specific operation according
to a plan, and it can be evaluated based on previous behaviors [15] or quantified by the
physical distance [16]. In this paper, the trust degree is interpreted as the degree to which
the relay is willing to help forward the messages, i.e., the probability that the relay forwards
the information.

In this paper, we mainly investigate the trust-degree-based secure relay selection in
SWIPT-enabled relay networks. The secure relay selection in SWIPT-enabled relay networks
has been investigated in [17,18], which aimed to enhance the rate-energy trade-off while
assuring transmission security. Unlike the aforementioned works, in this paper, we consider
not only the rate–energy trade-off, but also the security performance of the trust degree
of the relay node, which is still an open issue. Furthermore, the harvesting energy by the
relay is only used to interfere with eavesdropping on the information, and the energy to
relay information to the next hop is provided by the relay itself. In particular, we optimize
the interference power by selecting the appropriate relay and time division ratio on the
condition of both the secure transmissions and trust degrees in a SWIPT-enabled relay
network. By applying the security capacity constraint, we first derive the expressions
of the time division ratio and relay interference power with respect to the trust degree.
Then, we discuss the different results for different trust degrees and determine the set
of trust degrees that can guarantee the security communications. Finally, according to
the different trust degrees, we can compute the needed interference power and make an
optimal relay selection.

The rest of this paper is organized as follows. In Section 2, we introduce and analyze
the system model with respect to the secure relay selection in relay networks. Subsequently,
the optimization algorithm of the trust-degree-based secure relay selection is proposed
for the SWIPT-enabled relay networks in Section 3. Then, in Section 4, we evaluate the
performance of the proposed algorithm. Finally, we conclude the entire paper in Section 5.

2. Secure Relay Selection System Model

In this paper, we mainly investigate the SWIPT-enabled secure relay selection network.
It consists of a source (s), a destination (d), an eavesdropper (e), and M relays, which
are represented by a collection <, i.e., < = {r1, r2, · · ·, rM}. A decode-and-forward (DF)
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relaying protocol is adopted in the system. Here, we denote the trust degree of the relay i
as αi, αi ∈ [0, 1]. Finally, the system model is shown in Figure 1 with situations of (a) first
time slot and (b) second time slot.

source destination relay eavesdropper

1a

2a

m
a

information signal interference signal

(a) (b) 

1a

2a

m
a

Figure 1. Secure relay selection system model: (a) first time slot; (b) second time slot.

2.1. TS Model

In the network model, each information transmission cycle is divided into two-time
slots, as shown in Figure 2. In the first time slot, a time slot T is divided into two parts by
the time division ratio γ, γ ∈ [0, 1]. Within the first interval γT, the source first transmits
the energy signals to the relay with power Ps, and the relay harvests the energy from the
received signals. In the latter interval (1− γ)T, the source transmits the messages to the
relay with power Ps. Simultaneously, the relay uses the energy collected in the previous
interval to send interference signals to hamper the eavesdropper. In the second time slot,
the relay forwards the message with power Ps, and it uses the residual energy collected in
the first time slot to send the interference signals to hamper the eavesdropper.

Energy 

Harvesting

Information 

Transmission

( )1 Tg-

Forwarding

the first slot the second slot

Tg T

Figure 2. Slot-splitting model.

2.2. Signal Model

Within the interval γT, the source S transmits the energy signals to the relay with
power Ps, and the signals received at the i-th relay Ri are given by
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yi1 =
√

Psgsix1+ni, (1)

where yi1 and x1 denote the transmitted and received signals within the interval γT ,
respectively; gsi represents the channel coefficient between the source s and the i-th relay;
ni is the additive white Gaussian noise at the i-th relay; and its variance is σ2

i . The total
energy collected is given by

W = ηγTPsgsi, (2)

where η indicates the energy conversion efficiency [12] and it is assumed that the noise
energy is negligible. During the remaining (1− γ)T time, the signals received at the i-th
relay are given by

yi2 =
√

Psgsix2+ni, (3)

where x2 denotes the transmitted signals from the source, and yi2 denotes the received
signals at the i-th relay within the interval (1−γ)T, respectively. The achievable rate at the
i-th relay is

Rsi = log2

(
1+

Psgsi

σ2
i

)
, (4)

where Rsi is the achievable information rate on the source-relay link s-i. At the same time,
the i-th relay uses the energy collected in the previous stage to send interference signals.
Therefore, the signal received at the eavesdropper is as

ye1 =
√

Psgsex2+

√
Pj

i giexj
i + ne, (5)

where Pj
i and xj

i are the interference power and interference signals transmitted by the
i-th relay; gse and gie denote the channel coefficients between the source–eavesdropper
link s–e and relay–eavesdropper link i–e, respectively; ne is additive Gaussian white noise
at the eavesdropper, and the variance is σ2

e . Within the second time slot T, the receiver
can eliminate the interference signals sent by the relay, and the received signals at the
destination d are

yid =
√

Psgidxc+nd, (6)

where yid denotes the received signals from the i-th relay to the destination d, gid represents
the channel coefficient between the i-th relay and destination d, xc represents the message
signal sent by the relay in the second time slot, and nd is the additive white Gaussian
noise at destination d, and its variance is σ2

d . The achievable rate Rid at the destination d is
written as

Rid = log2

(
1+

Psgid

σ2
d

)
. (7)

According to [19], assuming that the channel conditions and noise in two consecutive
time slots are unchanged, the signal intercepted by eavesdroppers can be obtained as

ye2 =
√

Psgiexc+

√
Pj

i giexj
i + ne. (8)

Because the relay uses the DF transmission protocol, the achievable rate at the eaves-
dropper is given by

Re = log2

(
1+

Psgse

Pj
i gie + σ2

e

+
Psgie

Pj
i gie + σ2

e

)
. (9)

The interference power Pj
i of the relay is related to the interference time. The inter-

ference time in the first time slot is equal to (1− γ)T. During the second time slot, the
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relay sends interference signals until the message forwarding is complete. Thus, the total
transmitting time “t” in the second time slot satisfies

(1− γ)T log2

(
1+

Psgsi

σ2
i

)
= t log2

(
1+

Psgid

σ2
d

)
. (10)

It means that the relay needs to send out all packets from the source in the last time
slot. This case is reasonable because the source still needs to spend time charging the relay
during the last time slot. From Equation (10), we can obtain the time during which the
relay sends the interference messages in the second time slot, which is equal to the total
transmitting time t.

t = (1− γ)T
log2

(
1+ Psgsi

σ2
i

)
log2

(
1+ Psgid

σ2
d

) . (11)

Combining Equations (2) and (11), the expression of the relay interference power can
be obtained as

Pj
i =

W
(1−γ)T+t

= γ
(1−γ)

·
ηPsgsi log2

(
1+

Ps gid
σ2

d

)
log2

[(
1+

Ps gid
σ2

d

)(
1+ Ps gsi

σ2
i

)] . (12)

From Equation (12), the relay interference power Pj
i is an increasing function of the

time division ratio γ. By the basic conception of the relay interference power and the
slot-splitting model with slot allocation by the energy harvesting and the information
transmission, the relay interference power Pj

i is first represented in the first-line expression
of Equation (12). Then, by substituting “W” with the expression in Equation (2) and
“T/t” with the transformed expression in Equation (11), the detailed expression of relay
interference power Pj

i is easily derived in the second line of Equation (12). According
to [20], in a two-hop relay network, the maximum achievable rate at the destination is
min(Rsi, Rid). If the trust degree of the i-th relay is represented by αi, the relay forwarding
probability is αi. According to the definition of physical layer security [12,13], we have

αi[min(Rsi, Rid)− Re] ≥ R̄, (13)

where R̄ is the expected secrecy rate. Equation (13) is the security rate constraint, which
means that the attainable secrecy rate needs to be larger than the expected secrecy rate R̄.

2.3. Problem Formulation

In this paper, we aim to minimize the interference power consumption Pj
i by select-

ing the appropriate relay i and the time division ratio γ on the constraint of the secure
transmission and trust degree. The optimization model can be formulated as

min
i,γ

Pj
i

s.t. Pj
i =

γ
(1−γ)

· ηPsgsi log2(1+Psgid/σ2
d)

log2[(1+Psgid/σ2
d)(1+Psgsi/σ2

i )]
,

αi[min(Rsi, Rid)− Re] ≥ R̄,
0 ≤ Pj

i ≤ 1,
γ ∈ [0, 1],
αi ∈ [0, 1],

i ∈ {1, 2, ..., M}.

, (14)

where 0 ≤ Pj
i ≤ 1 is the interference power constraint to limit the impact of interference.
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In (14), the appropriate relay and the time division ratio are chosen to optimize the
interference power on the condition of considering the secure transmission and trust degree,
and it is mainly implemented by the time division ratio and relay interference power with
respect to trust degree. Then, the different results are analyzed for different trust degrees,
and the set of trust degrees are found to guarantee the security communications. Finally,
according to the different trust degrees, the required interference power is simulated and
analyzed for each relay and make a selection.

3. Proposed Optimization Algorithm of the Trust-Degree-Based Secure Relay Selection
3.1. Trust-Degree-Based Secure Relay Selection

To solve Equation (14), we first simplify the first constraint Equation (13).
The maximum achievable rate is min(Rsi, Rid), so we can divide it into two cases: (1)

Rsi > Rid and (2) Rsi ≤ Rid . Since Rsi and Rid are only related to the channel coefficients
and noises, the following analysis focuses on Case (1), and Case (2) is similarly available.

Case (1):
Equation (13) can be transformed as

log2

(
1+

Psgid

σ2
d

)
− R̄

αi
≥ log2

(
1+

Ps(gse+gie)

Pj
i gie + σ2

e

)
> 0. (15)

It can be derived from Equation (15) that only when Equation (14) can hold, can
we obtain

Pj
i ≥

2R̄/αi σ2
d Ps(gse+gie)(

σ2
d+Psgid − 2R̄/αi σ2

d

)
gie

− σ2
e

gie
. (16)

Let PL=
2R̄/αi σ2

d Ps(gse+gie)(
σ2

d+Psgid−2R̄/αi σ2
d

)
gie
− σ2

e
gie

and α1
i =

R̄

log2

(
1+

Ps gid
σ2

d

) . Since the optimization goal

is to minimize the interference power, we have

Pj
i =

{
PL, αi > α1

i ;
0, αi ≤ α1

i .
(17)

Because constraints 0 ≤ PL ≤ 1 should hold, we have

R̄

log2

[
(gie+σ2

e )(σ2
d+Ps gid)

σ2
d(gie+σ2

e +Ps(gse+gie))

] ≤ αi ≤ R̄

log2

[
σ2

e (σ2
d+Ps gid)

σ2
d(σ2

e +Ps(gse+gie))

]
. (18)

By combining Equations (12) and (17) together, there is

γ=
PL

PL + N
, (19)

where there is N = ηPsgsi log2

(
1+ Psgid

σ2
d

)/
log2

[(
1+ Psgid

σ2
d

)(
1+ Psgsi

σ2
i

)]
.

Define α2
i =R̄

/
log2

[
σ2

e (σ2
d+Psgid)

σ2
d(σ2

e +Ps(gse+gie))

]
and α3

i =R̄
/

log2

[
(gie+σ2

e )(σ2
d+Psgid)

σ2
d(gie+σ2

e +Ps(gse+gie))

]
. By

combining Equations (17) and (18), there are some conclusions drawn as follows.

• When αi > α1
i , the constraint Equation (13) is satisfied.

• When αi > α3
i , the constraint of the interference power in the optimization problem

is satisfied.
• When αi ≥ α2

i , although the relay does not send the interference power, the network
can also achieve confidential communication, i.e., the source could directly transmit
information without charging to the relay in advance.
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• When αi < α2
i , the relay must send a certain interference signal to ensure the safety of

the communication.

According to the different values α1
i , α2

i , α3
i , 0, 1, there are 30 cases. The following

10 cases can ensure confidential communications as

0 < α1
i < α3

i < 1 < α2
i ; 0 < α1

i < α3
i < α2

i < 1;
0 < α3

i < α1
i < 1 < α2

i ;
0 < α1

i < α2
i < α3

i < 1;
0 < α2

i < α1
i < α3

i < 1;
α2

i < 0 < α1
i < α3

i < 1;

0 < α3
i < α1

i < α2
i < 1;

0 < α3
i < α2

i < α1
i < 1;

0 < α2
i < α3

i < α1
i < 1;

α2
i < 0 < α3

i < α1
i < 1.

. (20)

Here, we take the case “0 < α1
i < α3

i < α2
i < 1”, for example, to analyze specifically as

follows, and the other cases can be derived in the same way.

• When 0 < αi < α1
i , constraints of the expected secrecy rate and the interference power

cannot be satisfied; that is to say, confidential communication is impossible.
• When α1

i < αi < α3
i , if the expected secrecy rate constraint is satisfied, the interference

power constraint cannot be satisfied; thus, confidential communication also cannot
be guaranteed.

• When α3
i < αi < α2

i , the relay needs to send a certain interference signal to ensure the
safety of communication, and the interference power is equal to Equation (12).

• When α2
i < αi < 1, confidential communication is guaranteed without interference signals.

Case (2):
Since the values of Rsi and Rid are only related to the channel coefficients and noises,

the above analysis on Case (1) is still suitable for Case (2). To avoid repetition and save
space, it is not described in this article.

Until now, the minimum interference power needed for different relays can be com-
puted with different trust degrees and channel conditions. After comparing the power
values, the best relay to forward the packets can be determined.

3.2. Evaluation and Analysis of the Trust-Degree-Based Secure Relay Selection

The performance of the proposed trust-degree-based secure relay selection is mainly
evaluated by the expected secure achievable rate [7], short for the expected secure rate. Then,
there are mainly three class of such relay selection schemes, such as the trust-degree-based
relay selection, cooperative transmission, and hybrid cooperation schemes. In the first relay
selection scheme, the transmitter chooses a single relay node, and the chosen relay node
forwards the received data from source to destination according to trust degrees. In the
relay selection, the transmitter selects the relay node by considering both the trust degrees
of the relay nodes and the channel conditions. In the second cooperative transmission, the
source transmits the data to all relay nodes, and then the relay nodes forward the data
to the destination with the cooperative transmission. In this case, the participation of the
relay nodes in the cooperation is determined by the trust degrees. In the third hybrid
cooperation scheme, the source selects the best scheme between the trust-degree-based
relay selection and the cooperative transmission by both channel conditions and trust
degrees. This scheme totally adopts all parameters for the optimization of the expected
achievable rate, and it obtains the best performance among these three schemes. The main
difference between our scheme and that in [7] is that our scheme extends the latter by
increasing the influence of the eavesdropper. As shown in Figure 1, the expected achievable
rate from the relay node to the destination is subtracted by Re in Equation (13). Finally,
with similar definitions and analyses in [7], we obtain the expected achievable secrecy rate
of the above three relay selection cooperation schemes as follows.

The transmission is divided into two stages: Stage I for the links of source to relays and
Stage II for the links of relays to destination. The source and relay node i have the transmit
power budgets PT and Pi(i = 1, 2), respectively, and the source is supposed to know
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the channel state information (CSI) of the connected channel to relay node i denoted by
hi(i = 1, 2). The trust degree represents the extent of the relay node trusted for cooperation.

3.2.1. Trust-Degree-Based Relay Selection Scheme

In this scheme, one relay node is chosen for secure signal forwarding with low com-
plexity [7]. In Stage I, by channel capacity form information theory, the expected achievable
rate of relay R[1]

i is represented as

R[1]
i = log(1 + ρT · ‖hi‖), (21)

where ρT = PT
σ2 is the SNR of the transmit node, PT is the transmit power, σ2 is the variance

of noises, and ‖hi‖ is the norm of the i-th channel coefficient vector.
In Stage II, by channel capacity form information theory, the expected achievable rate

of relay R[2]
i is represented as

R̄[2]
i = αi · R

[2]
i − Re = αi · log(1 + ρi · |gi|2)− Re, (22)

where ρi =
Pi
σ2 is the SNR of the relay node, Pi is the transmit power, and σ2 is the variance

of noises in the relay node. Re is defined in Equation (9), and it is caused by the influence
of the eavesdropper. Here, αi and gi are the trust degree and channel coefficient of link Ri
to the destination, respectively.

With the half-duplex mode, the expected secure rate for the link with relay node i is
expressed as

R̄i[δI(wi)] =
1
2

min[R[1]
i , R̄[2]

i ], (23)

where δI represents the scheme I of the trust-degree-based relay selection scheme, and wi
represents the corresponding beamforming vector.

Therefore, the expected secure rate of this scheme with two relay nodes is expressed as

R̄[δI(wMRT
i )] = max{R̄i[δI(w1)], R̄i[δI(w2)]}. (24)

where wMRT
i is the beamforming vector of the maximum ratio transmission (MRT).

3.2.2. Trust-Degree-Based Cooperative Transmission Scheme

In this scheme, all relay nodes are available and combined for optimal secure signal
forwarding. In Stage I, the two relay node can decode and forward received data. Because
both relay nodes can decode and forward the received data from the source, the achievable
rate of the trust-degree-based cooperative transmission is the minimum of the achievable
rates of the two relay nodes [7], and it is expressed as

R[1](w) = min[R[1]
1 (w), R[1]

2 (w)]

= min[log(1 + ρT ·
∣∣h†

1w
∣∣2), log(1 + ρT ·

∣∣h†
2w
∣∣2)] , (25)

where h†
i is the i-th channel coefficient vector.

In Stage II, the achievable rate of the trust-degree-based cooperative transmission is
represented as

R̄[2] = α1α2 log(1 + ρ1|g1|2 + ρ2|g2|2) + α1(1− α2)R[2]
1 + α2(1− α1)R[2]

2 − Re, (26)

where R[2]
i is expressed the same as Equation (22), and Re is defined in Equation (9) from

the influence of the eavesdropper. Equation (26) can be explained as follows. The first item
represents the expected achievable rate of the cooperative data forwarding from two relay
nodes to the destination. The second or third item presents the expected achievable rate by
Relay Node 1 or 2, respectively.
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Finally, given the half-duplex DF relaying, the expected achievable rate of this cooper-
ative transmission scheme is expressed as

R̄[δI I(w)] =
1
2

min{R[1](w), R̄[2]}, (27)

where δI I represents Scheme II as the trust-degree-based relay selection scheme.

3.2.3. Hybrid Cooperative Transmission Scheme

In this subsection, the trust-degree-based hybrid cooperation scheme is proposed by
an optimized scheme between the joint relay selection and the cooperative transmission.
By using the proposed hybrid cooperation scheme, we obtain the optimal transmission
to maximize the expected achievable rate in terms of both the trust degrees and channel
conditions. It is implemented with different schemes [7] adopted by some constraints, and
it is expressed as

δI I I(wopt) =

 δI I(w) , given R[1](w)

R[2]
1

≥ α1, R[1](w)

R[2]
2

≥ α2

δI(w), otherwise
. (28)

When the channel gains from the source to the relay nodes are larger than those from

the relay nodes to the destination such as R[1](w) > max{R[2]
1 , R[2]

2 }, there are R[1](w)

R[2]
1

≥ 1

and R[1](w)

R[2]
2

≥ 1. Hence, the cooperative transmission becomes the optimal strategy regard-

less of trust degrees. In this case, the source can transmit the data, and it can be decoded
at both of the relay nodes without any rate loss. Therefore, the cooperative transmission
yields a larger expected achievable rate than that of the relay selection for any α1 and α2.
Otherwise, the optimal transmission is mainly decided by the trust degrees. When the trust
degree of one relay node is relatively larger than that of another one, the first relay selection
scheme becomes the optimal transmission scheme.

4. Numerical Simulation Results and Analyses

In this section, we present simulations to evaluate the performance and characteristics
of the proposed methods. We assume that the additive white Gaussian noise at the relays,
receiver, and eavesdroppers is equal, and its value is −40 dB. Set the energy conversion
efficiency η = 0.99 and the confidential information
rate threshold to R = 0.5 bit/s. Due to some factors, such as the efficiency of the power
amplifier and the transmission loss in SWIPT energy reception, the energy conversion effi-
ciency cannot be obtained for 100%. In addition, the confidential information rate threshold
is set as 0.5 bit/s as a typical example of the confidential information rate (normalized
information achievable rate), which is commonly used in the SWIPT experiment on our
simulation occasions. Then, the aforementioned parameters are chosen properly to perform
the simulations and validation of the proposed trust-degree-based secure relay selection in
SWIPT-enabled relay networks. Finally, we simulate the time division ratio and the relay
interference power concerning different trust degrees under distinct transmission power
and channel conditions, respectively.

Figures 3 and 4 show the conditions where the transmission power Ps = 0.5 W and the
channel gain gie are equal to −15 dB, −35 dB, and −45 dB, respectively. They show the
relationships of trust degree with respect to the time division ratio and the relay interference
power, respectively. When the trust degree is near zero, the time division ratio and the relay
interference power are both equal to zero because no relay can be selected to guarantee the
achievable security rate R. Then, with the increase of the trust degree, the time division
ratio decreases because the needed interference power decreases, and the relay needs less
charging time. When the trust degree has a very high value, this system is safe enough,
and it does not even need interference to guarantee security, which is shown in the later
parts with the blue and green lines. However, when the eavesdropping channel gie is too



Electronics 2023, 12, 429 10 of 14

weak, for example −45 dB, even if the relay has a high trust degree, the relay still needs
to send interference power to degrade the eavesdropping capacity. Under the same trust
degree, the better the eavesdropping channel is, the more interference power is needed.
This phenomenon can be explained as follows. We need to use interference to decrease
the attainable eavesdropping capacity. By solving Equation (14), we first simplify the first
constraint Equation (13) at the destination to obtain the maximum achievable rate, i.e.,
min(Rsi, Rid), with minimization of interference power consumption. With the known trust
degrees for each relay, we can compute the minimum interference power it needs, so we
can decide which one to select to forward the messages.
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Figure 3. Time division ratio versus trust degree.
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Figure 4. Relay interference power versus trust degree.

Figures 5 and 6 are operated on the conditions that the channel gain gie is equal to
−35 dB and the transmit power Ps is equal to 0.1 W, 0.5 W and 0.9 W, respectively. The
variation trends of the time division ratio and the relay interference power concerning
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trust degree in Figures 5 and 6 are almost the same as in Figures 3 and 4, respectively. By
combining Equations (17) and (18), there are some conclusions drawn as follows. When
the eavesdropping channel gie is small, the relay with a high trust degree still needs
to send interference power to degrade the eavesdropping capacity. Therefore, with the
decrease of the transmission power, the capacity gap between the legitimate channel and
the eavesdropping one becomes smaller. The relay needs to enlarge the charging time and
interference power to keep the capacity gap larger than the achievable security capacity R.
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Figure 5. Time division ratio versus trust degree.
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Figure 6. Relay interference power versus trust degree.

Given trust degrees and channel conditions, a relay selection strategy was proposed
to maximize the expected achievable rate. So, a cooperative transmission strategy of
relays with an optimal cooperative beamforming vector was derived to maximize the
expected achievable rate [7]. Finally, a mixed strategy between the relay selection and
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cooperative transmission was obtained with respect to the trust degrees. In our scheme, the
interference power is optimized by selecting the appropriate relay and time division ratio
on the condition of both the secure transmission and trust degree, so our scheme possesses
good transmission and power allocation performance by the trust-degree-based secure
relay selection in SWIPT-enabled relay networks.

We also present the expected achievable rate for the trust-degree-based relay selection,
cooperative transmissions, and the hybrid cooperation schemes. The proposed schemes
are mainly compared with the conventional relay selection scheme, which chooses a relay
only according to the channel conditions. Then, the conventional-channel-based one
and the simulation result are shown in Figure 7. The expected secure achievable rate is
increased with the growth of the transmit SNR. The performance of the trust-degree-based
hybrid cooperative transmission outperforms that of the conventional-channel-based relay
selection by about 2.62 dB at the expected secure achievable rate of 0.6. In addition, the
hybrid cooperation scheme outperforms both the trust-degree-based relay selection and
cooperative transmissions by about 1.22 dB and 1.03 dB at the expected secure achievable
rate of 0.6, respectively. The phenomenon can be explained as follows. In the conventional
relay selection, relay nodes are selected according to the channel conditions. However, in the
trust-degree-based relay selection, by evaluating both trust degree and channel conditions,
the proper relay node is preferentially selected; thus, the trust-degree-based relay selection
increases the expected secure achievable rate over that of the conventional relay selection. In
addition, the hybrid cooperation scheme outperforms the trust-degree-based relay selection
and cooperative transmissions since the hybrid cooperation is the optimal combination of
the two above schemes shown in Equation (28). Therefore, the proposed trust-degree-based
scheme outperforms the traditional one, and it can be efficiently applied in wireless secure
IoT communications.
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Figure 7. Expected achievable rate versus transmit SNR (α1 = 0.6, α2 = 0.3).

5. Conclusions

In this paper, we mainly optimize the interference power by selecting the appropri-
ate relay and time division ratio on the condition of considering the secure transmission
and trust degree in a SWIPT-enabled relay network. In the deriving process, the expres-
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sions of the time division ratio and relay interference power concerning trust degree are
deduced, and the optimal time division ratio is derived. With known trust degrees of
relays, we can choose the best relay to deliver the packets and try our best to guarantee the
transmission security.
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