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Abstract: Blockchain technology provides a data structure with inherent security properties that
include cryptography, decentralization, and consensus, which ensure trust in transactions. It cov-
ers widely applicable usages, such as in intelligent manufacturing, finance, the Internet of things
(IoT), medicine and health, and many different areas, especially in medical health data security and
privacy protection areas. Its natural attributes, such as contracts and consensus mechanisms, have
leading-edge advantages in protecting data confidentiality, integrity, and availability. The security
issues are gradually revealed with in-depth research and vigorous development. Unlike traditional
paper storage methods, modern medical records are stored electronically. Blockchain technology pro-
vided a decentralized solution to the trust-less issues between distrusting parties without third-party
guarantees, but the “trust-less” security through technology was easily misunderstood and hindered
the security differences between public and private blockchains appropriately. The mentioned ad-
vantages and disadvantages motivated us to provide an advancement and comprehensive study
regarding the applicability of blockchain technology. This paper focuses on the healthcare security
issues in blockchain and sorts out the security risks in six layers of blockchain technology by com-
paring and analyzing existing security measures. It also explores and defines the different security
attacks and challenges when applying blockchain technology, which promotes theoretical research
and robust security protocol development in the current and future distributed work environment.

Keywords: blockchain; security; privacy; healthcare; six-layer; parallel security

1. Introduction

As the distributed ledger that documents bitcoin transactions, blockchain was initially
introduced in 2008, and then the genesis block mined by Nakamoto in 2009 verified the
concept of blockchain [1]. The framework concept included the E-cash system based on a
peer-to-peer (P2P) network, encryption, timestamp, and blockchain technology [2]. It is a
successful application where peers can share values using transactions without the need
for a central authority to safeguard consumer privacy and avoid identity fraud [3].

Blockchain technology has been implemented in numerous fields as part of the infras-
tructure of some businesses that require transparency, integrity, and dependability [4] since
its inception, from the initial cryptocurrency to the current blockchain-based application
for industry 5.0 [5-7]. However, with the massive application of blockchain technology
and the continuous development of new technologies, blockchain technology’s challenges
and threats are constantly escalating. In Ethereum, a smart contract is a piece of code
deployed to the network so everyone can access it [8]. The implementation of blockchain
technology in the healthcare sector may encompass all aspects of hospital systems, such as
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process, supervision, statistics, finance, auditing, and archival materials, as well as provide
valuable technical assistance for re-establishing the structure of hospital informatization
and workflow. Technological improvements in blockchain from 1.0 to 5.0 [9-13] make it
more suitable and stable for industrial applications and business requirements:

e Blockchain 1.0: the programmable currency represented by bitcoin led the new digital
payment system. The decentralized, key-based digital currency transaction model
makes it the origin of blockchain technology.

e  Blockchain 2.0: based on the programmable society, blockchain-based applications are
widely used in social fields such as finance, P2P transactions, information creditable
registration, ownership and copyright confirmation, and intelligent management.

e Blockchain 3.0: it makes blockchain more widely applied to decentralized applications
(DApps), and through decentralization, non-tampering, and trusted sharing, improves
operational efficiency and the trust level of the society.

e  Blockchain 4.0: an extension of the last generation to make the DApps more feasible
for real-time business scenarios that apply in Industrial Revolution (IR) 4.0, which
regulates within the network through the consensus protocol [14,15].

e Blockchain 5.0: this generation is considered an upcoming generation of blockchain be-
cause it reduces the traditional blockchain limitations [16] and the virtual connections
for increased processing speed and security [17].

Blockchain 1.0, 2.0, 3.0, 4.0, and 5.0 are not progressive evolutions but are in different
application stages. From 1.0 to 5.0, they are all parallel scopes of development playing
their due roles in various fields. Figure 1 depicts the scope of technical improvement
in blockchain, while Figure 2 shows the comparison between traditional and blockchain
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Figure 1. The scope of technical improvement in blockchain.
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Since the release of blockchain 2.0, the technology has been decoupled from currency
transactions, and its potential for other financial and inter-organizational interactions has
been investigated, referring to applications beyond currency transactions. With increased
digitalization, blockchain 3.0 gives additionally distributed storage capacity and scala-
bility without reducing security and aids in the integration of data from various sources
without compromising privacy. Transparency is provided without disclosing ownership,
interoperability is ensured without introducing unnecessary complexity, and a source of au-
thentication is established. Blockchain technology’s flexibility and multifaceted capabilities
provide enormous possibilities for healthcare innovation, integration, and sustainability.

1.1. The Concept and Features of Blockchain

Firstly, from a technical perspective, blockchain is not a new technology but consists
of a series of existing technologies:

e  Peer-to-peer network immutable distributed ledger: ensures that the single node
ledger is structurally immutable through the data structure of blockchain.

e  Security technology such as encryption: cryptography and hash algorithms guarantee
the security and privacy of transactions.

e Consensus algorithms: a pure mathematical mechanism for collective verification of
blockchain to establish a trusting relationship between all parties and uses technology
to ensure that the consensus results.

e  Smart contract: A new concept of the contract was introduced by Nick Szabo in
1994, who called this new contract “smart” because it includes a set of agreements by
which contract participants can enforce these commitments. Smart contracts guarantee
trusted business deals without third-party involvement, and the main purpose of
smart contracts is to provide a security method and reduce transaction costs with
other contracts. Therefore, smart contracts ensure that all the transactions between the
nodes are credible and reliable [18].

Secondly, in principle view, blockchain is a distributed-shared ledger technology,
which establishes a decentralized, machine-trusted, and collectively distributed shared
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ledger system and uses a perfect mathematical solution to develop a mechanism for the
trust and consensus of all parties involved.

Blockchain features:

Sharing and openness: the system is open to all participants, who have the right to know
and equally enjoy blockchain information.

The consensus: through the voting of particular nodes to complete the verification and
confirm transactions in a fraction of the time. If several nodes can reach a consensus
without the related interests for a transaction, it considers the network’s consensus.
Fair competition: the operations of all nodes are calculated by algorithms, and algo-
rithms determine the accounting rights.

Authenticity and integrity: each record is recorded truthfully and completely under
supervision.

Safe and reliable: data encryption and cryptography mechanisms prevent the data from
being tampered with and forged; the complex checksum sharing mechanism ensures
integrity, availability, and confidentiality. Multiple attackers are detected through an
encryption standard (digital signature) in which every node has its key, and the packet
transmission is performed when the key is in a valid state [19].

1.2. Limitations and Challenges of Blockchain Security

Health information is collected with a variety of medical data sources and complicated

data forms. Data sharing allows EHR interaction across multiple healthcare platforms, but
it also compromises patient privacy. Blockchain technology has several technical obstacles
affecting its large-scale and widespread in the healthcare sector [20-24]:

Limited transaction performance and scalability: blockchain’s limited transaction
processing capacity and the slow time for transactions to form blocks.

The expansion solutions are as follows:

Sharding: the idea of sharding is to divide the overall state of the blockchain into
different blocks and process them in parallel.

Off-chain: high throughput of transactions can be achieved by moving the computation
and verification process to a separate protocol off-chain; blockchain is used as an
agreement layer to manage the sum of a sequence of transactions.

DAGs (directed acyclic graph): a graph organization consisting of vertices and edges
(vertices are purposes within the graph, and edges are methods from one point to a
different graph). A DAG guarantees that there are not any cycles that allow acquiring
the grouping of nodes along with the topological sequence.

Limited privacy protection: blockchain can be tamper-proof and decentralized, but
precisely because the user’s ledger is transparent to participating organizations, that is,
any organization can access the same data. Unmasked users’ private data on the chain
will amplify the risk of user privacy leakage. Currently, in public chain systems such
as Bitcoin, all transaction information is public (including transaction amounts). This
means it does not meet some regulatory privacy requirements, such as General Data
Protection Regulation (GDPR) [25]. There is a need for the following related security
technologies to make further breakthroughs:

Homomorphic encryption: HE encrypts the transaction data and protects it with the
public key. The transactions are ciphertext operations, and the final ledger is encrypted
and stored. The obtained ledger records cannot be decrypted even if the node was
compromised. The process of HE is shown in Figure 3.

Zero-knowledge proof: ZKP verification can be made without any useful information
provided by the verifier and without revealing the proven message to the verifier
during the proof process.

Trusted execution environment: the security zone of the principal processor that ensures
the code and information loaded inside are secured classification and respectability.
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4. Storage constraints: the blockchain database is stored indefinitely that only can be
added but cannot be changed. Consequently, data storage adds a major expense for
the circulated network, and each full node must store ever-increasing data endlessly.
Thus, storage is an immense obstacle for any real-world application based on a
blockchain.
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Figure 3. The progress of homomeric encryption.

At present, the storage solutions of the public chains are as follows:

e  Swarm: an Ethereum P2P sharing protocol that allows users to store application code
and data in the swarm nodes under the main chain, and then users can access the
blockchain to exchange the data.

o The Storj network: files and data are sharded, encrypted, and distributed to multiple
nodes so that each node can only store a small part of the data.

e  TheIPFS: an optional peer-to-peer hypermedia protocol that provides a high-throughput
block storage model based on content-addressable hyperlinks. Essentially, it allows
files to be stored permanently and distributed while providing historical versions of
files, thus removing duplicate files.

e  Decent: a distributed content-sharing platform that allows users to upload and digitally
monetize the sharing of their work (videos, music, e-books, EHR, etc.) without relying
on a centralized third party for sharing.

e  Alliance chain: the data can be archived in the alliance chain. Blockchain operating
system only retains recent data, preserving historical data through archiving.

Table 1 shows the advantage and limitations of blockchain technology [26-28].

Table 1. The advantages and limitations of blockchain technology.

Advantages Limitations
Reduce cost and increase efficiency. Cost-effectiveness has yet to be proven.
Secure, accessible, and real-time. Insecure with data leaking issue.
Network transactions database. Regulatory issues and technical challenges.
Better security against “pushing”. Risk for potential compromise of data set.

Easy communication in the more

. Smaller networks pose the same concern.
extensive network.

Blockchain technology is applied in the health sector to address security threats, as
homomeric encryption is a hot method to secure EHR privacy and security. The comparison
of the implementation of blockchain technology and HE is shown in Table 2.
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Table 2. The comparison of the implementation of blockchain technology and homomorphic

encryption.
. . Implemented
Ref. Application Domain Algorithm Summary
The insurance company
Healthcare medical Paillier encryption sends Fhe reque§t to the
[29] o . hospital to verify the
claims in blockchain scheme . . .,
integrity of the patient’s
EHR.
Blockchain-based auction to
[30] Property digital Large prime number  protect the property’s digital
copyright Protection (LPN) algorithm copyright in an effective and
practical way.
The paper presents a list of
Genomics, Health, HE, Fully potential applications for HE
[31] National security, homomorphic in various domains to
Education encryption (FHE) determine the importance of
data privacy and security.
The proposed solution brings
a new simple model to
Biomedical sensitive . minimize the risk of sharing
.. El Gamal, Discrete . . .
[32] data sharing in the Logarithms medical data in the public
public cloud & cloud, the limitation of this
model is that it needs to run
online.
BGYV scheme, Leveled The author proposed a
L system that applied HE to
Personal health data =~ homomorphic using
[33] . . secure personal health data
collection and storage modulus switching .
collection, storage, and
(RLWE) LT
transmission in the cloud.
A time-efficient
privacy-preserving query
system model and
Healthcare medicine Smart and implementation in a
[34] side effect query Vercauteren, SIMD real-world medicine side
system Style FHE effect query system. Higher
communication cost with or
without threads, but still
practical.
Fan and Vercauteren, HE applied in clinical
[35] Medical data Lattice based leveled  research to help patients and
collection homomorphic doctors accelerate learning
(RLWE) from real-world data.

1.3. Motivation and Contribution

The nature of cryptography determines that it has high requirements for the hardware
equipment and software tools when processing data and computing plans; it is impossible
to have fixed standard computing hardware (such as CPU or GPU) to achieve a satisfactory
level. In addition, during the operation of large-scale equipment, especially for encryp-
tion/decryption calculations, the noise and heat generated by hardware equipment also
pose a huge challenge to calculation speed and memory management.

The academic community has conducted extensive research on the architecture, pri-
vacy, and network security of blockchain technology, but not been much in-depth research
on the implementations of blockchain technology in the medical industry. This article
starts with the fundamental theory of blockchain and progresses to the security architec-
ture, conducting in-depth research and analysis on the challenges and future trends of



Electronics 2023, 12, 546

7 of 28

blockchain healthcare development and combining potential medical advancement with
current cryptography encryption technology. It will also provide a practical reference for
the development of blockchain technology in the healthcare industry, provide compre-
hensive theoretical research and strong security protocol development, and promote the
implementation and development of blockchain technology in the medical field.

From the above introduction, we have an overview of the blockchain concept, how
it works, its limitations, and its challenges. The remaining part of the paper is structured
as follows: Section 2 presents the literature review works. Section 3 dissects the security
issues in six layers of blockchain technology. Section 4 provides a comparative study on
blockchain-based healthcare implementation and data management. Section 5 explores
future research on blockchain security, and in the last section, the full conclusion for this
work has been shown.

2. Literature Review

With the widespread circulation of bitcoin and the vigorous development of decen-
tralized platforms in finance or non-financial applications, blockchain has set off a global
research boom. Blockchain simplifies EHR sharing between end-user and healthcare in-
frastructure without disrupting communication. These facilities are provided through
trust lines and interoperability certification using distributed ledger technology. Modern
Healthcare Apps focus on the privacy of users and the security of shared information
to prevent anonymous and unauthorized access by illegal users. Thus, trust, authentica-
tion, and privacy are the main requirements for sharing EHRs among different users [36].
Mechanism loopholes, attack methods, and security measures are crucial to the security
threat issues at all levels of the blockchain. While it provides security guarantees for a
trustless environment, it also faces various challenges in security and privacy [37]. Many
countries and originations have turned their research direction focus on the security of
blockchain [38,39]. This article focuses on the security issues in blockchain technology and
the applications in the healthcare field sorting out the security risks at the technical levels
based on six-layers architectures to compare and analyze the existing security measures
to develop a stronger secure protocol in the blockchain environment. The conceptual
framework of parallel security provides useful security technical, theoretical support, and
reference for research on blockchain security. A framework based on a parallel healthcare
system is proposed to model and represent the patient’s condition, diagnosis, and treatment
process, for achieving accurate prediction and guidance of disease diagnosis and treatment
through parallel execution [40].

2.1. Research and Significance of Blockchain Security

Since the inception of blockchain technology, there have been five generations of tech-
nological developments, and the range of applications has grown dramatically [41]. It is im-
portant to investigate and research the security issues associated with blockchain technology.

e Studying the security of blockchain helps to accelerate innovation development.
Blockchain involves many aspects, such as the basic cryptographic scheme, distributed
consistency, economic incentives, and network security.

e Studying the security of blockchain helps to accelerate technology promotion. In-
complete theoretical security analysis, lack of code evaluation, and frequent security
incidents limit the development of blockchain. The study of safe and efficient solu-
tions can be applied to more healthcare scenarios, and gradually widened application
examples will also better test the security of blockchain in practice.

e  Researching blockchain security helps to realize a trustworthy programmable society.
The programmability and automatic execution show smart contracts’ intelligent fea-
tures; studying blockchain’s security will help improve the security level and design
principle of smart contracts, simplify the development process, and enhance inter-
operation. Secure blockchain architecture and self-executing smart contracts can tech-
nically enforce contracts, reduce default risk, and build a trusty programmable society.
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Studying the security of blockchain helps to achieve controllable supervision. The im-
mutability and anonymity of blockchain create challenges to achieving regulation. The su-
pervision mechanism can prevent and detect illegal behaviors in the system and is a security
repair method after the system is attacked. Analysis of existing blockchain vulnerabilities,
potential attacks, and privacy protection mechanisms is beneficial to formulate network
monitoring strategies and design more efficient and secure supervision mechanisms.

2.2. Security Objectives on Blockchain

According to the network system’s security requirements, the basic security goal of
blockchain system construction is to use cryptography network security and other technical
means to protect all levels of blockchain security systems [42]. Security objectives such as
consensus security, smart contract security, privacy protection, and content security are
closely related to data security [43].

Quantum technology derived from digital and networked assets will provide faster,
more advanced blockchain solutions, as well as chances to boost blockchain security and
performance [44-46]. Kashyap discusses a way to implement blockchain and quantum
cryptography in a quantum cryptosystem [47]. The security and development of network
technology are intertwined and synchronized, and the security vulnerabilities and pri-
vacy risks in the IoT system can be well addressed by blockchain technology [48]. IoT
applications in the healthcare field shorten the communication limitations between doctors
and patients as they can be diagnosed remotely in emergency scenarios through intel-
ligent devices and sensors. Blockchain technology is mainly applied in healthcare as it
decentralizes immutability, security, privacy, and transparency [49]. Systems of health-
care, IoT, and blockchain are interdependent and share reliable resources. In the technical
integration process, [50] conducted a new paradigm investigation on the security risks
and challenges. In Monrat’s work [51], he provided a comparative study of the different
consensus mechanisms and discussed the challenges.

2.2.1. Consensus Security

The security of the data inside the blockchain will be verified by a single entity with
rights to the full blockchain network relying on distributed nodes to ensure security. All
nodes in the blockchain network performing security for their own blocks causes mistrust
of the blocks that are not maintained by individual nodes. In order to prove the authenticity
of the verified blocks by different nodes, various methods have been developed to ensure
the authenticity of the blocks. The first method of proof of work [52-54] indicates that every
node cannot either verify large amounts of blocks or if they are trustworthy; therefore, a
one-on-one vote is not used, and only nodes that control a wide array of scarce resources
such as computational power or cryptocurrency are selected to create a block that can be
authenticated over the blockchain network. If an honest node receives two blocks, then
it will only accept the block having the longest chain, thus verifying the integrity of the
blocks on the network. The same algorithm also works if the node has the most stakes or
resources available, e.g., cryptocurrency as proof of stakes [55-57]. These two methods
can also be integrated to check both work and stakes simultaneously, creating a hybrid
consensus [58,59].

2.2.2. Smart Contracts

Blockchain 2.0, as referred to, sometimes enables a complete programming language
to create smart contracts applications on the blockchain [60]. The security of smart contracts
is an important factor as it includes financial settings attracting various hacking attempts
and leaving the blockchain network prone to network attacks. Due to the nature of smart
contracts, they are triggered in the blockchain network to each node when predefined
conditions are met. It is designed to ensure the parties included in any transactions gets
their fare-share or contract amount after the conditions are met. They are self-triggered
and cannot be stopped. There are, though, several drawbacks that include exploiting
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smart contracts to perform undesired operations on the targeted machine without the
knowledge of the user, including blockchain withholding attacks [61,62], pool attacks [63],
and inconspicuous traps [64].

2.2.3. Privacy and Content Protection

One of the key features of the block is the privacy of the user’s identity interacting
with the network and hiding transactions that are of someone else. However, this is hard to
obtain as the blockchain network is an open system, so each node can verify the integrity
of the blocks. The anonymous nature is kept in the blockchain to protect the privacy of the
users, which can be broken in several ways [65]. The de-anonymization can be obtained by
several attacks, some common to network attacks, others more focused on blockchain. A
simple network scan or analysis can leak some information regarding the incoming blocks
and their originator [66]. Address clustering can be used to bifurcate the originators of
the first block, which are often miners, by finding blocks having no origin-destination
pair [67,68], though it is not easy but can be accomplished. One attempt to de-anonymize
user information was carried out in [69] using transaction fingerprinting, where the hour
of the day, time of the hour, coin flow, and input/output balance are used to track down
almost 40% of the bitcoin users. Various types of mixing services [70,71] can be used to
protect the user and transaction information. Other than that, online anonymity using a
VPN and the Tor network can be used to protect user identification over the blockchain
network.

2.3. Parallel Security of Blockchain

Blockchain’s parallel security theory uses parallel intelligence and ACP (artificial sys-
tems + computational experiments + parallel execution) method [72,73] to realize security
decision-making [74]. Parallel security theory constructs artificial blockchain systems by
formally describing fundamental elements’ static characteristics and dynamic behaviors,
such as consensus algorithms, node states, network environments, and security-related
incentive mechanisms. Figure 4 shows the concept of parallel security [75], using the
artificial system (A) method to model the actual blockchain system to reflect the operating
state of the actual system. Method calculation experiments (C) to differentiate artificial
attack experiments, analysis, and evaluation are carried out in the artificial system to grasp
the evolution law and countermeasures of the corresponding actual blockchain system
under various attacks. Additionally, to form a perfect “scenario-response” knowledge
base using the parallel execution (P) method, with parallel execution and artificial systems
co-evolving with real systems under the same attack, training and learning, experiment
and education, management, and control of the actual blockchain system are realized.

Real Blockchain system Artificial Blockchain system
— 0 &
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= — al, g
¢ g £
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Figure 4. A framework of parallel security on the blockchain.
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The parallel security system can optimize the security decision-making of blockchain,
accurately and efficiently solving the security threats encountered by the system in the
actual operation [76]. However, parallel security is more of a guiding security attack and
defense. Its implementation still needs to gradually solve the general modeling, attack
simulation, computational experimentation, blockchain intelligent analysis, bidirectional
guidance, and the co-evolution of the artificial and the real system.

3. Security Issues of Blockchain Technology

Blockchain has a wide range of applications in the healthcare sector that help health-
care researchers discover the genetic code by facilitating the secure transfer of the patient’s
medical records, managing the drug supply chain, and facilitating the secure transfer
of patient medical data. The descriptions highlight cryptography, immutability, and de-
centralization, which seem secure [77] due to cryptographic security and the assurance
that hardly modify data without the knowledge of other participants [78]. Cryptographic
algorithms are essential to realizing the data security system [79]. This does not mean that
the blockchain is immune to cyber-attacks and securities fraud. As a multidisciplinary
composite new technology, with in-depth research and frequent security incidents, the
security flaws of blockchain at all levels are gradually exposed.

Electronic health records (EHRs) are currently stored digitally, and blockchain-based
healthcare systems are centralized on a small scale [80]. To continue making blockchain
technology an accomplishment, multiple fund providers, healthcare researchers, and health
ministries will need to collaborate for the transformation of the healthcare sector, as it will
significantly help end users. There are several major blockchain security challenges and
preventions [81]:

51% attacks: Miners’ primary responsibility is to confirm the transaction request and
package data, allowing them to explore the next block even further. A 51% attack is arguably
the highest risk in the blockchain industry, as it involves the possibility of modifying the
entire blockchain, which is more likely to occur early in the blockchain when there are very
few miners on the chain. To increase the hash rate, improve the mining pool monitoring,
and avoid using proof-of-work (PoW) consensus procedures to prevent 51% attacks.

Sybil attacks: In a Sybil attack, hackers create fake network nodes and flood the target
network with an overwhelming number of false identities, crashing the system and disrupt-
ing the chain’s transactions. To avoid Sybil attacks, use appropriate consensus algorithms,
monitor the behavior of other nodes, and stare for nodes that are only forwarding blocks
from one user.

Phishing attacks: Phishing attacks on blockchain systems are getting to be more com-
mon, causing genuine issues. In a phishing attack, the hacker’s objective is to obtain the
user’s accreditations. They have the capacity to send legitimate-looking emails to the pro-
prietor of the wallet key. While the user enters login data through a joined false hyperlink,
get the qualifications and other data. Improve the security of your browser and device
by installing malicious link detection software or reliable anti-malware software, keeping
systems and software up to date. Do not click on unknown links, and when using an
electronic wallet or other important information, avoid turning on Wi-Fi for online banking
transactions to prevent phishing attacks.

Routing attacks: Routing attacks are blockchain technology’s next significant security
and privacy risk. Hackers can leverage an account’s anonymity to intercept data sent to
internet service providers. The danger is that these assaults will commonly expose confi-
dential information or assets without the user’s awareness. To minimize routing attacks,
users ought to ensure secure routing methods must be implemented (with certificates),
encrypt user data, use strong passwords and change them regularly, and self-educate about
the risks that information security poses.

Private key security attacks: Blockchain technology is based on public-key cryptography;
improper implementation or handling of public-key cryptography can result in serious
blockchain security issues. An attacker may be able to obtain your private key from the
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public key if your blockchain’s key signing is poorly implemented. Controlling your private
key entails owning all of your data in a blockchain.

Blockchain endpoint vulnerabilities: The vulnerability of blockchain endpoints is another
major issue in blockchain security. To obtain the user’s password, hackers might track user
behavior and target devices. This is one of the most well-known blockchain security flaws.
To avoid endpoint vulnerabilities, do not save blockchain keys as text files in the devices,
and regularly inspect the system, noting the time, location, and device access.

This section will reinterpret based on the six-layer architecture [82]. Each layer can be
subdivided into two parts: the basic module and the security module, as shown in Figure 5.
The basic module is the basic component used to realize the main functions of this layer,
whereas the security module is a security component used to ensure the security of each
layer and provide safe and stable technical support for the upper layer.

Basic Moudles Security Modules

Heterogeneous
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Figure 5. The blockchain system architecture.

3.1. Data Layer

The security module included in the data layer, such as other cryptographic com-
ponents, is the basis for realizing other five-layer functions. The data layer is facing the
following security issues:

o Quantum computing: The blockchain data layer’s transactions and data blocks involve
various cryptographic components [83]. In order to meet higher privacy protection
requirements, some blockchains are required privacy protection technologies such as
ring signatures and zero-knowledge proofs, but those will affect the security of the
data layer [84].

o Improper key management: Blockchain-based applications, especially in the financial
field, are easily the targets of greedy attackers, relevant digital asset transactions, and
healthcare involved in personal details.

o  Leaks and lost keys: Due to improper use and storage, it has brought immense losses
to users; therefore, a reasonable key management mechanism is required. Password-
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protected secret sharing (PPSS) is an online threshold wallet scheme [85], and it is the
mainstream research direction for blockchain to realize secure key management in the
future.

Closely related transactions: Most blockchain-based digital platforms use digital
pseudonyms, but this method only provides weak identity anonymity; the corre-
lation between transactions and transaction amounts is disclosed on the blockchain.
Once an address is exposed, all public key addresses of the user may be inferred.
Through the transaction cluster analysis and transaction graph analysis [86], the user’s
real identity can also be inferred from the statistical characteristics of the transaction.
Code Vulnerability: Some of the cryptographic components may also have flaws and
loopholes in the process of compiling. The transaction malleability attack [87] is
an attack against data layer code vulnerabilities, which exploits the malleability of
transactions using digital signatures during the compilation process, often used to
attack bitcoin trading platforms.

Firstly, the attacker will request a withdrawal from the trading platform. Then, the

platform will create a transaction for the attacker. After that, the attacker regenerates the
TXID identifier based on the changed transaction to forge a new transaction and broadcasts
it to the network. Once the attack is successful, the attacker will get double the bitcoin [88].
Some studies try to deal with the malleability attack of the transaction by modifying the
structure of TXID [89].

3.2. Network Layer

The network layer includes a variety of network technologies, and the core function

is to ensure the legal joining and effective communication of blockchain nodes. The
security issues of the technology itself will inevitably bring security risks to the blockchain
network layer:

P2P network security vulnerabilities: The P2P network [90,91] provides a distributed and
self-organizing connection mode for nodes in a peer-to-peer network environment,
lacking mechanisms such as identity authentication, data verification, and network
security management. The P2P network adopts it impossible to use firewalls, intrusion
detection, and other technologies for targeted protection due to unequal working
modes. The nodes in the network are more vulnerable to attack.

Node’s network topology: The node’s network topology can create the convenience
for attackers to find the attack targets and carry out attacks. Attackers can monitor
the network topology by actively injecting packets or passively monitoring the data
packets transmitted between routes. The eclipse attack [92] is a typical attack method
in which attackers use the topology relationship between nodes to achieve network
isolation. The solar eclipse attack can be used as the basis for other attacks [93]: the
attacker implements the solar eclipse attack on the node with a computing power
advantage, realizes the separation of computing power, affects the distribution of
mining rewards, and further reduces the difficulty of attacks such as (self-mining) and
double payment [94].

Privacy protection issues: The privacy protection at the data layer cannot avoid the
correlation between transaction and user IP address during network transmission;
attackers can use the method to monitor and track the IP address destroying privacy
protection. The network layer provides the mixing service for anonymous payment
in the field of digital currency [95]. Mixing service refers to mixing and outputting
multiple unrelated inputs to make sure the outsider cannot correlate the transaction
to ensure the flow of digital currency cannot be distinguished to achieve anonymity
payment [96].

Centralized mixer and decentralized mixer are two types of mixing services:

Centralized mixer: Performed by a third-party server, the user sends the transaction
token, and after multiple transactions are mixed, it will finally send to the recipient.
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This method destroys blockchain’s decentralization characteristics, hidden dangers
such as third-party backdoors to steal tokens and the single point of failure.

The TumbleBit protocol is an off-chain currency mixing protocol, which also requires
the participation of a third party but cannot know the transaction details besides only
providing services [97].

e Decentralized mixer: Generates a new transaction by spontaneously mixing multiple
transactions and redistributes the tokens according to the original transaction, thereby
realizing anonymous payment.

CoinJoin [98] is a protocol-independent anonymous cryptocurrency mixing technology.
Users need to entrust a third party to construct a transaction that mixes multiple inputs,
but the CoinJoin technology is not completely anonymous; the third party which provides
the service can know the flow of mixed currency transactions.

3.3. Consensus Layer

The consensus layer is to ensure the node sharing with the same valid view and
communication mode provided by the blockchain network, committed to designing a more
secure, more efficient, and low-energy cost consensus mechanism. An efficient consensus
mechanism could help improve the performance of the blockchain system, provide a strong
security guarantee, support application scenarios with complex functions, and promote the
expansion and extension of blockchain technology.

However, the consensus mechanism still has some limitations, such as incomplete
proofs of security, unreliable security assumptions, poor scalability, unstable consistency,
and difficulty in initialization and reconstruction:

o Incomplete proof of security: Consensus mechanisms need to consider various variables
when modeling security, but new consensus mechanisms keep emerging, and some
frameworks cannot fully security certify new mechanisms. Kiayias proposed a security
model and proof method in synchronous networks [99]. Most of the provable security
research on the consensus mechanism focuses on the PoW, which often only considers
a single variable. The complex network environment also challenges the security
analysis of the consensus mechanism.

o Unreliable security assumptions: The security evaluation of modern cryptosystems relies
on computational complexity theory, but some security assumptions are easily broken
in practical applications. As an example of Bitcoin using PoW, according to the mining
pool computing power reach, 56.5% will easily break the security assumption of PoW,
preventing the verification and recording of transactions and destroying the activity
of the consensus mechanism.

e  Inconsistent consistency: Consistency is a high property to measure the security of
the consensus mechanism, but it is difficult to ensure stable consistency in practical
applications. Even proof of elapsed time (PoET) [100] and proof of luck (PoL) [101]
utilize trusted hardware to provide randomness to ensure that the consistency of the
consensus mechanism is not affected by network conditions.

e  Poor scalability: Scalability is an important attribute of consensus mechanism research
and an indispensable part of blockchain usability [102]. The blocks will increase with
the generations, but the number of transactions contained in a block is limited. The
Elastico protocol is the first consensus mechanism based on the idea of sharding on
blockchain [103]. The legal digital currency framework RSCoin scheme proposed by
the Bank of England [104] also uses sharding technology in the permission-obtained
blockchain to improve the scalability of blockchain. It seems that the sharding technol-
ogy theoretically solves the problem of poor scalability, but it introduces the problem
of cross-chain transactions, which requires strong security assumptions, and reduces
the security of blockchain.
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o  Consistency unstable: The initialization of blockchain is the premise to confirm the
stability and reliability of the consensus mechanism, directly related to whether the
execution process of the subsequent consensus mechanism is safe and reliable.

There are two ways to initialize blockchain nowadays; one is to rely on a third party
to generate the genesis block. This goes against the original intention of the decentralized
design of blockchain and cannot be applied to the permission-less blockchain solution in
the P2P network, nor to ensure the randomness and security of the genesis block generated
by the third party, which may affect the generation of subsequent blocks. Another one is
obtained from an existing natural transition; a mature blockchain that relies on a mature
PoW-based blockchain to transition to generate a genesis block, increases the complexity of
initialization. The insecurity of PoW will directly affect the security of the genesis block
and the generation of subsequent blocks:

o Difficult initialization and reconstruction: The consensus mechanism endows blockchain
with immutability and improves its credibility, but it also increases the difficulty of
reconstruction. Once the security is breached, the blockchain cannot be effectively
restored to the previous state before the attack without trusted third-party control.

A hard fork [105,106] is the only feasible way to reconstruct blockchain at present.
However, there are still many limitations in hard-fork reconstruction, and the hard-fork
process will cause both parties to lose interest in these legal transactions.

3.4. Incentive Layer

In the permission-less blockchain, the incentive and consensus layers are interdepen-
dent to maintain the security and stability of the blockchain system jointly. The consensus
mechanism design will affect the selection of incentive entities and the incentive distri-
bution strategy; correspondingly, the incentive mechanism design is also related to the
security of the consensus mechanism and the stability of the blockchain. The nodes that
participate in transaction verification and block generation to obtain higher rewards may
adopt strategies that are not conducive to maintenance to improve their profits and even
pose security threats [107]. Therefore, the incentive layer needs strategic behavior detection
and dynamic reward mechanism optimization:

o  The selfish mining attack: In the ideal condition, the node obtains mining rewards that
are proportional to the computing power in the PoW blockchain, but in the actual
mining process, some nodes will obtain more than their rewards, which means a selfish
mining attack [108]. The selfish mining attack is an attack against PoOW proposed by
Eyal in 2013, which is not easy to detect and prevent. In theory, PoW-based permission-
less blockchain systems may be attacked by selfish mining. It poses a serious threat to
the system’s security and the incentive mechanism’s fairness.

e  Block withholding: The mining pool reduces the cost of node mining so that every node
can participate and get rewards. Some mining pools will use the target mining pool’s
reward distribution strategy to implement block-withholding attacks to obtain higher
rewards. By entrusting some miners to join the target mining pool to contribute to the
invalid workload, share the rewards of the target mining pool, chase the entire mining
pool, and obtain higher rewards.

o  Unsustainable problem: The incentive mechanism of digital currencies such as bitcoin
includes block rewards and transaction fees, but the main income of miner nodes
gradually decreases due to the limit of blocks. With the reduction of block rewards,
these blockchains will inevitably rely entirely on transaction fee-driven and face un-
sustainable problems. Carlsten studied the stability of blockchain in the extreme case
of relying on transaction fees to motivate nodes [109] and points out that only relying
on transaction fee rewards is difficult to avoid the tragedy of the commons, resulting
in many blockchain forks, affecting the security and efficiency of the blockchain. How-
ever, the inflation will be with the continuous token issuance, and block rewards will
not be attractive over time.
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3.5. Contract Layer

The smart contract is a computer program that can be automatically executed accord-
ing to pre-set contract terms between buyer and seller, including code and data set to
deploy, the core of the contract layer. Ethereum is the earliest open-source smart contract
development platform [110] because it is open-source and involves the transaction of digital
currency; once the code loopholes are exploited, irreversible losses will be caused:

e  Exploited code: Ethereum uses the scripting language to smart code contracts, and
it is difficult to avoid loopholes. According to the smart contract survey [111-113],
attacks on Ethereum smart contracts [114] areas: transaction-ordering (TOD) attacks,
time-stamp dependency attacks, DAO attacks, stack size limit attacks, immutable bugs
attacks, gas-less send attacks, re-entrancy attacks, and the short address attack.

e External data source call problem: Blockchain technology is designed to ensure secure
payments without the supervision of a trusted third party, but smart contracts need to
access external data through trusted technology to establish a relationship with the
outside. The TLSNotary and Towncrier schemes [115,116] use the Hypertext Transfer
Protocol Secure (HTTPS) protocol to access external data, but they cannot guarantee
the consistency and authenticity of the data accessed by different nodes nor avoid the
data provider website maliciously changed data or attack to cause a single point of
failure. The Auger scheme [117] requires specific users to return results at a specific
time by setting a penalty mechanism, but it does not provide users with an interface
to access the system at will, which limits its usability.

o Formal verification is not perfect: The security problems exposed by the EVM provided
by Ethereum endanger the execution of smart contracts and users’ digital assets;
thus, formal verification and program analysis tools are required to analyze the smart
contract code and execution process. However, since most of the existing tools are for
the detection and verification of known vulnerabilities, a future study needs existing
anti-patterns and program analysis for dynamic detection.

e Privacy protection issues: Ethereum and Hyperledger are open-source platforms. Smart
contracts involve many users, and the execution of transactions also requires users to
provide transaction information. Like the data layer, cryptography provides technical
support for improving the privacy-preserving properties of smart contracts. Some
applications with high confidentiality requirements and complex functions pose chal-
lenges to designing and writing smart contracts. Cryptography also has limitations in
practical applications.

3.6. Application Layer

Blockchain has been widely applied in finance, supply chain, energy, and other
fields [118,119]. The application layer needs to reflect the business functions in different
scenarios, and the architecture design also will be some slight differences. The application
layer directly interacts with users and needs to have a certain commonality in the design
of architecture. Generally, the application layer includes an API interface, cross-chain
heterogeneity, and supervision technology:

o Difficulty in cross-chain operation: With many heterogeneous blockchain applications,
it is imperative to connect them with cross-chain technology to build an intercon-
nected, interoperable, and trustworthy application network. Decentralized blockchain,
unlike traditional systems, achieves interoperability through central nodes. How
to realize the connection between decentralized blockchain platforms is the biggest
challenge faced by cross-chain technology. Blockchain developers have successively
used technologies such as a notarization mechanism, sidechain or relay network,
hashed time-locked contract (HTLC), and distributed private key control to achieve
heterogeneous blockchain interconnection.

o  Lack of regulatory technology: Security incidents similar to darknet transactions, ran-
somware, and theft of digital assets in Bitcoin and Ethereum have sparked wide debate
in the community about the lack of oversight of blockchain platforms. Supervision
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technology consists of reporting, tracking, and accountability of illegal acts to ensure
the security of the content of the blockchain platform. However, the decentralization,
invariability, and obscurity of blockchain make it more delicate to set up a supervision
medium. As the most mature blockchain platform operation with the highest demand
rate, Bitcoin has naturally come to the forefront of supervisory technology explo-
ration [120]. Since the network’s data monitoring and analysis schemes generally use
a “one-size-fits-all” monitoring technology approach, risking the abduction of honest
users who typically use Bitcoin for legal transactions; thus, supervision technology on
Bitcoin is inevitably not applicable to other blockchain mining platforms.

e  Other attacks: The code vulnerabilities in the development process of the application
layer, especially in the application scenario where the third-party platform is involved,
it is more prone to the risk of unauthorized vulnerability. In addition, in a multi-party
blockchain application, an attacker can control the application software or hardware
within the scope of personal authority, implement a MATE attack (man-at-the-end
attack) [121], violate the application layer protocol regulations or Industry norms,
maliciously leak or tampering with user information, destroying the confidentiality
and integrity of data.

Predicated on the above of these factors, while blockchain has a number of security
flaws, cyber security professionals can do a lot to mitigate these issues, which will help
to design more robust security protocols in a distributed environment. IT experts with
well-honed analytical and technical skills will be well-positioned to deploy blockchain
in the most secure manner. Logically, understanding every detail that affects blockchain
security is critical as well.

4. Blockchain-Based Healthcare

Blockchain adoption in the health industry requires not only overcoming technological
challenges but also developing a solid foundation in terms of hardware and network in-
frastructure [122]. Fortunately, in today’s ICT construction, big manufacturers will provide
customized products and services or professional equipment, reducing the difficulties of the
facility significantly. Blockchain networks have a wide range applied to healthcare systems
corresponding to security and privacy to protect patients’ medical data from unauthorized
access [123]. However, due to the lack of expert design of security protocols, healthcare
systems face many security threats, such as interoperability [124], authenticity, data sharing,
medical data transmission, and mobile health deliberation [125]. Moreover, due to the large
number of developed hardware devices, the main concern for blockchain in healthcare is
implementation and data management.

4.1. Implementation of Blockchain-Based Healthcare

Health and medical data refer to patient treatment records collected throughout the
process of personal health prevention and patient care. The system is a sharing system that
integrates medical records with computing technologies [126]. The system consists of three
modules: data collection, data security, and data service. The data collection module is used
to obtain patient health information, the security module is used to establish a protection
mechanism for the health service, and the service module is used to meet patients’ requests
for medical records [127].

According to the above technical solution, the data service module includes a data
analysis module, a historical case module, a health guidance module, and a patient eval-
uation module. The data analysis module is used to compare the collected medical and
health data of patients with the data in the blockchain of medical institutions analysis [128].
A historical case module is used to store the past recovery of patients. The health guidance
module provides a platform for medical institutions to provide rehabilitation guidance to
patients, and the patient evaluation module provides a platform for patients to evaluate
medical institutions.
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A type of operating technique for a blockchain-based medical data-sharing system
includes the following steps:

Step 1: During the patient’s recuperation, the medical data-sharing system is used to
collect digital records.

Step 2: Securely upload and safeguard the EHR to the health sector blockchain.

Step 3: Compare the newly established EHR to the data stored on the blockchain,
perform data analysis, and upload the outcomes.

Step 4: Establish the patient evaluation platform and integrate it directly into the
healthcare blockchain.

4.2. Data Management in Blockchain-Based Healthcare

Blockchain technology is among the most recent advancements in information tech-
nology, allowing network participants to record transactions and instantly share them
with other blockchain users [129]. Blockchain was utilized in several research studies to
overcome the inadequacies of current Electronic Health Records (EHR) systems [130].

In addition, by preserving the hash of cloud data on the blockchain, they were able to
solve security and privacy concerns about medical records [131]. However, the systems are
susceptible to a single point of failure in these tasks because of the cloud server. Further-
more, the technique does not address the issue of patient privacy when medical records
are maintained in a centralized cloud database. Many research studies [132-134] propose
using blockchain to store medical data in a distributed ledger to overcome the issue of a
single point of failure.

In this field, four main categories were proposed as solutions to the security issues
of patient data: Firstly, data encryption and decryption techniques [135-137]. Secondly, a
new digital signature scheme [138]. Thirdly, the secure data communication method [139].
Fourthly is the key generator mechanism [140] using blockchain technology.

Two important aspects of privacy-preserving systems are controllability and trace-
ability. Therefore, [141] proposed a blockchain-based strategy to allow patients easily
own, control, and share their personal data while maintaining their privacy. Secure mul-
tiparty computing (MPC) and indicator-centric schema (ICS) are also included in this
application-based approach, while Ref. [142] provided a case study that concluded with a
demonstration of the enormous benefits of combining the IoT and blockchain. IoT devices
are utilized as collectors of the patient’s private health data in their work [143], and the pa-
tient’s real-time data might be preserved in the blockchain. They also discuss blockchain’s
controllability and traceability features. Their research also looked at the scalability of the
blockchain in the context of big data.

The studies [144-146] discussed consent management in eHealth contexts and advo-
cated blockchain as the safest and most trustworthy way to handle healthcare data. Access
to personal data has become a worry in this digital age, with security and privacy issues
to contend with due to hacker motivations and privacy violations. This is achievable in
the eHealth field, where patient health information management systems must adhere to
several regulations while staying accessible to officially authorized healthcare practitioners.
Most people have heard about blockchain in the payment industry because of its most
well-known use, bitcoin. The smart-contract-based healthcare management system has
demonstrated how decentralization principles can be applied in the medical ecosystem
for large-scale data management. It is also useful to streamline complex medical proce-
dures and an innovative approach to medical record handling using blockchain technology,
providing flexibility, interoperability, and accessibility.

4.3. Future Trends of Blockchain-Based Healthcare

Blockchain will have a significant technical impact on humanity’s world, and the
value, the potential of blockchain healthcare still scratched the surface [147]. Blockchain
healthcare will not only revolutionize technology and transform sectors, but it will also
upend human society’s present order, legal recognition, and value systems [148]. With
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the progressive maturation of blockchain technology, it is expected that the following
development trends will materialize.

4.3.1. Zero-Knowledge Proof

The blockchain is, by definition, extremely transparent. Any node in the bitcoin
system may read and download all of the data recorded in the ledger, and the blockchain
incorporates zero-knowledge proof technology to provide consumers and organizations
with privacy [149]. The data are utilized to execute the smart contract, and the exact
substance of the data is not shared.

4.3.2. Artificial Intelligence

Blockchain can be applied to artificial intelligence to develop a decentralized market
and collaborative platform for various Al components like data, algorithms, and computing
power [150]. This might open the door for a completely new phase of Al and creative
design. Blockchain in healthcare will improve decision-reliability, clarity, and transparency.
Artificial intelligence will serve as the foundation for anti-counterfeiting and privacy
protection because all blockchain data is accessible to the public.

4.3.3. Internet of Things

Healthcare blockchain technology has the potential to add an extra level of trans-
parency and security to IoT data while also facilitating IoT efficiency, scalability, and
standardization in the future [151]. Patients will be able to control who has access to the
data collected by blockchain-enabled IoT devices used in healthcare, which will increase
the security of the devices against hackers and provide an accurate record of who has
viewed the data [152]. Depending on the particular conditions tracked by IoT sensors,
blockchain-based solutions supported by smart contracts might automate payments in
supply chains.

5. Future Research Focuses on Blockchain Healthcare Security

The security is different between public and private blockchains according to blockchain
type, and the difference is another highlight of blockchain security explained properly.
Public blockchain networks are accessible and allow any user to join while maintaining
participant anonymity; private blockchain needs tighter regulatory and compliance con-
trols [153]. Blockchain can be used to store encoded personal health records that only
certain parties have permission to access. To protect patient information, healthcare re-
quires additional requirements, such as interoperability and data transfer. The process of
sharing data with other sources is called interoperability. Distributed ledgers provide secure
and confidential healthcare management with the participation of healthcare recipients,
healthcare providers, insurers, and regulators [154].

Traditionally, personal health record data was stored and maintained on paper; with
the advent of cloud developments, the records were shifted to a centralized storage facility.
The new era of healthcare, also as known as Health 5.0, necessitates the remote and real-time
collection of large users’ health data via various sensors and smart wearable devices [155]
used for remote health monitoring [156]. These data are produced in large quantities
and must be monitored, transmitted, and handled securely. Some patients are afraid to
share their private health information with a distributed network, and some hospitals are
also hesitant to share specific medication details with insurance companies. Aside from
diagnosis and treatment, blockchain technology can help solve a variety of security issues
in the healthcare industry [157], as shown in Table 3.

Blockchain has a wide range of applications and functions in healthcare. By facilitating
the secure transfer of patient medical records, managing the drug supply chain, and facili-
tating the safe transfer of patient medical records, blockchain technology assists healthcare
researchers in discovering genetic codes [158]. Figure 6 displays the characteristics and
key facilitators of the blockchain across a variety of healthcare spheres and associated
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fields. Blockchain technology’s fully digitalized elements and its use in healthcare-related
applications are major reasons for its adoption.

/// .
/ Managing

Electronic )
_— - \ Medical Record P
/ N\, \(EMR)Data /
/ N _4__/ Interoperable

: \
‘ Protecting = -5
\ Healthcare Data |

\\\ ~ ///

—
/Personal Health
Record Data

\ Management
\

N\

.// \\
/ Point of Care

Genomics
\ Management

N

~

Features of
Blockchain for

\ /Healthcare Domain '
—\ ) /\

= < Genomics
Electronic Healt! -

|Electronic Health
\  Records
\.
\ P .
[Tracking Disease
| and Outbreaks

/ \\

| Safeguarding

Record Data

\ NIaliielny

Figure 6. Blockchain features for the healthcare domain.

Table 3. Issues addressed in the healthcare sector by blockchain-based approach [159,160].

Blockchain-Based

Issues Addressed Healthcare Approach

Advantages

Limitations

. . ical
Security attacks, data privacy Medical records and data

To reduce the various attacks
on the healthcare system

High bandwidth and high
computing power

Integration with IoT addresses
security concerns

Mining incentives and some
specific blockchain attacks are
not a concern

management
Security attacks Patient Monitoring/ERH
Data leakage Drug traceability

Data authentication and
privacy, increasing system
flexibility

Drug traceability scene
complex

Patients’ data real-time
monitoring security

Real-time patient
monitoring/ERH

Systematic protection of data
and use of patient data in a
more relevant form

Time delay while verifying
blocks

Medical records and data
management

Access control, data
tampering

Ensure the patients” data is
legal, transparency of records,
and the security of data

Transaction time lacking

Medical records and data

Data security management

An Interoperable Trust Model
for Healthcare IoT

Unable to recognize symptom
patterns from wearables

Medical records and data

Data management
management

Paper works on the security
issues

It cannot the security
aspects/attacks of IoT

Real-time patient
monitoring/ERH and data
management

Patients” data monitoring and
management

Medical devices read patient
vital signs and share them
with authorized doctors and
hospitals in a secure
blockchain network

Lack of communication
between the server and
devices
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The invention of blockchain lies in the consummation of distributed agreements, and
smart contracts running on it can also realize rich business functions. Security blights in
all situations are demanded in further exploration and disquisition in terms of agreement
medium, sequestration protection, supervision medium, and cross-chain technology.

There are four major security considerations to consider while opting for or designing
a blockchain security solution. A security solution is regarded to be effective for blockchain
if it addresses all four key security concerns:

o  Confidentiality: The basic idea behind using a blockchain-based system is to enable
trusted users better to share information or important content. In this case, the
confidentiality of the information we are exchanging is critical.

e  Integrity: Another critical security concern associated with confidentiality is data
integrity. Maintaining data integrity means the data should not be changed in any
way. The data sent and received by the sender should be the original messages. If a
third party intervenes in the middle and modifies some of the information, its integrity
is compromised. The proper security protocol is required to ensure the content’s
integrity.

e Non-repudiation: Non-repudiation means the inability to deny or take accountability
for a transaction. When some node denies sending or receiving information to or
from another node, this unaccountability issue becomes a significant security concern,
which is unlikely to occur in a peer-to-peer network. Non-repudiation should also be
addressed in the security procedures. It is accomplished by providing a transaction
proofing method in which both the sender and receiver have proof of the transaction.

e Authentication: Blockchain is a widespread network with lots of users as participants.
In such a case, users may forge their identities in order to commit fraud. To prevent
this from happening, proper user authentication is required. Cryptographic techniques
such as digital signatures ensure that no user can impersonate another person. Within
a blockchain network, only authentic and authorized nodes can transact.

5.1. Breaking "Impossible Trinity”

Although research on consensus mechanisms has achieved some results, it still faces
the problems of decentralization, security, and scalability [161]. PoW is the earliest con-
sensus mechanism applied to a blockchain, which has always had low efficiency and high
energy consumption problems. How to break the “impossible trinity” deadlock and con-
sider decentralization, security and scalability is an important problem to be solved in the
development of the blockchain consensus mechanism.

5.2. Privacy Protection and Controllable Supervision

Privacy protection and regulatory mechanisms are both directions that need to be fo-
cused on in future blockchain security [162]. In architecture design, privacy protection relies
on cryptographic technologies such as zero-knowledge proof, homomorphic encryption,
mixing service technology, the Tor network, and other anonymous network communication
technologies to achieve protection of transaction data, user identity, smart contracts, and
user behavior information [163].

The future development of blockchain privacy protection will rely on a highly secure
and efficient cryptographic scheme and focus on user identities, transaction information,
contract codes, and other aspects of privacy protection. In the future, the design of the
regulatory blockchain requires institutional innovation and the use of regulatory technology
to “govern the chain with the chain”, and in addition to regulation, the blockchain-based
application needs to be strengthened.

5.3. Blockchain Interconnection

In the process of realizing blockchain interconnection, numerous security problems
will also come to the focal points of future exploration [164]. To diversify the data and
support more functions, blockchain applications inevitably need to connect to external data
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sources to achieve interconnection with the digital world; the decentralization of blockchain
was opposed to the centralized operation when interconnecting with the external data
source [165]. Numerous miscellaneous blockchain platforms bear effective cross-chain
technology to achieve connection.

The secure connection between blockchain and the external data source will help to
speed up the consummation of the decentralized IoT operation system, which is anticipated
to liberate the serious problem of centralized cargo in the physical world and reduce the
operating model of the organization. The connection between blockchain and external
data sources should not only exploit the advantages of blockchain to solve the problems of
information security, large-scale warehouse, and effectiveness in society but also balance
the conflict between the decentralized blockchain and centralized blockchain.

5.4. System-Level Security Architecture

Blockchain development establishes a system-wide security system, improves the secu-
rity of the entire blockchain, promotes the standardization of blockchain security, and pro-
vides guidelines for design, management, and use for the development of blockchain [166].
The construction will focus on security objectives such as data security, consent security,
privacy protection, smart contract security, and content security, focusing on physical
storage, keys management, network transmission security, functional applications and
blockchain confidential data, controllable supervision along with other aspects technical
specifications and protective measures.

6. Conclusions

The advancement of medical care is moving into a new era with the development
of Health 5.0. Blockchain, as a technological solution, possesses decentralization, secure
sharing, non-tampering, and high privacy, which provides a breakthrough for the existing
bottleneck of EHR security and privacy development new perspective. Protecting patient
medical records from cyberattacks and maintaining privacy with authenticated access is
one of the most important challenges facing the healthcare industry. Blockchain security is
the foundation of healthcare development, the future development of blockchain security
will mainly lie in technology application, application deepening, and supervision systems.
Blockchain has natural advantages in managing data security issues, but its own limitations
have reduced the healthcare field’s involvement in blockchain technology. Homomorphic
encryption is a promising solution to the problems of blockchain latency and data pri-
vacy. Only authorized parties can encrypt and access particular data during interactions,
protecting the security of sensitive patient records. The next study will focus on how to
enhance efficiency while preserving data privacy and security, minimize the number of
smart contracts, and ensure safe interaction in malevolent mode.
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