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Abstract

:

The aim of this paper is to address the current situation where business units in smart grid (SG) environments are decentralized and independent, and there is a conflict between the need for data privacy protection and network security monitoring. To address this issue, we propose a distributed intrusion detection method based on convolutional neural networks–gated recurrent units–federated learning (CNN–GRU–FL). We designed an intrusion detection model and a local training process based on convolutional neural networks–gated recurrent units (CNN–GRU) and enhanced the feature description ability by introducing an attention mechanism. We also propose a new parameter aggregation mechanism to improve the model quality when dealing with differences in data quality and volume. Additionally, a trust-based node selection mechanism was designed to improve the convergence ability of federated learning (FL). Through experiments, it was demonstrated that the proposed method can effectively build a global intrusion detection model among multiple independent entities, and the training accuracy rate, recall rate, and F1 value of CNN–GRU–FL reached 78.79%, 64.15%, and 76.90%, respectively. The improved mechanism improves the performance and efficiency of parameter aggregation when there are differences in data quality.
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1. Introduction


A smart grid is usually composed of multiple smart devices, including intelligent metering and collection and monitoring systems, which can generate a large amount of data transmitted through the Internet. However, the standard communication protocols lack basic security measures, such as encryption and authentication, which makes smart grids particularly vulnerable to attacks. With the continuous increase in equipment, business types, and quantities connected to the smart grid, the security control of power communication network is becoming increasingly difficult. It has become an urgent problem to accurately and quickly detect the network security threats to the smart grid [1,2,3].



Intrusion detection technology is an effective means of ensuring network security. At present, the use of deep learning algorithms for intrusion detection has become a trend [4,5,6]. In the field of smart grids, the intrusion detection method based on deep learning has achieved some research results, such as the use of improved extreme random tree classifiers to achieve a multi-layer network security assessment of smart grids, as seen in [7], which also demonstrates the real-time intrusion detection of network security using machine learning, etc. However, some specific problems will be encountered during the implementation process: first, the supervised deep learning method requires the training data to be as rich and comprehensive as possible. However, the power communication network and smart grids are managed by different regions or departments, which may lack effective data aggregation mechanisms, and there may be data islands. Secondly, due to the existence of power system partitions and domains, the original data are aggregated across departments throughout the network, which may have potential data security and privacy problems, and lead to fuzzy security management boundaries and unclear security responsibilities. However, if each department only conducts intrusion detection research based on its own data, the resulting intrusion detection models will generally encounter problems, such as a low detection ability and a poor generalization ability caused by uneven data distributions.



In response to the above problems, federal learning (FL), which has emerged in recent years, provides a new solution. FL, as a distributed machine learning method, has characteristics such as distributed cooperation, easy expansion, and a low cost, etc. [8,9,10,11], and is compatible with smart grids using a large number of distributed power sources. Therefore, a distributed intrusion detection method based on CNN–GRU–FL is proposed. The innovation points of this paper are summarized as follows:




	
In order to solve the problem of a smart grid having a large number of distributed power sources [12], we designed a local detection method based on CNNs and GRUs, deployed it in multiple independent branch nodes, and used the attention mechanism to extract the key flow information, so as to further improve the comprehensiveness of the smart grid detection.



	
FL was introduced to aggregate and optimize the parameters globally, resulting in a unified and efficient intrusion detection method.



	
A node selection mechanism was designed to improve the convergence ability of FL in real environments.



	
A new parameter aggregation mechanism was designed to improve the training effect of the intrusion detection model under FL, while also allowing for the efficient training of the model without the direct aggregation of the original data.








The structure of this paper is as follows: the first part is the introduction, which introduces the research background and the innovation of the proposed method; the second part is the related work, systematically summarizing the existing research results; the third part describes the distributed intrusion detection method of smart grids; the fourth part discusses the local intrusion detection model based on CNN–GRU, in detail; the fifth part describes the parameter training method based on FL design; the sixth part is the experimental demonstration of the proposed method; and the seventh part is the conclusion.




2. Related Works


At present, certain results have been achieved in the research into deep learning, such as CNNs, LSTMs, and artificial neural networks, etc. [13]. Ref. [14] developed an efficient, scalable, and faster machine learning (ML)-based tool for real-time smart grid (SG) security. Ref. [15] designed a hybrid load forecasting model for smart grids based on a support vector regression model, and combined intelligent feature engineering with an intelligent algorithm to optimize the parameters. Ref. [16] proposed a factored, conditional, restricted Boltzmann machine (FCRBM) model for load forecasting, and proposed a genetic-wind-driven optimization algorithm for performance improvement. The FCRBM shows a strong capability in data analysis [17,18].



In addition, several research teams have applied various deep learning algorithms to intrusion detection methods. Some of their work is described as follows:



Long short-term memory (LSTM) network is a recursive neural network that uses time dimension information. Ref. [19] combined a multi-scale convolutional neural network (MSCNN) and an LSTM network model for intrusion detection, and the effect was good. Ref. [20] proposed intrusion detection technology based on federated simulation learning, which takes advantage of FL and simulation learning to minimize the possibility of obtaining any sensitive data to resist reverse engineering attacks on the learning model.



In 2020, Rahman et al. claimed that the accuracy of the federal learning detection model they proposed was close to the centralized method and superior to the distributed non-clustered device training model [21]. In the same year, Wang et al. combined FL and CNN to extract features and classify the detection based on FL and CNN [22]. In the same year, ref. [23] designed a high-precision intrusion detection model with a better intrusion detection performance using the optimized CNN and multi-scale LSTM.



In 2021, Li et al. considered the temporal characteristics of network intrusion data and used a GRU–RNN network structure to train on the KDD dataset and obtain a better recognition rate and convergence than other non-temporal networks [24]. In the same year, Mothukuri et al. proposed an anomaly detection method that combined FL and gated recurrent unit (GRU) models, using decentralized device data to actively identify intrusions in the Internet of Things, and conducted experiments to prove that this method was superior to the classic/centralized machine learning (non-FL) version in protecting user data privacy [25].



In 2022, Luo et al. designed an FL method based on deep learning, and applied deep learning and integrated learning to the framework of federation learning, improving the accuracy of local models by optimizing their parameters [26].




3. Distributed Intrusion Detection Method for Smart Grid


An intrusion detection method based on an FL network is proposed, which is composed of a central server and several participating nodes (referred to as “participants”). The topology is shown in Figure 1.



Branches in the smart grid environment have independent relationships and security responsibilities, and do not share and exchange original data with each other. Each branch provides a CNN–GRU algorithm model training node, and different participants use local data to train and maintain the algorithm model with the same structure. In the federation mechanism, the participants aggregate and update the model parameters under the auspices of the central server, and use federation learning to jointly build a global intrusion detection method. The participant data basically conform to the independent and identical distribution, so the horizontal federal learning model is adopted for parameter aggregation and distribution [27]. However, some participants may lack a few attack samples or individual data dimensions, so there is a certain degree of dependent co-distribution.



The operation process of the method includes: local model training and federation parameter aggregation, as shown in Figure 2.



The steps of horizontal FL are:




	
Each node uses the intrusion detection model based on the CNN–GRU algorithm to train the local data, and different nodes are maintained within the same algorithm network;



	
The selection mechanism is implemented for each node. The selected node uploads the model parameters after local training in the center for model aggregation, and the other nodes will not participate in this round of training aggregation;



	
The center aggregates the uploaded parameters, updates the global model parameters, and distributes them to each node;



	
Repeat steps 2 and 3 until the model converges with or reaches the specified maximum aggregation time, and end the training. At this point, the CNN–GRU model parameters with the best global effect will be obtained in the center.









4. Local Intrusion Detection Model Based on CNN–GRU


4.1. Local Training Process


The model training process based on CNN–GRU is shown in Figure 3.



In the local intrusion detection model, each branch independently collects traffic characteristics and tries to maintain the same data feature dimension, Dim. Considering the differences and limitations of acquisition technologies, the model is allowed to lose individual dimensions in the acquisition process, and Dim_ Loss indicates the limit of allowable loss. When the number of missing dimensions is less than 10% of the number of dimensions, we set the missing dimensions to 0, but do not add new dimensions, namely:


   D  i m   _ L o s s < = 0.1  D  i m    



(1)







The branches uniformly preprocess and label the collected traffic characteristic data, allowing the label quality to be affected by the limitations of the branches’ data collection level and label ability. The preprocessing includes two steps: normalizing the data via the means of mean normalization; and using the nearest neighbor method to process the missing data values. The data are used to train the intrusion detection model.



The local intrusion detection model is a supervised learning multi-classification detection model based on CNNs and GRUs. The model is shown in Figure 3. Its main body is a roll-up layer and a GRU layer. There is one maximum pooling layer, one random deactivation (dropout) layer, and one full connection layer, and finally, the classification results are output through the attention optimization layer.



In the model, the one-dimensional convolution layer is used to realize the de-sampling and potential feature capture of the dataset. After processing, the feature data is input into the GRU network unit, and is finally classified by the attention optimization layer. The characteristics of CNNs and the simple structure of GRUs can effectively suppress the gradient explosion.



At the same time, considering the data characteristics, such as multi-dimensionality and feature imbalances, the attention mechanism is introduced. The attention mechanism enhances the presentation of important features. In addition, because of the parallelism of the attention mechanism calculation, the training efficiency of the intrusion detection model is improved.




4.2. One-Dimensional CNN Unit


A CNN is a feedforward neural network with the characteristics of a convolution calculation and depth network [28]. A one-dimensional CNN regards the input data as one-dimensional vector, conducts a convolution operation on the input data to construct a feature plane, and generates a group of new features [29]. The CNN output y(x) is as follows:


  y ( x ) = f (   ∑ j ∞     ∑ i ∞    w  i j    x  i j   + b     )  



(2)




where, f(*) represents the activation function(AF), wij is the convolution kernel weight of the position (i,j) of size m × n, i,j∈Rm,n, xij is the input vectors, and b represents the offset.



Then, we apply the maximum pooling operation on each feature plane, select the feature with the highest value, and input the new feature into the full connection layer. The AF of the full connection layer is the softmax function, and the mathematical definition formula of the output    σ t    of this layer is:


   σ t  = s o f t max (  w  h 0   ∗ H +  b 0  )  



(3)




where, wh0 is the convolution kernel, H is the feature, and b0 is the offset. The minimum and maximum values of the offset are one and three, respectively.




4.3. GRU Algorithm Unit


A GRU is a kind of RNN (recurrent neural network). A GRU retains the ability of a traditional RNN to process time series data. By selectively adding new information and forgetting the information accumulated before the gating unit, GRUs effectively solve the problem of RNN gradient disappearance during training, and make up for the problem of RNNs being unable to solve the long-term dependence when processing long series data [30].



GRUs simplify and adjust the structure of LSTMs [31], reduce the number of parameters, and shorten the training time. The structure of the gate control cycle unit in the GRU is shown in Figure 4.



The reset gate rt and update gate zt of the GRU are calculated as follows:


   r t  = σ (  W r   x t  +  U r   h  t − 1   )  



(4)






   z t  = σ (  W z   x t  +  U r   h  t − 1   )  



(5)






   h ˜  = tan h (  W h   x t  + U (  r t  ⊙  h  t − 1   ) )  



(6)






   h t  = ( 1 −  z t  )  h  t − 1   +  z t     h ˜   t   



(7)




where,    x t    represents the input quantity,      h ˜   t    is the hidden unit to be updated, ht represents the hidden layer status of the current GRU unit, Wr, Wz, Wh, Ur, and U are weight matrices, and σ represents a sigmoid function. The above Formulas (4) and (5) first multiply the input value and the output value at the previous time by weight, and then obtain the values of the reset gate and update gate through the sigmoid function. Formula (6) shows that the information of ht−1 is obtained by multiplying the forgetting layer and the output value at the previous time, and that the hidden layer state is obtained by adding the forgetting layer and the output value through the tan h activation function. The final output is updated, as shown in Formula (7).




4.4. Attention Mechanism


The attention mechanism synchronously maps the input traffic data to three special attention matrices, namely, the query matrix Q, key value matrix K, and value matrix V matrix, through the weight matrices Wq, Wk, and Wv, and processes them through the inner product of the Q matrix and K matrix. After scaling according to the data dimension    d i   , the weight is calculated by the softmax function, and is then matched to the corresponding value matrix V to obtain the attention result. Then, it is combined with the CNN–GRU network to determine the final classification result.



The attention mechanism can be divided into the single-headed and the multi-headed attention. The calculation formula of the single-headed attention    A  T T   ( Q , K , V )   is:


   A  T T   ( Q , K , V ) = s o f t max (   Q ⋅  K T       d i      ) ⋅ V  



(8)







The multi-headed attention mechanism is conducive to the multi-level comparison and analysis of the collected traffic data. The key information in the traffic can be more accurately focused and captured through the multiple linear mapping of Q, K, V, and the scaling processing, and the model can be optimized through the continuous learning of parameters to obtain more robust results.



The multi-headed attention is calculated by splicing all the single-headed vectors end-to-end, and then obtaining the final multi-headed attention value through a linear transformation. Multi-headed attention can effectively prevent over-fitting by integrating multiple independent attention calculations.





5. Parameter Training Based on FL


5.1. Federal Learning Process in the Smart Grid Scenario


The main idea of the federated average algorithm is to allow training nodes to upload and aggregate the model parameters after multiple rounds of training in an incremental manner. In a smart grid scenario, the traditional FA algorithm may have several problems:




	
In an actual smart grid environment, considering the technical level of the different branch structures, the quality and volume of the local data may vary greatly. While the FA algorithm distributes the average weights of the nodes participating in the aggregation during the parameter aggregation, it does so without taking into account the volume and quality of the local dataset, which may reduce the accuracy of the global model [32].



	
There are many branches in a smart grid, and the network status among the branches may be uncertain. This leads to an uncontrollable aggregation and training time, and the overall training time depends on the maximum communication delay of each round.



	
A smart grid is vulnerable to multiple types of network attacks, and malicious nodes participating in FL will cause the model performance to decline. Normal nodes may be transformed into malicious nodes by identity theft, and be attacked by increasing the weight of their own nodes in the process of FL. In addition, considering the large size of smart grid nodes, it is possible to have a number of legal nodes. A large number of similar nodes participating in the aggregation will reduce the efficiency of the model aggregation.








To solve these problems, firstly, the core aggregation formula is improved in the traditional FA algorithm. Based on the number of dataset samples and the proportion of attack samples, the contribution rate of the different nodes is adjusted to balance the impact of uneven data distribution. Secondly, a node selection mechanism based on trust is introduced, which comprehensively considers the communication delay, node quality, node historical behavior, and node similarity, and selects the trusted nodes to participate in the aggregation.



5.1.1. Parameter Updating Mechanism of FA Algorithm


The total dataset is divided into N sub sets, that is, N nodes. The local dataset covered by node d in the i-th federated task is expressed as H = (xi,d,yi,d). Without losing generality, we use the loss function li = (xi,d,yi,d;ωi,d) for each node in local training, where ωi,d is the model parameter of equipment node d in the i-th training, that is, the loss function    L i  ( ω )   [33] of the i-th round of the federal task, and is defined as follows:


   L i  ( ω ) =  1   |   C i   |      ∑  d ∈ N     l i    (  x  i , d   ,  y  i , d   ;  ϖ  i , d   )  



(9)




where, |Ci| represents the size of the dataset participating in the i-th round of federal tasks, and ω represents the weight value of the current training model. The goal for the federation mechanism is to minimize the li trained on each sub-dataset [34], namely:


  ω = arg min  L i  ( ω )  



(10)







In terms of parameter updating, the general random gradient descent (SGD) algorithm is used in the parameter-updating method of FL, which can reduce the computational load [35]. The model parameter update formula for the n-th iteration is:


   ϖ  i , d  n  =  ϖ  i , d   n − 1   −  h n  ∇ l (  ϖ  i , d   n − 1   )  



(11)




where hn represents the learning rate of the n-th training, and ∇ is the gradient operator.




5.1.2. Improved Model Aggregation Mechanism


In order to balance the contribution rate of the different local training results with the global model, the aggregation formula of the FA algorithm is improved from the perspectives of dataset size and the attack proportion in the dataset, as shown in Formula (12):


   ϖ  n + 1  ′  =  ω n ′  +   ∑  d ∈ N       |   C d   |  (  ϖ  n + 1   −  ϖ n  )  |   P d   |     |   C i   |       



(12)




wherein    ω n ′    represents the n-th global parameter (weight value), C represents the size of all the datasets, and Cd represents the size of the dataset of sub-model d. ωn+1 − ωn represents the difference between the weights uploaded for the n + 1 training, and the weights uploaded for the n-th training when the local training is performed on sub-model d. Pd represents the proportion of the attacks in sub-model d among all attacks. Different from the traditional weighted average method, the core aggregation Formula (12) introduces the proportion of each sub-dataset in the total dataset |Cd|/|Ci|, and the proportion of the attacks in the d sub-model within all the attacks Pd, to balance the contribution of each federated node’s upload parameters.





5.2. Trust-Based Node Selection Mechanism


Under the smart grid FL model, trust is expressed as whether the nodes participating in the aggregation have a greater value. It is of great value in that the node delay is within the specified threshold, the node data are of a high quality, the historical behavior of the node is legal, and there is no node with a high similarity.



In order to better select some of the most valuable nodes, this paper introduces a trust-based node selection mechanism, and the selection process is shown in Figure 5.



This mechanism divides the global trust value into direct and indirect trust.



The direct trust value comprehensively considers the influence of the communication delay, node quality, and node historical behavior. The communication delay directly affects the efficiency of FL. The quality of the nodes affects the final training effect of the global model. The renegade node interferes with the precision of the model by stealing the legal identity of the original node. The introduction of historical node behavior factors can gradually reduce the trust of the renegade node.



The indirect trust index is introduced to avoid the problem of efficiency reduction caused by node redundancy. In this paper, the indirect trust value is obtained by calculating the node similarity.



This paper uses the hierarchical method to assign values to the indicators, and then introduces the weight mechanism to calculate the global trust value. The specific indicators are as follows:




	
Communication delay Trustd: specify the maximum training times m and the maximum training duration tm when each sub-model conducts local training. ti is the time required for node i to complete m times of training, and Ti is the actual delay of each sub-model. When the number of training times of node i reaches m or the training time exceeds the specified maximum duration, the index is assigned as 0, or otherwise score is assigned according to the grading rules:


  T r u s  t d  =  {    0 ,        T i  >   max   i ∈ N    {   t i  ,  t m   }      s c o r e ,             o t h e r s      



(13)







	
Node data quality Trustq: in this paper, the node quality mainly takes into account the proportion of the node dataset size within the entire dataset. The higher the proportion, the higher the score is.



	
Node historical behavior Trusth: it stores the node’s historical behavior trust value in a trust list. After each round of node selection, a new trust value will be updated. Node i has no historical behavior when participating in node selection for the first time; thus, it is assigned a minimum trust value Thmin. The calculation process is shown in Algorithm 1.















	Algorithm 1: Trust value algorithm for node history behavior.



	Input: Thmin, Trustdi, Trustqi, Trusthi’

Output: Trusthi



	if(Trusthi’ = NULL)

Trusthi = Thmin

else

scorei = σ * Trustdi + (1 − σ) * Trustqi

   if(scorei/scorei’ > 1 + γ)

     Trusthi = Trusthi’ + α

else if (scorei/scorei’ < 1 − γ)

Trusthi = Trusthi’ − α

else

Trusthi = Trusthi’

   end

end








Among them, Trustdi and Trustqi are, respectively, the communication delay score and the node data quality score of node i, in this round of node selection. Trusthi’ scores the last round of the historical behavior of node i. For each round of selection, a scorei is calculated according to the communication delay and data quality score of the node in the round, and is compared with the value of scorei’ in the previous round. The reward and punishment factors  α  are introduced, and if the scorei is greater than γ% of the scorei’,  α  will be rewarded on the basis of Trusthi’, and, if it is less than γ%,  α  will be punished. Otherwise, the original Trusthi’ will be kept unchanged, and the final historical behavior trust value will not exceed the upper and lower limits of the assigned value.




	4.

	
Direct trust value: the three indicators of Trustd, Trustq, and Trusth are comprehensively considered, and Formula (14) is used to calculate the direct trust value DT:


  D T = 2   T r u s  t d  + T r u s  t q  + T r u s  t h     



(14)








	5.

	
Indirect trust value: the similarity is calculated by the distance of dimension space. In this paper, the Chebyshev distance is calculated. The dimension of the sample space is s, and the distance between   L (  Q m  ,  Q n  )   of any sample object Qm and Qn is:


  L (  Q m  ,  Q n   ) =    lim   k → ∞      (    ∑  i = 1  s      |   Q  m i   −  Q  n i    |   k     )    1 / k    



(15)







The average value of all Chebyshev distances is calculated as the threshold value, and the indirect trust value of the nodes with a distance greater than the average value is assigned a full score. The nodes with a distance less than the average value have a high similarity, which is assigned 0.




	6.

	
The global trust value TG is calculated as follows:


  T G = ϖ ∗ D T  + ( 1 -  ϖ ) ∗ IT  



(16)




where  ϖ  is the weight of the DT. We set a predetermined global trust value threshold of  θ , and if the TG is greater than  θ , the node is trusted.















6. Experiment and Analysis


6.1. Experiment Preparation


6.1.1. Experimental Environment and Data Preprocessing


Considering that the article focuses on the design of the model architecture process, node selection, weight integration, data transmission, and privacy protection are not concerns. Therefore, the simulation experiment is carried out in a stand-alone environment. Thus, the local training dataset in multiple sub-nodes is simulated by splitting the training dataset. Based on the segmented dataset, the single node training effect, node selection, and FL effect, etc., are all tested. The experimental hardware environment is: 3.0 GHz CPU, 32 GB memory, and the software environment is Python 3.8.



The experiment is based on the open-source dataset NSL-KDD, and the data structures are the same as KDD-CUP 99. The dataset contains normal traffic and different kinds of abnormal traffic. It can be classified into five categories: a denial-of-service attack (DoS), a user-to-root attack (U2R), a remote-to-local attack (R2L), a probing attack, and normal. The dataset contains 41 features, including 7 category features or unordered discrete features; there are 22 attacks, and 14 attacks only appear in the test set. All the attacks fall into four categories, including denial-of-service (Dos), surveillance or probe (probe), remote-to-local (R2L), and user-to-root (U2R). The data distribution of NSL-KDD is shown in Table 1. KDD-CUP 99 has problems such as a high redundancy and a high data noise, while NSL-KDD has deleted duplicate and redundant records, especially of normal traffic data. NSL-KDD has a relatively small amount of data, and the distribution of the data features is uneven. Some feature values rarely appear in the training set, or even do not exist. Therefore, after the NSL-KDD dataset is split, a “data island” is easy to form, or the data distribution is uneven, which is more suitable for verifying and comparing the effect of FL.



There are six out-of-order features in the data. When preprocessing the data, we first use the target code to map it to a numerical value. Target encoding is a supervised coding method which maps a discrete type class to a posteriori probability of the target of that class, so that the column can be directly linked to the target column without adding any data dimensions, avoiding the problem of adding these data dimensions in common hot coding. The basic strategy of target coding is as follows:



There are N data points (xi,yi), and the target code maps each layer x to a feature, and the code value corresponding to the current feature value is E(j) below:


   E  ( j )   =  1   S  ( j )       ∑  i = 1  S    y i    ⋅ I  {   x i  =  x  ( j )    }   



(17)




where, x(j) is the current feature value, S is the total number of samples, and II is the indicator function, where:


   S  ( j )   =   ∑  i = 1  S   I  {   x i  =  x  ( j )    }     



(18)







Then, all the data are normalized. The normalized value    β i    is calculated as follows:


   β i  =    α i  −  α  mean     S ^    



(19)




where, αmean is the mean value corresponding to the eigenvalue, and   S ^   represents the variance corresponding to the eigenvalue.



Thirdly, the data tags in the dataset should be uniquely hot coded during training and expanded to an n-dimensional array.




6.1.2. Parameters of Local Detection Model


The specific parameters of the node’s local CNN–GRU detection model are as follows: the size and number of the convolution kernels are 1 × 3 and 64, respectively. The one-dimensional convolution layer can realize the de-sampling of the one-dimensional data. The step size of the maximum pool layer is two, which can reduce the number of parameters to half of the original. The pool layer can select important local features. The GRU layer output data dimension is 1 × 64. The dropout parameter of the random deactivation layer is set to 0.5. Based on the output data in the local CNN–GRU model, the data dimensions of Wq, Wk, and Wv are set to 64 × 64. The data dimensions of the Q, K, and V matrices are all 1 × 64.




6.1.3. FL Model Parameters


The specific parameters of the node selection mechanism based on trust are as follows: the full score of each trust index is 100, and the value is assigned according to the respective evaluation criteria. The maximum training number m of each node is five, and the maximum training duration tm is 30 s. In the trust value algorithm of the node historical behavior, the minimum trust value Thmin is set to 50, and the reward and punishment factors are α = 5, γ = 0.5. The weight of the direct trust value ω is set to 0.75, and the weight of the IT value is 0.25, so as to ensure that the full scores of the DT and IT values are basically equal after weighting. The predetermined threshold θ is specified as 25, which is half of the full score of the weighted global trust value.




6.1.4. Experimental Evaluation Index


The evaluation indexes of the experiment are accuracy, recall, and the F1 value. The evaluation is calculated as follows:



Accuracy: this refers to the ratio of the number of samples correctly classified by the classifier to the total number of samples. Generally speaking, the higher the accuracy, the better the detection or classification effect is. This indicator A can be expressed as:


  A =    P T  +  N T     P T  +  P F  +  N T  +  N F     



(20)




where, PT, PF, NT, and NF are the number of samples with true positive, false positive, true negative, and false negative, respectively.



Precision: this indicates the correct attack sample frequency predicted by the model, that is, how many of the predictions that are true are correct. This indicator is high, indicating that the false positive rate of the prediction is low. This indicator P can be expressed as:


  P =    P T     P T  +  P F     



(21)







Recall: this represents the ratio of the correctly classified samples to the actual samples. A high recall indicates a low rate of missed reports. This indicator R can be expressed as:


  R =    P T     P T  +  N T     



(22)







F1 score: the accuracy and the recall rate of the model are comprehensively considered. A high index means that there are fewer false positives and false negatives. The two indicators are balanced. This indicator F can be expressed as:


  F =   2 P R   P + R    



(23)









6.2. Experiment and Result Analysis


6.2.1. Effect Analysis of CNN–GRU Centralized Inspection Model


The NSL-KDD full dataset is used for algorithm training. The effect of the CNN–GRU algorithm adopted by a single training node is tested and analyzed. Because there are normal data and five types of attacks, the number of neurons in the last full connection layer of the model is five. Considering that the data volume of the training nodes is small in the FL mechanism, the maximum number of the training rounds is ten. If the accuracy is not improved for five consecutive rounds, the training can be terminated in advance. The effects of different algorithms (decision trees, logical regression, naive Bayes, random forests, and the CNN–GRU centralized model) are shown in Table 2.



From Table 2, for the classification detection of the NSL-KDD full dataset, excluding the naive Bayesian algorithm, most traditional classification algorithms and article models can achieve a high accuracy, but due to the limitations of the dataset itself, the recall rate is generally low. The CNN–GRU algorithm has certain advantages in its overall prediction. It shows that the CNN–GRU algorithm has a strong intrusion detection capability when the dataset is relatively comprehensive.




6.2.2. Effect of Node Selection in FL Algorithm


The experiment with the federal learning strategy is proposed in Formula (12). We focus on adjusting and testing the trust-based node selection mechanism proposed in Section 3 and the local training times of the CNN–GRU algorithm proposed in Section 2.



Considering that the current experimental environment cannot simulate the node timeout, the number of aggregated nodes in each round is a random number within the upper and lower limits. The nodes are randomly selected. The aggregation is mainly based on the loss function described in Formula (9) and the core aggregation formula described in Formula (12). The training dataset is divided into 100 pieces to simulate the situation when there are 100 training nodes in the FL model. The upper and lower limits of each round of the aggregation nodes are selected from the values shown in Table 3 to simulate the good, moderate, or poor status of the network or nodes in the actual scenario. The test results are shown in Figure 6.



It can be seen from Figure 6 that when more nodes are required to be aggregated in each round, the FL model converges faster. When the number of nodes is between 15–30, the model can converge to a better degree, in about 20 iterations. On the contrary, when there are few aggregation nodes, the convergence speed of FL decreases, and the accuracy fluctuates greatly. However, when the number of training rounds is sufficient, the accuracy remains good.



Therefore, in the actual smart grid scenario, the relevant parameters in the node selection strategy, such as the maximum communication delay, can be reasonably adjusted according to the network status, node training delay, and other specific parameters.




6.2.3. Analysis and Comparison of FL Detection Effects


An experimental analysis is performed on the effect of the FL algorithm, and the effect is compared with that of single node detection in the presence of “data islands”. The specific experimental methods are as follows:



First, the effect of the FL detection was analyzed experimentally. The overall detection model, based on the CNN–GRU and FL mechanisms proposed in this paper, was tested and analyzed. The experimental parameters were: the number of federation aggregation rounds was set at 50, assuming that there were 100 training nodes in the model, and the upper and lower limits of each round of the node selection were set as 10 and 20.



Secondly, 5 samples were selected from 100 data samples, each of which had about 1260 samples itself. The CNN–GRU algorithm was used for training, and the scene of five training nodes using local data for intrusion detection training was simulated. The algorithm parameters were consistent with those in Table 2.



Finally, it was considered that, in the FL mechanism, the data volume of each training node would not be too large, and that the number of rounds in the local CNN–GRU model during the aggregation update was ten at most. The detection effects are shown in Table 4.



From Table 4, it can be seen that the training results of FL are similar to the detection results after all data are trained together, which are shown in Table 3. The training accuracy rate, the recall rate, and the F1 value of CNN–GRU–FL reached 78.79%, 64.15%, and 76.90%, respectively, which is 3.65% higher than that of the random forest in Table 2. This shows that the federated learning method proposed in the article can achieve a similar detection effect with the centralized model without data aggregation, which ensures data privacy.



However, the detection effect of a single training node is limited by the local data, and its accuracy, recall, and other indicators have been declined to varying degrees. Due to the uneven distribution of the data during data segmentation, the detection effects of the different nodes differ, which indicates that in the actual power IoT scenario, due to the difference of the data collected by each unit, when each unit conducts its own intrusion detection training its detection effect shows a certain degree of uncertainty, which may lead to weak links in the overall network.



The effect of attack classification is tested. Considering the distribution of the different attack types, DoS and probe attack types are performed with more data, so they are evenly distributed during the data segmentation. However, if the number of U2R attacks is too small, a large number of nodes will be unable to identify this type of attack. Therefore, an R2L attack is selected for the attack classification test. The test results are shown in Table 5.



It can be seen from the table that a single training node is limited by its own data and cannot classify specific types of attacks, such as node 3 and node 4, and that the detection index obtained is 0. However, the method enables FL and the nodes in the model to obtain the detection ability for a specific type of attack without being attacked by it, that is, it eliminates the possible poor detection ability, the lack of specific attack classification ability, and the over-fitting of the model of a single node under the effect of an information island. The accuracy of this method is 88.34%.



In addition, in the general FL scenario, due to the data dispersion and the randomness of each round of aggregation nodes, the detection and classification performance will be lost. Thus, the FL model is inferior to the centralized model in terms of the performance indicators. However, based on the conclusions in Table 5 and Table 6, the average precision of our model is 97.2%. The overall similarity to the centralized model of all indexes is 93.5%. It can be seen that, by improving the aggregation mechanism of the model parameters, the method in this paper has obtained index values similar to those of the CNN–GRU centralized model, without a significant performance degradation.




6.2.4. Intrusion Detection Time Comparison


In order to demonstrate the detection efficiency of the proposed CNN–GRU–FL method, it is compared with the decision tree, logical regression, naive Bayes, random forest, and CNN–GRU centralized model. Then, 5 pieces of data are selected, each of which has about 1260 samples. The return time of the system when the intrusion detection is completed by different methods is shown in Table 6.



From Table 6, the detection time of the method using a single detection model, such as the decision tree, is shorter, and the detection time is not more than 0.22 s. However, the CNN–GRU centralized model needs intensive processing of the data, so it takes a long time, reaching 0.2681 s. Since the proposed model improves FL based on trust, which can accelerate its convergence speed, the detection time is reduced by 0.2359 s compared with the centralized model. Overall, the proposed method is effective in the intrusion detection of a smart grid.






7. Conclusions


A distributed intrusion detection method based on CNN–GRU–FL is proposed to solve the problems of data security and data privacy in smart grids. First, we deploy intrusion detection models based on CNN and GRU at each local end. Then, federal learning is introduced to aggregate and optimize the parameters to form a unified and efficient intrusion detection method. In the overall intrusion detection method, a trust-based node selection mechanism is designed to improve the convergence ability of the federation model, and a new parameter aggregation mechanism is designed to improve the training effect of the intrusion detection model under the federation learning. The experimental results show that the training accuracy rate, the recall rate, and the F1 value of CNN–GRU–FL reached 78.79%, 64.15%, and 76.90%, respectively, and that the detection time is 0.2359s. It is an efficient and accurate intrusion detection model.



Due to the continuous development of information technology, new network attacks are bound to occur, and the proposed methods may lack universality. Therefore, in future research, migration learning and other mechanisms will be introduced to further improve the monitoring ability of intrusion detection methods.
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Figure 1. Topology of smart-grid-distributed intrusion detection model. 
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Figure 2. Horizontal FL process framework. 
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Figure 3. CNN–GRU multi-classification prediction model and its training process. 
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Figure 4. Gated circulation unit structure. 
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Figure 5. Flow chart of node selection mechanism based on trust. 
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Figure 6. Effect comparison of node selection strategy. 
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Table 1. NSL-KDD data distribution.
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	Attack Type
	Training Set Distribution
	Test Set Distribution





	Normal
	125,973
	9652



	Dos
	45,729
	7845



	Probe
	15,661
	2718



	R2L
	972
	2699



	U2R
	52
	200



	Total
	188,387
	23,114
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Table 2. Comparison of intrusion detection effects of CNN–GRU centralized model.
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	Accuracy
	Precision
	Recall
	F1 Value





	Decision tree
	0.7534
	0.9621
	0.6067
	0.7330



	Logistic regression
	0.7374
	0.9261
	0.5854
	0.7174



	Naive bayes
	0.5880
	0.5922
	0.8875
	0.7104



	Random forest
	0.7514
	0.9740
	0.5787
	0.7260



	CNN–GRU centralized model
	0.7979
	0.9726
	0.6455
	0.7860
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Table 3. Upper and lower limits of aggregation nodes in each round.
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	Upper Limit
	Lower Limit





	Strategy1
	30
	15



	Strategy 2
	20
	10



	Strategy 3
	10
	5
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Table 4. FL intrusion detection effect.
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	Accuracy
	Precision
	Recall
	F1 Value





	Node 1
	0.7615
	0.9650
	0.6030
	0.7422



	Node 2
	0.7436
	0.9678
	0.5685
	0.7163



	Node 3
	0.7442
	0.9621
	0.5733
	0.7185



	Node 4
	0.7503
	0.9695
	0.5796
	0.7255



	Node 5
	0.7540
	0.9737
	0.5836
	0.7298



	Proposed method
	0.7879
	0.9733
	0.6415
	0.7690



	CNN–GRU centralized model
	0.7979
	0.9726
	0.6455
	0.7860
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Table 5. FL (R2L) attack classification effect.
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	Accuracy
	Precision
	Recall
	F1 Value





	Node 1
	0.8789
	0.8108
	0.0109
	0.0004



	Node 2
	0.8836
	0.8466
	0.0581
	0.0015



	Node 3
	0
	0
	0
	0



	Node 4
	0.8781
	0.6923
	0.0033
	0.0002



	Node 5
	0
	0
	0
	0



	Proposed method
	0.8834
	0.9699
	0.1068
	0.0010



	CNN–GRU centralized model
	0.8919
	0.9620
	0.1550
	0.0012
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Table 6. Intrusion detection time.






Table 6. Intrusion detection time.









	
	Accuracy





	Decision tree
	0.1617



	Logistic regression
	0.2152



	Naïve Bayes
	0.2098



	Random forest
	0.2163



	CNN–GRU centralized model
	0.2681



	Proposed method
	0.2359
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