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Abstract: The increasing deployment of Internet of Things (IoT) devices in mission-critical systems
has made them more appealing to attackers. Cyberattacks on IoT devices have the potential to expose
sensitive data, disrupt operations, and even endanger lives. As a result, IoT security has recently
gained traction in both industry and academia. However, no research has examined existing IoT
vulnerability assessment frameworks in a systematic and comprehensive manner. To address this
gap, this paper systematically reviews and analyses the research challenges and state-of-the-art IoT
vulnerability assessment frameworks while taking into account both breadth and depth. The study
provides insight into current IoT vulnerability assessment approaches, which is useful for ongoing
efforts to characterise cybersecurity risks and manage IoT vulnerabilities. It will be of interest to a
spectrum of readers, including those in the IoT research community, researchers in cybersecurity, risk
and vulnerability management professionals, and others. By offering the latest perspective on the
present IoT vulnerability assessment techniques, this study will raise IoT security awareness and
facilitate research into IoT vulnerability assessment methodologies. The knowledge provided by
this study will also be beneficial to future academics who are interested in the issues and solutions
surrounding IoT security. The report also assists in understanding the research direction in IoT
vulnerability assessment approaches, making it beneficial for those looking to create new methods
for determining IoT vulnerabilities.
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1. Introduction
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Revised: 21 February 2023 smart TVs, and web cameras. The versatility of IoT devices makes them suitable for nu-
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and smart grids [7]. It is expected that 29 billion IoT devices will be installed globally by
2030 across industry verticals and other areas [8].

- IoT promises ample benefits to consumers and businesses, including convenience,
increased efficiency, processes and productivity, service level, and customer satisfaction.
While the benefits of IoT are undeniable, IoT devices are riddled with exploitable vulner-
abilities [9]. Vulnerability is defined as an inherent flaw in IoT firmware, applications,
or services that adversaries could take advantage of in some way to perpetrate an attack.
According to a recent study, 70% of IoT devices have security flaws, with each device
containing an average of 25 flaws [10]. These vulnerabilities are primarily responsible for
a 300% increase in cyberattacks on IoT devices in the first half of 2019 [11]. Adversaries
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take advantage of IoT vulnerabilities in many ways, such as eavesdropping on consumers’
personal information [11,12], creating massive botnets [13], launching distributed denial of
service (DDoS) attacks on critical systems [7,14], sending phishing and spam emails [14],
and stealing intellectual property worth of millions of dollars [15].

With an increase in IoT vulnerability discovery and exploitation, research into IoT
vulnerability detection and mitigation has recently received unprecedented attention. This
has resulted in a significant number of published academic articles and survey papers
addressing various aspects of IoT security challenges [16-21]. In particular, there is a
growing body of literature on IoT vulnerability assessment and quantification frameworks.
This is due to the importance of IoT vulnerability assessment in evaluating security risks and
developing IoT security strategies. While existing survey papers add to our understanding
of IoT vulnerability, they do not address IoT vulnerability assessment and quantification
frameworks. Specifically, to our knowledge, no systematic literature review (SLR) on IoT
vulnerability assessment frameworks has been conducted. This paper seeks to fill this gap.

Motivated by this, we put forward a state-of-the-art systematic literature review on
IoT vulnerability assessment and quantification frameworks. This study covers research
published between 2016 and 2022 to identify the common frameworks used to assess
and quantify vulnerabilities in the IoT domain. In addition to complementing existing
surveys, the SLR underscores the significance of vulnerability assessment frameworks in IoT
security. The SLR provides baseline knowledge and serves as a foundation for current IoT
vulnerability assessment frameworks. It offers background information for cybersecurity
researchers and practitioners seeking to understand current methods and techniques for
assessing IoT device vulnerabilities. It also serves as a road map for researchers who want
to investigate emerging gaps in IoT vulnerability assessment and quantification or be at the
forefront of mainstream research on the subject. Furthermore, the information presented
in this paper will be useful in understanding the research direction in IoT vulnerability
assessment frameworks, which will contribute to the development of novel techniques for
assessing and mitigating IoT vulnerabilities.

Our work advances the state of the art in IoT vulnerability assessment in many
ways, including:

e Identifying SLR research gaps on IoT-specific vulnerability assessment frameworks
with emphases on vulnerability quantification methodology;

e  Presenting a state-of-the-art systematic literature review on IoT vulnerability assess-
ment and quantification frameworks;

e Identifying the key approaches used to assess and quantify security vulnerabilities in

IoT, the key analysis techniques, and the primary application domains;

e Identifying limitations of the current IoT vulnerability assessment research so that
researchers could address these open challenges;
e  Presenting IoT architecture layer-based analysis of IoT security vulnerabilities.

The remainder of the paper is organised as follows: Sections 2 and 3 discuss related
work, followed by background information. In Section 4, the research methodology is
discussed. The results and discussions are highlighted in Section 5, followed by possible
future directions in Section 6. Concluding remarks are in Section 7.

2. Related Work

Security in IoT is a broad research field that covers a wide range of topics. This
is evident from many published surveys covering a wide range of IoT cybersecurity
issues [16-18,22,23]. The top ten IoT vulnerabilities listed by OWASP (Open Web Ap-
plication Security Project) [9] reflect the lack of maturity of IoT security vulnerability
assessment frameworks. Since a successful exploitation of IoT vulnerabilities potentially
jeopardizes privacy, safety, and system availability, IoT vulnerability has recently attracted
significant attention from industry and academics [21]. There are a handful of surveys that
specifically focus on the growing IoT vulnerabilities. Table 1 summarizes the extant research
on IoT vulnerabilities. These surveys exclusively focus on IoT vulnerability identification,
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detection, and discovery. There is no SLR in vulnerability assessment and quantification
frameworks. The SLR presented in this paper addresses these research gaps.

Table 1. Comparative analysis of recent work on IoT security vulnerabilities.

References

Contributions Challenges Addressed

Mosenia and Jha [16]
Neshenko et al. [19]
Rytel et al. [24]
AlLifah et al. [25]
Yu et al. [21]

Xie et al. [26]
Srivastava et al. [27]

Anand et al. [12]
Meneghello et al. [28]
Costin et al. [29]

Nadir et al. [30]
Wright et al. [31]
Xie et al. [32]

Frustaci et al. [33]

Qasem et al. [34]

Feng et al. [26]
Yaqoob et al. [35]

A survey on IoT security vulnerabilities and

) Identification of IoT edge layer vulnerabilities.
security controls.

A comprehensive survey on IoT vulnerabilities Identification of vulnerabilities, attack vectors,
and experiment on large-scale exploitations. impacts, and controls.
Survey on publicly available sources of known Identifying information sources of
IoT vulnerabilities. IoT vulnerabilities.
A systematic literature survey of smart home Identifying smart home device
device security vulnerabilities. security vulnerabilities.

Surveyed research on methods for IoT device
vulnerability analysis.
Survey on IoT firmware security
vulnerabilities analysis.

Covers a multi-tiered survey covering the causes
of IoT-related vulnerabilities across various
layers of IoT infrastructure.

Survey covering multiple areas and tools for IoT  Identifying tools for monitoring and discovering

Methods for IoT device vulnerability analysis.
Detecting vulnerabilities in IoT firmware.

Identifying vulnerabilities across various layers
of IoT infrastructure.

vulnerability with a sustainability focus. IoT vulnerabilities.
A survey of security vulnerabilities in real IoT Identifying IoT devices and IoT network
devices and IoT network protocols. protocol vulnerabilities.
Survey of existing threats and vulnerabilitiesin ~ Identifying vulnerabilities in video surveillance,
IoT devices. CCTV, and web camera systems.

A systematic literature review on security and
analysis techniques of IoT firmware.
Reviewed the literature on emulation and
dynamic analysis useful for determining if
firmware contains security vulnerabilities.

A brief survey on methods for detecting IoT
firmware vulnerabilities and classification.
Analyzed critical security flaws in the
communication and networking protocols used
in these layers.

A survey on the detection of software
vulnerabilities in embedded devices
and firmware.

A survey focusing on the challenges in detecting
vulnerabilities in IoT device firmware.

Survey on security flaws in medical devices. Identifying IoT medical device vulnerabilities.

Techniques of IoT firmware vulnerabilities.

Identifying whether firmware contains
security vulnerabilities.

Detecting IoT firmware vulnerabilities.

Identifying vulnerabilities in communication
and networking protocols.

Detection of vulnerabilities in embedded devices
and firmware.

Detection of IoT device firmware vulnerabilities.

3. Background

This section presents background information. We will discuss IoT reference architec-
ture and security vulnerabilities from the perspective of IoT architecture.

3.1. IoT System Architecture

Currently, there is no universally agreed-upon established standard of IoT architecture.
Figure 1 shows the commonly used IoT architecture, composed of physical, network, and
application layers [36-39]. Each layer has its own vulnerabilities and is susceptible to
different threats. We map these vulnerabilities. Figure 1 also shows security vulnerabilities
related to each layer of the IoT architecture.
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Figure 1. Layered IoT architecture with associated IoT vulnerabilities in different layers.

3.1.1. Physical Layer

The physical layer, also known as the perception layer, is the lowest layer of the
IoT architecture. It contains all the physical devices, which include IP cameras, Fitbit,
sensors, and RFID tags and RFID readers [40,41]. These devices have the capability of
sensing the environment and gathering a variety of information, such as motion and
temperature, and transmitting the collected information to the network layer. Prevalent
security vulnerabilities at the physical layer include lack of physical hardening, lack of
proper encryption, weak or hardcoded passwords, weak authentication and authorization,
unnecessarily open ports (e.g., open SSH and Telnet ports), lack of secure boot process,
insecure firmware, and insecure and outdated components.

Adversaries can leverage weakness in physical security to take control of the device
and physically tamper with the devices. For example, attackers can acquire control of the
IoT device and modify the Integrated Circuit (IC) and exploit its basic functionality or
extract confidential information for remote attack of the IoT system [19]. Moreover, an
attacker with physical or wireless access to the IoT device can possibly clone it and use
it to infiltrate the IoT network infrastructure [42]. The lack of robust password practices
(e.g., using weak, default, and hardcoded passwords) is a major security vulnerability
of this layer. The weaker the password, the easier and faster it can be recovered using
brute force attacks. Vulnerabilities due to insecure firmware can allow an attacker to insert
malicious code into a device, granting the hacker full network access [43].

The absence of a secure boot mechanism results in another IoT device vulnerability.
Secure booting is necessary to prevent attackers from compromising an operating system
or installing a malicious bootloader into IoT devices. However, IoT devices almost never
secure the boot process and do not ensure software integrity [44]. Another IoT vulnerability
arises from the lack of proper device update management. This includes a deficiency
in firmware validation on the device, an inability to send data securely (they are sent in
clear text), a lack of anti-rollback safeguards, and an inability to alert users to security
changes brought on by updates. Unauthorized software and firmware updates represent a
significant attack surface for IoT devices. By taking advantage of weak update mechanisms,
an adversary can launch many attacks [26]. Similarly, an open port that allows access to
the IoT device’s operating system or other services is a common security flaw at this layer.
Attackers employ port scanning to find vulnerable network IoT devices with open ports.
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Once such vulnerable devices have been identified, a malicious payload or command is
executed in the device.

3.1.2. Network Layer

The network layer’s function is to enable device-to-device communication, providing
IoT devices access to the Internet, and ensuring efficient information transmission from
the perception layer to application interfaces (i.e., to the application layer). Various data
transmission technologies, such as Wi-Fi, LTE, Ethernet, BLE, and ZigBee, are used at this
layer. Vulnerabilities at the network layer include lack of proper encryption, weak authenti-
cation and authorisation, insecure ecosystem interfaces, insecure security configuration,
and insecure software/firmware. Adversaries frequently exploit vulnerabilities in insecure
interfaces to gain network access. Network layer IoT vulnerabilities mainly arise when
attackers exploit weaknesses in IoT communication protocols, such as intercepting sensitive
information and launching greater-scale malicious attacks or preventing transmission of
legitimate data [45].

Many IoT devices lack encryption capabilities. as demonstrated by the fact that 98%
of IoT device traffic on the Internet is unencrypted [46]. Therefore, it is possible for hackers
to intercept data sent to and from devices using a Man-In-The-Middle (MITM) attack or
other eavesdropping tools to steal login credentials and other sensitive information sent to
and from the device. Furthermore, IoT devices that run unnecessary or insecure network
services, particularly those connected to the Internet, threaten information confidentiality,
integrity, and availability. The lack of attention given to network services security by IoT
device manufacturers continues to be a problem for both users and companies.

Default or hardcoded passwords expose connection protocols to cyberattacks [39].
Attackers typically compromise IoT devices by exploiting login credential (usernames/
passwords) vulnerabilities and then using the compromised IoT devices to launch large-
scale botnets and other malware-related attacks [13,14]. Some 70% of IoT devices are set
up to use easily decipherable factory-set default login credentials [47]. Additionally, con-
sumers usually do not change the default access credentials or use simple login credentials.
Dictionary attacks based on a list of common login credentials (usernames and passwords)
are frequently used by attackers. Specifically, weak, default, and hardcoded login creden-
tials are favoured by attackers for password-guessing exploits. Figure 2 shows the top 10
default and weak passwords used by attackers (‘123456” being the most widely used) to
compromise IoT devices [48]. These lax password practices pose a significant risk to IoT
deployment, allowing attackers to hijack firmware and making IoT devices vulnerable to
malware and other cyberattacks. Mirai malware [13], for example, infected IoT devices by
successfully logging in with 61 normally used hardcoded default login credentials.
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Figure 2. Top ten weak and default passwords in IoT attacks.



Electronics 2023, 12,1176

6 of 31

3.1.3. Application Layer

The application layer, also called the service layer, is the top layer of the IoT architec-
ture. This layer contains the application user interface and provides the end users with
application-specific services, such as integrating and analysing data from IoT devices. Com-
mon security vulnerabilities at this layer include weak, guessable, or hardcoded passwords,
weak authentication and authorisation, insecure ecosystem interfaces, insecure security
configuration, and insecure software/firmware. IoT devices are used in a variety of IoT
applications, including smart homes, smart grids, self-driving cars, smart cities, smart
buildings, and smart health. Some of the vulnerabilities that adversaries target in IoT appli-
cations include unsecured network connections, inadequate and insecure protocols [49],
unencrypted data storage, out-of-date IoT application components, weak passwords, inad-
equate updating methods, and authorisation-related vulnerabilities [38]. Software-related
vulnerabilities are exploited by adversaries to compromise the applications and steal or
alter sensitive data. Vulnerabilities due to insecure ecosystem interfaces could lead to the
compromise of an IoT device or its associated components.

Protocols at this layer such as Message Queuing Telemetry Transfer (MQTT) play
a significant role. They provide the backbone of interactions between applications and
services running on various IoT devices and on cloud/edge infrastructures [49]. Therefore,
the security of the protocols is of the utmost significance. However, each protocol has its
different vulnerabilities, thus giving attackers more than one way of intercepting sessions
and tampering with data. Therefore, it is quite challenging to guarantee security at this
layer due to inherent vulnerabilities, such as the absence of proper security services in
the protocols, insecure security configuration, and the misconfiguration of products and
services that exposes IoT devices to numerous security risks [49]. For example, by exploiting
vulnerabilities in implementation or design of the protocols, an adversary can launch denial-
of-service (DoS) attacks at this layer [50]. These are covert attacks, as opposed to large DoS
attacks, and they specifically focus on a particular application that the victim is using.

3.2. Vulnerability Assessment

Vulnerability management is a multi-phase process, as shown in Figure 3. The overall
aim of the process is to identify, measure, and classify vulnerabilities in systems, applica-
tions, and networks based on the risk they represent [51]. Vulnerability assessment is an
integral part of the vulnerability management program. It provides visibility to the security
weakness of a system and a network and helps prioritize high-risk vulnerabilities that need
immediate action.

Discover Assess Prioritise Remediate
|dentify vulnerabilities  Assess severity of the Prioritise vulnerabiliies ~ Remediate critical
in the network identified vulnerabilities  based on their criticality  vulnerabilities

Figure 3. Vulnerability management process.

It is not possible to mitigate all identified vulnerabilities effectively; it requires many
resources to address every single vulnerability. Furthermore, not all vulnerabilities pose
the same risk, thus there is no need to waste resources on mitigating vulnerabilities that
do not have major impacts. By assessing vulnerability scores, decision makers would be
able to compare a vulnerability’s ranking and make a quick decision to focus on critical
vulnerabilities that may have serious impacts if exploited.

3.2.1. Vulnerability Assessment Tools

A number of vulnerability scanning and assessment tools, such as Nessus [52] and
Shodan [53], are used to automatically detect and assess IoT vulnerabilities. A vulnerability
scan searches the network for a set of known vulnerabilities, such as device misconfigura-
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tions, missing patches, and open ports. At the end of scanning the network, it returns a list
of discovered vulnerabilities. The discovered vulnerabilities are fed into the vulnerability
assessment process, which provides organisations with knowledge along with risk scores
assigned to vulnerabilities.

Nessus is a vulnerability scanner and assessor that can be used for a variety of pur-
poses. It is commonly used to test vulnerabilities in a variety of devices and applications.
Moreover, it provides a robust set of vulnerability assessment options, in addition to the
ability to discover several vulnerabilities that include default logins, vulnerable SSH, ser-
vice misconfiguration, unpatched operating systems, and software that could be exploited
by attackers. It also uses the Common Vulnerability Scoring System (CVSS) [54] to assign
risk level (‘Critical’, "High’, ‘Medium’, ‘Low” and ‘None’) to the detected vulnerabilities.

Shodan [53] is widely used to gather information about consumer loT devices con-
nected to Internet. The tool identifies information on devices, such as the service name
and version, hostnames, domains, geographic location, organisation, and operating system,
among other things. It deploys a banner-based method to identify and collect information
on a variety of device categories with accessible IP addresses, including webcams, routers,
refrigerators, fish tanks, printers, traffic lights, smart TVs, and industrial control systems
(ICS). Shodan uses a searchable database to maintain the information discovered on the de-
vices. It provides access to the database via a web interface or an API. It also includes a set
of filters for extracting tailored information from the database, such as the device location
(country), the device names, the operating systems that run on the device, and the services
and ports. Furthermore, it has a feature that identifies exploit code for services provided
by discovered IoT devices [55]. Shodan is, regrettably, also a preferred tool of adversaries
for carrying out reconnaissance. A hacker, for example, can discover Internet-connected
ICS device information using Shodan, such as IP addresses, available open services, and
known vulnerabilities, and launch an attack on the ICS.

Shodan and Nessus are used in combination sometimes. For example, Shodan is used
to gather information about IoT devices, which is subsequently evaluated by Nessus to see
if there are any potential vulnerabilities and to report their scores.

3.2.2. Quantifying Vulnerabilities

Once vulnerabilities are identified, it is important to quantify them for the purpose of
determining their score. A number of resources for tracking and cataloguing vulnerabilities
in consumer software and hardware exist. These resources include the Common Weakness
Enumeration (CWE) system [56], the National Vulnerability Database (NVD) [57], and
CVSS system [54]. NVD is a public repository where the list of known vulnerabilities is
maintained, whereas CVSS is an open and free de facto vulnerability scoring system.

CVSS generates scores for vulnerabilities based on three groups of metrics: base,
temporal, and environmental. Each of these metric groups has a set of metrics that captures
aspects of a vulnerability. The base metric describes the basic properties of a vulnera-
bility that remain unchanged over time and in the user environment. It is made up of
two types of metrics (i.e., exploitability metrics and impact metrics). In contrast, the tem-
poral group represents vulnerability attributes that change over time and not across user
environments. Finally, the environmental group is used to represent vulnerability traits
that are specific to a user’s environment. Each metric is assigned a value by a scorer such
as a vulnerability analyst.

The base metrics group is used to generate a score between 0 and 10. A score of 0 is the
lowest and 10 is the highest score. The base score can be modified by assigning values to the
temporal and environmental metrics. The vulnerability score is used to understand the threat
level of a vulnerability and to prioritise responses and resources to high-scoring vulnerabilities.

4. Research Methodology and Materials

This study aims to investigate state-of-the-art IoT vulnerability assessment frameworks
with emphases on vulnerability quantification while considering both breadth and depth.
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To achieve this objective, we adopted the guideline drawn from Kitchenham et al. [58]. This
systematic methodology is composed of three phases, as outlined in Figure 4.

Framing Research questions

Search Keyword Databases Duplicate
Identification Identification Removal

Identification
Phase

Q .
& 9 Title Abstract o
" o e Publication year
c o e Relevance
e Z Conclusion Fulltextx: — | oot reviewed
Q=
g8 e Reputed
!> Inclusion and Exclusion Criteria Conference
w

Figure 4. Three phases of a systematic literature review process.

4.1. Identification Phase

In this phase, we formulated the research questions and identified both the search
keywords and the databases to be searched.

4.2. Formulation of Research Questions
This study will address the following research questions (RQs):

e  RQI: What are the trends in cybersecurity IoT vulnerability assessment and quantifi-
cation research?

e RQ2: What are the key frameworks used to assess and quantify potential security
vulnerabilities in IoT?

e RQ3: What are the primary application domains used to demonstrate the utility of
the approach?

e  RQ4: How are vulnerability quantification methods validated?

4.2.1. Digital Database Information Sources

A number of electronic databases were considered. Table 2 displays a representative
list of the databases searched, along with their corresponding URLs. Several factors
contributed to the selection of these database information sources. These databases are the
most widely used databases in similar studies. They are reputable information sources to
search for scholarly journal papers and conference articles. Furthermore, these databases
were chosen due to the fact that they contain materials that are peer-reviewed. To avoid
publisher bias, we started by selecting papers from Google Scholar.
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Table 2. Research source databases.
Digital Databases URL
Google Scholar www.scholar.google.com (accessed on 13 January 2023)
IEEE Xplore www.leeexplore.ieee.org (accessed on 13 January 2023)
Springer www.link.springer.com (accessed on 13 January 2023)
ACM Digital Library www.dl.acm.org (accessed on 13 January 2023)
Science Direct www.sciencedirect.com (accessed on 13 January 2023)
Scopus www.scopus.com (accessed on 13 January 2023)

4.2.2. Search Keywords

To search the above electronic databases, we formulated search strings. We constructed
the keywords for searching the databases from our research questions based on altered
PICOC criteria, as in [59]. With the help of the criteria, we were able to formulate the
following keywords: Internet of Things, vulnerability assessment, vulnerability scoring,
risk identification, risk assessment, and CVSS.

4.3. Screening and Eligibility Phase

Figure 5 shows the search process flowchart diagram, which is based on Preferred
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) [60].

Google Scholar and e |EEE Explorer = 110 |

Digital Libraries (e.g., ——®1e Springer > 220 |

ScienceDirect) e ACMD > 314 I

e Scopus > 273 [

Reference Chaining e  Google Scholar > 190 [

and Specific Journals [——»| ®  ScienceDirect = 372 :

(loT Journals) N= 1479 |
___________ e —

Records after deleting
duplicates: N=1125

Screening based on title,

abstract and conclusion: N=102

Screening based on exclusion
and inclusion criteria: N=35

Full text assessed for
eligibility: N=35

Full text articles
excluded: N=11

Eligible studies: N=25

Eligible studies via other sources:

N=2

v

v

Total final studies included in the analysis: N=27

Figure 5. Visualization of the search process flowchart.
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The initial search resulted in 1479 papers. We further filtered the papers from the initial
query through multiple phase processes, as shown in Figure 5. In the first step of our search
process, each selected database was queried independently based on search strings and
with basic inclusion and exclusion criteria. Step two is to obtain unique articles for review.
To achieve this, we removed duplicate records returned from the queried databases. Step
three is to further filter papers from step two by reviewing the title, abstract, and conclusion.
Step four is to filter papers based on full inclusion and exclusion criteria. The final step is
to critically go through the remaining papers by reading the full text and selecting studies
that are relevant to our systematic literature review.

4.3.1. Inclusion and Exclusion Criteria

We adopted the following inclusion criteria for the purpose of deciding the relevance
of the identified articles: (i) the articles are published in the chosen databases to maintain
and ensure research quality; (ii) the articles focus on IoT vulnerability assessment in IoT
environments; (iii) the articles use vulnerability score quantification; (iv) the articles must
be accessible from the database; (v) the articles must be written in the English language;
and (vi) the articles must be peer reviewed.

The following papers were not further considered: (i) all papers that did not meet
the above-stated inclusion criteria; (ii) all papers without IoT vulnerability quantifications;
(iii) the full text of the articles is not available or accessible; and (iv) dissertations (i.e., MS
and PhD theses), technical reports, and short papers of less than three pages.

4.3.2. Quality Assessment

To assess the quality of the papers, we used the quality assessment method described
in [61]. We developed a checklist of questions for judging the quality of the papers to
ensure that the studies included contributed significantly to the SLR. Table 3 below outlines
our checklist questions:

Table 3. List of questions.

Q# Question
1 Are the objectives of the research clearly stated?
2 Does the study cover the answers to our questions?
3 Does the paper clearly explain the proposed /used method?
4 Is the proposed method validated?

After downloading articles from the selected digital libraries, the authors indepen-
dently reviewed the papers from the refined search lists to decrease selection bias and
decided which papers should be included or excluded. A final set of papers that focused on
IoT vulnerability assessment and that met the inclusion and eligibility criteria was included
in our literature review.

4.4. Data Extraction and Synthesis

The primary goal of this phase was to generate data extraction forms to keep accurate
information gathered from primary studies [62]. The data extraction for the selected
studies was primarily guided by the form shown in Table 4. The items under the column
labelled “Data extracted” in Table 4 were chosen to correspond with the research questions
and objectives.

The data extraction and synthesis process were carried out by thoroughly reading
each of the selected studies and extracting relevant data. EndNote and Excel were used
to manage the data, which included the following columns: paper ID (used to uniquely
identify each paper), authors, paper title, publication date, publication source (IEEE, El-
sevier, etc.), type of paper (Journal, book chapter, conference, etc.), assessment methods
(e.g., CVSS, Nessus, Game theory, Graph, Tree, etc.), validation methods (e.g., simulation,
penetration test, testbed, etc.), and description of the application domain to find out in
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which area the study was used ((e.g., critical infrastructures, smart home, smart health). By
carefully examining the full text of each primary study, the necessary data were extracted
and synthesised with the intention of including discursive analysis for a variety of issues
concerning IoT vulnerability assessment and quantification frameworks. The final set of
assessed articles is shown in Table 5.

Table 4. Data extraction for each study.

Data Extracted

Explanation

Paper ID
Bibliographic references
Data collection method

Assessment methods
Validation methods

Context of application domain

Unique identifier of the paper
Authors, title, type, year, and publication source

Example: Shodan, CVE, experiment, observation, etc.

CVSS, Nessus, Game theory, Graph, Tree, etc.
Simulation, penetration test, testbed, etc.
Description of the study domain (e.g., critical
infrastructures, smart home, smart health)

Table 5. Final set of reviewed articles.

ID References Year Publisher Type Methods Application Validation
Al [55] 2022 ACM ] CVSS Electronic commerce Testbed
A2 [63] 2021 Elsevier T Graph/Tree Healthcare Simulation
A3 [64] 2019 IEEE C Cvss Smart home, Healthcare, Consumer Numerical
IoT, Electronic commerce

A4 [65] 2021 IEEE C Nessus IP camera Testbed
A5 [66] 2020 Springer C Graph/Tree Internet of Industrial Things Numerical
Ab [67] 2021 arXiv O CVSS Healthcare Numerical
A7 [68] 2016 IEEE C CVSS Internet of Industrial Things None
A8 [69] 2019 Elsevier ] Graph/Tree IoT networks Simulation
A9 [70] 2020 Elsevier ] CVSS-Ext Consumer IoT devices Numerical
A10 [71] 2022 MDPI T CVSS Smart home, critical infrastructures Testbed
All [72] 2017 IEEE C Nessus Healthcare Scanning
Al2 [73] 2017 IEEE C Nessus Consumer IoT devices Scanning
A13 [74] 2022 Elsevier ] CVSS Cyber-physical system Simulation
Al4 [75] 2018 IEEE C Nessus Smart home Scanning
Al5 [76] 2021 IEEE C CVSS-Ext Smart home Simulation
Al6 [77] 2020 Springer ] CVSS-Ext Internet of Industrial Things Simulation
Al17 [78] 2016 IEEE C CVSS-Ext Electronic commerce Scenarios
Al8 [79] 2022 IEEE C CVSS-Ext IoT smart grid Simulation
A19 [80] 2021 (@] T CVSS Smart home Simulation
A20 [81] 2018 IEEE ] Graph/Tree Internet of Industrial Things Simulation
A21 [82] 2018 IEEE J Graph/Tree Internet of Industrial Things Simulation
A22 [83] 2019 Elsevier T Graph/Tree None Simulation
A23 [84] 2018 Elsevier ] Game theory Smart home Scenario
A24 [85] 2019 IEEE C Others Smart home Simulation
A25 [86] 2022 MDPI J Others None Simulation
A26 [87] 2020 arXiv O Others None Scenario
A27 [88] 2017 Elsevier J CVSS Smart home, wearable healthcare Numerical

5. Results and Discussion

In this section, we present the results of the systematic review process. The analyses
are conducted in the context of the RQs. First, we will discuss the analysis of research trends
in IoT vulnerability assessment. Vulnerability assessment frameworks will be discussed in
Section 5.2 The IoT application domain used and the validation methods are described in
Sections 5.3 and 5.4, respectively.
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5.1. Analysis of Research Trends in IoT Vulnerability Assessment

We examined original published articles over seven calendar years to determine the
trends in cybersecurity IoT vulnerability assessment and quantification (see RQ1).

Based on the included studies in the review, Figure 6 shows the trend in IoT vulner-
ability assessment framework research by year. The result shows an upward trajectory
in IoT vulnerability assessment publications. The increase in publication on the topic
of IoT vulnerability assessment is in line with the increasing attention recently paid to
IoT vulnerability by the security community. In fact, several attacks, such as the Mirai
attacks, [13,14] have caused enormous revenue losses and, as a result, identifying IoT
device-level vulnerabilities [64] has emerged as a serious challenge. Similarly, the quantity
of literature review papers published in recent years [16,19,21,24-35,65,89] corroborates the
increasing research interest in IoT vulnerability.

0 I I I I
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Figure 6. Distribution of the selected papers by year.

Figure 7 shows the trends in research publication by type. Journal publication is 11%
higher than conference publication. Conference publication per year is roughly 1.6, while
journal publication is almost two per year. There are two articles that appear in arXiv. In
fact, the earlier publications were all conference publications, while publications in journals
are getting more attention towards 2020. In 2020 and 2022, the number of published papers
increased significantly. This increase could be attributed to the fact that IoT cybersecurity
threats continue to grow year after year.

Journals

Conferences 52%
41%

Figure 7. Distribution of the selected papers by type.
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Figure 8 shows the trends in research publication by the publishers. IEEE published
45% of the studies, followed by Elsevier at 22%. Figure 9 shows the distributions of the
studies by type and publisher. IEEE studies are 83% conference papers and 17% journal
papers. Given that both ACM and Springer have conferences comparable to those of IEEE,
it is surprising that they have lagged way behind IEEE. Another observation we made is
that open access publisher MDPI published an equal number of journals as IEEE. Elsevier
was the top in terms of journal publications.

M IEEE MmElsevier mMDPI mSpringer MarXiv MACM HOthers

Figure 8. Distribution of the selected papers by publisher.
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Figure 9. Distribution of the selected papers by type and publisher.

Overall, despite growing evidence that hackers are becoming more interested in IoT,
research on IoT vulnerability assessment and quantification is still in its early stages. The
number of research papers in IoT vulnerability assessment and quantification is quite small
in comparison to the number of IoT devices in use today. Currently, research has mainly
concentrated on IoT vulnerability identification and discovery, with a dearth of literature
on IoT vulnerability assessment and quantification. Knowing that vulnerabilities are half
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of the equation in IoT security, identified vulnerabilities must be assessed and quantified.
Therefore, there are significant research opportunities to close gaps in this area.

5.2. Vulnerability Assessment Frameworks

A vulnerability assessment is a systematic review of security weaknesses in a system
and an evaluation of the risk of their consequences, and it is an integral part of a cyber risk
management program. To minimise cyberattacks in IoT, organizations need to conduct
360-degree vulnerability assessments; therefore, there is an urgent need for research on new
approaches that calculate the true score that vulnerability poses to an organisation. The
number of vulnerability quantification methods proposed in the literature has increased
in tandem with the number of active attacks on IoT networks [66]. The aim of the second
research question (RQ2) is to determine the vulnerability score assessment methods used
in the articles. Vulnerability assessment frameworks are valuable tools for highlighting
specific types of cyberthreats. There are several frameworks and we identified six of them
in the studies. Table 6 summarizes the vulnerability assessment methods.

Table 6. Vulnerability score assessment methods.

Methods Remarks References
CVSS IoT vulnerabilities are assigned scores using the CVSS scoring system. [55,64,67,68,71,74,80,88]
Nessus Vulnerability scanners are used to automatically score vulnerabilities. [65,72,73,75]

CVSS Extension Specialized versions of the original CYSS are modlﬁ.ed to fit a particular environment or [70,76-79]
application scenario.
Graph/Tree-based Methods based on attack graphs and attack trees are used to score vulnerability [63,66,69,81-83]
Game theory Game theory is used to score the IoT vulnerabilities. [84]
Others Quantify vulnerability without relying on conventional methods such as CVSS and Nessus. [85-87]

Figure 10 shows the overall distribution of the six vulnerability assessment frameworks
used by the studies. An important observation is that the CVSS system [54] is the most
widely used framework for vulnerability assessment and quantification. It is used by 30%
of the studies to quantify vulnerabilities. This is closely followed by CVSS with an extension
(CVSS Extension) framework at 22%. Graph/Tree-based frameworks are used by 18% of
the studies, followed by Nessus and New frameworks at 15% each. Game theory-based
vulnerability assessment and quantification frameworks are the least used in the studies
analysed in this paper. While the CVSS scoring system was not designed specifically for
IoT systems, it is widely used by researchers to quantify IoT vulnerabilities, or indirectly
through the Nessus tool. Interestingly, CVSS-based frameworks (original, extended, and
Nessus-combined) account for approximately 70% of vulnerability assessment frameworks.
In the following subsections, we will highlight each class of frameworks in detail.

Game theory
4%

CVSS Extension
18%

New —
11%

__Cvss
30%

Scanner-based .

15% —

Figure 10. Distribution of vulnerability assessment frameworks.
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5.2.1. CVSS-Based Frameworks

The framework discussed in Oser et al. [55] is focused on the estimation of present IoT
device risks and predicting future risk based on the currently installed firmware version
vulnerabilities. The authors developed a framework called SAFER that uses a CVSS 3.0
value of existing unpatched vulnerabilities for specific IoT device models. The current risk
of IoT devices is estimated using the aggregate CVSS 3.0 value of all vulnerabilities in an
IoT device. SAFER also predicts future security issues that may arise from the device based
on previous vulnerability information and IoT device patching intervals. This is a complex
framework, and it will not work in the absence of a prior history of vulnerabilities in specific
device models and information on how quickly those vulnerabilities were patched. In
addition, IoT firmware analysis possesses several challenges, chief of which is accessibility
of firmware images for IoT devices. IoT device firmware images are proprietary, and often
tend to be encrypted. Moreover, analysing the firmware image is error-prone because
it requires many manual activities such as assembling vulnerability, exposing content.
The firmware of the device may also include third-party libraries. It is quite common for
vendors of the IoT device not to document these libraries as relevant to their IoT devices.

Rizvi et al. [64] seek to identify IoT device-level vulnerabilities and calculate the secu-
rity level of IoT devices based on the identified vulnerabilities. The authors analysed IoT
devices for common vulnerabilities and used the CVSS base metric group (exploitability,
impact, and scope metrics) to determine quantitative and qualitative scores for each vul-
nerability on an individual IoT device. They averaged the individual vulnerability scores
of each device to generate an overall IoT device score. The issue with this study is that it
used a row CVSS score for the vulnerabilities without taking into account factors that may
influence IoT vulnerabilities. Therefore, understanding device-level vulnerabilities and
determining the security level of a specific device is critical for their acceptance.

Allouzi and Khan [67] developed a framework for identifying and assessing vulner-
abilities in the Internet of Medical Things (IoMT). The framework is based on a Markov
chain and utilizes CVSS as well. They examined selected IoMT vulnerabilities that enable
unapproved privileges as well as threats that can exploit these flaws to get unauthorized
access to the [oMT network. They calculated scores for the vulnerabilities by defining CVSS
information based on the IoMT network. They also used the Markov transition probability
matrix to compute the probability distribution of IoMT security threats. The authors do
not say much about the CVSS score that was used and why it is used, and the work does
not provide insight into which vulnerabilities should be prioritised for mitigation and
security measures.

Ando et al. [68] proposed a theoretical security requirement and risk assessment
framework. The framework is based on the 5W-tree (who, what, when, where, and why)
and fault-tree analysis. The 5W-tree is used to represent all relevant threats, whereas
fault-tree is used for analysis of all causes of the threats. The model also uses CVSS v3 base
metrics for risk analysis. To analyse the risk, the IoT vulnerability scores from CVSS are
mapped to the 5W-tree and the risk values are computed using a data flow diagram (DFD).
The major issue with this approach is that it must be reconstructed for different connected
car models. This study lacked formal analyses as well as real-world case studies.

Akhilesh et al. [71] address device-level vulnerability analysis. Each IoT device is
assigned a score depending on the number of vulnerabilities detected in the device. Specif-
ically, each vulnerability in the device is assigned a CVSS base score. The values of the
vulnerabilities in the device are then aggregated to determine the device’s score. Since this
study only takes into account the five most prevalent vulnerabilities in IoT devices, the size
of vulnerabilities taken into consideration is insufficient.

Jiang and Atif [74] proposed a machine learning (ML)-based vulnerability assessment
framework with vulnerability scoring capability. Given reported vulnerability instances
with no assigned scores, the ML-based method automatically assigns CVSS scores to
the vulnerability instances. A majority voting system is used to address CVSS score
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compatibility issues. This method streamlines vulnerability investigation while reducing
the possibility of mistakes due to manual error.

Yadav et al. [80] presented a client-server framework that is based on target graphs
for analysing IoT devices and networks. The aim is to discover the possible ways a hacker
can exploit vulnerabilities and compromise the target system. Basically, target graphs are
attack graphs, except that target paths begin at an arbitrary node and attempt to reach
the target node, whereas attack paths begin at the target node and explore all possible
sources of infiltration. For each vulnerability associated with a node in the graph, the CVSS
score is used to score the criticality level. The framework uses the NVD database to detect
vulnerabilities based on the state of IoT nodes. As a result, zero-day vulnerabilities will be
missed. Furthermore, it is not clear if the framework can be applied to IoT sensors/actuators
in addition to gateways/aggregators. This is due to the fact that IoT sensors lack the
necessary resource capacity to install IoT-PEN.

Ge et al. [88] described a conceptual five-phase framework that can be used to assess
potential attacks on IoT devices. The five phases are data processing, security model
generation, security visualization, security analysis, and model updates. The framework is
based on the Hierarchical Attack Representation Model (HARM). CVE is used to identify
vulnerabilities, and the CVSS system is used to score vulnerabilities.

5.2.2. Scanner-Based Frameworks

In this subsection, we highlight studies that use vulnerability scan and vulnerability
assessment.

Vulnerability assessments using vulnerability scanners such as Shodan and Nessus dis-
cover and assess vulnerabilities and assign criticality scores [65,72,73,75]. Biondi et al. [65]
proposed a framework that combines penetration testing and vulnerability assessment to
analyse cybersecurity threats to smart connected cameras. The approach first conducts
penetration testing using open-source tools such as Nmap on the smart cameras. The results
of the penetration testing are then fed into Nessus to score the vulnerabilities discovered in
the penetration testing phase.

McMahon et al. [72] used the combination of Shodan and Nessus to discover vulnera-
ble medical devices on the Internet and to analyse and score vulnerabilities, respectively.
The same approach was applied in Williams et al. [73], where scanning for susceptible
Internet-connected consumer IoT devices was done by Shodan and the results were fed
into Nessus to analyse and assign scores to the detected vulnerabilities. Bugeja et al. [75]
wanted to find exposure of smart connected cameras to cyberthreats on a global scale,
with vulnerability scanning of the smart connected cameras followed by vulnerability
assessment of the vulnerable smart connected cameras. For vulnerability scanning, Shodan
was used to automatically collect data on smart connected cameras. To identify security
vulnerabilities and assign scores, the authors relied on the CVE database to retrieve publicly
disclosed vulnerabilities. The relevant data elements (e.g., the vendor’s name and firmware
version) from the Shodan records were scanned against the CVE database to identify CVE
IDs for vulnerabilities. The authors were able to discover the exact location of the cameras,
firmware version, open ports, and so forth.

5.2.3. Extended CVSS-Based Frameworks

The CVSS system uses a set of parameters and equations to calculate vulnerabil-
ity scores. Several researchers [70,76-79] have highlighted issues that could arise when
using the default CVSS for the IoT environment and proposed ways to ameliorate the
shortcomings in CVSS scoring.

Rizvi et al. [70] identify data privacy as a core element in IoT vulnerability quantifica-
tions, but the standard CVSS system does not account for privacy. The authors then go on to
extend CVSS with attributes for recognising Transparency, Unlikability, and Intervenability
(TUI) to capture IoT device-related data privacy risks when scoring vulnerability impacts.
Given that a large portion of the data collected by IoT devices is classified as Personal
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Identifiable Information and personal health information (PHI), considering privacy as a
factor in computing vulnerability scores is sound. Note that the CVSS system is mainly
concerned with data security issues in IoT devices when calculating vulnerability scores by
analysing confidentiality, integrity, and availability.

Duan et al. [76] discussed a security assessment framework for IoT networks that
uses machine learning (ML) and two-layer graphical security modelling. The vulnerability
assessment model predicts the exploitability metric (EM) and impact metric (IM) from
NVD using ML and NLP (natural language processing). The predicted EM and IM are
then fed into a graphical security model. The top layer of the graph consists of an attack
graph and is used to show network connectivity. The bottom layer consists of an attack tree
for each node in the network and is used to show vulnerability data. The predicted EM
and IM are used to compute the CVSS score. The framework creates likely attack routes
from connectivity and vulnerability data of each network node (including the vulnerability
scores) as inputs, and then analyses network security using security metrics and the attack
route information.

Ur-Rehman et al. [77] proposed a vulnerability assessment framework that customizes
CVSS for hybrid environments (i.e., IoT networks and IT). The authors identified the
shortcomings of CVSS v3 and developed a framework called CVSSy,t for industrial control
systems. In the framework, the attack vector and the attack complexity vector parameters
value are modified, and a new vector called the human safety index (HI) is introduced
to capture the IoT-related context. The attack vector is assigned higher numeric weights
because IoT devices are easier to physically or locally access than conventional IT devices. In
contrast, the attack complexity vector is assigned lower numeric weights on the assumption
that, compared to traditional IT devices, attacking an IoT node requires specific knowledge.
The idea of considering unique characteristics of IoT devices when determining scores for
the vulnerabilities is novel. However, there is no reason given as to why three parameters
are enough to capture IoT device characteristics. In addition, there is no discussion as to
how the numerical values assigned to the parameters are derived.

Qu and Chan [78] emphasise that using a CVSS base score to assess IoT system
vulnerabilities in a BLE wireless network can yield inaccurate results. The authors extended
the original CVSS scoring equation by introducing a set of factors relevant to a BLE-based
IoT system security framework. They specifically broaden the authentication metric to
include newer security variables intrinsic to Bluetooth technology. This is due to the
inability of the formulae to account for the influence of BLE wireless network specifics. To
address this shortcoming, the authors used an approach based on Bayesian probability to
extend the CVSS base score to account for all relevant BLE wireless network factors when
estimating base scores.

Rashed et al. [79] discussed a vulnerability assessment framework for an IoT smart
grid. The framework quantifies vulnerabilities by calculating a CVSS score based on attack
likelihood and erroneous predictions. The framework considers a number of variables,
including the likelihood of an attack, how quickly an attack spreads from a parent node to
child nodes, and how well the metering system works.

5.2.4. Graph-Based Frameworks

Several IoT vulnerability assessment and scoring methods that leverage attack graphs/
trees have been put forward as well [66,69,81-83]. Attack graphs and attack trees are
two graphical techniques that are frequently used to model how a system could be attacked.
They are an efficient way to model attack scenarios in cybersecurity as well as to quantify
security vulnerabilities. These approaches generate a graph or tree for IoT networks,
with devices acting as nodes and interactions between devices acting as edges. They are
essentially used to show collection attack paths an attacker could take in order to achieve
his/her goals.

Stellios et al. [63] addressed the challenges of vulnerabilities that arise from interactions
between components of a cyber—physical system (CPS). A framework for assessing loT
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devices induced interaction vulnerabilities between IoT systems and other systems in a CPS,
with emphases on identifying attack paths. The framework is built around qualitative and
quantitative weights, attack trees used to show vulnerability data, a recursive algorithm to
construct all the attack paths, and CVSS exploitability metrics to assess the vulnerability of
each interaction and each attack path.

Yang et al. [66] describe a security method for evaluating the vulnerability exposure of
an IoT device. The relationship between system vulnerabilities and their following nodes is
represented by a state attack graph. A successful node exploitation indicates the likelihood
of success from one vulnerability to the next. The chance of this occurring is then assessed
to enhance the precision of the related risk.

Yigit et al. [69] proposed an approach to determine IoT network security level metrics
based on CVSS scores for hardening the network. The framework uses a compact and cost-
aware attack graph-based model. The algorithm calculates the success probability of a node
vulnerability using the CVSS base metric (i.e., exploitability score). The graph is traversed
backwards from the vertices representing the attacker’s objectives to obtain the set of attack
paths. Each link is assigned a cost and time weight ranging from 0 to 5 to mitigate node
vulnerabilities. Based on these weight values, each link in the attack graph is assessed
and given a new score. This method identifies the least expensive and most time-effective
vulnerable paths. These routes are preferred when implementing vulnerability mitigation
strategies. The main problem with this model is that arbitrary weights for ranking cost
and time are assumed, but forecasting these arbitrary weights is difficult because they vary
from person to person and industry to industry [77]. Furthermore, the complexity of the
algorithm for backwards graph traversal to obtain all of the attack paths from the attack
graph grows exponentially with increases in the node numbers.

George and Thampi [81] addressed the security issues in Industrial IoT (IIoT) networks
that arise from the vulnerabilities present in the IIoT devices. Specifically, the authors focus
on the relationships among the vulnerabilities and proposed an IloT risk assessment
security framework based on a weighted and directed attack graph. The framework
captures the relationships between the various vulnerabilities in IIoT networks. The
framework assigns scores to the vulnerabilities using CVSS base metrics. The CVSS scores
are assigned to the edges as the edge weights.

Wang et al. [82] discussed a vulnerability assessment framework for IloT that relies
on the formation of an attack graph. The framework uses CVSS in conjunction with
attack graphs and maximum loss flows to evaluate risk in IIoT networks. Specifically,
the framework creates an attack tree from the attack graph for each vulnerability, and a
maximum flow algorithm is applied to the tree to calculate the attack risk for various attack
paths. The attack risks are measured by vulnerability scores derived from the basic metrics,
the time metrics, and the environment metrics to form the CVSS.

George et al. [83] discussed a multi-attacker and multi-target graphical framework for
edge computing and IoT vulnerability assessment. The framework is used for identifying
vulnerability-based cyberattacks and their interrelations. To evaluate risk in edge com-
puting devices and apply suitable strategies to mitigate, the framework needs to contain
hackers, targets, and vulnerability relationships in the network. The framework employs
CVE to find flaws and the CVSS system to score them.

5.2.5. Game Theory-Based Frameworks

Game theory has been widely used to model different sorts of cyberattacks and has
been recently used in IoT vulnerability assessment and quantification [84]. Game theory
enables theoretical analyses of cyberattacks and provides cybersecurity professionals with
useful insights in designing security countermeasure strategies.

Lee et al. [84] developed a vulnerability quantification framework based on Game
theory. The approach is based on a static Game theory with imperfect information and a
constant attacker strategy. To quantify attacks and security activities, the technique employs
an attack tree. The overall approach is staged as (i) modelling of the game strategy, (ii) the
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cost-impact analysis, and (iii) the computing payoff. The cost of an attack and the security
measures are determined in the cost-impact analysis, and the impact of each measure is
measured based on the estimated costs and attack risk. The effect of the act on the systems
is then computed using the features of the intended system. A rating between 0 and 10 is
assigned to the risk of an attack activity based on a common vulnerabilities and exposures
score (CVE).

5.2.6. New Frameworks

Frameworks that do not rely on the standard CVSS system for vulnerability assessment
and quantifying are referred to as new frameworks [85-87].

Payne et al. [85] discussed a framework that uses vulnerability data from lIoT devices
and their underpinning parts as well as SIEM logs collected from such devices’ communi-
cations and operations activities. It is based on a flow network for measuring the security
of an IoT network and a given IoT device within the network. The flow network, which
the authors refer to as an attack circuit, aids in the modelling of potential attack paths
as well as the assessment of the security state of the represented IoT network and each
individual device within it. An approach for computing a vulnerability score based on the
IoT device composition, IoT device CVEs, and IoT device behaviour is described. An attack
graph is created in such a manner that, even when IoT devices do not communicate on
the network, an attack route may exist between them. The problem with this approach is
that the attack circuit complexity rises exponentially as the devices in the network increase.
Ntafloukas et al. [86] discussed a risk assessment framework for cyber—physical systems
(CPS). The strategy is based on threat sources’ cyber—physical properties, security weak-
nesses, and types of physical impact. The level of risk is determined using a decision
scale and importance indices. The framework is of interest to interested parties who are
attempting to integrate the cyber domain into their system’s risk assessment processes.

Shojaeshafiei et al. [87] describe a fuzzy inference system that quantifies network
and IoT device vulnerabilities using goal-oriented metrics. The framework requires a
questionnaire filled out by security experts before quantifying vulnerabilities. The au-
thors created a set of questions based on an organization’s security requirements as goals
(a numerical security vulnerability score of each security factor) that can be traced back
to a sequence of quantifiable questions. Based on the security requirements extracted
from the questionnaire, the authors mapped security questions to NIST SP800-53 and ISO
27001 security standards. They then used fuzzy logic for vulnerability quantification. The
disadvantage of the framework proposed in [87] is that it requires a questionnaire to be
completed by security professionals to construct the quantification process. In summary,
the advantage of these approaches is that they can be applied to other areas as well.

5.3. IoT Application Domain

We now consider the primary application domains used to demonstrate the utility
of the IoT vulnerability assessment approaches (RQ3). Table 7 shows the various prac-
tical applications used by the researchers to demonstrate their vulnerability assessment
approaches. We categorized the application domains used to demonstrate the utility of the
IoT vulnerability assessment approaches into five classes, as shown in Table 7.

IoT technology is used in many sectors, such as healthcare, business, and home
automation. Figure 11 shows the distribution of IoT application domains used in the
assessment frameworks studied. The majority of studies focused on a single IoT application
domain, with few studies considering multiple IoT application domains. The smart home
is by far the most widely used IoT application followed by IloT. The reason for the majority
of home-based IoT research is because it serves as the basis for IoT deployments. Figure 11
also shows a significant number of studies on critical infrastructures. This is due to a recent
increase in ICS cyberattacks. These studies provide insights helpful to understand the broad
critical infrastructure vulnerability and threat landscapes. In the following subsections, we
will briefly look at each application domain.
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Table 7. Application domains used in the articles.

Category

Remarks References

Smart home

Healthcare

Consumer IoT devices

Electronic commerce

Industrial Internet of Things (IIoT)

This includes home automation, smart devices such as smart
hubs, smart bulbs and smart connected cameras.
Applications in the healthcare area such as medical devices,
including pacemakers, physician programming devices, [64,67,70,72,88]

activity tracking devices.

This category includes IoT devices such as RFID devices,
near-field communication, webcams, smart TVs, and printers
These includes IoT-enabled shopping carts and IoT in supply

chain systems
This class includes smart grids, industrial control systems, and
smart transportation systems.

[63-65,70,71,75,76,80,84,85,88]

[55,66,70,73]
[64,70,77,78]

[68,69,74,79,81-84,86,88]
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Figure 11. Distribution of IoT application domains used in the assessment frameworks.

5.3.1. Smart Home/Building

At the moment, a growing number of studies are focusing on smart home devices,
home automation, and smart devices such as smart hubs, smart bulbs, and smart connected
cameras [63-65,70,71,75,76,80,84,85,88]. There is no universally accepted definition of a
smart home, but there is a general understanding that smart homes contain networked IoT
devices that communicate with one another seamlessly to provide services such as local
and remote control of the home environment, which includes heating, lighting, cooling, and
so on; health monitoring; and independent/assisted living arrangements. Many studies
have used smart homes or smart buildings as case studies to evaluate and demonstrate
the frameworks.

Rizvi et al. [64] analysed threats and attacks that could be initiated via a web camera
and smart hub product vulnerabilities. Biondi et al. [65] investigated exposure of a specific
model of web camera to cyberthreat. Yadav et al. [80] used the Phillips Hue bulbs system,
whereas Akhilesh et al. [71] attempted to discover IoT device vulnerabilities in smart home
settings. Both Rizvi et al. [70] and Bugeja et al. [75] sought to discover the exposure of smart
Internet-connected cameras as well as the sensitive, potentially private data they collect
to cyberthreats. Smart camera systems are increasingly being installed in homes, offices,
and cities, with the aim to improve citizen security. Hackers through Mirai malware [13]
were able to use thousands of devices, including many smart cameras, to establish a botnet.
Given such exploitation, as well as the very sensitive nature of the data that these IoT
devices make use of, it is intuitive to evaluate their vulnerability to cyberthreats.

Duan et al. [76] used smart buildings as an application that included resource tracking
subsystems that use wearable IoT devices connected to the burglar alarm. Some of the
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IoT devices considered in the smart building include sensors for CO detection and smoke
detection, thermometers, and alarms such as fire alarms and burglar alarms. The case
study in Lee et al. [84] used a smart home area network (HAN) as an instance of a social
IoT network. The HAN is composed of various home IoT appliances and smart meters.
Payne et al. [85] demonstrate the usefulness of their approach in the context of a smart
home with IoT devices such as an Amazon Echo Dot and a Belkin WeMo smart plug.
Ge et al. [88] considered a smart TV that is connected to Wi-Fi and a tablet equipped with a
ZigBee that runs Android. They investigated the possibility of compromising the smart
home through exploiting vulnerabilities in these devices.

5.3.2. Smart Healthcare

Smart healthcare is another application area that is clearly seen in the
studies [63,64,67,70,72,88]. Smart healthcare refers to the use of Internet of Medical Things
(IoMT) devices and applications such as wearable devices (e.g., blood pressure monitors,
smart watches, and smart contact lenses) to allow seamless patient care and monitoring.

Stellios et al. [63] used vital systems (e.g., near-patient infusion pumps) and services
(e.g., online remote healthcare services) as a test case. Their goal was to identify vulnerabili-
ties that may arise from a wide range of potential interactions between all devices, networks,
and interfaces. Rizvi et al. [64] investigated threats and attacks that could be launched
through vulnerabilities in three healthcare devices: pacemakers, physician programming
devices (PPD), and activity tracking devices (ATD). Allouzi and Khan [67] concentrated on
IoMT devices, such as wearable devices that form the IoMT edge network (i.e., Wireless
Body Area Network (WBAN)). Rizvi et al. [70] evaluated privacy threats due to Abbott
pacemaker vulnerabilities. McMahon et al. [72] identified several Internet-enabled medical
devices that included wireless insulin pumps, wireless MRI scanners, wireless pacemak-
ers, glucose monitors, as well as manufacturer-specific devices from Omron Corporation
and Welch Allyn. Ge et al. [88] considered WBAN in the context of wearable healthcare
monitoring and described attack scenarios.

5.3.3. Electronic Commerce

The IoT presents unprecedented opportunities and risks for businesses. Therefore, the
studies also used a variety of electronic commerce applications and devices [64,70,77,78].
Rizvi et al. [64] used e-commerce domain technologies, such as near-field communication
(NFC) and radio frequency identification (RFID). Both RFIDs and NFC are susceptible
to many cyber risks, including payment processing fraud, eavesdropping, and replay
attacks [90]. For Rizvi et al. [70], privacy challenges that POS terminal and radio-frequency
identification (RFID) tag vulnerabilities pose were the main objective for considering these
devices. Ur-Rehman et al. [77] used IoT devices embedded in a smart supply chain system
to manage temperature-sensitive items (e.g., perishable items). Qu and Chan [78] used a
shopping cart IoT system that was connected to a BLE wireless network.

5.3.4. Industrial Internet of Things

The Industrial Internet of Things (IloTs) is used in a variety of critical infrastructure
sectors, including energy, water, manufacturing, and transportation. Various applications
in these areas are also prominently featured in the studies [68,69,74,79,81-84,86,88].

Ando et al. [68] used connected car systems as a case study to demonstrate their
conceptual framework. Yigit et al. [69] employed IoT networks, such as those used in
critical industrial control environments. Jiang and Atif [74] used cyber—physical systems
(CPSs) devices that included Remote Terminal Units (RTUs), Master Terminal Units (MTUs)
and Human Machine Interfaces (HMIs). Ge et al. [88] used wireless sensor networks
(WSNis), where the sensor nodes in a WSN monitored the environment and collected
temperature and humidity data from the environment.

Rashed et al. [79] used the IoT smart grid application as a use case to examine their
framework. George and Thampi [81] used an IoT solar network that was interconnected
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with an industrial plant control system. Wang et al. [82] focused on measuring the vul-
nerability of the Industrial Internet of Things in order to ensure the confidentiality and
integrity of data transmission. George and Thampi [83] used a smart airport as a test case
to demonstrate vulnerability graph modelling, risk assessment, and mitigation strategies.
Ntafloukas et al. [86] used a cyber—physical system with emphases on an IoT-enabled
bridge as a use case. An IoT-enabled bridge is a bridge embedded with a wireless sensor
network (WSN). It is a critical infrastructure in the transportation domain, and the WSN
component is vulnerable to cyberattacks.

5.3.5. Consumer IoT Devices

Consumer IoT devices such as smart TVs are becoming more common. Given the
potential implications of loT device vulnerabilities, it is critical to understand the under-
lying security risks these devices pose. Classes of IoT devices are also identified in the
studies [55,66,70,73]. Oser et al. [55] considered general IoT devices present on large-scale
enterprise networks. The IoT devices are fetched from networks using network scanning
tools. Yang et al. [66] examined consumer IoT devices such as web cameras and smart
phones. Rizvi et al. [70] examined the impact of vulnerabilities in consumer IoT devices,
such as the Fitbit Surge and Amazon Alexa, on privacy. Williams et al. [73] analysed
consumer IoT devices, including smart TVs, smart watches, webcams, and printers.

5.4. Validation Methods

Different approaches are used to validate the IoT vulnerability assessment frameworks.
We now discuss how vulnerability quantification methods are validated (RQ4). Figure 12
shows the distribution of the validation methods in the studies. Simulation is by far the
most common validation method used in the studies. There is no actual implementation of
the frameworks or lage-scale studies. The lack of data is a major challenge in validating
vulnerability quantification frameworks.

Test bed
11%

Simulation
48%

Scanning
11%

Numerical
19%

Figure 12. Validation methods for IoT vulnerability assessment approaches.

5.4.1. Simulation

As can be seen from Figure 8, 64% of the methods are validated through
simulation [63,69,76,77,79-83,85,86]. Yigit et al. [69] used simulation on Microsoft Windows
7 Ultimate with Service Pack 1 to analyse the complexity and cost analysis of their frame-
work. Various attacks graph setups were employed in the simulation, each with a varying
number of initial states, exploits, and edges. However, the attack graph model used in the
experiment is on a small scale, with only a few IoT devices. Furthermore, no consideration
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was given to the unique characteristics of IoT devices, such as heterogeneous protocols,
mobility, physical proximity, and so on.

Stellios et al. [63] validated the effectiveness and accuracy of the framework by simu-
lating real-world scenarios within smart homes and hospital settings. In the simulation, IoT
devices, such as infusion pumps, smart lamps, thermostats, and IP surveillance cameras,
as well as personal computers, network routers, and access points, were used in both the
smart home and the hospital. Several well-known CVEs based on previous research were
assigned to each device. The results show that the framework is effective at identifying and
assessing cyberattack paths.

Duan et al. [76] evaluate their framework with a case study based on a smart build-
ing system. The system consists of a variety of smart sensors and several subsystems
(lighting, audiovisual, security, fire detection, maintenance, resource tracking, and HVAC
subsystems). Each subsystem provides unique functions and is in charge of carrying out
a portion of the smart building’s functionalities. The Light Gradient Boosting Machine
(LGBM) is used to predict the metrics in the CVSS base score as well as the different types
of privileges. All predicted scores for privilege are more than 95%, while scores for integrity
and exploitability metrics are more than 90%. The predicted scores for confidentiality are
around 90%, whereas the predicted scores for availability are around 83%. The system
model considers the IoT devices as unmovable once installed. However, IoT devices such
as wearable devices in a realistic environment are frequently movable. The authors also
assume all IoT devices can maintain connection always, which may not be the case in
real environments.

Ur-Rehman et al. [77] used simulation to evaluate the framework’s validity with a
case involving a supply chain system. They used an in-house-developed tool known as a
vulnerability security analyser (VSA) for simulation. The simulated system model consists
of the standard IT infrastructures such as database servers as well as IoT sensors and
client gadgets. The authors compared the performance of the framework against actual
vulnerabilities from the NVD. The results confirmed that CVSS;, assigns more realistic
numeric weights to IoT nodes by analysing the unique characteristics of an IoT system.

Rashed et al. [79] validate their framework through simulation by considering the
IEEE-300 bus of the smart grid. False data injection attacks (FDIA) were used to assess the
likelihood of attack success and their spread throughout the system. A variety of attack
cases were examined using dynamic estimation and plain metering data. For example, the
CVSS score was calculated using the likelihood of attack and incorrect estimates.

Yadav et al. [80] used simulation on a Ubuntu Linux machine. The authors evaluated
the model’s scalability and performance using metrics such as runtime consumed, node
count, attack pathways created, and node flaws. They evaluated their framework on
various network topologies but provided no information on the IoT devices used.

George and Thampi [81] simulated an IoT solar network connected to a control net-
work for an industrial plant as a use case and evaluated it using various security parameters.
For this use case, a collection of vulnerabilities prevalent in various IIoT network devices
were taken into consideration, along with their normalised base scores. Simulation was
conducted using many synthetic graphs, with various structures and sizes, and the results
were presented. It would be interesting to compare their framework with other similar
techniques and analyse the overhead of the framework.

Wang et al. [82] simulated a physical server that hosts a database with three virtual
machines. The simulation also has an adversary that intends to steal the database’s root
login information on the physical server in order to obtain business data. To assess the
vulnerability, the cost and reward of an attack is computed for two cases. The first case is
on each side of the attack map. The second case is on various attack paths. This enables
the network’s possible critically vulnerable path to be determined. The findings suggested
that when assessing network vulnerabilities, the attacker’s characteristics should also be
considered. Despite the fact that their proposal is for an IloT network, they do not evaluate
their framework in the context of a proper IloT scenario.
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George and Thampi [83] used simulation to validate their framework. A smart airport
is modelled with an edge-based IoT network and cloud computing data centre. The edge-
IoT network is composed of a set of IoT sensors and monitors. The system is regarded as
having a number of known vulnerabilities, including ones that allow remote code execution,
code injection, and IoT device default support credentials. The test was run under the
presumption that there are numerous attack paths that lead to edge computing servers,
which attackers could exploit to their advantage to execute system commands and gain
access to system-level privileges. The results demonstrate that the framework is capable of
assessing risk at network edge computing devices.

Payne et al. [85] employ vulnerability data from NVDs and IoT device network traffic
statistics to quantitatively test the practical utility of their strategy in the setting of a smart
home. An assortment of networks and device activity metrics were used. The authors
used three small networks to demonstrate the effectiveness of their framework. This is
primarily because of the complexity of the attack circuit. Two of the networks consist of
one IoT device with corresponding CVE and one network with two IoT devices with all
their related CVEs.

Ntafloukas et al. [86] used Monte Carlo simulations to model and evaluate a practical
case study of an IoT-enabled bridge exposed to a cyberattack. The framework was evaluated
using four attack scenarios relevant to cyber—physical systems. The attacks were based
on the use of various control barriers capable of preventing and detecting cyber—physical
attacks. The authors reported that 76.6% of simulated case scenarios are ranked as high-risk.
Control barriers that operate in both physical and virtual space can decrease cyber—physical
risk by 71.8%.

5.4.2. Numerical and Empirical

Rizvi et al. [64] presented vulnerability scores for three application domains: health-
care, commerce, and home. The authors tested each IoT device with a selected small
number of known vulnerabilities, such as login credentials. CVSS scores are manually
assigned to each vulnerability on the device and then a score for the device is computed by
aggregating the CVSS score of the vulnerabilities within the device. Finally, the devices are
ranked based on their score.

Yang et al. [66] evaluated the framework through numerical analysis. A network
model that consists of a router, a database server, a gateway device, a web camera, and a
smart phone is used. The gateway device and the database server are connected by the
router. The authors assume that they have vulnerability information on each device. It is
also assumed that each device’s vulnerability data are made available by a vulnerability
scanning tool. The attributes of the vulnerabilities are retrieved from the NVD database.
Vulnerabilities are ranked through a series of computations.

Allouzi and Khan [67] used numerical analysis to validate the framework. The IloMT
security threats environment are modelled as a transition graph that consists of a safe state,
12 threat states, and an attack state based on a Markov chain. The analysis considered
11 vulnerabilities along with their CVSS scores. The transition probability of security
threats from the safe state to the attack state is quantified using the Markov chain and
transit probability matrix. The main concern with this framework is that the threat states
do not take into account the countermeasures that may be in place, and the implication
of ignoring this was not discussed. Furthermore, only the attacks, not the vulnerabilities,
are quantified.

Rizvi et al. [70] used several hypothetical scenarios to validate their frameworks.
The scenarios are based on typical IoT devices and domains, such as smart healthcare
and smart homes. The model creates an impact metric for each IoT device by generating
numerical scores of TUI and CIA (confidentiality, integrity, and availability scores); as well,
TUI-CIA metrics were computed. The TUI is a score of transparency, unlinkability, and
intervenability. The TUI score is calculated using particular mathematical equations and
represents the consequence of adding points based on each question’s responses. The CIA
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score is given based on confidentiality, integrity, and availability of the CVSS, and the TUI-
CIA score is a combination of the CIA and TUI scores, resulting in the final impact score for
the device vulnerability. The results prove the efficacy of the framework. If implemented in
actual systems, the framework will be able to assist users in understanding the privacy of
their devices. Nevertheless, it fails to identify potential data privacy vulnerabilities.

Ge et al. [88] considered an IoT network in a smart home with Wi-Fi, a tablet with
ZigBee and Android, and a Wi-Fi-enabled smart TV. For the healthcare monitoring case,
WBAN was used with a coordinator device (e.g., PDA) and several sensors put on different
parts of a human body. For environment monitoring, a WSN composed of a sink node
and 1000 sensors was used. The WSN is assumed to be deployed in an unmanned open
field. A sinkhole attack was used as an example to show how an attacker could remotely
compromise the IoT devices. The authors calculate and assign scores to devices based
on the vulnerabilities. The framework is helpful for choosing which devices along the
paths should be secured first and for comparing the effectiveness of various device-level
techniques based on the evaluation of various security metrics.

5.4.3. Scenario- and Case-Based

Lee et al. [84] evaluated the efficacy and competitiveness of their game-based strategy
using a smart home as the use case. The network contained various IoT devices for the
home, such as an in-home display (IHD) for querying about electricity use, a customer EMS
for managing energy use in a home, an energy service interface (ESI) for direct interaction
with external entities to the user domain, and a smart meter for intelligent electricity
usage measuring that also serves as a communication gateway. A security vulnerability
corresponding to a DoS attack was quantified in the case study. The quantifiable impact
value of each action was computed after game state generation. The authors compared
their framework against other conventional methods such as CVSS.

Jiang and Atif [74] validated the framework using a vulnerability analysis case study.
The authors ran two performance evaluation experiments using 156,040 vulnerability
records from existing repositories as well as data from crawled websites. In addition, non-
rated CVSS 3.0 reports were used to create 75,265 instances of CVSS 3.0 corpus data. In
addition, CVSS severity scores from various CVSS versions were used. When vulnerabilities
are sourced from only NVD, the attack vector classifier achieves 90.36% accuracy. The
accuracy increases to 93.68% when data are sourced from both NVD and SecurityFocus
entries. Shojaeshafiei et al. [87] analysed the vulnerability measurement of portable devices
used in organisations. A lost mobile device policy is used as a case study. Fuzzy inference
processes are used for vulnerability quantification.

Validation in Qu and Chan [78] is based on a simple scenario using a shopping cart
application on a BLE wireless network. In the scenario, two wireless nodes (a customer
shopping cart and a BLE beacon in the store) were modelled. There is also one potentially
fraudulent entry node used by the attacker to gain access to the wireless network. This
simple scenario demonstrates the special case used by the authors, but more tests that incor-
porate more credible real-time scenarios are needed to demonstrate its efficacy. Moreover,
the network structures examined are a miniature of the mundane client-server system.

5.4.4. Testbed

A testbed for evaluation of the models is another common validation technique used
by researchers. Oser et al. [55] used a testbed to validate their framework. However, the
test was more on the identification of the devices rather than assessing their vulnerabilities
and quantifications. Additionally, the evaluation was conducted using 38 device models,
which is very small compared to the actual number of IoT devices in their network. The
results shows that the framework predicts perfectly the current and future risks of the
IoT devices in the network. However, this ideal prediction could be due to the small data
sample. Therefore, the prediction performance must be demonstrated in a large-scale,
realistic setting.
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Similarly, Akhilesh et al. [71] used a testbed to evaluate the framework in terms of run
time and device security. The testbed is composed of a Kali Linux server, a Wi-Fi hotspot,
five IoT devices that include smart things (plug, bulb, camera), and a Google Home Mini,
with the aim of finding the most common vulnerabilities that appear in them. They also
calculated a CVSS score based on the base metrics for each device individually.

Biondi et al. [65] examined the security of a particular model of web camera, the
TP-Link Tapo C200, to understand fully what Tapo’s vulnerabilities may be when the Tapo
C200 continues to perform during its operation, with a focus on device initialisation, device
use through TP-Link proprietary systems, and device integration with third-party systems.
According to the test results, the web camera is vulnerable to three different types of attacks,
including “Motion Oracle” denial of service and video eavesdropping. “Motion Oracle” is
a new type of attack [65]. The test shows that anyone with rudimentary knowledge of how
to operate non-commercial scanning tools can exploit web cameras.

5.4.5. Scanning

Bugeja et al. [75] used Shodan to carried out vulnerability scanning of smart connected
cameras. The vulnerability information collected from Shodan is then cross-referenced with
the CVE database for vulnerability assessment. The findings indicate that a considerable
number of web cameras are vulnerable to a variety of security and privacy flaws. This
approach will only identify publicly disclosed security vulnerabilities that have been
included in the CVE database. Other vulnerabilities that have not made it to the CVE
database are excluded from the result.

McMahon et al. [72] used the combination of Shodan and Nessus to assess medical
device vulnerabilities. Vulnerability scanning was done using Shodan. The IP address of the
devices discovered from Shodan were passed on to Nessus for scoring the vulnerabilities.
Nessus was configured to detect obsolete operating systems, web vulnerabilities, and to
check for default login credentials. No port scans were performed, mainly to avoid possible
harm to devices. The results from Nessus were stored in a database for manual evaluation
and verification. The assessment resulted in the identification of 1604 devices with a total
of 3964 vulnerabilities. Some of the devices had vulnerabilities rated as ‘Critical” and some
as ‘High’. A large portion of devices had vulnerabilities rated as ‘Medium’ or ‘Low’. The
study did not actually indicate which devices were vulnerable and this information would
have been useful to the vendors of the devices to mitigate the vulnerabilities.

Williams et al. [73] followed an identical approach of scanning for vulnerabilities
first and then using Nessus to score the detected vulnerabilities, as in [72]. The authors
concentrated on IoT devices, which are ubiquitous and have the potential to compromise
consumer privacy if not secured. They used 11 keywords such as “smart tv” as inputs to
Shodan and retrieved a large number of records for a variety of consumer devices. The
output from Shodan was fed into Nessus for scoring vulnerabilities. The results revealed
obsolete versions of a network discovery and communication protocol as the most prevalent
sever vulnerability for webcams. The simple network management protocol (SNMP) was
the most common sever vulnerability for smart TVs.

6. Future Directions

The persistence of the top ten IoT vulnerabilities listed by OWASP (Open Web Ap-
plication Security Project) [9] reflects the lack of maturity of IoT security vulnerability
assessment frameworks. Several future research opportunities exist in relation to the topics
discussed in this paper. In this section, we highlight some of these open problems.

The evolution of the IoT has resulted in large IoT networks containing a large number
of heterogeneous IoT devices. IoT devices differ considerably in terms of type, manufac-
turer, hardware, firmware version, communication protocols, and operating environment.
Different IoT flaws can arise as a result of different loT device capabilities, characteris-
tics, and deployment environments. Existing vulnerability assessment frameworks are
primarily focused on a specific class of IoT devices. They are limited in terms of device
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heterogeneity and scalability. Since an approach designed for a specific class of IoT devices
may not be viable for IoT systems with heterogeneous device configurations, there is a need
to expand these frameworks or develop new approaches that take IoT device variability
and different deployment contexts into account.

Another research direction is the development of an IoT-tailored vulnerability quan-
tification approach. Although CVSS was created for conventional IT systems, it is now
widely utilised for quantifying IoT vulnerability. CVSS scores are risk metrics that are
calculated based on factors such as impact and exploitability ratings for a CVE. Both
impact and exploitability factors commonly reflect the non-IoT device parameters. In
addition, vulnerabilities must be individually assessed to generate CVSS scores based on
the scorer’s understanding of the vulnerability. Given the fundamental differences between
IoT and traditional IT systems, the use of default impact and exploitability factors does not
provide security professionals with insight into the IoT-specific risks that IoT ecosystem
vulnerabilities pose. As a result, more research is required to solve this problem.

An IoT ecosystem involves cloud, mobile application, hardware, and physical device
vulnerabilities. As a result, efficiently modelling and assessing multi-level vulnerabilities
in IoT-enabled ecosystems remains a challenge. Approaches that consider multi-host and
multi-stage vulnerability assessment are required.

Automating IoT vulnerability assessment is another future research direction. Given
the widespread use of IoT devices in security-sensitive applications such as critical infras-
tructures [7], it is important to mitigate the impact of IoT vulnerabilities by proactively
assessing the risk they pose and prioritising their resolution. Assessing the vulnerabilities
of IoT devices is challenging because it requires a thorough understanding of specific IoT
vulnerability vectors, which are defined by various IoT-related factors, such as architecture,
resource constraints, and protocols. There is the possibility of using machine learning tech-
niques to address these challenges. However, there is very little work that uses machine
learning-based approaches. A fuzzy inference system-based approach, for example, is
promising, but it currently requires input from security professionals via a questionnaire to
quantify vulnerabilities. As an alternative to cybersecurity professionals, a machine learn-
ing approach could be developed. The use of graph theory in determining IoT vulnerability
scores is another area that requires further research. This is because the dynamic nature
of IoT and diverse network topologies for IoT networks pose significant complexity for
modelling the attack graph nodes. An attack tree-based approach is another possibility for
further research. However, the challenge is how to ensure accurate quantification, because
an attack tree cannot adequately represent the procedures involved in a cyberattack because
they are all carried out in a single node (i.e., the root node).

It is critical to have timely information about IoT vulnerabilities in order to imple-
ment appropriate risk mitigation measures. This requires an efficient way of gathering
vulnerability data from IoT ecosystems. Although vulnerabilities in IoT devices are being
discovered at a rapid pace, mechanisms to collect this data efficiently need be developed.
It is particularly difficult to gather data on IoT vulnerabilities because there are so many
different types of IoT devices, and each one can have different hardware, software, oper-
ating systems, applications, and protocols. Compounding the challenge is that rarely do
available IoT vulnerability data contain information such as the precise IoT architecture
layer that the vulnerability affects, information on the physical requirements of IoT devices,
and the protocols in use.

Last but not least, the practical application of current IoT vulnerability assessment
frameworks in IoT contexts still needs more research. The frameworks studied in this paper
used approaches such as simulation- and scenario-based validations under controlled
environments. There is a need to validate these frameworks in actual IoT deployment
environments and to study the impacts of heterogeneous devices, varying protocols, speci-
fications, and so forth on vulnerability assessment frameworks.
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7. Conclusions

The IoT has the potential to transform many aspects of our modern lives, but suffers
from major security flaws. This paper presented a state-of-the-art systematic literature
review on IoT vulnerability assessment and quantification frameworks, as well as the
application domains and validation methods used to demonstrate the general practicability
of existing frameworks. Our findings revealed that IoT device deployment is growing
rapidly, but security solutions are not developing at the same rate. Specifically, the research
in IoT vulnerability assessment is relatively unexplored, despite mounting indications that
hackers are getting increasingly interested in exploiting IoT vulnerabilities. We identified
gaps and limitations in existing IoT vulnerability assessment methods and suggested
that future research should focus on developing vulnerability assessment frameworks
that take the distinct features of the IoT into account in order to efficiently assess IoT
vulnerabilities. We have highlighted the benefits of machine learning techniques for
automating the IoT vulnerability assessment. The insights into current IoT vulnerability
assessment approaches, gaps, and research directions provided in this paper are useful for
ongoing efforts to characterise cybersecurity risks and manage IoT vulnerabilities, as well
as to develop new and efficient IoT vulnerability assessment methods.
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