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Abstract: With the rapid development of Internet of Things technology, sharing data safely and effi-
ciently in different Internet of Things enterprises is becoming increasingly urgent. Traditional schemes
usually use third-party centralized cloud storage and a single central authoritative organization to
realize data storage and access management during data sharing. However, this centralized scheme
design has the potential for a single point of failure. When the cloud storage platform is subjected
to malicious attacks, it may lead to data loss or privacy leakage problems. Secondly, there is a trust
crisis in the design of authoritative central organizations, and centralized rights management makes
the data sharing process opaque. In order to address these shortcomings, an improved blockchain
and elliptic curve-based multi-authority attribute access control scheme is proposed. Firstly, the
interplanetary file system is used to store the ciphertext of symmetric encryption data to solve data
leakage and tampering in centralized cloud storage. Secondly, the elliptic curve cryptography-based
improved multi-authority ciphertext policy attribute-based encryption algorithm is used to encrypt
the symmetric key. It can solve the single point of failure problem of user attribute management and
significantly reduce the attribute encryption algorithm’s time and resource consumption. Thirdly, the
data-related information is uploaded through the smart contract, and the attribute access threshold
is set. Only qualified users can view the private information. Finally, the simulation experiments
evaluate the efficiency and effectiveness of the scheme from three perspectives: data storage, smart
contract, and attribute encryption.

Keywords: blockchain; data sharing; smart contract; ECC; attribute-based encryption

1. Introduction

With the rapid progress of Internet of Things (IoT) technology, large and varied
amounts of IoT data are generated daily. Enterprises in different IoT systems need to multi-
party share data in order to reasonably and fully develop the maximization of data value [1].
However, the data-sharing process will involve some confidential information pertaining
to various enterprises. Therefore, it is urgent to construct a convenient and efficient data
sharing scheme with high security and privacy protection. In the traditional scheme, the
collected data are uploaded to a third-party cloud storage platform, and enterprises interact
with each other through a central authority to complete access control [2]. There are hidden
dangers of a semi-trusted center and a single point of failure in this centralized shared
design system. Therefore, it is necessary to study a new solution to solve the question. As a
representative of decentralization, blockchain has always attracted attention and can be
used to build a trusted decentralized solution [3].

Blockchain is a distributed ledger technology [4] with traceability, transparency, tam-
per resistance and decentralization advantages. Because of the unique advantages of
blockchain, it can provide high security and traceability for data transactions on the chain,
which is an important consideration for multi-party trust cooperation. Currently, blockchain
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applications can be seen in all fields [5], mainly through the following four mainstream plat-
forms: Bitcoin, Ethereum, Corda and Hyperledger Fabric. The comparison [6,7] between
them is shown in Table 1.

Table 1. Attribute comparison of blockchain platforms.

Bitcoin Ethereum Corda Hyperledger Fabric
Category Public Public Distributed Ledger Consortium Blockchain
Blockchain Blockchain Platform
Description Generic Generic Financial Industry Modular blockchain platform
blockchain blockchain Special Platform
platform platform
Consensus algorithms POW POW, POS Notary mechanism PBFT
Smart contract No Yes (Solidity) Yes (Kotlin, Java) Yes (Go, Java)
Privacy No No Yes Yes
Scalability No No No Yes
Currency Yes Yes No No
Identity Authentication No No Yes (digital certificate) Yes (digital certificate)

Although Bitcoin is the prototype of blockchain technology, it does not support smart
contracts and privacy protection, so it cannot be applied to complex business scenarios. As
a product of blockchain 2.0, Ethereum is currently the hottest public blockchain system.
It can build applications and organizations and hold assets, trade and communication
technologies in an environment not controlled by centralized regulators. However, any
transaction on Ethereum requires a fee, which is suitable for creating decentralized au-
tonomous organizations. Corda is a technical architecture dedicated to financial services,
which abandons block and chain structures and better separates participants’ business
data. Corda uses the notary mechanism to make the network structure more fixed, but also
loses flexibility and scalability. Fabric, as the representative of the consortium blockchain,
is an open-source distributed ledger platform for enterprise application development. It
modularizes technologies such as rights management, authentication, and consensus mech-
anisms to support pluggability and expansion. Fabric realizes different business logic by
designing and developing smart contracts, which can be more conveniently applied to
complex environments. It is the first choice for enterprise development blockchain projects.
Therefore, we use Fabric as the underlying blockchain platform to research and develop
efficient and secure data sharing schemes in the IoT. However, each node in the blockchain
system must maintain a complete ledger of all transactions on the chain. If a mass of data
are directly uploaded to the blockchain, each node will maintain these data, which may
cause system congestion and bring high consumption and load to the client. Therefore, it
is necessary to solve this problem through off-chain storage and on-chain retrieval. The
Interplanetary File System (IPFS) [8] is a distributed system based on content storage. A
mass of original data are stored in IPFS, and an on-chain data retrieval table is constructed
using the addressing hash returned by IPFS and uploaded to the chain. This reduces the
network load and storage pressure of the blockchain and avoids the problem that storing
data on a third-party semi-trusted platform may lead to data leakage or loss [9].

An important problem to be solved in data sharing is how to carry out safe and efficient
access control. Simply speaking, it refers to how data owners control and manage their
data reasonably and effectively and how to distinguish users who can access their data. In
many current studies, Ciphertext Policy Attribute-Based Encryption (CP-ABE) technology
is considered one of the efficient and secure data protection methods suitable for complex
IoT environments because it can achieve fine-grained one-to-many access control [1]. Data
owners encrypt data by setting appropriate access policies. The ciphertext can be decrypted
when the user attributes satisfy the access policy. However, in the traditional CP-ABE
scheme [10], the user-based attribute authentication and key distribution are entirely
managed by a central authority, which poses the risks of an opaque authentication process.
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Therefore, in order to solve this problem, Allison and Waters proposed a decentralized
attribute-based encryption scheme [11] in which attribute assignment to users is managed
by multiple attribute authorities. In subsequent research, the scheme has been continuously
improved, greatly reducing the possibility of problems in attribute authentication and key
distribution [12]. These studies also ignore the control of the data owner. Therefore, in
this paper, the data owner strengthens the control of the data by setting the corresponding
attribute security threshold in the policy when uploading the data. However, in the CP-
ABE encryption scheme, the computing resources and time consumed in the encryption
and decryption process are also essential factors to consider. In this paper, an improved
Multi-Authority Ciphertext Policy Attribute Based Encryption (MA-CPABE) algorithm [13]
based on Elliptic Curve Cryptography (ECC) is applied. The fast and straightforward scalar
multiplication on ECC is used to replace the traditional complex bilinear pairing operation,
improving the algorithm’s security and dramatically reducing resource consumption and
calculation time.

Therefore, to solve some of the above problems and provide a safe and efficient data
sharing scheme for the IoT system, an improved MA-CPABE base on blockchain and ECC
is proposed in this paper. Firstly, the data owner symmetrically encrypts the original data
and then stores the obtained ciphertext in the distributed storage platform, IPFS. After the
storage is completed, IPFS will return the content addressing the hash of the data ciphertext.
The owner uses the attribute-based encryption algorithm to encrypt the symmetric key.
Then, the owner manages the data by using the smart contract deployed on the blockchain
to upload the relevant data information and setting the corresponding attribute threshold.
Data visitors need to use multiple attribute agencies to jointly generate attribute tokens for
themself and utilize smart contracts to access data. This scheme solves the problem of how
to share data safely and efficiently by means of distribution in a complex IoT environment.

The contributions of this article are summarized as follows.

1. In this paper, IPFS is used as a distributed storage platform, which not only achieves
on-chain retrieval and off-chain storage, but also solves the shortcomings of privacy
leakage, single point of failure and repeated storage (IPFS automatically deletes
duplicate data content) in centralized storage mode.

2. A data sharing scheme based on consortium blockchain and improved attribute
encryption is proposed. It solves some problems in the past scheme with the idea of
distribution, and the blockchain can provide auditable action logs to make the data
sharing process more transparent.

3. The MA-CPABE encryption algorithm improved by ECC is adopted. It solves the
problem of attribute distribution, which depends on the centralized third party and is
opaque in the traditional attribute encryption algorithm. Moreover, it reduces time
and resource consumption in encryption and decryption.

4. Use Hyperledger Fabric chaincode technology to realize data upload, query and
access. Only users who meet the access control conditions set by the data owner can
view the privacy information of the data.

The chapter arrangement of this paper is organized as follows. Some related research
on access control and blockchain is introduced in Section 2. The relevant background
knowledge of this paper is introduced in Section 3. The system model of the data sharing
scheme is introduced in Section 4. The detailed data sharing process and corresponding
algorithms are introduced in Section 5. The security, function and experimental analysis of
the scheme are analyzed in Section 6. Finally, a general conclusion of the full text is given
in Section 7.

2. Related Work

In this section, some of the existing research about data sharing is introduced, mainly
covering two aspects: access control and blockchain.

There has been much research exploring how to conduct secure access control. As
a traditional access control method, Discretionary Access Control (DAC) [14] is centered



Electronics 2023, 12, 1691

4 0f 23

on the data owner. It sets the Access Control List (ACL) according to its wishes to decide
whether to grant access to other users. This method requires users to maintain their ACL
to manage data. However, in the complex IOT environment, users in the system may
need to change their permissions frequently, which cannot be dealt with in time. The
Role-Based Access Control (RBAC) [15] is a scheme that associates roles and permissions.
Each user has its role attributes in the system, and each role has different permissions.
Compared with DAC, RBAC simplifies user rights management, but it does not provide
fine-grained access control. Attribute-Based Access Control (ABAC) [16] manages and
controls information according to user attributes in the system, and only the user who
meets the relevant attribute requirement can access the information. ABAC provides secure
and efficient data protection in complex IoT environments as a flexible fine-grained access
control method.

The CP-ABE [10] proposed by Bethencourt et al. is a classical encryption scheme
in ABAC. In this scheme, the sender constructs the access policy and embeds it into the
ciphertext; only when the receiver’s attributes meet the attribute requirements in the
access policy can the decryption be successful. However, centralized management is
adopted for attribute authentication and key distribution, which makes the access control
process opaque. In 2007, Chase [17] proposed the MA-ABE scheme to improve traditional
attribute-based encryption. Each user in the system has a unique identifier representing
their identity, and multiple attribute authorities are set up to assign attributes to users.
On this basis, Allison and Waters further improved the MA-CPABE scheme [11]. By
introducing a linear secret sharing scheme and using a conversion algorithm, the access
policy tree composed of AND and OR thresholds was converted into an access matrix,
enhancing the access policy expression ability. Thus, it was more suitable for distributed
networks. However, in the above attribute encryption scheme, bilinear pairing completes
the encryption and decryption process. Bilinear pairing is computationally expensive and
sometimes unacceptable for devices with limited resources. In 2022, Sandhia and Raja
proposed an MA-CPABE-ECC scheme [13] for data sharing in the cloud. In this scheme,
complex bilinear pairing is replaced by simple scalar multiplication in ECC in the scheme,
which has a smaller key and reduces the calculation time.

Although access control can ensure data security in the process of data sharing, central-
ized management and the inability to provide complete access control records still hinder
the development of data-sharing research. With the emergence of a decentralized represen-
tative blockchain, another way of thinking has been brought to data sharing research. A
trusted multi-party cooperation platform can be built through blockchain. Yang et al. [18]
proposed an overall architecture for data sharing and transactions, which guarantees the
security of the entire process through the distributed and transparent characteristics of
the blockchain and prevents data from being tampered with during storage through en-
cryption algorithms. Guo et al. [19] proposed a scheme to support data sharing with
blockchain as the underlying platform for the complex scenarios of the IoT. The scheme
solves the blockchain storage problem through off-chain storage and on-chain search. The
original data are stored in the database under the chain, and the summary information
of the data is uploaded to the chain. Users query and verify the data through blockchain.
Alshalali et al. [20] proposed a scheme for sharing electronic medical records based on
Fabric. The hospital stores the patient’s electronic medical record data and the user ID
authorized to access the medical record in the database. When the visitor needs to view the
medical record data, the blockchain is used to verify whether its ID is authorized to access.
Chen et al. [21] proposed a Fabric-based cross-enterprise data sharing scheme. The data
owner and user build a communication platform through the blockchain and complete the
entire data sharing process through on-chain transactions. In addition, IPFS is introduced
to reduce the storage pressure of the blockchain, and the data parties use the elliptic curve
digital signature algorithm multiple times to ensure the data security of transactions on
the chain.
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Liu et al. [22] proposed a scheme that combined ABAC with blockchain technology.
It solves the problem that one-to-many fine-grained access control is difficult to achieve
using the traditional scheme. However, the data are uploaded to the cloud without en-
cryption in this scheme. Because the third-party cloud storage service is semi-trusted,
the integrity and privacy of the data on the cloud cannot be guaranteed. Lu et al. [23]
used blockchain to build a platform, introduced IPFS instead of cloud storage, and used
symmetric encryption and CP-ABE algorithms to achieve access control of data. Liang et al.
proposed the PDPChain scheme [24], which uses the improved Paillier homomorphic en-
cryption to improve data availability and enable data management. Feng et al. [2] proposed
an outsourced parallel computing ABEM-POC model considering the large computing
time and resource consumption in the CP-ABE process. The most time-consuming and
resource-consuming part of the CP-ABE is transferred to the external edge computing
platform, which greatly accelerates the calculation speed and reduces consumption. Many
references [25-28] apply CP-ABE to blockchain and propose corresponding architectures
and algorithms.

However, attribute management is achieved through a centralized authority in the
above schemes. To solve this problem, Guo et al. [29] proposed a blockchain-based MA-
CPABE scheme. Users call smart contracts through the API interface to collect identity
attributes issued by multiple attribute agencies. The decryption key can be obtained
through the smart contract when the user attribute meets the access policy. Finally, the
shared data can be decrypted by using the key. However, each attribute agency only
manages one attribute in the scheme. Sammy et al. [30] used improved hierarchical
attribute access control and outsourced decryption to allow multiple authorities to provide
dynamic attributes to data requesters. Qin et al. [31] combined a smart contract and a
Shamir secret sharing scheme to enable multiple authorities to jointly manage user attribute
authentication. At the same time, four smart contracts were designed to achieve attribute
publishing, collection and key generation.

Blockchain technology provides traceable and transparent transaction records to
ensure that data will not be tampered with and solve the trust problem of data sharing
under centralized management. Access control technology authorizes users in the system
to access data. In this paper, an improved MA-CPABE base on blockchain and ECC is
proposed, and some smart contracts are designed to achieve data upload, query, and access.
Multiple attribute authorities can jointly manage user attributes via blockchain, which
makes the data sharing transparent and auditable.

3. Preliminaries

In this section, first, the basic definitions of ECC and linear secret sharing scheme are
introduced. Then, the Fabric blockchain, IPFS and MA-CPABE schemes used in this scheme
are introduced.

3.1. ECC

ECC [32] is asymmetric encryption based on elliptic curve discrete logarithm problem.
The most basic definition of the elliptic curve equation in ECC is as follows.

V=x}+tax+b, 4a3+270*> #0 1)

Define an elliptic curve E of order g in a finite domain GR(g). Moreover, G is a
generator with the order r; for any point Q on the E, it can be calculated by Q = kG, k € Z,.

There are three main steps involved in ECC encryption. First, the plaintext information
that needs to be encrypted is mapped to point Q on the E. Then, the encryptor (Alice) and
the decryptor (Bob) perform the following three steps.

1. Key generation.

(a) Alice and Bob select an elliptic curve with the same parameters
y? = x3 + ax + b(mod p) and point G as the generator.
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(b) Alice randomly selects an integer S, € Z,, as the private key and then computes
the corresponding public key P, = S, - G.

(0) Bob randomly selects an integer S;, € Z, as the private key and then computes
the corresponding public key P, = S;, - G

Encryption

Encrypt the information mapped to point Q. Alice calculates the ciphertexts C; = kG
and C; = Q + k- P,, where k € Z, is an integer randomly selected by Alice. Alice
sends the calculated ciphertexts to Bob.

Decryption

After receiving the ciphertexts, Bob uses his private key S;, to compute the point Q
according to the formula C, — S,C;.

Co = SpC1 = (Q +kPy) — Sp(kG) = (Q +kSpG) — SpkG = Q 2)

Then, he obtains plaintext information by mapping point Q back to E.

3.2. Linear Secret Sharing Scheme (LSSS)

Secret sharing scheme [33] divides a secret into n different parts and then distributes

it to all parties. A group of authorized parties can recalculate the secret by combining
their secrets.

The specific introduction of LSSS is as follows.

The secret shares of the parties form the vector on Z,.

The shared matrix A is composed of n rows and m columns. Fori € 1,...,n each line
i marked with a function p is associated with one of the parties. Suppose s €, is the
secret to be shared. The first element of the column vector v is 5, and the remaining
elements need to be randomly selected from Z;,. Then, A - s is computed as the sharing
vector of the secret s, where vector v = (s,72,...,7),and ry, ..., 1 € Z).

Suppose an arbitrary authorization set S € T, where T is a self-defined access policy
tree. {¢; € Zp}(jc1,..n) 15 a constant set, compute the original secret s = } 1, ) AiCi,
where A; is the share of secret s.

The A can be generated by the conversion algorithm. The monotone Boolean formula

is used as the input to access the structure tree. Each leaf node represents an attribute, and
non-leaf nodes are AND and OR thresholds. The A is the output; each row in A represents
an attribute. The conversion algorithm is as follows.

1.

2.

If the parent node is an OR threshold marked with vector v, then its two child nodes
are represented by vector v, and the value of the counter V is unchanged.

If the parent node is an AND threshold marked with vector v, nought is filled at the
end of the vector v to make the length of v equal to the counter value. Then, the left
node is marked with (0,...,0) || —1, where the number of zero is V, and the right
node is marked with v || 1. Finally, the value of the counter V is increased by one.

Figure 1 shows how the attribute access structure tree is transformed into an access

matrix by the transformation algorithm. The generated LSSS access matrix A is as follows.

0 -1 0 p(l)=a

o 0 -1 p@2)=b
A= 1 1 1 p(3)=c ©)

1 1 1 | p4)=d
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(1) V=1
AND
SN
(1.1)
a AND
(0,-1) V=3
/ (1,1,1)
b OR
(0,0,-1) / \
C d
(1.1.1) 1,1,1)

Figure 1. Accessing structure tree to generate LSSS matrix.

3.3. Hyperledger Fabric

Blockchain consists of multiple blocks connected by address hash values to maintain a
transparent and immutable ledger in distributed point-to-point networks. Any transactions
in the blockchain network will be recorded in the ledger. The scheme proposed in this
paper is based on Hyperledger Fabric [34].

Identity management: The authentication, authorization and management of nodes in
Fabric are completed by the Member Service Provider (MSP). As the default certification
authority (CA) of Fabric, CA needs to issue identity certificates for each node. Each new
member node must be authenticated by the CA before joining the current blockchain network.

Smart contract: Smart contract is a contract that uses computer language to replace
language to record terms and is automatically executed by a program. In other words,
the smart contract is a digital version of a traditional contract that runs on blockchain
networks and is automatically executed by programs. The smart contract in Fabric is called
chaincode, and users can invoke the chaincode-related API to access, modify and create a
set of key-value pairs in the ledger.

Transaction: Transactions are generated by the user implementing the chaincode on
the client application side to read, modify and write data on the ledger. Each transaction is
approved after endorsement and consensus within the network.

Ledger: The ledger of Fabric consists of block log and world state. The transaction
ledger needs all nodes in the Fabric channel to maintain together. When a transaction is
completed, the latest states (current value) of all key-value pairs in the current blockchain
are recorded in world state. Block log means adding all generated transactions as blocks to
an immutable chain.

3.4. Interplanetary File System (IPFS)

IPES is a point-to-point storage system based on file content [35]. IPFS will return
a unique addressing hash for files stored in the system. Nodes in IPFS are the same as
blockchain, and multiple nodes maintain the same storage network. Problems with a single
node do not destroy the entire network, so there is no single point of failure risk as there is
in traditional networks. Because IPFS is based on storing data content, the same data will
be stored only once, so IPFS can avoid data redundancy and reduce storage space.
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3.5. MA-CPABE Scheme

A classical MA-CPABE scheme is composed of four algorithms [11]: Setup (system
setup and attribute authority setup), Encrypt, KeyGen and Decrypt.

System_Setup(q — PP): The CA executes the algorithm to initialize the entire system.
The CA takes a large prime number g as the input of security parameters and runs the
algorithm to determine the public parameters of the system PP.

Authority_Setup{(PP — (PK, SK)}: The algorithm is executed by various attribute
authorities. Attribute authority inputs the public parameter PP and outputs its attribute
public key PK and private key SK.

KeyGen{(PP,i,SK,GID) — SK; gip}: The attribute authority takes the public param-
eter PP, the user unique identifier GID, the attribute i and the attribute private key SK of
the corresponding attribute of the attribute institution as input. It outputs the attribute key
SK; gip of attribute i, corresponding to the user identity GID.

Encrypt{(PP,(A,p),M,{PK}) — CT}: The user inputs the information M that
needs to be encrypted, PP, the corresponding access policy matrix (A, p) and the pub-
lic key set { PK} of the attribute authority. The output ciphertext CT is encrypted by the
encryption algorithm.

Decrypt{(PP,CT,{SK;gip}) — M}: The user inputs public parameters PP, cipher-
text CT and attribute key set {SK; cip }. Plaintext M can be decrypted successfully if the
user attribute meets the access policy in the ciphertext.

4. System Model
4.1. System Architecture

The overall architecture of the cross-enterprise data sharing solution in the IoT, as
shown in Figure 2, consists of five layers: data collection, user, storage, interaction and
access control. The data collection layer comprises IoT devices managed by IoT enterprises,
such as smartphones, electronic probes, drones, etc. These devices are the primary source
of IoT data. Enterprises share the data generated by these IoT devices reasonably and
safely to achieve win-win cooperation. The user layer is the enterprise users in the scheme,
including data owners and visitors, and is the most crucial entity in the data sharing
process. The storage layer is composed of IPFS, which is the main carrier for storing data
in the scheme. The interactive layer is the Fabric blockchain network and the underlying
platform of the system solution. All operations in the data sharing process need to be
completed in the form of on-chain transactions. The access control layer is composed of a
certificate authority and multiple attribute authorities, and its primary function is to realize
the management of data access rights by system users. The focus of secure access control is
key issuance and user attributes authentication in the scheme.

4.2. System Model

There are six entities in the system model: CA, IPFS, attribute authorities, data owner,
data visitor and Fabric blockchain.

CA: As an MSP entity in Fabric, CA is responsible for registering and issuing identity
certificates for users in the Fabric blockchain. It initializes the system by setting security
parameters and collecting the public key of attribute authorities.

IPFS: As the main container for storing data in the system, IPFS provides off-chain
data storage services to solve the problem of insufficient storage capacity on the chain; that
is, to achieve off-chain storage and on-chain retrieval.

Attribute Authorities(AAs): As the authority of attribute authentication in the system,
AA is mainly responsible for the attribute authentication of users in Fabric and publishes
the corresponding attribute sub-keys to users through blockchain. Each attribute is jointly
managed and authenticated by multiple AA. Similarly, each AA needs to be responsible
for multiple attributes. In short, there is a many-to-many mapping between attribute
authorities and attributes. The relationship diagram is shown in Figure 3.
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Figure 3. The mapping between AAs and attributes.

Data Owner (DO): DO is the owner of data resources, which protects data through two
encryption algorithms. The ciphertext after attribute encryption is used to construct a Data
Element Table (DET), and the smart contract is implemented to upload the DET. DO enforces
secure access control of data by setting access policies and attributes security thresholds.

Data Visitor (DV): DV is a user who wants to access and use data from the DO. DV
requests the decryption key related to its identity attribute through the blockchain. Data
can be successfully accessed and decrypted if the DV attribute meets the access policy
of ciphertext.

Fabric Blockchain: As the underlying platform of the system solution, Fabric is mainly
responsible for storing relevant data information, completing data sharing operations
through relevant smart contracts, and providing a transparent and auditable ledger for
on-chain transactions.

As shown in Figure 4, the data sharing system model proposed in this paper is
as follows.
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Figure 4. System model of data sharing scheme based on attribute encryption in Fabric.

1.

10.

11.

12.

CA generates the public parameter PP and publishes it to the blockchain. Moreover,
it distributes different attribute sets for each attribute authority.

Each attribute authority AA; generates a key pair (PKj, SK;) based on the attribute it
manages and uploads its public key PK; to the blockchain.

CA collects all PK; to the attribute public key set { PK} and publishes it to the blockchain.
When system users such as DO and DV apply to join the blockchain, they need
to register with the CA to obtain the corresponding digital certificate and system
parameters (including the attribute public key set { PK} and public parameter PP).
DO encrypts data with the symmetric encryption algorithm AES to obtain ciphertext
ct, where the key of the symmetric encryption algorithm AES is represented by Key.
DO stores ct in IPFS.

IPFS returns addressing hash Hash to DO.

DO constructs the access policy (A, p) of the data and encrypts Key by using the
MA-CPABE to obtain ciphertext CT.

DO constructs a DET based on various pieces of information about the data, and each
DET corresponds to the identity (DatalD) of the data on the blockchain (one DatalD
corresponds to a unique DET). The smart contract UploadData is called to upload the
DET and the corresponding attribute threshold T in the access policy.

DV applies for attribute sub-tokens to AA through blockchain. Attribute authority
AA| issues attribute sub-token SK; ; to DV according to the identity of DV and the
attrlbute at managed by them-self.

DV calls the smart contract ReadData to query part of the data information of all
DETs in the current blockchain ledger, such as data summary, data size, data identity,
etc. DV determines which data it needs using the descriptive information of the data.
DV determines the needed data, calls the data access smart contract AccessData
according to the DatalD of the data, and uploads its attribute sub-token set. If the
attribute sub-token set uploaded by the DV satisfies the access policy and attribute
threshold set by DO, the DET of the data can be successfully accessed, and the
decryption key SK will be generated.
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p
(1)
W

13.

14.

5. Sc

DV retrieves the ciphertext ct stored in IPFS according to the data hash address Hash
in DET.

DV uses SK to decrypt the ciphertext CT in DET to obtain the symmetric key Key.
Then, DV uses Key to decrypt the ciphertext ct to obtain the original data informa-
tion Data.

heme Overview

5.1. Scheme Specific Process

Data

There are four stages included in the scheme: System Initialization, Data Encryption,
Access and Data Decryption. Each stage and the algorithm used will be described in

detail below.

5.1.1. System Initialization

——(1):Upload PP

The specific process of the System Initialization phase is shown in Figure 5.

(2):Assign attribute set—

(2):Assign attribute set—»

[ - (4):Collect all PK- -

(2):Assign attribute set

[ (3)
.

[ ¢———(3):Upload PK—

(3)

(3):Upload PK—
i (3):Upload PK:

——1(4):Upload {PK]—/»{

Figure 5. System initialization flow chart.

1.

CA runs the system initialization algorithm System_Setup(q — PP), in which the
security parameter g is entered, and the global parameter PP of the system is obtained
and published to the blockchain. The details are as follows.

The initialization algorithm of the system is to input a large prime number g as the
security parameter and output the public parameter (q, GF(q),E, G,r,h, H) of the
system. E is an elliptic curve in the finite domain GF(q) of the g order finite field.
A point G on the 7 order cyclic group GR containing all points on E is selected as
the generator, and all points in GR are generated by G - r, where i < r. The positive
integer h is an auxiliary factor mainly used to calculate & - r = |E|. Each user in the
system has a unique identifier GID, and the user identifier GID is mapped to the
element of Z, through the hash function H : {0,1}* — Z;.

CA randomly assigns attributes to AA, and each attribute needs to be jointly managed
by x attribute authorities. Each AA obtains different attribute sets for management.
AA run algorithm Authority_Setup{(PP — (PK,SK)}. Each AA generates its key
pairs (PK;, SK;) according to the attribute set AA;.AttSet, then uploads its public key
PK; to the blockchain. The algorithm details are as follows.
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Each AA randomly selects an integer n € Z, as its private key and the corresponding
public key n - G is calculated. For each attribute A; in the system, the AA randomly
selects an integer 4; € Z, as the private key and PK; = 4; - G as the public key.

CA collects the public key PK; uploaded by all AA, aggregates these attribute public
keys into a public key set { PK} and publishes it to the blockchain.

5.1.2. Data Encryption

—

<+——(6):storage ct

(6):Hash——»

The specific process of the Data Encryption phase is shown in Figure 6.

Al

(5):SHA-1;AES encrypt

(7):re'gister >

» (7):Cert. {PK}. PP

(8):MA-CPABE encrypt

—
(9):DET

—(10):Upload Data

Figure 6. Data encryption flow chart.

5.

DO first computes a hash value hash for the Data with the SHA-1 algorithm and then
encrypts Data to obtain ciphertext ct with AES algorithm.

DO stores the encrypted ciphertext ct in IPFS. Then, IPFS returns the corresponding
address hash value Hash.

DO applies for permission to join the blockchain network through CA. If the applica-
tion is accepted, PP, digital certificate Certpo in the blockchain and attribute public
key set { PK} will be returned.

DO constructs the access policy (A, p) and executes the encryption algorithm
Encrypt{ (PP, (A, p),Key, {PK}) — CT} to encrypt the AES key Key to obtain the key
ciphertext CT. The algorithm is as follows.

(a) First, it maps the key Key to be encrypted to point M on the elliptic curve E,
then it randomly selects an integer s € Z, and calculates Cy = M + sG.

(b) It takes the access policy set by DO as the input, then outputs the access matrix
A of n x | and maps the attributes in the access policy to matrix A using the
function p.

(c) It selects vectors v = (s,v2,...,0m) € Z, and u = (0,uy,..., Uy) € Z, at
random and calculates Ay = Ay - v and wy = Ay - u, respectively, where Ay
represents the x-th row of the matrix A.
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10.

(d) Finally, the ciphertexts are calculated by C1 y = Ay - G 4 wy - PKP(X) and

Co,x = wy - G, respectively.
DO constructs DET based on information such as ciphertext CT and data hash address
Hash. The DET details are shown in Figure 7.
Data description: Descriptive information of data.
DatalD: The unique identifier of data on the blockchain, including the enterprise name
and number. This is the basis for querying the data information. Holder: Enterprise
name of the data owner. DataSummary: Summary description of data information.
ID: The unique identifier of DO in the blockchain is the blockchain address. Sign:
Digital signature of DO. Size: The size of data.
Data privacy: Data privacy information.
Hash: The data address returned by IPFS and the only basis for querying data. CT: The
ciphertext AES key is encrypted with MA-CPABE. hash: The hash of data plaintext is
the basis for checking data integrity.
DO uploads the DET to the blockchain through the smart contract UploadData (see
Section 5.2.1 for more information) and sets the access attribute threshold ¢ for the data.

DatalD:A007
desl::?i?tion Holder: CompanyA DataSL.lmmary:XXX
ID: XXX Sign: XXX Size:3.14M
Data privacy Hash: XXX CT:XXX hash: XXX

Figure 7. Data element table.

5.1.3. Data Access

11.

12.

13.

14.

The specific process of the Data Access phase is shown in Figure 8.

DV applies to join the blockchain. CA agrees to return DV’s digital certificate Certpy
in the blockchain, which includes DV’s unique identifier VID in the system, as well
as the global parameter PP and attribute public key set { PK} that needs to be used in
the subsequent decryption process.

DV applies for attribute identity through blockchain. AA run algorithm
KeyGen{(PP,i,SK,GID) — SK;gip} in the system to issue attribute sub-token
SK; jvip according to DV identity. The algorithm is as follows.

The AA generates the attribute key of attribute A; for users with VID. The key
calculation method is as follows.

SKi,VID =a;+ H(VID) ‘n (4)

DV uses the smart contract ReadData to query information of the data description
part in all DET (see Section 5.2.2 for more information). Then, it finds the needed data
according to the returned data description information, where DatalD is the basis for
subsequent query.

The DV uploads its own set of attribute tokens {SKi,j,V p } and invokes smart contract
AccessData to query all the corresponding information based on the DatalD (see
Section 5.2.3 for details). If the attribute security threshold f set by DO is satisfied,
the DET of the data can be successfully accessed, and the attribute decryption key
{SK;yip} is generated.
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[AA]  [AA]

(11):register—

(11):Cert,PP{PK}->}
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(12){5K;; yip }
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(13)ReadData—
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P
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d

(14){SK jvip },DET |

Figure 8. Data encryption flow chart.

5.1.
15.

16.

4. Data Decryption

DV Downloads DET and the decryption key {SK; y;p }, and retrieves the ciphertext
ct from the IPFS according to the storage address Hash in the DET.

DV runs the decryption algorithm Decrypt{(PP,CT,{SK;cip}) — Key} to obtain
the decryption key Key of AES. The algorithm is as follows.

To successfully decrypt the ciphertext, the DV first needs to find a suitable set of
rows Ay in matrix A, where (1,0,...,0) needs to be in these rows; submits its identity
identifier VID and (Cy,y, p(x)) of each line x; and then performs the calculation.

Z (CZ,X ’ SKp(x),VID) = Z (wxG : (ap(x) + H(VID)TI))
=) (wyy1)G + wyH(VID)nG)  (5)

Based on the above results, it is necessary to continue calculating.

Y Cix— ) (Cox-SKyx)vip)
=Y (Ar- G+ wsx- PKyyy) = Y (wrty()G + wyH(VID)nG)
=Y (A G—wyH(VID)nG) (6)

The DV selects integer ¢, € Z,, which satisfies }_cx Ay = (1,0,...,0), and performs
the computation.

Y x(A:G — w H(VID)nG) = sG 7)
Whenv-(1,0,...,0) =sand u- (1,0,...,0) = 0. DV decrypts the point M.

Co—sG=M 8)



Electronics 2023, 12, 1691

15 of 23

Last maps M back to the AES key Key.

17. DV uses the symmetric key Key obtained by the attribute decryption algorithm to
decrypt the data ciphertext ct.

18. DV hashes the data Data to obtain Datay,), using SHA-1 and compares the calculated
hash value with hash in DET. The data remain the same if the two hashes are the same.

5.2. Contract Introduction

There are three smart contracts applied in the data sharing scheme: UploadData,
ReadData and AccessData. In this section, we describe the proposed smart contract in the
form of pseudocode and give the corresponding analysis.

5.2.1. UploadData

The data upload contract is used by DO to upload DET to the blockchain. In order
to reduce the storage pressure of the blockchain, DO uses the information of the data
to construct the DET, and DatalD is used as the retrieval key of DET on the blockchain.
Algorithm 1 gives the specific process of storing data information DET. First, lines 1-3 are
used to judge whether the contract input parameters are correct. Then, lines 4-7 determine
whether DatalD is reused to ensure only one DatalD corresponds to each DET. Lines 8-10
perform the storage operation and DET is stored in the blockchain as a key-value pair.
Lines 11-17 are used to set the threshold of related attributes in the access control policy.
If all of the above actions are successful, the DET of the data information is successfully
uploaded into the blockchain.

Algorithm 1 UploadData()

Input: Datald,Holder,ID,Sign,DataSummary,Size,Hash,CT hash,T
Output: bool
1. if {Datald == null || Holder == null || ID == null || Sign == null ||
DataSummary == null || Size == null || Hash == null || CT == null || hash ==
null || T == null} then
return Error(“args error”)
end if
Data < APIGetStub.GetState(Datald)
if Data! = null then
return Error(“Datald’s DET already exist”)
end if
DET <« {Datald, Holder, ID, Sign, DataSummary, Size, Hash, CT, hash}
DETjosn < json.Marshal(DET)
APIGetStub.PutState(Datald, DETjson)

—
=

11: for (i=0—m—1) do

12: if Ali] in (A, p) then
13: Ali].threshold < T
14: else

15: Ali].threshold <+ 0
16: end if

17: end for

—_
[

: return (true) //Data Upload success

5.2.2. ReadData

The data search contract displays partial information of all DETs in the current
blockchain to users, and DV calls the contract to search for the needed data. The spe-
cific process of the contract is given in Algorithm 2. The first line is to iterate through the
entire blockchain ledger. Lines 2-11 store the data description part in DET in the DET part.
Finally, all DETpart are returned.
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Algorithm 2 ReadData()

Input: API

Output: All DETpart

1: ALLIterator <— APIGetStub.GetStateByRange()

2. for (Alllterator.HasNext()) do

3: DET <« APIGetStub.GetState(Datald)
DETpart.Datald < DET.Datald
DETpart.Holder <— DET.Holder

DETpart.ID < DET.ID

DETpart.Sign < DET.Sign
DETpart.DataSummary < DET.DataSummary
DETpart.Size < DET.Size

10:.  AlIDETpart < append(AlIDETpart, DETpart)
11: end for

12: return All DETpart

O P2 NG

5.2.3. AccessData

DV accesses data according to DatalD and the owned-attribute token using the data
access contract. Algorithm 3 shows the specific process. The first 1-3 lines check whether
the contract input is reasonable. Lines 4-14 determine whether the attribute token owned
by DV meets the attribute threshold set by DO. The contract is terminated if the condition
is unment, and access to the DET is prohibited. If the attribute threshold is met, lines 15-17
return the DET and decryption token of the data to the DV.

Algorithm 3 AccessData()

Input: (Dlltllld, {SKi,j,VID})
Olltpllt: DET, {SKi,VID}
1. if DET == null || {SK; y;p} == null then

2: return Error(“args error”)

3: end if

4 fori=0—>m—1do

5: forj=0—n—-1do

6: if SK[i][j]! = null then

7: countli] + +

8: end if

9: end for

10.  if count[i] < Ali].threshold then
11: return -1 //attribute threshold is not met, the contract is terminated
12: end if

13: {SKI',VID} — SK{Z}

14: end for

15: DETjson <— APIGetStub.State(Datald)
16: DET < json.Unmarshal(DETjson)
17: return {SK; y;p}, DET

6. Experiments and Results
6.1. Security Analysis

Data integrity: A semi-trusted third-party cloud storage service provider may suffer
data loss due to a single failure. The distributed storage system IPFS is the off-chain data
storage platform replacing cloud storage. IPFS will return the hash address based on the
data content. The related hash address will change if there is any exception to the stored
data. In addition, DO hashes the data and uploads them to the blockchain as a standard for
integrity verification.
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Privacy: The data ciphertext is uploaded to IPFS, and users without symmetric keys
cannot access the data plaintext. In addition, the attribute encryption algorithm is used to
encrypt the key further. The ciphertext of key in the Fabric blockchain can be viewed only
when the user satisfies the attribute condition. Otherwise, only the information that does
not leak data privacy can be viewed, such as data summary, size, etc.

Auditability and non-repudiation: Blockchain is used as the underlying interactive
platform in this scheme. Each operation in the data sharing process is recorded in the ledger
as a transaction and cannot be changed. Every transaction in the blockchain needs to attach
its signature. When things go wrong in the data-sharing process, they can be audited by
verifying the ledger records and signatures.

Witch Attack: The Fabric consortium blockchain network is used in this scheme. Each
user needs to pass the identity authentication by Fabric-CA and can join the network after
obtaining identity certificates. This not only effectively prevents identity forgery, but also
prevents a node from applying for multiple identities.

6.2. Scheme Analysis

The comparison of some functions between this scheme and other blockchain-based
data sharing schemes is listed in Table 2. In reference [21], data access control is realized
using an elliptic curve digital signature and encryption algorithm. However, this scheme
requires multiple transactions between data owners and users to complete the signature
and authentication, which is inefficient and cannot provide fine-grained access control.
Reference [23] adopted attribute-based access control, which uses blockchain to store
corresponding data. However, this scheme has the security risk caused by semi-trusted
third-party centralized authorization. In reference [31], the multi-attribute structure is used
to achieve decentralized access control. However, the problems of data tampering and
disclosure caused by semi-trusted cloud storage services are not considered. Therefore,
the distributed storage platform IPFS is used as an off-chain storage tool to eliminate data
duplication and solve storage problems. Using encryption technology completes the data
access control. Moreover, the smart contract is applied to achieve data upload, query and
access. Blockchain records every process in the system and provides an auditable ledger.

Table 2. Scheme function comparison.

Distributed Data

Eliminate Duplicate

Scheme S Data Integrity ABAC Decentralized Access Authorization
torage Data
[21] Y N Y N N
[23] Y Y N Y N
[31] N N N Y Y
Ours Y Y Y Y Y

Y: This means that the scheme proposed in the literature has this function. N: This means that the scheme proposed
in the literature does not have this function.

6.3. System Performance Analysis

We conduct experiments using the proposed scheme to evaluate its performance in
all directions and compare it with other schemes. The overall experimental environment
includes Intel(R) Core(TM) i7-7700HQ CPU @ 2.80 GHz client. The Fabric blockchain
network and IPFS network are deployed in Ubuntu 21.10 LTS, and the chaincode used
in the scheme is developed with the Golang language. In this experiment, Hyperledger-
TWGC/Tape testing tool is used to evaluate the blockchain. Tape is a lightweight tool for
testing Fabric performance, allowing users to customize test conditions to detect transaction
latency, throughput, and more in the blockchain.

6.3.1. Data Storage Analysis

This experiment compares the upload and download times of files with different sizes
in distributed IPFS networks and traditional centralized cloud storage. Experiments are
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conducted, including seven groups of different files sizes, namely, 10 MB, 50 MB, 100 MB,
200 MB, 300 MB, 400 MB and 500 MB. The upload and download time of different size
files are shown in Figures 9 and 10. The figure clearly shows that the time required for
uploading and downloading will increase with the increase in the file size. However, there
is no obvious gap between the IPFS network and traditional cloud storage. If IPFS is used to
store data, it can effectively solve the security problems that may be caused by third-party
cloud storage.

W |PFS  m traditional storage
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2 I I |
10 50 100 200 300 400 500

File Size{MB)

Time(s)
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[=]

Figure 9. Time consumption comparison of uploading different size files using IPFS network and
traditional cloud storage.
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Figure 10. Time consumption comparison of downloading different size files using IPFS network
and traditional cloud storage.

6.3.2. Smart Contract

This experiment tested the contract throughput of three smart contracts deployed in
blockchain networks under different total amounts of transaction. Throughput (TPS) is
the speed at which the blockchain ledger receives transactions, measured by the number
of transactions executed per second. Figure 11 shows the contract TPS of UploadData
under different transaction amounts in the blockchain. A comparative experiment was also
performed with a different number of attributes (5, 10, and 15) involved in constructing
access control policies. Figure 12 shows the TPS of the AccessData under different transac-
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tion numbers when the attribute number is 10 or 20, respectively. The figure shows that
when the size and transmission rate of blocks in the blockchain remain unchanged, the
TPS increases slightly with the increase in the transaction amount and finally tends to a
maximum value. As the number of attributes increases, the TPS of the contract decreases,
but the maximum reduction will not exceed 50.

M Attribute number =5
B Attribute number = 10
M Attribute number = 15

100 200 400 600 800

1000

Throughput (TPS)
= [y ] N w w B
(=] [9,] (=] (93 (=] w (o)
(=] (=] (=] (=] (=] (=] o

w
o

0
Number of transactions

Figure 11. Throughput of UploadData under different transaction numbers.
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Figure 12. Throughput of AccessData under different transaction numbers.

Figure 13 shows the TPS of the ReadData under different transaction numbers when
the number of existing DET in the current blockchain ledger is 10 and 20, respectively. The
figure shows that when the size and transmission rate of blocks in the blockchain remains
unchanged, the TPS remains basically unchanged as the transaction amount increases.
However, as the total number of DET increases, the throughput of the system decreases.
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Figure 13. Throughput of ReadData under different transaction numbers.

6.3.3. Attribute Encryption Analysis

The ECC-improved MA-CPABE access control algorithm used in the proposed scheme
is analyzed and compared to the BMAC scheme proposed in [31]. The BMAC scheme uses
the traditional MA-CPABE scheme. The difference between the two encryption algorithms
is considered in the experiment. In addition to the four algorithms other than system
initialization, the relationship between their time cost and the number of attributes is
shown in Figures 14-17. The figures show that the improved attribute encryption algorithm
using ECC in the proposed scheme is superior to the traditional MA-CPABE at all stages.
The simple scalar multiplication on the ECC is used to replace the traditional complex
bilinear pairing in this paper, significantly reducing the computation overhead.
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Figure 14. Time overhead of algorithm Authority_Setup{(PP — (PK,SK)} under different at-
tribute number.
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Figure 15. Time overhead of algorithm KeyGen{(PP,i,SK,GID) — SK;gip} under different at-
tribute number.
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Figure 16. Time overhead of algorithm Encrypt{(PP, (A,p), M,{PK}) — CT} under different
attribute number.
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Figure 17. Time overhead of algorithm Decrypt{(PP,CT,SK;cip) — M} under different at-
tribute number.
7. Conclusions

Although the traditional centralized approach has brought some convenience to data
sharing, the management of data access rights is completely controlled by the central
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authority organization, which will lead to trust problems. Additionally, because the
authority management is not transparent, the security of the data sharing process cannot be
guaranteed. In order to solve some problems relating to traditional data sharing schemes,
this paper proposes a multi-authority attribute access control scheme based on Fabric
blockchain. First, IPFS is used as an off-chain storage container in this solution to solve the
problems of data tampering, privacy disclosure and redundant storage in centralized cloud
storage. Then, distributed access control is implemented in Fabric through ECC’s improved
multi-permission attribute encryption algorithm and attribute threshold. It can protect data
more safely and reduce the consumption of computing resources by users. The three smart
contracts designed in the scheme are used to achieve data upload, query and secure access.
Because the Fabric blockchain can provide auditable operation logs, it can effectively solve
the trust problem and make the whole data sharing process more transparent. Finally, the
system scheme is evaluated through a large number of experiments. The results show that
compared with other data sharing schemes, the scheme shows a great improvement in
performance, security and practicality.

In the future, we will further study how to implement efficient and secure access
control policies and dynamic update mechanisms of attribute authentication in blockchain-
based data sharing schemes.
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