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Abstract: The reliability of nanoscale electronic systems is important in various applications. How-
ever, they are becoming increasingly vulnerable to atmospheric neutrons. This research conducted
spallation neutron irradiations on a Xilinx Zyng-7000 system on a chip using the China Spallation
Neutron Source. The results were analyzed in combination with a Monte Carlo simulation to explore
the impact of atmospheric neutrons on the single event effects of the target system on chip. Mean-
while, the contribution of thermal neutrons to the chip’s single event effect susceptibility was also
assessed. It was found that absorbing thermal neutrons with a 2 mm Cd sheet can protect against
the single event effect on the system on the chip by about 44.4%. The effects of B and Hf elements,
inside the device, on a single event effect of the Xilinx Zynqg-7000 system on chip were evaluated too.
Additionally, it was discovered that 1B interacting with thermal neutrons was the primary cause
of the thermal neutron-induced single event effect in the system on chip. Although Hf has a high
neutron capture cross section, its presence does not significantly affect the sensitivity to single event
effects. However, during atmospheric neutron irradiation, the presence of Hf increases the possibility
of depositing the total dose in the tested chip.

Keywords: spallation neutron; thermal neutron; Monte Carlo; system on chip; single event effect

1. Introduction

The atmospheric neutron comes from the interaction of cosmic rays with the atmo-
spheric nuclei. These neutrons have a wide range of energies, ranging from thermal
neutron to GeV [1]. In the past decades, this has been serious concern in the field of
avionics, regarding atmospheric neutrons resulting in single event effects (SEE) [2,3]. As
semiconductor manufacturing technology rapidly develops, concerns have also shifted
to the potential of atmospheric neutrons to cause single event effects (SEE) in terrestrial
electronic systems [4-6].

The sensitivity of electronic systems to atmospheric neutrons can be explored in two
ways [7]. One involves conducting high altitude tests in real atmospheric environments.
For instance, Xilinx’s Rosetta experiment assessed the soft errors of various technology
field programmable gate arrays in different locations globally in the past few years [8-10].
Similarly, in China, Chen et al. investigated the real-time atmospheric neutron induced soft
errors on different static random access memories at the Yangbajing international cosmic
ray observatory of the Chinese Academy of Science in Tibet, China [11-13]. However, the
major drawback of this method is that it can be quite time consuming, even though the
results obtained are the most authentic.
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The other method involves performing irradiation tests using various irradiation
equipment to evaluate the effects of years of exposure in real surroundings in just a few
hours with intense flux [7]. This can be achieved by using sources such as a reactor,
monoenergetic neutrons, and spallation neutrons [14]. Among these, spallation neutrons
are considered to be closer to the real situation and are the ideal surrogate for accelerating
atmospheric neutron SEE tests when compared to the former two [15]. In addition, by
spallation neutron irradiation, it is possible to conduct a more comprehensive analysis
on the total single-event effects (SEE) caused by atmospheric neutrons, including the
assessment of the contribution of different energy ranges of neutrons [16]. For instance,
the assessment of SEE soft errors comes from the thermal neutron, the neutron above 1 or
10 MeV. In particular, it is more convenient to further investigate the impact of thermal
neutrons on an atmospheric environment.

In 2001, R. C. Baumann was the first to report that 1°B interacting with the thermal
neutron is a dominant factor in soft errors for deep-submicron static random access memory
with borophosphosilicate glass (BPSG) packages [17]. Since then, advanced integrated
circuit development has led to chip packages no longer requiring the BPSG package [18-20].
However, for the nanoscale electronic systems, even though the BPSG package is no longer
used, they still face the threats of 10 interacting with thermal neutrons [21-24]. This is
because '°B contamination might occur in the semiconductor contact and doping processes,
and the rapidly developed semiconductor manufacturing technology pushes the supply
voltage and SEE critical charges lower and lower.

In [21], M. Cecchetto et al. pointed out that the thermal neutron can induce almost
90% of upset events in some cases. In [22], C. Weulersse et al. analyzed the SEE soft
errors for 90, 65, and 28 nm technology memories under thermal and high energy neutron
conditions, and confirmed that 28 nm technology devices are strongly impacted by the
thermal neutron. Recent research has investigated the influence of 1B contamination on
SEE susceptibility by exposing a 65 nm technology microcontroller unit to thermal and
high-energy neutrons at the China Spallation Neutron Source [25]. The results showed
that !B interacting with thermal neutrons dominated the atmospheric neutron SEE in the
device, with a SEE ratio of 1.89:1 induced by thermal and higher energy neutrons on the
65 nm technology microcontroller unit [25].

The 65 nm technology microcontroller unit test results in our previous work also
indicate that the interaction of !B with thermal neutrons is still a serious concern for
advanced integrated chips. Additionally, the obtained results have also further motivated
us to explore the thermal neutron impact on the smaller technology system on chip us-
ing China spallation neutron source, for instance, the Xilinx Zyng-7000 system on chip
(SoC) which is manufactured with the 28 nm complementary metal oxide semiconductor
(CMOS) technology.

For the Xilinx Zyng-7000 SoC thermal neutron SEE analysis, in addition to the possible
boron contamination, another element should also be considered. This element is the
hafnium (Hf) element. Compared to boron (B), the neutron capture cross section with Hf
is higher at several eV intervals. Figure 1 displays the neutron cross section spectra of
10B (19.9% abundance), 78Hf (27.1% abundance), and ?8Si (92.2% abundance) [26]. It can
be seen that the peak cross section of 7®Hf even reaches 10° barns. The cross sections of
178 Hf with thermal neutrons are also higher than those of 28Si by two orders of magnitude.
Another significant fact is that the element boron exists in the Xilinx Zyng-7000 SoC as
a result of contamination from manufacturing processes; however, its region cannot be
confirmed by measurements such as secondary ion mass spectrometry. Hafnium is different
from the element boron, and does indeed exist in the high-K dielectric materials used in the
manufacturing of the Xilinx Zyng-7000 SoC. This makes the atmospheric neutron-induced
SEE assessment on the Xilinx Zyng-7000 SoC even more complicated.
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Figure 1. The cross sections of the neutron with 10B (19.9% abundance), 78Hf (27.1% abundance),
and 28Si (92.2% abundance) [26].

The atmospheric neutron-induced SEE on the Xilinx Zyng-7000 SoC was examined
via an irradiation test conducted at the China Spallation Neutron Source (CSNS)-BL09 [27].
In the irradiation test, the Xilinx Zyng-7000 SoC chip was directly exposed to the ejected
neutron beam without any shielding, which covered both thermal and high-energy compo-
nents. To achieve a deeper understanding of the atmospheric neutron SEE on the Xilinx
Zyng-7000 SoC, a second irradiation was conducted with the inclusion of a 2 mm cadmium
(Cd) sheet to absorb the thermal neutrons in front of the chip. By comparing the results of
the two irradiation tests, it is possible to investigate the contribution of thermal neutrons
to the tested SoC. Furthermore, the impact of elements such as B and Hf can be analyzed
through both irradiation and Monte Carlo simulations.

2. Irradiation Tests

As mentioned above, performing an actual atmospheric neutron SEE test would be
time consuming, and the spallation neutron source is the closest to the real atmospheric
neutron spectrum. The implementation of the China Spallation Neutron Source in 2018 has
made it convenient to conduct atmospheric neutron SEE tests in China using the spallation
neutron source [28]. We have obtained some SEE test results from [25,27]. Figure 2 illustrates
the calculated differential flux of the neutron beam from the China Spallation Neutron
Source (CSNS) (10? for the Beijing terrestrial system). The CSNS spectrum is very similar to
that of the atmospheric neutron spectrum at sea level, as observed for the Beijing terrestrial
system, though larger by a factor of 10”. In the actual environment, even though the neutron
spectrum impinging on a chip will be different from the spallation neutron beam due to
the surrounding factors, the detected results are close to the actual situation.
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Figure 2. The differential flux of the neutron beam at CSNS [25,27,29].

Two separate irradiation tests were performed on the same series Xilinx Zynq-7000
SoC using the CSNS-BL09 facility. In the first test (described in reference [27]), the tested
SoC was exposed to the neutron beam without any shielding. In the second test, which
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is the main effort of this work, a 2 mm thick Cd sheet was inserted between the beam
ejection stop and the tested chip to absorb thermal neutrons. The effectiveness of the sheet
in absorbing neutrons with energies below 0.5 eV is demonstrated in Figure 3, which shows
a comparison of the neutron spectrum at the terminal with and without the Cd sheet.
In Figure 3, the spectrum of CSNS-BL09 + 2 mm Cd is measured behind the 2 mm Cd
sheet before the irradiation test. Even though the thermal neutron that interacts with the
Cd might produce some new neutrons, the figure indicates that the neutron fluence was
reduced by two to three orders of magnitude with the 2 mm Cd sheet shielding in place at
energies lower than 0.5 eV.
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Figure 3. Neutron fluence with and without 2 mm Cd sheet [25].

The on-chip memory (OCM) block of the Xilinx Zynq-7000 SoC (Xilinx-Zynq 7020
CLG484) was examined in the first irradiation. For comparison, it was tested in this work
again. The 64 kB data stored in the OCM were dynamically tested; the checked pattern data
were written into the OCM addresses and subsequently read back by the SoC. The read
back data were compared with the check pattern data to identify any SEE. The comparison
results were transferred to a PC and displayed in a terminal. To allow for comparison with
the first irradiation, which examined the normal condition without any SEE mitigation
techniques, the same conditions were replicated in this effort.

The test setups for both irradiation tests were almost identical, except for the addition
of a 2 mm Cd sheet in the second test to absorb thermal neutrons. The test board was pow-
ered by a 2260B programming DC power supply, and the real-time current was monitored
and recorded by a remote host computer. Additionally, potential single event latch-up was
monitored during the tests. Communication between the host computer and test board
was established through a universal serial bus cable, and running messages were recorded
in real-time.

3. Results and Discussions

During both irradiations, four types of soft errors were detected: single bit upset (SBU),
dual cell upset (DCU), multi-cell upset (MCU), and single event functional interruption
(SEFI). No abnormal current was detected, indicating that no latch-up event occurred
during the atmospheric neutron SEE irradiation tests of the chip. However, there were
discrepancies between the two irradiations in terms of SEE cross section, suggesting that
thermal neutrons had an impact on the Xilinx Zyng-7000 SoC during the atmospheric
neutron irradiation tests.

3.1. Detected Events

In the current irradiation test, 19 events were detected. Table 1 presents the number
of each type of error, with SBU events being the most frequent, which is similar to the
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first irradiation. During the current irradiation, the neutron flux above 1 MeV was approx-
imately 6.85 x 10° n-cm~2:s7!, and the corresponding fluence was 2.47 x 10" n-cm~2.
As a result, the SBU cross section was calculated to be (5.26 & 0.26) x 1071 cm? and

(1.00 £ 0.05) x 107> cm?-bit~! for the irradiation with few thermal neutrons.

Table 1. The detected SEE in irradiation with few thermal neutrons.

SBU DCU MCU SEFI
13 2 2 2

Figure 4 displays the detected SEE during the first irradiation [27]. The figure shows
the number of SBU 21, which is the highest among all types of events. Table 1 and Figure 4
show that SBU events dominate the detected soft errors in both irradiations.

I ssU
[ bcu
I vicu
4 (12.5%) [ serI

(6.25%)

(15.625%)
21 (65.625

Figure 4. The detected numbers of different SEE in the first irradiation test at CSNS-BL09 [27].

Table 2 presents the SBU cross sections for two different irradiations.

Table 2. The SBU cross sections in two irradiations [27].

Neutron Fluence SBU Cross Section Bit Cross Section
Beam 1010 ¢cm—2 10—10 ¢m? 10-15 ¢cm?2-bit—1
CSNS-BL09 [27] 222 21 9.46 + 047 1.80 £ 0.09
CSNS-BL09 + 2 mm Cd 2.47 13 5.26 +£0.26 1.00 & 0.05

In the current irradiation, the neutron fluence is 2.47 x 10! n-cm 2, which is 11.26%
higher than in the first irradiation. Surprisingly, the number of SBU events is only 13 in the
current irradiation, whereas it was more in the first irradiation, achieving 21. In general,
a high fluence should correspond to a high number of SEE, this anomaly indicates that
thermal neutrons may be contributing to the atmospheric neutron SEE on the tested SoC.
The difference in bit cross sections between the two irradiations is 0.8 x 10~1° cm?2-bit !,
which could be attributed to the shielding of thermal neutrons in the second irradiation.
According to Formula (1), this indicates that shielding thermal neutrons with a 2 mm Cd
sheet could make the SEE cross section smaller by about 44.4%. These findings demonstrate
that the impact of thermal neutrons cannot be disregarded when it comes to SEE caused by
atmospheric neutrons in the Xilinx Zyng-7000 SoC, even though the tested chips no longer
employ BPSG in their packaging.

)

where d is the discrepancy, o and & are the bit cross section of the first and the current
irradiation test with cm?-bit 1.
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3.2. B Influence

The atmospheric neutron irradiation test results of the 65 nm technology microcon-
troller unit showed that secondary particles from thermal neutrons interacting with 1°B
could cause SEU in advanced electronic systems and make a significant contribution to the
SEE cross section. When compared to the 65 nm technology memory cell, the SEU critical
charge of the 28 nm complementary metal oxide semiconductor technology memory cells
is lower, making the Xilinx Zyng-7000 SoC memory cells more susceptible to soft errors
induced by thermal neutrons.

198 4 ng,—7Li(1.01 MeV) + «(1.78 MeV) 2)

198 4+ ny,—7Li(0.84 MeV) + «(1.47 MeV) + v(0.48 MeV) 3)

The sum of the energies of generated secondary « and “Li is constant. They are located
within a determined region in the pulse amplitude distribution spectrum. Formulas (2) and (3)
describe the mechanisms of the thermal neutron (nth) interacting with 1°B. The probability
of (2) is 6%, while that of (3) is 94% [30,31]. In (3), although 0.48 MeV v is also produced,
unlike the generated ’Li and «ions, it is uncharged. It needs to generate secondary electrons
or other ionization particles to trigger SEE; this case’s probability is rather low. In addition,
the y ray has a high penetration depth, making it deposit energy over a long trajectory,
while the size of the sensitive volume of 28nm technology memory cells is extremely small.
This means the sensitive volume cannot collect as many charges to induce SEE when a
gamma ray passes. Thus, SEE induced by the produced gamma ray can be disregarded
here. Given the above analysis, it could be speculated that the key factors of SEE cross
section discrepancy on the tested SoC are generated by the secondary o and “Li. Table 3
illustrates the ranges and linear energy transfers (LETs) of the generated ionized secondary
particles in silicon [32].

Table 3. The ranges and LETs of secondary particles of 1B with the thermal neutron.

Range in Silicon/um LET/MeV-cm?-mg~1
“Li o Li x
0.84 MeV 1.01 MeV 1.47 MeV 1.78 MeV 0.84 MeV 1.01 MeV 1.47 MeV 1.78 MeV
2.50 2.80 5 6.36 2.10 2.16 1.15 1.06

Due to the significant discrepancy between Formulas (3) and (2), the following anal-
ysis will primarily focus on the secondary particles of (3), which are similar to (2). The
« (1.47 MeV) and “Li (0.84 MeV) ions have ranges of only 5 um and 2.5 pm in silicon,
respectively. These are much lower than the thickness of the Xilinx Zynq-7000 SoC from
its top passive layers to the substrate’s surface [33]. This phenomenon suggests that '°B
contamination indeed exists within the chip, which is approaching the sensitive volumes
of the memory cell of the SoC. The SEE LET threshold of the 28 nm CMOS memory cell is
approximately 0.50 MeV-cm?-mg~! [34]. This is because the LETs are about 2.10 and 1.15
MeV-crnz-mg’1 for the 7Li (0.84 MeV) and « (1.47 MeV), respectively, meaning they are
higher than the threshold. This means that both secondary particles can induce SEE in the
tested SoC.

The current tested Xilinx Zyng-7000 SoC also includes the Hf element in the high-K
dielectric materials. Furthermore, the cross section of the Hf element with the thermal
neutron is greater than that of silicon. As a result, it is not yet possible to conclude that the
disparity between the two can be attributed solely to the presence or absence of 'B.

3.3. Hf Influence

19B interacts with thermal neutrons, leading to SEE primarily caused by nuclear
reactions. Meanwhile, the main interaction between the thermal neutron and the Hf
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element is the (n, y) reaction, as depicted in Figure 5, which produces y-rays that typically
result in the total ionizing dose rather than SEE in the device [35]. As mentioned above, the
possibility of SEE occurring from the interaction between generated y-rays is relatively low.

10°
—_— me(n, y)me
10° o —— Elastic

10° 4
10° o
102 4
10" 4
10° 4

107 o

Cross section /barns

102 4
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B i B e e e
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Energy /MeV

Figure 5. Neutron cross section spectrums of (n, v) and elastic reactions with 178Hf [26].

The cross sections of 78Hf interacting with eV-level neutrons are remarkably high,
reaching 10° barns when compared to high-energy neutrons. Therefore, it is crucial to
thoroughly evaluate whether the presence of hafnium in the tested SoC contributes to
atmospheric neutron-induced SEE.

While the contribution of the (n, v) reaction to the induction of SEE in the SoC is
relatively low, there is a potential for the transfer of energy from neutrons to hafnium nuclei
in elastic interactions, which may increase the likelihood of causing SEE. The maximum
transfer energy to the Hf nuclei from a neutron can be calculated using Formula (4) [36].

g MM "
(Mn + Mt)

Et is the max energy transfer to Hf nuclei with keV; Mn is the mass of the neutron,
which is 1.67 x 10~% kg; Mt is the Mass of Hf and it is 2.96 x 102 kg; and En is the
energy of neutron with keV.

The focus of this article is on SEE soft errors for the Xilinx Zyng-7000 SoC induced
by thermal neutrons reacting with boron and hafnium elements. As stated in Section 2,
neutrons with an energy lower than 0.5 eV are absorbed by the inserted 2 mm Cd sheet.
For the 0.5 eV neutron, the maximum energy transferred to the Hf atom is approximately
0.01 eV. The resonance in the Hf cross section has a high peak, while being intensely nar-
row. Additionally, even with an extension of the neutron energy to the rightmost peak,
the corresponding maximum energy transferred is lower than 0.03 keV. Based on their
corresponding LET values (which are lower than 0.50 MeV-cm?-mg~1), it is unlikely that
they would result in SEE on the tested SoC. Therefore, the high cross section elastic interac-
tion between Hf and thermal and eV neutrons does not have an impact on atmospheric
neutron-induced SEE in the Xilinx Zyng-7000 SoC. It can be concluded that the difference
in SEE cross section between the two irradiations is mainly caused by the presence of
10B contamination, which indeed exists within the chip. It verifies the thermal neutron’s
influence on the nanoscale device’s SEE susceptibility again.

3.4. Monte Carlo Simulation

The thickness and materials of the passive layers on the cut cross section of the chip
were obtained [27,33]. The 28 nm high-K metal gate technology consists of TiN (8 nm),
HfO; (10 nm), and SiON (1.2 nm) [37]. Additionally, the ultra-thin SiON layer in the high-k
metal gate technology can also be an ultra-thin SiO, layer [38]. Based on this information,
two Geant4 Monte Carlo simulation models were developed to examine the influence of the
Hf element [39,40]. In Figure 6a, only the TiN and ultra-thin SiO; layers were considered
in the first model, while in Figure 6b, the TiN, HfO,, and ultra-thin SiO, layers were
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considered simultaneously in the second model. The remaining parameters for the two
simulation models are the same. As trace amounts of boron impurities may be introduced
by manufacturing processes or other means, and their abundance and region cannot be
determined precisely, boron was not considered in the simulation.

1 Al(663)  /nm
_ ai 2. $i02 (802.1)
3. Cu(3629)
4. Si02 (811.9)
* 6. Si02 (821.7)

7. Cu(8428)

1 Al(1663) /nm
2. Si02 (802.1)

3. Cu(3629)

4. Si02 (811.9)

I - 5 ii.?éif{;z'ﬂ 5 o (848)
10.5i02 (653.1) 10.5102 (653.1)
i cogsis 11 Cu (188.3)
1218108 0755 12.5102 175.5)
13. Cu (216.8) 13. C.Il (216.8)
14.5i02 (152.8) by i’:’ég‘;"s)
15.Cu (98.8) > Cu 08
16.5i02 (97.8) b ﬂ%gu)
17.Cu 7 18.5i02 (82.7)
18. Si02 (82.7) 19.Cu (94.3)
19.Cu (94.3) 20.5i02 01.3)
20. Si02 (91.3) 21. Cu (102.7)
21 Cu (102.7) 22.5i02 (90.1)
22.5i02 (90.) 23. Cu (108.49)
23. Ol (108.4) 24. Si02 (196.8)
24.5i02 (196.8) 25.Cu (1027
25.Cu (102.7) 26. Si02 (291.5)

27.TiN 8
28. HIO2 (10)
29.8i02 (1.2)
30.5i (300)

_ SO 26, 5i02 (291.5)
™ 27.TIN(8)

P 28,5102 (1.2)
29.5i (300)

(a) (b)

Figure 6. The two built Geant4 simulation models. (a) TiN and ultra-thin SiO; layers above the
substrate, (b) TiN, HfO,, and ultra-thin SiO; layers above the substrate.

In the simulation, the spectrum of neutron sources accurately reflects that of the first
irradiation test, comprising both thermal and high energy neutrons. The model’s surface
area measures 10 um x 10 pm, and contains a total of 107 neutrons. To detect single event
upsets (SEUs), 32 x 32 sensitive volumes (SVs) have been strategically placed throughout
the geometry, with each SV measuring 130 nm x 130 nm x 130 nm. An SEU is detected
when the deposited energy in an SV exceeds the critical charge of 0.18 fC.

Table 4 presents the recorded number of the detected SEU events in the cells and
the deposited doses in the ultra-thin SiO; layer in both simulations. The results show
that the number of upset events and the cross section remain consistent between the two
simulations. However, the deposited total dose in the ultra-thin SiO; layers differs by
almost five times. This confirms that the presence of the Hf element does not impact
the Xilinx Zyng-7000 SoC atmospheric neutron’s SEE vulnerability. Nevertheless, the
existence of hafnium may increase the total deposited dose during atmospheric neutron
SEE irradiation, as highlighted by the high (n, v) cross section shown in Figure 5. The larger
number of y rays implies a greater potential for total ionization dose on the examined SoC.
These simulation results support the need for total dose threat monitoring in future high
fluence atmospheric neutron SEE irradiation tests for similar series SoC.

Table 4. The upset number and deposited doses in two simulations.

Upset Number Bit Cross Section/cm?-bit~1 Deposited Dose/rad
First Model Second Model First Model Second Model First Model Second Model
5 5 5 x 10716 5x 10716 12.6 63.3

Based on the first model, the gamma ray striking simulation has also been executed,
but no SEE events were detected. This confirms that the SEE cross section discrepancy
between the two irradiations is produced by B interacting with thermal neutron.

The current two built models aimed to examine the influence of Hf on the SEE sensi-
tivity of the Xilinx Zynq-7000, and this was achieved (five times total dose discrepancy was
observed). In the future, if the information about the boron contamination could also be
further confirmed in the SoC, the update models could be constructed and more detailed
simulations could be executed. In addition, if possible, different energies of gamma ray
striking experiments could be performed to investigate gamma influence on the SEE and
confirm the findings of the current effort further.
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4. Conclusions

The Xilinx Zyng-7000 SoC manufactured with 28 nm CMOS technology was exposed
to two rounds of spallation neutron irradiation at CSNS-BL09. In the first irradiation, the
spectrum covered both thermal and high-energy neutron components, while the second
irradiation shielded thermal neutrons. The analysis of both irradiation tests revealed
discrepancies. These discrepancies should be attributed to the interaction of 1B with
thermal neutrons. To mitigate the sensitivity of the Xilinx Zyng-7000 SoC to atmospheric
neutron single event effects, a 2 mm Cd sheet can be employed to shield thermal neutrons
against SEE sensitivity by approximately 44.4%. Although hafnium indeed exists in the
Xilinx Zyng-7000 SoC and has a high interaction cross section with thermal neutrons, it
does not affect atmospheric neutron SEE. However, it is important to pay attention to the
total dose hazard during simulated atmospheric neutron SEE irradiation, as hafnium can
increase the probability of a deposited total dose.
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