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Abstract: As cyberattacks become increasingly sophisticated with advancements in information
and communication technology, the impact of cyberspace threats is growing in both civilian and
defense sectors. The utilization of cyber capabilities in operations is on the rise, prompting major
nations to continuously enhance their cyber capabilities. This study aims to establish a systematic
approach to cyber operations training and propose a framework for the development of cyber
training. A hybrid cyber training system is designed as a plan for temporal and spatial integration to
simultaneously combine simulation-based training with real-world target training. To develop this
concept, a literature review was conducted, expert consultations were held, and data were collected
and analyzed through visits to relevant organizations and units. Additionally, the fundamental
components of cyber training were examined from environmental, scenario-based, and operational
perspectives, leading to the presentation of a development direction for effective cyber training. This
study is anticipated to enhance response capabilities to evolving cyber threats and attacks, improve
cyber operational proficiency, and secure cyber power to achieve dominance in cyberspace.

Keywords: cyber range; cyber operations training; cyber exercise; hybrid cyber training; cyber
training scenario

1. Introduction

With the rapid development of advanced information and communication technolo-
gies, cyberattacks have become highly sophisticated, and the effects of cyberspace are
expanding in both civilian and defense domains. Many countries continue to make efforts
to expand their cyber capabilities. For example, the United States continues to invest
in cyber exercises and cyber range to secure cyberspace dominance. However, the lack
of a concept of scenario-based cyber training for cybersecurity has created difficulties in
conducting effective cyber activities. In particular, despite the fact that rapidly developing
information and communication technologies are being utilized for cyberattacks, there are
insufficient cyber training infrastructures for cyber activities that can effectively respond to
them. There is a lack of content and facilities for team- and institutional-level cyber training
and on-the-job training that can enhance the expertise of cyber professionals and develop
them into cyber professionals [1]. In addition, there is no integrated cyber training system
that can verify cyber activity scenarios and countermeasures for effective cyber training [2].

Cyber training is conducted by establishing a network environment in the business
cyberspace or simulation environment, which is the real system to be trained; injecting
a scenario in which a cyberattack or defense can be performed; and providing all the
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necessary conditions for participants to conduct cyberattack and defense training. The
components of the cyber training are categorized as Environment, Scenario, and Operation.
The cyber training Environment is the network and system to be trained in the cyber range
and is increasingly being built using virtualization technology rather than physical systems
due to space and cost issues [3,4]. A training scenario is a training content that can perform
a cyberattack or defense in the environment of a cyber range. It is a task to be performed
by trainees participating in the training and conducted in a problem-solving format or
a series of processes for actual execution. The training operation is related to the actual
training after the training scenario is injected into the environment of the cyber range, and
the training participants are divided into Red Team, Blue Team, Green Team, and White
Team according to the roles they play [5].

In this paper, based on the implications of cyber training trends and the opinions of cy-
ber training participants and operators from the perspective of cyber training components,
two directions were derived for the development of cyber training. First, a hybrid cyber
training system should be established [6]. Since real-world and simulation-based training
have opposite advantages and disadvantages, it is necessary to conduct and integrate both
simultaneously rather than choosing only one. Temporal integration and spatial integration
are proposed as means to realize a hybrid training system. The second is the composition
of an integrated cyber range. Each organization establishes cyber training that reflects its
characteristics in cyberspace, and the organization in charge of cyberattack and defense
(cyber activity operation organization) establishes a cyber range that enables integrated
cyber training and connects each cyber range with a network. This integrated cyber range
can improve the ability to conduct cyber activities within each organization’s specialized
cyberspace, conduct cyber training at different scales depending on the participating or-
ganization, and share the capabilities and resources of each cyber range. Through the
method presented in this study, it will be possible to ensure response capabilities similar to
real-life situations by conducting balanced cyber training in real and virtual environments.
In addition, it is possible to combine each specialized cyber range to configure various
forms of cyber training that fit the training purpose. This will enable the effective operation
of cyber ranges by supporting various forms of cyber training by combining modular
training centers. It is expected that this method of conducting cyber training and operating
cyber ranges will contribute to ensuring effective response capabilities against evolving
cyber threats and cyberattacks, improving performance capabilities in cyber activities, and
ensuring cyber power to ensure future cyberspace superiority. The contributions of this
paper are summarized as follows:

- It enables real-life cyber training that links the real system and virtual space without
compromising the availability of service provision in the real system.

- It saves the time and effort required to expand the cyber training field and provides a
flexible cyber training field configuration plan based on a high-quality network.

The remainder of this paper is organized as follows. In Section 2, a theoretical review
of cyber training is provided, with relevant terms defined and the purposes and types
of cyber training categorized. Section 3 examines the current status and trends of cyber
training conducted by the United States. The components of effective cyber training are
discussed in Section 4. A hybrid cyber training system, designed as a plan for temporal and
spatial integration to simultaneously combine simulation-based training with real-world
target training, is proposed in Section 5. Section 6 describes the survey analysis conducted
to determine the type of training preferred by each user. The study is concluded in Section 7.

2. Background Studies

In this section, terms related to cyber training, as well as the purpose and types/methods
of cyber training, are categorized. In particular, the term “training” is considered confusing
because various words are used not only in physical space but also in cyberspace. The terms
related to training are defined through operational definitions and utilized in this paper.
Additionally, the purpose and types/methods of cyber training are defined and categorized.
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2.1. Exercise/Training Terminology

The definitions of terms related to exercises and training are not generally agreed
upon [7]. Individuals and organizations use terms that are semantically similar but with
subtle differences. In many documents, the words used to refer to exercises and training
are also used in a variety of ways, with no specific rules or principles. Table 1 summarizes
the various uses of these words.

Table 1. Terminology related to cyber training.

Terms Description

Education the action of process of teaching someone
Training a process by which someone is taught the knowledge and skills
Practice the activity of doing something again and again to become better at it

Drill an activity that is done repeatedly to learn something
Exercise the series of activities done to improve the capability of elements of process based on scenario

Rehearsal an event at which a person or group practices an activity
Test to measure someone’s skills, knowledge, or abilities

“Education” is the activity of teaching knowledge and skills, focusing on teaching
and learning. “Training” is the activity of learning and mastering new knowledge or skills
learned through education, and it is executed and practiced through ‘Execution/Practice’
to master knowledge and skills. In addition, it is necessary to perform it repeatedly through
“Drill” to effectively master it. “Exercise” is the process of reacquainting and practicing
mastered knowledge and skills. “Rehearsal” is a comprehensive set of exercises that are
performed in the exact same order before an event. As an activity to evaluate learning and
mastery, “Test” is used to measure the level of mastery of knowledge and skills, identify
deficiencies, and perform the drill again. The relationship between practice and training is
summarized in Figure 1.
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“Training” is composed of “education” and “practice”. Basically, “training” is learning
knowledge and skills through “education”, and “practice” is practicing and refining the
acquired knowledge and skills. If this method of training and refining is performed
repeatedly, it becomes a “drill”, and if it is performed according to a plan and procedure, it
becomes an “exercise”. If “exercise” is performed from beginning to end with the same
procedure before the event, it becomes a “rehearsal”. In addition, a “test” is performed to
evaluate the results of “training”.
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2.2. Purpose of Cybyer Training

Cyber training is conducted for various purposes, which can be generally cate-
gorized into the performance intention perspective and the expected effect (outcome)
perspective [8,9]. The performance intention perspective is categorized into five types, as
shown in Table 2, depending on the intent of the cyber exercise. “Identification” empha-
sizes and identifies vulnerabilities or procedural flaws and information-sharing processes.
“Testing mechanism and/or procedures” evaluates established tools, practices, procedures,
etc., to ensure that existing systems are fit for purpose or that newly developed systems
of practice are operating as intended. “Exercising mechanisms and/or procedures” is
practicing using established mechanisms and procedures to ensure readiness in the event
of an actual security incident. “Increasing communication and cooperation” identifies com-
munication channels between actors with differing priorities in practice, such as public and
private sector organizations or different national cybersecurity frameworks. “Developing
policies and procedures” means that the purpose of conducting cyber training is to identify
gaps in your current policy framework or bottlenecks in policies that prevent an effective
response to a cyber incident. Through this process, it is possible to develop policies where
none currently exist.

Table 2. Purpose of cyber training (aspect of performance intention).

Aspect Purpose Description

Performance
Intention

Identification Highlight and identify vulnerabilities, procedural
deficiencies, and information-sharing mechanisms

Testing mechanisms and/or procedures
Evaluate established tools, practices, procedures, etc., to
ensure that existing systems are fit for purpose or that
newly developed practices are functioning as intended

Exercising mechanisms
and/or procedures

Exercise using established mechanisms and procedures to
ensure readiness in the event of an actual security incident

Increasing communication
and cooperation

Identify communication channels between actors with
different real-world priorities, such as public and private

sector organizations or different national
cybersecurity frameworks

Developing policies and procedures Develop and produce new and efficient methods and
response procedures through simulation exercises

Unlike the intention to perform, the purpose of cyber training can be categorized
in terms of expected effects (training outcomes), as shown in Table 3. “Awareness” is
to introduce cybersecurity to the general public (participants) and make them aware
of the cybersecurity situation. “Hard skill/Technical” provides technical skills to those
who need to perform specific procedures related to cyber incident management. “Soft
skill/Non-technical” secures non-technical skills such as cooperation, communication, and
decision-making to form a high level of cyber incident management capability. “Resilience”
ensures a high level of resilience/recovery by assessing the organization’s ability to adapt
to unpredictable situations.
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Table 3. Purpose of cyber training (aspect of expected effects and results).

Aspect Purpose Description

Expected effects
and results

Awareness Introduce cybersecurity to general individuals (participants)
to create situational awareness

Hard skill/Technical Provide technical skills for those who need to perform
specific procedures related to cyber incident management

Soft skill/Non-technical
Acquire non-technical skills such as cooperation,

communication, and decision-making to form a high level
of cyber incident management capability

Resilience Achieve a high level of resilience/recovery by assessing the
organization’s ability to adapt in unpredictable situations

2.3. Types and Method of Cybyer Training

Types and methods of cyber training are divided into discussion-based and operation-
based, as shown in Figure 2. Discussion-based cyber training focuses on procedural issues
and improvements rather than seeking technical solutions in a simulation environment
because participants discuss effective response procedures for a given situation without
constructing equipment or other resources. On the other hand, operation-based cyber
training focuses on effective activities and actions through improving, measuring, and
training cyber capabilities in a realistic training environment by constructing a virtual or
secure network [10]. Each cyber training does not have a hierarchical relationship, and two
or more types of cyber training are sometimes integrated to achieve the training purpose.
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“Seminar” is an informal discussion that provides an overview of new or updated
plans, policies, procedures, protocols, resources, authorities, concepts, and ideas. “Game”
is played by two or more teams that make decisions and take actions in a hypothetical
situation. The outcomes of player actions can be predetermined or dynamically determined.
They are useful for validating procedures or assessing resource requirements. “Workshops”
are similar to seminars but with increased interaction between participants and a focus on
training outcomes. To be effective, they should always have clearly defined objectives, focus
on specific issues, and involve relevant stakeholders. “Table-Top Exercise” is a discussion-
based session where team members meet in an informal classroom setting to discuss their
roles during an emergency and their responses to a particular emergency situation. A
facilitator guides participants through a discussion of one or more scenarios. “Drill” is
most effective when regularly repeated because they are used to reinforce practice. The
procedures being reinforced should already be validated and approved, and organizational-
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level awareness should be established. They are typically used to learn new equipment,
validate procedures, or practice skills. “Functional Exercise” is designed to validate and
assess the coordination, command, and control capabilities of personnel. Exercise scenarios
are typically conducted in a realistic, real-time environment that simulates the movement
of personnel and equipment. Exercise control uses a situation list to ensure that activities re-
main within predefined bounds and objectives are met. Simulators inject scenario elements
to simulate real-world events and are used to enhance current capabilities and achieve high
adaptability. “Full-Scale Exercise” is the most complex type of exercise and is multi-agency,
multi-jurisdictional, and multi-disciplinary exercises that aim to validate multiple aspects
of preparedness. Activities in exercise scenarios are driven by operational-level, real-time
event updates that attempt to reconstruct the stress environment of a real-world event.
Personnel and resources are realistically mobilized, and the problems are realistic and
require critical thinking and quick and effective responses. Situations and events that may
occur between exercises may occur simultaneously.

2.4. Relationship of Cyber Training Purpose and Types/Method

The relationship between the purpose and type/method of cyber training can be
shown in Figure 3. Among discussion-based cyber exercises, “Game” is mainly conducted
for the purpose of “Identification”, while “Seminar” and “Workshop” are conducted for
“Identification” and “Testing”. “Table-Top Exercise” is widely used for various purposes
such as “Practice”, “Communication/Collaboration”, and “Policy Development”. Among
activity and behavior-based cyber exercises, “Drill” is primarily used for “Identification”
and “Testing” purposes and may also be utilized in some exercises, while “Functional
Exercise” is used for “Testing” purposes and, like “Drill”, may also be utilized in exercises.
“Full-Scale Exercise”, which is the most widely practiced, is mostly conducted as com-
prehensive drills and exercises for training purposes. The relationship between training
purpose and type/method is to recommend the type and method that is appropriate for
the purpose. It is possible to apply the purpose and type differently from the figure below,
and it is possible to design the type and method of training by mixing several purposes.
Therefore, it is appropriate to utilize the types and methods of training that meet the
objectives as a guide. “Drill” and “Functional Exercise” are not performed completely for
the purpose of “Exercise mechanisms and/or procedures” but are performed partially to
achieve that purpose, so they are marked as half.
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3. An Examination of Cyber Training in the United States

Globally, the United States has the most advanced and organized cyber capabilities.
In addition, the United States publicly discloses information about its cyber training. This
study will examine the most advanced and publicly disclosed U.S. cyber training and
provide implications. The United States conducts cyber training at both the national and
defense levels. The Department of Defense’s cyber missions and functions are divided
into cyber operations and cybersecurity. The Cyber Mission Force (CMF) is responsible
for cyberspace operations and is comprised of National Mission Teams/National Support
Teams, Combat Mission Teams/Combat Support Teams, and Cyber Protection Teams.
National Mission Teams/National Support Teams protect national security and interests,
monitor adversary activities, and interdict and defeat cyberattacks. Combat Mission
Teams/Combat Support Teams support the Unified Combatant Commands and conduct
military cyber operations. Cyber Protection Teams protect and defend military networks
and critical missions, respond to active threats, and conduct preventive and active defense
missions [11,12].

3.1. Examples of Cyber Training at the United States National Level

The U.S. Cybersecurity and Infrastructure Security Agency’s (CISA) “Cyber Storm”
is a government-sponsored, biennial cyber training that has been running since 2006 and
provides a framework for broader cybersecurity training. It brings together the public and
private sectors to simulate the discovery and response to a major cyber incident affecting
national critical infrastructure. In March 2022, the eighth Cyber Storm exercise brought
together more than 2000 participants from the U.S. government (federal, state, and local),
the private sector, and main international partners to investigate the discovery and response
to a large-scale, critical cyber incident affecting critical infrastructure sectors [11–14].

“Cyber Shield” is a defense-focused cyber training designed to develop, train, and
exercise National Guard cyber capable units, cyber network defense teams, threat analysis
teams, reporting mechanisms, and leaders. The purpose of the training is to provide a
collective training event to assess Cyber Network Defense Teams (CND-Ts) and set the
conditions for team validation [13–16].

The Cyber Defense Exercise (formerly NSA Cyber Exercise) is an annual competition
organized by NSA information assurance experts that is conducted in a competitive manner.
It tests the skills to build, secure, and defend networks against hostile attacks. It has been
held since 2001 and is sponsored by the Information Assurance Directorate and conducted
in partnership with several organizations within the NSA [13–16].

3.2. Examples of Cyber Training at the United States Defense Level

“Cyber Flag” is a multinational cyber military exercise organized by the U.S. Cyber
Command (CYBERCOM), which has been held annually since 2011 to strengthen coalition
cyber readiness and partnerships with allies and friendly nations. It consisted of tactical-
level cyber defense exercises and symposium-style seminars centered at the U.S. Military
Cyber Training Center. The tactical exercises were conducted to share risk information
and identify effective countermeasures to verify the effectiveness of defensive operations
and to master the procedures of defensive cyber operations, including identifying, analyz-
ing/sharing, eliminating, and denying cyber threats. The symposium included a briefing
by U.S. Cyber Command and panel discussions by participating nations, as well as aca-
demic discussions to promote cooperation among allies in cyberspace and identify ways
forward [13–16].

“Cyber Guard” is a training program organized by CYBERCOM to practice a nation-
wide response to a major incident affecting U.S. critical infrastructure. Conducted annually
since 2012 by CYBERCOM in conjunction with the mission of the U.S. National Guard, it
is a tactical-level cyber exercise involving military, public, and civilian cyber operations
organizations such as CMF teams. However, its main focus is to practice and improve
information sharing, cooperation with government and civilian response systems, and
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military support plans and processes in the event of a serious cyber breach of national or
civilian critical facilities. Cyber Guard is constantly evolving and expanding to meet the
needs of the Ministry of Defense and the nation [13–16].

“Cyber Night” provides a joint cyber training certification and validation event to
conduct force assessment and validation of CMF and cyber operations. It is a regularly
scheduled training event provided by CYBERCOM for CMF teams to train on a variety
of missions. “Cyber Lightening” is a cyber domain exercise/training event hosted by
CYBERCOM as part of Global Lightning, a global integrated exercise coordinated and led
by U.S. Strategic Command (USSTRATCOM). The 2020 Global Lightning exercise elements
include Cyber Lightning (CYBERCOM), Vigilant Shield (North American Aerospace De-
fense Command/NORTHCOM), and Turbo Challenge (U.S. Transportation Command).
“Cyber Hunt Even” is the Air Force’s 567th Cyber Operations Wing’s bimonthly cyber
training that began in early 2018, with the primary objective of strengthening participants’
defensive tactical, technical, and procedural (TTP) skills [13–16].

3.3. Implications of U.S. Cyber Training

In Figure 4, the purpose, type/method, and level of cyber training conducted at the
national and defense levels in the United States are shown. As a leader in cyber training, the
types and methods of cyber training have been diversified in the United States depending
on the purpose of the training at both the national and defense levels, and training is being
conducted at the technical, operational, and strategic levels.
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The United States conducted cyber training at the national and defense levels. At the
national level, it emphasized cooperation between related organizations and other countries.
At the defense level, training was systematically conducted at various levels (strategic,
operational, tactical) and on scales that matched the training objectives. To achieve these
training objectives, it developed various training scenarios and tried to build a flexible
cyber range. Accordingly, it actively applied cutting-edge ICT technologies, including
virtualization technology, to build a cyber training site that matched the training objectives.

After examining the trends of cyber exercises in the United States, the following impli-
cations were drawn for the development of the cyber training system. First, it is necessary
to establish a systematic procedure for conducting cyber training. The procedure should
secure a training system consisting of planning, preparation, execution, and evaluation.
In particular, it is necessary to provide practical feedback to improve participants’ cyber
response capabilities and reflect them in the planning and design of future exercises during
the evaluation phase. Second, various training scenarios should be organized according to
the purpose of the training. Developing scenarios specific to the purpose and context of
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each exercise will maximize the effectiveness of the training. It is increasingly necessary
to prepare for realistic exercises by including the latest cyberattack techniques and cyber-
security incidents that are rapidly evolving. Third, it is necessary to build a simulation
environment based on virtualization technology. It requires implementing an environment
similar to the real system by utilizing virtualization technology and conducting cyber train-
ing using varying attack techniques and the number of participants within the simulation
environment. In addition, it is necessary to build and operate specialized training grounds
separately and integrate them in consideration of mission and regional characteristics.
Fourth, it is necessary to conduct effective training by applying the latest information and
communication technologies. In particular, a more effective and efficient training system
will be possible if a cloud environment is used to build a training range and if a real-time
automatic evaluation system and RED team operation using AI are established.

4. Key Components of Cyber Training

Cyber training requires a cyber range to support them. A cyber range simulates
a network environment and injects scenarios for cyberattack or defense into the target
network environment (cyberspace or simulated environment) to provide the necessary
environment for participants to conduct cyber training. The components of cyber training
can be categorized into two phases: preparation and execution. The preparation phase
consists of Environment and Scenario, and the execution phase refers to Operation, which
is the actual cyber training [17]. The details of each component are described in the
following sections.

4.1. Cyber Training Environment

Cyber range is an interactive and simulated platform that replicates networks, systems,
tools, and applications. They provide a safe and legal environment for acquiring hands-on
cyber skills and offer a secure setting for product development and security posture testing.
A cyber training environment refers to the area of hardware required to build a cyber
range [18].

A cyber training environment is a cyber range. Specifically, it refers to the networks
and systems subject to training in the cyber range. The networks and systems in the cyber
range simulate various environments such as institutional networks, SCADA (Supervisory
Control And Data Acquisition), IoT (Internet of Things), mobile, etc. Due to these charac-
teristics, the network environment must be well simulated, and the technology factor is
of utmost importance [19]. The cyber range environment refers to the cyberspace that is
the target of training. Therefore, a cyber range is often applied to cyber threat scenarios by
expanding from network test beds. Closed networks used for special purposes, such as
SCADA, are also simulated for training purposes.

In recent years, due to space and cost issues, virtualization technology has been
used more and more than physical systems. In other words, with the development of
virtualization technology, training environments are being built using virtual machines,
and the training target environment is being expanded by building them together with
physical systems. In particular, the Cyber-Physical System (CPS) requires a physical system
that connects to cyberspace, so physical systems are operated in parallel [20].

The cyber range can be divided into Management Area, White Area, Offense Area,
and Defense Area [17]. The Management Area is responsible for managing the systems for
operating the training range, participating trainees, accessing the Web interface (portal),
training scenarios, etc. Various systems are required for this purpose. The management
system manages the overall cyber range. The DB system stores and manages all data
generated during the training. The real-time response monitoring system observes the
status of systems in the defense area during real-time response training. The preventive
security and reactive monitoring system observes the status of systems accessed by trainees
during preventive security and reactive training. The training score system collects and
processes the scores of trainees in the process of solving preventive security, real-time
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response, and reactive training scenarios. The capability assessment system evaluates the
trainees’ cybersecurity capabilities based on their training scores and the training missions
they have performed.

The white area simulates websites and users in the training network, i.e., it generates
normal traffic to the defense area to provide an analysis environment for real cyber incidents.
This requires a normal website simulation system, which is a set of websites to simulate
the training network environment accessed by users in the defense area. The normal user
simulation system generates web server access traffic to simulate users accessing web
servers in the defense area [21].

During real-time response training in the attack area, web servers and devices in
the defense are attacked. The level of attack varies depending on the stage of the cyber
crisis alert. In the attack area, the web server attack system performs attacks that exploit
the vulnerabilities of web servers in the defense area simultaneously or one after another,
depending on the training scenario. The terminal attack system performs attacks by
receiving commands from the C&C (Command and Control) through malicious code
secretly installed in the terminal. The defense area is the area the trainees must protect from
cyberattacks, and the system configuration can vary depending on the training scenario.

4.2. Cyber Training Scenario

A training scenario is training content that allows you to perform a cyberattack or
defense in the environment of a cyber range. Scenarios are tasks that trainees participating
in training must perform. Through scenarios, cyber training participants can experience
cyber attacks or defenses as if they were real. Scenarios can be built on the cyber range
environment through vulnerable systems. Therefore, the more similar the cyber training
ground environment is to the training target network, the better the scenario reflects
reality. Depending on the scenario content, it can comprise various fields such as attack,
defense, incident investigation, and prevention. An attack scenario is a cyberattack on a
specific target, while a defense scenario is a defense against a cyberattack [22]. An incident
investigation analyzes the cause of the incident and the damage to the system that was
attacked, and a prevention scenario is about eliminating vulnerabilities in the system that
could lead to a cyberattack. In addition, a scenario is a set of tasks that trainees in cyber
training must perform, either in a problem-solving format or as a series of practical training.
The more similar the scenario is to the network being trained, the more realistic the scenario
will be. Therefore, the scenario must be able to define and represent the cyber threat
situation [23,24].

There are two main types of exercise scenarios: Capture the Flag (CTF) and Live-Fire.
The CTF method is a method of approaching vulnerabilities in already installed systems
and solving problems. There are two types of CTF: the Jeopardy-style method, which
solves security-related problems in various fields, and the Attack-Defense method, which
finds and fixes security problems in virtual machines with vulnerable services. The Live-
Fire method performs cyberattacks or defenses in real time. Cyberattacks or defenses are
performed in real time, so cyber training can be conducted in realistic situations [8].

4.3. Cyber Training Operation

Operating a training range for cyber training requires adequate physical space, tech-
nical equipment, software, a secure environment, operations and maintenance personnel,
education and training programs, and evaluation systems. The operation involves the
actual execution of training after the training scenario is injected into the cyber training
environment. Training participants are classified into the Red Team, Blue Team, Green
Team, and White Team according to the role they perform. In addition, depending on the
role of the training participant, it can be conducted as training based on cyber threat scenar-
ios, hacking response training, Blue Team/Red Team bilateral training, and vulnerability
assessment training.
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A physical space of appropriate size and stability is required to operate the cyber range,
and technical equipment such as servers, switches, routers, and networks are required
to operate the cyber range. In addition, software (learning modules, simulations, testing
tools, etc.) for operating the cyber range, as well as network configuration, server, and
application security with enhanced security as various hacking and cyberattack scenarios
are simulated, are necessary [4]. For ongoing maintenance and operation, operations and
maintenance personnel and specialized trainers (white hackers) who can provide the latest
skills and knowledge are required. A training system should be established to organize the
education/training curriculum by situation and level, provide various training programs,
and run scenarios that allow trainees to gain experience similar to real-life situations by
performing simulated attack scenarios in cyber training [25]. A system for tracking and
evaluating the progress of trainees should be in place to measure their performance and
generate reports.

Training operations are concerned with the actual execution of the training after
the training scenario has been injected into the cyber range environment [17]. Training
participants are categorized into the Red Team, Blue Team, Green Team, and White Team
according to the roles they play. Red Team (RT) is the role of conducting cyberattacks, and
if the scenario is a cyberattack, the trainee can perform the role of the Red Team, while if
it is a cyber defense, the task can be performed by the White Team that runs the training.
Blue Team (BT) is a role that performs a defense against a cyberattack by the Red Team and
can enhance the trainees’ ability to respond to cyber threats by performing cyber defense.
The Green Team (GT) is responsible for building the cyber range environment and does not
directly participate in the training; instead, it builds a training environment where scenarios
are injected. It also builds the environment of the cyber range and monitors the status of
the built system. The White Team (WT) is responsible for injecting training scenarios and
operating the training, conducting training through scenario execution, and managing and
calculating the trainees’ scores. The scores obtained are utilized as important information
to identify the degree of training performance of the trainees [26].

5. Hybrid Cyber Training System and Integrated Cyber Range

A hybrid cyber training system and an integrated cyber range are proposed in this
section. To this end, the cyber training trends in the United States identified in Section 3
are analyzed based on the concepts of exercise and training defined in Section 2, and the
construction of a virtualization-based simulation environment and the application of the
latest information communication technology are examined. Additionally, the development
direction is derived from the perspectives of the cyber training components classified in
Section 3—namely, Operation, Scenario, and Environment.

This study investigated trends in cyber training being conducted in the United States
and analyzed the implications to derive effective cyber training implementation meth-
ods and cyber range composition plans. In addition, it distinguished the components
of cyber training and suggested directions for improvement from the operational and
environmental perspectives.

The cyber training methodology and cyber range configuration proposed in this paper
are based on the opinions of participants and operators who actually conduct cyber training.
In addition, we visited related organizations that conduct cyber activities and support cyber
training and derived our findings based on their opinions on improvements for effective
cyber activities.

5.1. Hybid Cyber Training System

Cyber training is generally categorized into three types. The first is a discussion-based
cyber training system. It aims to improve the ability to perform cyber activities and main-
tain defense posture. It is conducted in the following order: situation occurrence, initial
response, situation action, and follow-up action. The second type is a cyber training system
targeting real systems. It aims to identify the vulnerabilities of real systems and cultivate
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the ability to perform effective cyber activities. By utilizing training scenarios based on
training objectives and tasks, cyberattacks are conducted against real systems, and defense
measures are taken in response. To maintain the service and data level of the real system,
the cyberattack is conducted up to the penetration stage for training. The third type is
a simulation-based cyber training system. It is conducted in a simulated environment
to improve the ability to take countermeasures against various cyberattacks and situa-
tions. It is a training that secures response capabilities through various cyberattacks in a
virtual cyber environment and conducts unlimited cyberattacks without considering the
service and data levels of the virtual information system. In terms of the purpose of cyber
training, discussion-based drills are suitable for training for identification and communica-
tion/cooperation, cyber training conducted against real systems focuses on the purpose of
identification, and simulation-based drills focus on the purpose of policy development.

Discussion-based cyber training is training on countermeasures against cyber situ-
ations based on discussions and reports. It does not require a small budget for training
preparation and the deployment of equipment, so measures against cyber situations are
carried out through discussion and situation reports. The training period can be freely set,
so short-term and long-term training programs can be designed. In addition, it is possible
to check and improve the measures and response procedures in the event of a cyber situa-
tion with minimal resource investment. Disadvantages include limited technical response
capabilities to actual cyberattacks and the acquisition of know-how based on experience.
It is limited in improving technical response measures and utilization of tools/solutions.
In addition, it is difficult to expect creative measures due to mechanical responses and
situation reports according to the planned situation due to the lack of tension and actual
experience in the urgency of cyber incidents. There are limited factors in securing and
improving technical capabilities for cyber activities.

Cyber training against real systems can improve attention to the information system to
be defended and protected through cyberattacks and defenses against them. Vulnerabilities
of real systems can be identified and corrected after training, and separate spaces and
facilities for cyber training are not required. However, cyberattacks and defense activities
that may interfere with the service availability of the actual information system are limited,
and only activities that meet the purpose of the training are possible. Operators of real
systems may feel burdened and reluctant to conduct training, which may limit their ability
to organize various cyberattack forms and training scenarios. In addition, to protect the
services and data of the real system, it is only possible to proceed to the penetration stage,
which limits the ability to check the impact of cyberattacks.

Simulation-based cyber training enables various cyberattacks and defense activities
without limitation in a simulated environment that is identical to the real environment.
Training can be conducted regardless of information system damage or service failure.
Various attack attempts after the infiltration stage of a cyberattack are possible, allowing
for ripple effects and various training scenarios. However, there may be cases where it
is not possible to simulate a real system. It is technically impossible to perfectly simulate
real-world systems, and the implementation of non-public software into virtualization
solutions is limited. In addition, the technical shortcomings and limitations of virtual-
ization and emulators can affect the results and effectiveness of training. This means
that technical limitations can affect the simulation environment and training outcomes.
Space, facilities, and equipment are required to set up a simulation environment (utilizing
virtualization technology).

To conduct effective cyber training, it is necessary to establish a hybrid training system
that integrates both forms of training. Real-world-based training and training in simulated
environments have opposite advantages and disadvantages. Therefore, rather than select-
ing one type of training, it is necessary to conduct both types of training simultaneously
and integrate them so they complement each other.

There are two ways to time a hybrid training regime: temporal integration and spatial
integration, as shown in Figure 5. Temporal integration involves real-world training in the
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first half of the year and simulation in the second half of the year. In the first and second
half of the year, training is conducted alternately in real-world training and simulation
environments. Alternatively, real-world-based training can be conducted in the first and
second halves of the program, with additional training in a simulated environment in
the interim period. Spatial integration is the combination of real-world and simulation
environments to form a training environment. Real-world equipment and simulated
equipment can be organized in the same space. If there is a physical distance between
the real system and the simulation equipment, they can be logically connected through
a network to form the same training environment. In this way, simulated attacks can be
carried out on the real system within a range that does not compromise services and data,
and cyberattacks can be carried out in the connected simulation environment without
any restrictions, providing the best of both worlds. By first penetrating the simulation
equipment to secure a bridgehead and then attacking the real system serviced by the
internal network, a realistic training environment can be organized.
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To explain, specifically, temporal integration is designed to alternate between actual
training and virtual space training according to the training schedule of twice a year and
three times a year based on the number of training sessions. In the spatial integration
method, a model is presented that builds a virtual space where training is possible within
the actual system, and it trains and builds a training environment by connecting the actual
system and the virtual training space through a network.

5.2. Operating Integrated Cyber Ranges

The operational concept of an integrated cyber range is to build and operate individual
cyber ranges considering the cyber environment of the training headquarters and subordi-
nate organizations (branches). An integrated cyber range means connecting distributed
training centers through a network and utilizing them as a single training center. Through
this, specialized services and resources of each cyber range can be shared, and there is a
spatial advantage of participating in training from a distance. The methods and purposes
of cyberspace utilization by the training headquarters and each subordinate organization
are different. In general, the training headquarters conducts high-level cyber activities.
Each subordinate organization utilizes various data in cyberspace to carry out detailed
purposes and missions. To conduct effective cyber activities, it is necessary to build cyber
ranges individually to reflect the characteristics of each organization’s cyberspace, as shown
in Figure 6, and the training headquarters should conduct integrated cyber training by
interconnecting subordinate organizations to achieve high-level goals.
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Through the operation of an integrated cyber range, it is possible to conduct training
to improve the ability to perform cyber activities within the specialized cyberspace of
subordinate organizations. It is possible to check the performance of cyber activities in the
specialized environment of the subordinate organization and derive directions for improve-
ment. It can provide a test bed to test and evaluate the detailed functions of the subordinate
organization in terms of cybersecurity. Cyber training can be conducted on various scales
depending on the sub-organizations participating in the training center. It is also possible
to share the capabilities and resources of each cyber range. The training center can support
specialized counter-organizations in the cyber training of subordinate organizations and
distribute and simulate traffic and normal user activities between exercises to effectively
utilize resources.

To operate such an integrated cyber range, first, management capabilities are required
for efficient linkage and integration of cyber ranges. The ability to plan, conduct, control,
and evaluate cyber training centrally at the training headquarters must be secured, and
the ability to develop scenarios that meet the training objectives according to the size
and level of training participants is required. It is also necessary to design and configure
infrastructure, such as cloud environments, for effective sharing of various capabilities and
resources. Second, management and support capabilities are required to network the cyber
ranges of the training headquarters and subordinate organizations. Technical network
environment planning and protocols such as IP and bandwidth are required to connect
cyber ranges.

To operate an effective integrated cyber range, a training environment that can support
the integrated training center must be established in advance. It is necessary to design
a training range for practical training in cyberspace that reflects the characteristics of
subordinate organizations. A hybrid training system (real system + simulation) should
be established by reflecting the detailed functions and networks operated by subordinate
organizations in the simulation. An implementation plan for embedded SW (embedded
software) included in the detailed functions should be secured. Specialized scenarios
should be developed, and specialized counterattack organizations should be operated. In
addition, a budget and effective management plan for distributed cyber ranges are needed.
It is necessary to establish a plan for effective training operations by efficiently distributing
resources rather than duplicating investments.

To establish an effective cyber range, various considerations should be examined [27].
Effectiveness is a review of whether it is possible to perform missions and tasks, and it
should consider whether the ability to perform missions and tasks that can contribute to
the achievement of cyber training goals is secured. The organization’s ability to perform
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missions is improved. Scalability is a review of whether it is possible to interlock and
expand with other cyber training systems and should consider whether it is possible to
comply with interoperability for interlocking and integrating military, civilian, and overseas
cyber ranges and to hold cyber competitions (hacking defense, attack/defense, vulnerability
identification, etc.) using the training range infrastructure. In terms of affordability, the
efficiency of budget and space should be considered to prevent duplication of investment
and maximize space utilization. In terms of utilization, it should be able to identify
vulnerabilities in the actual system providing the service, provide a testbed for cyber
capabilities, and conduct a trial evaluation of cybersecurity. It should also be able to
certify the ability of individuals and units (teams) to perform cyber activities. Finally,
modernization should consider the application and utilization of cutting-edge information
and communication technologies such as Al, Cloud, 5G, etc., and the ability to quickly
reflect the latest cyberattack techniques into scenarios.

Among the latest information and communication technologies, the priority of tech-
nologies required to build an effective cyber range was identified through a survey. Among
the representative information and communication technologies, the technologies that are
related to the construction of cyber range and can be applied to maximize the purpose
of training are categorized by users involved in training and summarized as shown in
Figure 7. From the results, the importance of AI, Bigdata, and Cloud technologies was
greatly recognized. Across all user groups, these three technologies accounted for 70 to
80 percent of the training. Training participants and operators expect AI capabilities to
improve automated attacks and user responses, and operators expect cloud technologies to
increase the scalability and versatility of training grounds. In the future, it is expected that
more sophisticated and complex forms of cyber training will be possible through the devel-
opment of AI technology, and the infrastructure for this will need to be developed based
on cloud technology. In particular, cloud technology is expected to play a role as a core
technology in the integrated training center proposed in this paper, and VM technology and
high-speed network technology will be combined to maximize the integration capability.
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In this section, we propose a new cyber training method and a cyber training site
construction plan to effectively respond to threats and attacks in a situation where cyber
threats are increasing, and cyber attacks are becoming more sophisticated. By conducting
training simultaneously in an actual system that provides actual services and virtual
training space, we can expect a training effect similar to real situations. In addition, we
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propose an integrated cyber range construction plan that can support effective cyber
training by connecting each cyber range to a network to meet various training purposes
and requirements.

6. Survey Analysis to Determine the Type of Training by Each User

To design effective cyber training, a survey was conducted to determine the frequency
and type of training by each user. The survey conducted in this study was conducted to
derive effective cyber training implementation methods and flexible cyber range compo-
sition methods. The survey was conducted on participants who actually participated in
cyber training and operators who operate and manage cyber ranges. (However, since the
participants in the survey belonged to the Ministry of National Defense of South Korea,
their security policy restricts the disclosure of their detailed affiliations and survey results.)
In the survey, users were divided into three groups: the “Training Participants”, who
participate in training and perform cyberattack and defense missions; the “Operator”,
who builds, organizes, and operates the cyber range; and the “Manager” who designs and
manages cyber training policies and provides feedback on training results. According to the
survey results, the preferred frequency of cyber training for each user is shown in Figure 8.
In terms of the number of cyber training sessions, users felt burdened by exceeding four
training sessions per year and preferred to conduct training at regular intervals. In addition,
it was recognized that the training effect would be low if it were performed once a year,
and the burden of preparing for training would increase if it were performed 12 times.
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As another survey result, the preferred training type of each user is shown in Figure 9.
In terms of training type, the participants preferred a mix of cyber training in real and
simulated environments, but the operator who prepares and builds the training preferred
a simulation that is relatively easy to build rather than a hybrid training with a complex
structure. The managers chose the hybrid form of training based on its effectiveness.
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As shown in the survey results, there is no ideal number and type of cyber training.
The number and type of cyber training should be freely selected according to the purpose of
cyber training and training conditions. In other words, it may be more effective to perform a
variety of training methods than to continuously perform one type of training. Therefore, it
is necessary to establish and carry out an annual training plan to meet the training objectives
from a mid- to long-term perspective rather than a short-term perspective. Through the
survey results conducted in this study, the optimal number of training sessions was selected,
and the training implementation method was designed. In addition, the necessity of an
integrated cyber range was confirmed by reflecting the needs of the operators, and a plan
for constructing a flexible cyber range connected by a network was proposed. Based on the
results of this survey, the optimal hybrid form of cyber training was derived. In addition,
the necessity of the latest ICT technologies was surveyed for efficient operation of cyber
training sites, and an integrated cyber training site connected to a remote network that
meets the needs of participants and operators was proposed.

The results of this study were evaluated by identifying strengths and weaknesses
through brainstorming with a group of experts involved in cyber training. The expert
group is largely divided into four groups. The first is the people who create cyber policies,
the second is the people who perform actual cyber activities such as cyber operations,
the third is the operators who organize and manage cyber ranges, and the last is the
researchers who conduct research related to cyber operations and cyber training. The
results of this study were explained to these expert groups, their opinions were received,
and the strengths and weaknesses were identified through brainstorming. Regarding the
hybrid cyber training method, since it can conduct training on actual systems, it has the
advantage of periodically identifying and supplementing vulnerabilities in actual systems,
but it is expected to take a lot of time to prepare and design the training, so it should be
managed by professional personnel. In addition, regarding the integrated cyber range
operation method, it was mentioned that it can effectively utilize the unique characteristics
of each cyber range and that remote training participants can participate in training through
a network. However, it was pointed out that a high-quality network must be supported to
organize a stable integrated cyber range and that the configuration is complex. In this study,
it was determined that shortcomings pointed out could be resolved from the management
and operational aspects, and based on the opinions of a group of experts, it was found that
to conduct cyber training based on the results of this study, an organization and personnel
that can fully support cyber training are necessary.

7. Conclusions

In this paper, given the implications of the U.S. cyber training trend and the perspective
of the components of cyber training, a direction of cyber training development was derived.
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This study proposes an effective method of conducting cyber training and an operation
method for cyber range to appropriately respond to increasingly sophisticated cyber threats.
A hybrid cyber training system was proposed as a temporal and spatial integration plan
to simultaneously integrate simulation-based training with real-world target training. In
addition, an integrated cyber range that can be interconnected by building individual
cyber ranges that take into account the cyber environment of the training headquarters and
subordinate organizations was presented. Through this integrated training center operation
plan, it is possible to train the ability to perform cyber activities within the specialized
cyberspace of subordinate organizations, and it is possible to plan training of various forms
and participation scales and share the capabilities and resources of each cyber range. Since it
is difficult to predict the rapidly evolving forms of cyber threats and cyber attacks, securing
cyber response capabilities based on threats is limited. Therefore, this study provided a
framework for effective and practical cyber training by deriving implications from the
cyber training trends of the United States, which has the best cyber response capabilities,
and collecting opinions from participants and managers of cyber training.

The hybrid cyber training and integrated cyber range operations proposed in this
paper are presented at the conceptual level. It requires empirical verification. However,
it is not easy to apply the hybrid cyber training system to real cyber training at once. In
the future, it may be appropriate to design partial or phased cyber training exercises in a
hybrid format to scale up after validating their effectiveness. In addition, Since the initial
budget for building an integrated cyber range can be high, it is necessary to analyze the
cost of facility investment versus sharing resources of each cyber range to ensure that it is
operated in accordance with the training purpose.

Based on the results of this study, we propose policy recommendations to secure
integrated cyber capabilities by conducting effective cyber training. First, for effective
training, it is necessary to update the list of training tasks that match the training objectives.
Through this list of training tasks, we can confirm what elements are necessary to meet the
training objectives. In addition, when evaluating the training results, the list of training
tasks can be used to present the level to be achieved, enabling effective evaluation and
feedback. Second, efforts are needed to secure the ability to develop and operate scenarios
that meet the training objectives. As the nature of cyber threats and cyber attacks is
becoming more advanced due to the development of advanced ICT technologies, it is
urgent to develop scenarios for effective cyber training that reflect and respond to them.
The latest cyber threats and rapidly evolving cyber attack techniques and tactics must be
reflected in the scenarios in a timely manner, and a budget, staffing, and related professional
organizations are needed to support this. This is an area that requires a lot of time and
effort, so it must be achieved through sufficient investment of time and resources. Lastly,
the latest ICT must be applied to cyber training to enhance its effectiveness. Cyber training
must be planned, prepared, conducted, and evaluated using AI, cloud, and virtualization
technologies to effectively improve cyber capabilities. In particular, through the application
of AI technology, it will be possible to efficiently perform AI attack techniques that have
learned the latest attack techniques and the user’s response capabilities through a feedback
system learned by AI. Cloud and virtualization technologies will enable more flexible
operation of cyber range and will be utilized as core technologies for building the integrated
cyber range proposed in this study.
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