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Abstract: As the importance of defending against cyber attacks has increased, various studies have
been conducted to analyze and utilize the reachability between hosts. Although this approach
effectively explains asset-based threat responses by security personnel, it is limited as a means
of strategic judgment by top decision makers considering the tasks of an organization in a large-
scale network environment. The purpose of this study is to develop a method for simplifying the
characteristics of the attack paths of a large number of hosts by projecting them to a higher-level
organization and aiding in visualizing the impacts of threats. To achieve this, a methodology is
presented that supports both strategic judgment by top decision makers, considering the tasks of
lower-level organizational units, and asset-based responses. This is accomplished by analyzing
asset-based impacts through the generation of a Multi-Step Reachability Matrix (MRM2) and the
multi-threat synthesis of low-level threat diffusion paths at the asset level, while gradually abstracting
the transition information of the corresponding threats to the higher-level organization. In this paper,
the diffusion process is modeled through the connectivity between hosts, and it is expected that this
approach will contribute to the development of a decision support model that meets the needs of
both upper- and lower-level decision makers. This is achieved by reflecting a variety of factors that
influence attack and defense. These factors include the importance of the organization’s mission
or business to each asset, the criticality of the system function to which the asset belongs, the
dependencies between assets, and the unique characteristics of the asset, including vulnerabilities,
exploitation conditions, cyber resilience, and lifecycle costs.

Keywords: reachability matrix; diffusion model; decision making; computer network security;
network centrality

1. Introduction

As the global economy deteriorates and the competition for hegemony among Western
nations intensifies, the importance of understanding and actively responding to cyberspace
is increasing, as cyber conflict is being used beyond physical conflict in key areas such as
politics, security, defense, diplomacy, healthcare, and finance. Several research works in
the field of cyber attack and defense have been developed to automatically generate attack
graphs or quantitatively evaluate network security based on attack graphs by characterizing
the properties of each cyber asset. The various models proposed in these studies leverage
host-centric attack graphs for automatic attack graph generation and visualization, and
reduced time complexity for large-scale network computation and scalability.

Many models based on host-centric attack graphs with various techniques have been
proposed and studied. However, there is a need for a model that can be extended to reflect
the multiple factors that can affect decision making, as many models apply only some of
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the various factors that affect attack and defense. In this study, we propose a model for
the diffusion process through the connectivity between hosts in a network topology, and
through this, we aim to extend the research by creating one base model with universality to
reflect not only the unique characteristics of assets (inter-asset dependencies, vulnerabilities,
exploit conditions, etc.), but also the various factors affecting attack and defense, such as
the importance of each organization’s mission or task and the importance of the asset to
the function of the system it belongs to.

In this study, we generate a multi-level reachability matrix based on the connectivity
of an organization’s assets. Based on this, we predict the spread path of threats and
evaluate these threats through low-level analytical models at the host level to prioritize
measures. The impact of the asset is then projected to higher-level organizations and
systems, abstracting to the component level to provide a means to assist top decision
makers with situational awareness and support decisions that contribute to achieving an
organization’s operational goals. The next section reviews related work, and Section 3
presents the Multi-Step Reachability Matrix and Abstraction Matrix (MRM2) approach.
Section 4 specifies the low-level and high-level threat assessment methods, Section 5 applies
and analyzes the MRM2 based on threat scenarios, and Section 6 summarizes and concludes
this research.

2. Related Work

Research on automatically generating attack graphs includes Ingols et al. [1], who
proposed the Network Security Planning Architecture (NetSPA), a model that generates
a multi-prerequisite graph to generate prioritized recommendations for in-depth defense
against attacks that cascade to continuously compromise hosts. Misra et al. [2] proposed a
method to automatically generate and visualize attack graphs after applying fuzzy-logic-
based clustering by binary matrixing the connections between systems through services to
visualize the dependencies between the initial and generated network configurations.

Long et al. [3] proposed a method to reduce time complexity by adjacency matrixing
attack graphs based on the causal relationships between the vulnerabilities of hosts and
computing probabilistic cumulative scores for large networks. Noel and Jajodia [4] analyzed
the reachability of large hosts by adjacency matrixing attack graphs and applying clustering
techniques, and applied graphical techniques to visualize the impacts of multi-stage attacks
and network configuration changes. Xie et al. [5] proposed a model to calculate the
probability of exploit success between hosts through the powers of an adjacency matrix of
vulnerabilities and pre- and post-conditions between vulnerabilities that can gain privileges
on a host, applyinh grayscale image techniques.

Asset connectivity describes the degree to which each host is connected to other
hosts [6], and can be viewed as one metric of asset importance. Asset importance is the
degree of importance of an asset that considers multiple factors depending on its purpose,
and several metrics have been studied to calculate asset importance, as shown in Table 1.

Table 1. Works on asset importance.

Contents of Works Reference

An algorithm for calculating target criticality based on target connectivity,
target importance, and target exposure based on the Page Rank Algorithm
MITRE models the impact of state changes in cyber assets on achieving
operational objectives to identify crown jewel mission systems that are [7]
critical to the execution of operations

A method for calculating the contribution of a cyber asset to the achievement
of operational objectives to understand its impact on operations

A framework for quantifying host exposure, asset criticality, and events for
hosts in a network to determine asset criticality based on the impacts of [9]
events on hosts

(6]

(8]
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This allows the system’s security staff to prioritize the assets to be defended based
on the importance of each asset to the system and, in the event of a specific threat event,
identify the assets that should be prioritized for defense against this threat in terms of
connectivity. From the attacker’s perspective, this can also identify the relative value of the
target asset—the importance of the asset to the system being attacked—as an important
indicator of target selection. However, in order to consider how a particular intrusion alert
affects the overall system and how it should be evaluated in terms of critical assets, it is
necessary to consider the connectivity of assets using asset connectivity, one of the many
metrics [6] that make up the criticality of an asset.

There are various methods for calculating asset connectivity that take into account
network centrality [10]. Therefore, we consider the reachability between hosts based on the
self-evident fact that the degree of threat per intrusion alert is proportional to the distance
from the detected intrusion alert location to the asset. It is assumed that hosts targeted by
attackers or those with a close relative distance to critical assets in the system are more
likely to be important for generating attack paths and defense countermeasures than other
hosts. Accordingly, in this study, the reachability between hosts is based on proximity
centrality (C.), which considers the shortest path in the network. In other words, based
on the premise that a host with a small number of steps (hops) to reach another host is
likely to be important from an attack and defense perspective, we create a model that can
identify the spread of hosts based on proximity centrality. However, although the model is
described in terms of proximity centrality (C.), it has the flexibility to be applied to other
metrics as well.

3. MRM2 Approach

To detect various threats and analyze the paths of these detected threats, various
studies have been conducted to find the paths that such threats can reach, as described
above. However, in organizations that operate large-scale networks, the time to explore
a path is bound to increase proportionally due to the increase in the number of nodes, so
detecting a threat and exploring the reachable nodes starting from the detected threat node
in real time is a time- and effort-consuming task. Therefore, this study provides a low-level
analysis method based on a Multi-Step Reachability Matrix (MRM), which is a method that
calculates the reachable path of each host using the information of each host in advance.
When a threat occurs, it summons the pre-calculated path information using the hosts
where the threat is detected as the starting point and outputs only the result, also using
a high-level support tool based on an abstraction matrix, which can analyze the threat
situation from the perspective of organization, system, and function through high-level
abstraction for situation awareness and decision support for top-level decision makers, as
shown in Figure 1.
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Figure 1. MRM2 architecture.
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MRM2 creates a primitive matrix from Asset Information, Access Control List (ACL)
information between assets, and Organization Information, as shown in Figure 1, and
generates the MRM through the power of the matrix until it reaches the Transitional closure
state, generating a high-level abstraction matrix based on the result. Using these low- and
high-level matrices, when specific threat information is input, various analyses of the threat
are performed.

In this paper, we will use the sample network shown in Figure 2 to illustrate the MRM,
and in Sections 5 and 6, we will use a network of 48 hosts that considers the organizational
functions in Table A1 in Appendix A.

System A System B System C
G o &z
= =" -—
Sy y ’ : \\\ S, S3 P yd ‘ N S4 _S_5|
/\ /! : \ 3 TN\ : / \ \
\ Z 4 ; / 71\ N\ /N
& &  =m m m s S = - m wm m = 0 . ;| =
!I !l L = = = !.l : !.I !.I | e B = = 1
hi(web) h, { hy hy hs hg : hy hgweb) : hg hig hyy hyp hi3 hig  hys(web)
DMZ ' Business ServerFarm Business ServerFarm
(a)
' ] = [ [
S _—sy] S3 ——Sa} S5
F //’" A P / e \ AEw
T 4 N ) i C .//,n N ) ¥ .-c . / 4n 1 3 \ - ' ¥ \. -
AV N/ A (D () 1t N ) X £
®) (2 FT*] (a) (he)/ (05} (he}—R2[—7n  Ahe) f19 Ty gy

T (b)

Figure 2. Sample network with 15 hosts and 5 subnet groups: (a) topology map of sample network
and (b) reachability map of sample network.

3.1. Low-Level Diffusion Model Based on MRM
3.1.1. Creation of Primitive Matrix

The diffusion process, which determines the reachability between assets in a network
topology, applies graph theory, which models the pairwise relationships between objects
to visualize the network topology as edges, which are connections between vertices in a
graph. For visualization, the vertices of the graph are replaced by hosts in the network, and
the connectivity between hosts is visualized as a square binary matrix, which is represented
by a primitive matrix.

A binary matrix, also known as a logical matrix, relational matrix, or Boolean matrix,
is a matrix that represents a binary relationship between a pair of finite sets, where the
elements of the matrix are zero and one. In this study, we generate an m x m square binary
matrix with as many columns and rows as vertices to visualise the connectivity of m hosts
in a network topology. The element value 4 of the primitive matrix is represented as (0, 1)
depending on whether host ; is connected to host /it or not, and the primitive matrix (A%)
is generated through the following conditions (Figure 3a).

_J1, j=korj—k 0
ik = { 0, otherwise Ak € A @

In this study, we assume that an attack is possible if host ; can reach host h via a path
based on the connectivity between hosts. Accordingly, as in Noel and Jajodia’s work [4],
hosts placed in rows represent hosts that can be attacked by the connections between
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hosts (referred to as destinations) and hosts placed in columns represent hosts that can be
attacked (referred to as sources).
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Figure 3. Generating the primitive matrix and the transitive closed-state matrix from the sample
network(Yellow box means same subnet group and Gray cells represent reachability): (a) the primitive
matrix A® and (b) transitive closed-state (i = 4) matrix A*.

3.1.2. Power of the Primitive Matrix

The powers of the primitive matrix A?, which visualises the connectivity between
hosts in a network, can be used to determine in how many steps each host can be reached,
that is, the number of hops. A, which is calculated by raising A° to the power of i times,
means that each host at the source can reach the destination host via i intermediate hosts or
in i+1 steps (the number of hops) [4]. The elements of A’ are represented by Ai(aj,k), where
a is the host, i is the number of powers, j is the row, and k is the column. In other words, for
A, a value of one for Al(a j,k) means that it is reachable in two steps from the source host
to the destination host via one host.

In this study, the primitive matrix A? power A’ is performed through a Boolean
product, as shown in Equation (2), and an element with a value of one (Ai(aj/k) =1)
represents i state changes from host 4; to host Iy, i.e., through i intermediate hosts to
reach host hy.. Here, Equation (2) means that the primitive matrix AV is a Boolean (binary)
matrix and is raised to a power through the Boolean product, where © is the Boolean
product operator.

Al=AT10 A0 2)

The matrix Ai(i € Np), which is obtained by taking the powers of the primitive
matrix A? (Figure 3a), reflects the direct connectivity of each host, as well as the indirect
connectivity through intermediate hosts. The transitive closure matrix is a matrix consisting
of reachability elements [11], as shown in Figure 3b, which are denoted with a one if a
reachable path exists between vertices and a zero if it does not. We consider the Transitive
Closure State to be a state in which further powers do not change the state of the matrix,
i.e., there is no change in reachability. In other words, the powers of the primitive matrix
for predicting the reachability of hosts at a given stage are described by the Transitive
Closure State. A matrix that has reached transitive closure is represented by A", where A"

is A"(A" (%’,k) € A",[0,1]), and Al An — . Accordingly, let i(0 <i < 1;n € Ny) be
the number of powers of the primitive matrix A? and the number of intermediate hosts
before host h; reaches host .
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3.1.3. MRM-Based Analysis of the Diffusion Process

The matrix for each stage, computed through the powers of A, represents the reach-
ability based on whether the hosts are connected or not at that stage, and summing the
matrices for each stage, as shown in Equation (2), accumulates and represents a value
(zero or one) that represents the reachability of each stage from the initial stage (A°) to
the transitive closed state (A") between hosts over all possible number of stages. Note
that the sum of each Boolean-powered matrix is computed as an arithmetic sum, not a

Boolean sum. »
n i
S= Zi:l AT (3)

In the case of Equation (2), each element of S is represented by S (aj,k>, which is

the accumulated value of reachability, and Equation (3) is performed to determine the
reachability of the entire host and the number of steps by each element. The matrix
representing the reachability of each step (hop) through Equation (3) is expressed as a

Multi-Step Reachability Matrix (MRM) R", and the elements of R" are expressed as R" (a]-,k) .
In R", the total number of steps is  + 1 and the number of intermediate hosts is n. This
makes it easy to identify whether host ; can reach /i from R" (a]-,k) and how many hops it

RM (ﬂj,k) _ {{M — S(aj,k)} +1, ajx #0 )

0, a]',k =0

takes to reach it.

M is the maximum value of S{ a j,k> according to Equation (2) given m hosts, expressed

as M = max(S(a11,a12, ..., Amn)). The diagonal element value of the MRM is zero
(ai; = 0).

The MRM R* in Figure 4 represents the step-by-step reachability by summing from the
primitive matrix A? to A% in five steps of transitive closure according to Equations (3) and (4),
with the same color for elements with the same number of steps for ease of understanding.
This makes it easy to see how many steps it takes for a host or threat event from the source
host to reach a specific host (target) at the destination from a column perspective, and in how
many steps a specific host or threat event from the source host can reach all hosts or targets at
the destination from a row perspective. For example, column 6 of R* shows that /4 can reach
hy and hg in two hops with one intermediate host, and row 1 of R* shows that h; can reach all
hosts in four hops.

hy hy hs hy hs hg h; hg -+ hyg hyy hys
hl 0 [

0 0 O

0 0 0
0 0 O
0 0 O
0 0 O - <
Step Thenumber of exponents (i)
0jojo (hop) (=the number of hosts passed)
0 0 O 1 0
0 0 O
2 1
3 2
0, 0 0 0 O
0/ 0 0 0 . 3
0 0 O 0 5 4

Figure 4. Examples generated via MRM during R*.
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3.2. High-Level Abstraction for Strategic Decision Making

In large-scale networks, there are obvious limitations in the human perception of
visualization means such as asset-level matrix tables, network topologies, and attack
graphs. Even in attack graph research, the complexity of attack graphs often prevents
them from being useful in practice, and methodologies have been proposed to better
visualize them [12-15], while a high-level scenario graph (HSG) has also been proposed
as a methodology for abstracting low-level threat alerts into attack campaigns [16]. In
this paper, we propose an abstraction model for grouping assets into specific shapes that
can reflect the reachability characteristics of the assets in an organization and support the
decisions of top decision makers.

In this paper, we define the characteristics of the organizations (i.e., organizations,
departments, network structures, systems, subnet groups, etc.) to which each host belongs
in advance. Then, we use a method to selectively apply the results of the MRM to the
corresponding organizations and calculate the distances (number of hops) between these
corresponding organizations by allocating the results of the MRM to the corresponding
organizations through calculations, just as we analyzed the relationships between assets
(hosts) through the MRM2.

3.2.1. Relationship between Organization, System, and Host

In this paper, we define an organization as a set of assets with certain common
conditions, and we also pay attention to the relationships between organizations in order
to abstract them to the required level of abstraction to higher organizations. We present a
taxonomy and structure that consider the characteristics of organizations to represent these
organizations and their inter-organizational hierarchies, which can be created sequentially
or simultaneously from the MRM to the required hierarchy, as shown in Figure 4.

First of all, to define the object (scope) of abstraction, we consider the concept of
organization, which is an extension of the taxonomy commonly used in IT networks. The
results are summarized as shown in Table 2.

Table 2. Classification of groups.

Level Group Description Remark
Organization Organizational hierarchical relationship (i.e., company,
department, team)
High-level According to the classification criteria of the organization’s
System business network (i.e., Management Information System, MRM2
group ware, factory automation system)
Low-level Reachable Vector Vector of connectivity and distance between hosts
Subnet Same subnet ID that the asset belongs to Attack
ttack-
Topology-layer ; ff ot - ;
Host According to asset classification criteria (including what the Graph

host owns, i.e., vulnerabilities, software, contents, etc.)

Each organization is composed of various sub-organizations (i.e., department, team,
etc.). Each sub-organization carries out tasks through several systems according to the
organization’s function, and these tasks are organically connected through reporting and
direction hierarchies between the upper- and lower-level organizations of each system
(Figure 5).

Each asset is connected through the connection information of the system and orga-
nization to which it belongs, and the system and organization are gradually abstracted
according to the hierarchy. This provides basic information for the strategic judgment of
the final decision maker from the perspective of an abstracted organization by connecting
low-level asset status changes to high-level ones. The connection relationship between each
host, system, and organization is shown in Figure 6.
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Figure 5. Organic connection with the organization and its components and systems: (a) the connec-
tion between organization—department-team-system-host and (b) an abstract matrix of (a).

Srmierer 7
Svrtry [ Seetrs [ svrtrs [ e
o7 e sd perd a

o o7

Lon~Leved qA7ANL

T2y L ver

Figure 6. Interfaces between organization, system, subnet group, and host.

3.2.2. Determination of Entry (en;) and Exit Nodes (ex;) for Organization

As shown in Figure 7, the network of each organization consists of multiple assets,
including an entry node (en;), which is a node that can receive data from the outside to the
organization, and an exit node (ex;), which is a node that transmits the organization’s data
to an external adjacent organization. At this time, en; and ex; have directionality. However,
in an undirected graph, en; and ex; have the same properties. That is, we call these nodes,
which are both en; and ex;, connecting nodes.

Department I Department NV
7l Network v | | T Network '
§ Team™1 § Team+|| |}
i eam m feam m ‘:
—— DoT L
Network Network
Entry[Node Entry[Node Exit[Node |
Team 1 Team m !
""" Network [ Network
§ Teag m ; . § Teaé m ;
Team m K Team m

Figure 7. Network model of departments I and N within company A: (a) directed graph and
(b) undirected graph.
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In a network consisting of many organizations, the entry/exit nodes of a particular
organization (Organization;) are determined in the primitive MRM R’. In matrix R?, the
hosts that can depart from the hosts belonging to the corresponding organization are
referred to as exit nodes (exy). If an element (4;; with a value of ‘1’) that is a host with a
connection to a neighboring organization other than the current organization is projected
as a row in the initial matrix A?, that host becomes an exit node, and if an element a;;is
projected as a column, that host becomes an entry node in the organization.

In other words, when a;, aj are not elements in the same organization, this is con-
structed as shown in Equation (5).

a; = ex;, Ja; € {Origin organization;}
Aa;) =1 — ! v . o
(@) {a]- = enj, Ja; € {Destination organization;} ®)

In Figure 8, h; 3 can start from host /1; in Department I and reach host /i3 in Department I,
i.e., host h is the exit node (ex;) of Department I and host 3 is the entry node (en;) of
Department II. Similarly, in k57, host k5 is the exit node (exj) of Department II and host k7 is
the entry node (ernj;) of Department III.

Department I Department II

(@)

@Enh’y Node Company | A Company | A
~ Dept. | I | I 11 Dept. I | I | II
Exit Node host h, hz@h4 hg hg host hy h, hs h, b hg h,
Ihlo1oootb (o CHENERS 3 5 4
@y)r-ora)ololo]0 b, FERIERERR 4 3
h;l0 /00 1/1 00 &0 o CHENEY 3 B
ATl hy[0 0 1 01 00| AT h 0 o FREEEY 3 P
Goteo-1 1001 |0 o FRENEIEAE
hg{0 00 00 0 1 he|0 0 0 0 o N
Department 111 h;]0 0/0 0|0 1‘0 h; [0 /0 00 0 By

(b) (©)

Figure 8. Identifying the entry and exit nodes of Department II in the example network: (a) net-
work topology graph; (b) finding entry and exit nodes in the adjacency matrix of company A; and
(c) generating MRM.

3.2.3. Calculating the Depth of Transmission (DoT) to Identify the Extent of Diffusion
between Organizations

Each organization performs its function by configuring various topologies according
to its unique mission and task, and the detected threat gradually affects each organization
along the connection path of the hosts that compose the topology over time, ultimately
reaching the organization that holds the target. Therefore, by defining the delivery depth of
each organization in advance, the order of each organization affected by the threat and the
distance between the organizations can be used to check the sequential degree of influence
of each function that performs the mission and task.

In this paper, DoT is defined as the shortest distance (number of hops) from the entry
nodes (eny) to the exit nodes (exy) of a specific organization in the MRM, as in Equation (6).
Accordingly, when there are multiple entry nodes and exit nodes, the shortest distance
becomes the Depth of Transmission (DoT) of the organization.

DoT = min{exy — eny}, exy, ex; € Organizationy, (6)

At this time, the depth of an organization that does not have a top-level organization
(Root Organization) or entry/exit nodes (i.e., an organization that cannot transition to another
organization, such as the initial starting organization or a dangling node) is defined as “0”.
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In the transitive closure state of the network, the value of each element in the MRM
represents the reachable distance between hosts. Therefore, in the MRM, each organization’s
DoT (Depth of Transmission) is:

(i) The row vector connecting the entry nodes (ern;) h3 and exit nodes (exj;) ks of the
assets beloning to the Organization; described in the previous section as the output

o
(h3s ={0, 1, 1}) from the MRM (Figure 8c).
(ii) According to Equation (6), DoT;; = min{exj; —enj;} =1 — 0 = 1 can be obtained.

Expanding further, let us assume an organization with five departments, as shown
in Figure 9a. Each department has various networks that fit its characteristics, but in this
section, we only focus on the interfaces between departments. In Equations (5) and (6), each
department calculates the DoT between departments and generates the MRM, as shown in
Figure 9a. Then, we compare the results with Figure 9b, which does not consider the DoT.

Dept Dl DZ D3 D4 Ds Dept Dl DZ D3 D4 DS

D,

-, I

». EKIENEN

D;

D,

Figure 9. Calculating DoT from MRM of Sample Network: (a) MRM without considering DoT
between departments; (b) MRM considering DoT between departments.

We will explain specifically about Departments D3, Dy, and Dy, although there are
differences depending on whether the DoT is applied. First, in Figure 9b, which does not
consider DoT, D3 has the same distance of two to D and Dy. This indicates that the degree
of threat that occurs in Dj3 is the same as that in D and D4 when considering network
centrality. However, considering the DoT, the distance of D, changes to three due to the
DoT of the intermediate department D;. This means that D, is relatively closer to D3,
which means that it has a high importance and should be considered as a factor in the
decision making of top decision makers.

DoT has many paths, even at the shortest or equal distance. However, we focus on the
values of distances between organizations when the intrinsic values of the organizations are
the same, rather than on the problem of interpreting different paths of the same distance.
That is, it is assumed that organizations on many paths with the same distance have the
same importance.

4. Interpreting Threat Alerts through MRM2

If we apply intrusion alerts to the MRM, as shown in Figure 10b, as in the work of
Noel and Jajodia [4], we can interpret these intrusion alerts by plotting their locations on a
matrix, as shown in Figure 10a. Based on the results of MRM R*(a3 ), which places the
asset h3 where the threat event occurs in the center of the concentric circles (i = 0) and
the corresponding hosts in each power number (i) of the concentric circles as the depart
(source) point, rearranging the assets, as shown in Figure 10a, can easily identify which
path the threat is spreading through and at what speed. Furthermore, we can understand
the spread of simultaneous intrusion alerts by creating a synthesis matrix.

In addition, based on the results of the generated MRM, as in Alert® in Figure 10b, the
fact that an intrusion alarm sounds in an area with an element value of zero in a transitive
closure state can be used as a basis for judging that the intrusion alarm is false, as the
intrusion alarm sounding in a host cannot be reached through any host according to the
diffusion model of this study.
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Figure 10. Verifying the location and authenticity of the intrusion alerts: (a) visualization of R*and
(b) intrusion alerts on R*.

4.1. Calculating the Distance between the Entry Point and the Destination in Case of a Threat

By projecting the points in the reachable area where the intrusion alert is raised onto
R", one can predict how many steps an attacker would need to take to reach the detected
location to break in, how many steps (or hops) it would take to reach key assets in the
network that are reachable from the host where the intrusion alert is raised, or how many
steps (or hops) it would take to spread across the entire network.

If an intrusion detection alert originates from a specific host where both the source
and destination are known, we can project it onto R" to see how many steps it took to
reach it. For example, in Figure 10b, the intrusion alert from Alert® indicates that the
attacker originates from host ; and reaches k3 in one step (R*(a13) = 1) without making
any intermediate host.

Furthermore, even if the source host, i.e., the location of the attacker, is unknown, if
an intrusion detection alarm occurs on host /, the distance (step) between each source
host (entry host) and ki can be calculated from the elemental value of the column where /.

in R" corresponds (R" (a]«,k) ). As shown in Figure 11a, the distance (in steps) from which

h3 (k = 3) can be reached and the distance (in steps) to reach it is R* (aj,3). In other words,
R* (ﬂ]‘,g) means that an attacker can start from hosts %1, hy, hs, and hg and reach h3 without
making any stops, in one step (R*(a13) = R*(as3) = R*(as3) = R*(ag3) = 1), and Iy
and hy can be reached in two steps (R*(az3) = R*(ay3) = 2). We can see that kg can be
reached in three steps (R4(a813) =3), and hy, hyg, h11, and hip can be reached in four steps
(R4(09,3) = R4(a10,3) =R* (a11,3) =R* (ﬂ12,3) = 4) for h3. We can also see that i3, 114 and
hy5 are hosts that are unreachable from /3 (R*(a133), R*(a143), R*(a153) = 0) and, therefore,
do not affect the intrusion alert.

In the same way, by projecting the alerts generated by the intrusion detected on
host 11j onto MRM R", we can predict the possible destinations that /1; can reach and the

distance (in steps) to each destination by the element value (R" (aj,k)) of the row to which ;

corresponds. As shown in Figure 11b, the destinations (targets) that /i3 (j = 3) can reach and
the distance (steps) required to reach them can be identified by R*(a3). This indicates that
h3 can reach hy, hy, h5, and hg in just one step (without any intermediate host), as represented
by (R*(az1) = R*(a34) = R*(a35) = R*(aze) = 1). It also shows that /3 can reach h; and
hy in two steps (R4(a3,2) = R4(a3,7) = 2). h3 can reach hg in three steps (R4(ﬂ3,g) =3) and hy,
th/ h11, and hlz in four steps (R4(Ll3,9) = R4(a3,10) = R4(Ll3,11) = R4 (ﬂ3,12) = 4). Similarly,
h3 cannot reach hy3, h1g, and hy5 (R*(a314) = R*(az314) = R*(az15) = 0), indicating that h3,
h14, and hy5 are hosts not affected by the intrusion alert threat.
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Figure 11. Interpreting /13 in MRM R*: (a) R* (a j,3>: Source — h3 and (b) R*(a3y) : h3 — Destination.

Additionally, by projecting and abstracting the host-based diffusion process analyzed
at a low level to a high level, this can provide insight into which sub-organizations and
tasks (functions) within the organization the threat originated from, how the threat diffused
through various sub-organizations and tasks (functions), and the number of transitions
required to impact other sub-organizations and operations. This information can contribute
to the situational awareness of decision makers and help to establish defense priorities
from the perspective of the entire organization.

4.2. Synthesize Multiple Intrusion Alerts within an Organization

As a network grows in size or threats targeting an unspecified number of people
occur simultaneously in multiple places during a specific period, it becomes difficult to
explain the impact on the network simply by analyzing the impacts of individual hosts.
Therefore, it is necessary to comprehensively consider multiple threats. Therefore, in order
to analyze intrusion alerts targeting multiple hosts that occur during a specific period,
this study combines the source hosts of each alert point, generates a primitive composite
matrix A? of those combinations, and performs exponentiation A’ to explain the impacts
of multiple intrusion alerts. To this end, the set of synthesized threats is set as an element

Al (aj,k> of the composite matrix, and the combination that reaches a transitive closed state

in the smallest number of steps, i.e., can reach all hosts the fastest, is interpreted as the
combination with the highest risk by calculating it according to Equations (2)—(4).

The primitive composite matrix A° is generated by performing a disjunction (1 =T,
0 = F) on the rows and columns of the hosts to be combined among the hosts that sound an
intrusion alarm from the primitive matrix A?, assuming that the hosts that the synthesized
host group can reach will be the same and deleting the rows and columns of the hosts
used in the combination. That is, when combining / hosts among the hosts that sound an
alarm in the m x m matrix A?, A° becomes a (m — I +1) x (m — I + 1) matrix, and when
hj, hy, ..., hj are the hosts to create the combination, the Ji generated by synthesizing them
is performed as in Equation (7), where V is a disjunction operator. At this time, in order to
synthesize the hosts that sound an intrusion alarm, the synthesis targets must exist in the
same network, and they are not synthesized when they are in a state where they cannot
reach each other, such as in mutually independent networks.

lehj\/hk...\/hl (7)

The generation of a composite matrix of multiple threats is further explained in
Section 5.
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4.3. Assessment and Action of Threats

When newly recognized threat information or detected intrusion alerts occur, the
likelihood of them acting as a threat is analyzed by considering the impact on the system.
In this section, the level of threat is identified by considering the diffusion step between
the intrusion alert and the asset, that is, the distance between the attacker and the defense
asset, and the priority is provided.

Accordingly, the degree of the identified threat can be explained by the relationship
between the importance of the assets of the target host and the host that can be penetrated
(or the intrusion detected). Therefore, in this study, the degree of the threat to host TH /z;)
and the degree of the threat to the system that includes the threat TS(s j) are expressed
as in Equation (8). Therefore, it can be interpreted that the impact is greater for larger
organizations with many hosts or organizations with many assets that are greatly affected
by threats.

n R
TH(I’l]) =) (wk X P(]’lk) X Hc (h]hk>)

(0 < w, P(hy) x He () ®)
TS(s)) = é TH(h;), (hj € 5))

Here, TH (hj) is the threat level of the threat source host hj, wy is the threat weight of

the target host i, P(hy) is the asset importance of the target host hi, and Hc(hjhy) is the
asset connectivity value from the threat source ; to the target asset /i, which is calculated
using closeness centrality (C) in this study. Additionally, we calculate the extent to which
each asset affects the upper system through a weighted sum [17].

Accordingly, assuming that intrusion alarms sounded on all hosts in the sample
network in Figure 2, the level of threat to these assets can be expressed as in Table 3
below. At this time, the weight wy and importance P(hy) for each target asset are different
depending on the organization and operator, so they are not considered in this study and
are all set to one.

Table 3. Degree of threat in Figure 2.

Host (/) R}t Rd,. 2 TH TS
In 4 27 0.423
Iy 5 37 0.305
Iy 4 28 0.407
iy 4 28 0.407
s 4 28 0.407
g 3 2 0.524
hy 3 2 0.478 4.786
g 4 2 0.367
o 5 31 0.367
ho 5 31 0.367
I 5 31 0.367
Iy 5 31 0.367
I 1 3 0.666
Ta 1 3 0.666 1.998
s 1 3 0.666

1Rd",,.: when there are n + 1 steps, the longest shortest path from ; to hy (the maximum value of the elements in the
hj row). 2 Rd",,,: when there are n + 1 steps, the sum of the shortest paths (elements in the hj row) from h; to hy.

When a threat is identified that is not specific to the attacker’s location or is provided
as information by external information, the attack surface with the external attacker is
identified and prioritized. In order for an attacker to exploit a host of a specific system from
the outside, the attack must be made through a connection surface between the system and
the outside. For example, if a system has multiple external attack points, such as a web
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server or mail server, the system security manager must determine which connection point
would pose a relatively high threat to the attacker when infiltrating.

In Figure 2, h; and hg are web servers, and these hosts can connect to external systems.
Assuming that 1117 is the asset that the system security manager must defend first, that is,
the asset with the highest asset importance P(/111), then /11, which is one of the attack contact
points, can reach hy; in four steps through three intermediate hosts by R* in Figure 4, but
hg can be reached in only one step (hop) without any intermediate hosts. Therefore, from
the perspective of defending host /11, hg can be said to be more important as an attack
surface than /i;. Therefore, the system security manager can determine that they should
pay attention to hg first.

4.4. Selecting the Optimal Point for Threat Avoidance

Based on R", we can find the hosts that can reach the transitive closure state the fastest
and change their connection relationship to identify effective connection or blocking points.
In MRM R* of Figure 11, excluding hi3, h14, and hy5, which exist in independent networks
and the same subnet group, the hosts that reach the transitive closure state the fastest are /4
and 7, and both hosts can reach all hosts in only three steps. In addition, when comparing
the two hosts, h7 can reach all hosts except h; in only two steps, but /s needs to go through
three steps to reach a total of four hosts, hg—~h1,. Therefore, if the importance of 1, is not
relatively high, it can be determined that blocking the connection of /7 is more efficient
than blocking all connections with g, h7, and other hosts.

Accordingly, in this study, in order to understand the result of blocking the connection
of hy, the connection relationship with 4 and hg that can be connected to /7 in the primitive
matrix A was created by changing the values of ag7, a7¢, a7, and ag7 from 1 to 0, as
shown in Figure 12a, then generating a modified primitive matrix AO, and generating the
MRM R! according to Equations (2)—-(4). As a result, h7 is in a transitive closure state in
the second step (hop) through one intermediate host, as in Al of Figure 12b, so that hy is
completely isolated from other hosts, h1—h¢ cannot reach hy—hy5, hg—hip cannot reach hy—hy
and hq3-h15, h13—h1s5 cannot reach hi—hyp, and hy—hy5 cannot reach any other hosts.

hy hy hy hy hs hg h; hg hsy hyo hyy hyy hyz hyy hys hy hy hs hy hs hg h; hg hy hyghy hyps hys hyg hys
hhj1 121212 1.1 0 0 0 0 0 0 0 0 O hy 0O 0 0 0 0 0 0
hft1 1. 0 0 0 00 0 0 0 0 0 0 0 0 hy
hsf{t o 1 1 1 1 0 0 0 0 0 0 0 0 0 h;
hyft o 1 1 1 1. 0 0 0 0 0 0 0 0 O hy
hyj1 0 1 1 1 1 0 0 0 0 0 0 0 0 O hs
he|1 0 1 1 1 1 0000 00GO0 O he
hs|0O 0 0 0 O 1 n 0 0 0 0 0 0 0 hy
hg/0 0 0 0 0 O n 1 11 1 1 0 0 O hg
hy]0 0 0 0 0 0 0 1 1 1 1 1 0 0 O hy
ho/0 0 0 0 0 0 0 1 1 1 1 1 0 0 0 huo
hylo o0 o0 0 0 0 01 1 1 1 1 0 0 0 hy
hz/0 0 0 0 00 01 1 1 11000 hy
h3 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 hys
hulo 0 0 0 0 0 0 0 0 0 0 0 1 1 1 hus
hislo 0 0 0 0 0000000 1 1 1 hys

(@) (b)

Figure 12. Comparison results of AV and Al (Rl): (a) modified primitive matrix AV and (b) MRM
AL(RY).

As seen above, the security officer of the network can find the combination of hosts
that can spread the fastest and determine the priority of the hosts that should be prioritized
for defense, and even if an intrusion has not occurred, if a host with many connections
between hosts or an essential host for defense is selected, the diffusion process can be
examined through each combination of hosts based on the hosts that can reach the hosts
the fastest. This can be utilized for preventive activities in peacetime before an attack or
intrusion alarm sounds. In addition, by applying a policy to change the network path
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between the attack surface, which is the external connection point, and the main protection
target host through MRM analysis, which is the reaching stage between the attack surface
and the main protection target host, that is, to increase R", the complexity of the attack can
be increased, reducing the attack success rate, increasing the detection opportunity as the
number of intermediate hosts increases, and applying a path that is advantageous to the
defender who secures defense time.

5. Experimental Scenario Design and Results
5.1. Pre-Construct Organizational and Topological Information

Considering the organization of Company A, as shown in Table A1, the company is
structured with a management department responsible for overall management, two sales
branches with different physical locations for handling sales, and a factory responsible for
manufacturing products. In total, there are three departments and six subordinate teams,
each utilizing Management Information Systems (MISs), Enterprise Resource Planning
(ERP) Systems, and Factory Automation (F.A) Systems. The factory operates on an isolated
(independence) network with its own Factory Automation (F.A) System, separate from
external connections. Additionally, each team is divided into 12 subnet groups, comprising
a total of 48 assets. Each asset follows the relationship detailed in Table A2, and the Network
Topology’s Logical Reachability Map derived from this information can be represented as
shown in Figure A1.

Before the occurrence of threats, pre-generated network information is regularly re-
viewed and updated to reflect changes such as the introduction of new assets, alterations
in network policies, the addition of new security elements, and modifications to the organi-
zational structure. By utilizing the information available before threat detection to create or
update the MRM2 and then projecting any detected threats or obtained information onto
the generated MRM2, it becomes possible to analyze the information and overcome the
challenges associated with real-time pathfinding when a threat occurs.

Based on the above basic information, a primitive matrix A” is generated according to
the condition of Equation (1) and a low-level MRM is generated as shown in Figure A2 after
exponentiation, according to Equations (2)—(4), until the transitive closure state is reached.
At this time, the exponentiation number (i) of the transitive closure state is seven.

The primitive matrix has values of zero and one; if the value is one, it is displayed in
gray, and the hosts in the same subnet group are displayed with a bold border so that they
can be identified as a fully connected group.

Using the MRM generated based on the pre-configuration information of each asset
and system team, a high-level abstraction matrix is generated for each sub-organization
and system unit, as shown in Figure 13. Currently, no threats have occurred, and each
system and organization is in a stable state.

System ‘
Organization M MIS System M ERP System [G] |H FA System|
S5 % 0S5 S S5 S| S S S Se | Su Swe
= Company A QA Q|GG 4 | A Q| Q@
B Management 4 4 G
MIS Team @ e @
Purchase Team ® ®© @®
B Sales G A ]|d (G
Branch 1 ® ® @
Branch 2 @
B Factory
Materials Team ® ® @
Manufacturing Team @ ® ®
Legend @ Threat % Direct impact @ | Indirect impact @ | Stabilization

Figure 13. Abstraction matrix of company A.
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5.2. Threat-Scenario-Based Impact Analysis

In order to generate a threat scenario, this paper assumes that an intrusion is detected
on the control server (hy7) of Subnet Group 7 of Sales Department Branch 2 and the
client (h37) of Factory Department Materials Team Subnet Group 10. Using the previously
generated MRM?2, a new MRM is generated through multi-threat synthesis and a low-
/high-level threat analysis is performed.

Diffusion Impact Analysis for Primary Actions in Threat Alerts

When intrusion alarms sound simultaneously on two hosts (hy7, h37) of Company A,
the hosts hp7 and h3y are synthesized into a new host Group i1 from the primitive matrix
AD, as shown in Figure 14a, and the initial synthesized matrix A® is generated, as shown in
Figure 14b (11 = hy; \/ h3y). By generating the MRM of R® according to Equations (2)—(4),
we can determine to what extent the threat can spread from the host where the threat
occurred to all hosts of Company A.

(@ (b)

Figure 14. Primitive matrix and primitive composite matrix when a threat alert occurs in hy7 and hsy:
(a) primitive matrix A® and (b) primitive composite matrix A°.

As a result of the exponentiation of the newly synthesized 47 x 47 initial composite
matrix, AY reaches a transitive closure state (A6 = R%in step 7, and as shown in Figure A3,
hl (hyy Vv hs7) reaches a transitive closure state that any host can reach in just six steps,
so it can reach all hosts in the network except for the hosts in the independent network
(Company A’s factory). Through this, we confirm that the diffusion speed is faster than
that of the original 48 x 48 matrix A?, which reaches a transitive closure state in step 8 for
the individual hosts hy7 and h37, as shown in Table 4. (For details of the generated MRM,
see Figures A2 and A3.)
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Table 4. Comparison of results before and after applying composite matrix (A°) of multiple threats to
Company A’s network (h1-hyp).

MRM Matrix A7 A Box-and-Whisker Diagram
Threat host hy7, hs7 h1 = hyy V hay . Rd" . of A7 A
Number of hosts 40 39 :
Number of i(step) 7(8) 6(7) .
Min 4 4 5
Rl Ave 6.58 5.74 i
StDev 1.03 0.82 RS of A7,
Min 105 94 0 t
Rdi, Ave 160.9 138.87 -
StDev 28.10 21.87
View Details Figure A2 Figure A3 .

If the MRM generated at this time is projected into a high-level abstraction matrix, it is
as shown in Figure 15. Company A’s FA System, which is configured as an independent
network, is not affected by the threat, but the threat generated from the ServerFarm control
server (hy7) of Branch 2 in the Sales Department immediately and directly affects all clients
in subnet group 8 of the adjacent Branch 2 and the MIS/Purchase Team ServerFarm of the
Management Department, and then gradually affects the entire MIS system.

P B MIS System [R] B ERP System [R] [B FA System
rganization
S S S S 5% S| &% S S So|Su S|
| B Company A ,R:‘ | I | | R | | | (R] | G @ |
0]
= Sales [RI| | R | [A
Branch 1 V] O E\
Branch 2 D \@»;1‘
B Factory [R] Rl | @G | @
Materials Team ®
Manufacturing Team @ -Q,G

Legend & Threat €D Direct impact @ Indirect impact @® Stabilization
Figure 15. Comparison and high-level abstraction matrix of threats from hosts hyy and hsy.

In addition, it can be confirmed that the threat detected from the client of Material
Team Subnet Group 10 in the Factory Department directly affects the ServerFarm of the
same team Subnet Group 9, and gradually affects all ERP systems linked to Subnet Group 9.
Also, we can see that the Purchase Team of the Management Department, which operates
the ERP System, is affected by threats from both /7 and h3y, and here, considering the DoT,
we can say that it is more affected by the threat spread from the Branch 2 Team of the Sales
Department, which has a relatively short DoT, than the threat spread from the Materials
Team of the Factory Department.

Accordingly, the top decision maker can easily understand the impact of the threat on
the organizational function under the priority of organizational operation, and can plan
count measures according to the priority that can take appropriate measures according to
the speed of diffusion.

Detected threats, over time, may propagate through various activities and impact each
host. As these hosts are affected, the functionality of each system may gradually deteriorate,
leading to potential risks.
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As shown in Table 5, the threat that occurs starts from the same subnet group and
exit node as it passes through the hop, and approaches the adjacent network through the
entry node. A threat that enters through the entry node acts through the network in the
same way. If this threat is carried out for the purpose of reconnaissance activities, it can
acquire the path information of the organization network in advance. If it is explained
without considering the service characteristics between the server and the client in the
case of a specific malware, it can gradually reduce the availability of the organization by
contaminating the host through this diffusion path. As shown in Table 5, in the case of
malware that progresses by contaminating the host at each intermediate host, it can be
seen that the function of Branch 2, which is close to the threat, will start to be paralyzed
depending on the hop, and gradually, the function of the Material Team of the Factory.
After five hops, all functions except for the F.A System of the Factory, which is a network
composed of a single network, can be paralyzed.

Table 5. Impacts of threat diffusion on hosts and systems.

Impact Affected System !
MIS System ERP System
Affected Host ID MGMT. Salse MGMT. Factory  Total 2
Hop MIS Branch 1 Branch 2 Purchase Material
0 27 37 0/8 0/8 1/8 0/8 1/8 2/40
1 25, 26,28, 29, 30, 31, 32 35, 38, 39, 40 0/8 0/8 8/8 0/8 5/8 13/40
2 4,10 33, 34, 36 1/8 0/8 8/8 1/8 8/8 18/40
3 1,2,3,9,11,12,13,17 12 4/8 1/8 8/8 4/8 8/8 25/40
4 5,6,7,8,18,19, 20 13,14, 15,16 8/8 4/8 8/8 8/8 8/8 36/40
5 21,22,23,24 - 8/8 8/8 8/8 8/8 8/8 40/40
Threat impact on the System . Threat impdgt on the Depqrtment

100%

80%

60%

40%

20%

100%

"

Threat{0)

—8— MIS Sub total

Purchase

1

MiS

2 3 4 5 Threat(0) 1 2 3 4

Branchl Branch2 —&— ERP Subtotal 8—MGMT. Subtotal MIS Purchase

Sales Subtotal >- Branch1

©-- Material —=—Mfr. —o6—Total &-- Branch2 —&— Factory Subtotal Material Mfr. —6—Total

1 Number of affected hosts/Total number of hosts. 2 Exclude F.A systems that are not threatened by
independent networks.

5.3. Multi-Threat Assessment Considering Defensive Effectiveness

The diffusion of intrusion alerts triggered simultaneously across multiple hosts over a
certain period represents a worst-case scenario for defenders. To address this, it is essential
to analyze the impact by considering the most critical combinations of intrusion alerts and
prioritize responses accordingly. This study proposes a method for generating the worst-
case host combinations with the highest potential for rapid spread (i.e., those that can reach
network hosts the quickest), based on the locations where simultaneous intrusion alerts
were triggered. This method aims to aid in attack path prediction and defense strategies.

In order to identify which combination of assets exposed to a specific threat or assets
that have triggered an intrusion alert shows the fastest diffusion in the target network and
which combination should be prioritized to slow down the spread, the primitive matrix A°
was created based on a network of 48 hosts of Company A, as shown in Figure 14a, and
then the MRM R” was created, as shown in Figure A2. Then, assuming that three intrusion
alerts were triggered, three random hosts (14, 1119, and h33) that generated intrusion alerts
were selected, and their effects were analyzed. First, the combinations of two or more
hosts that can be generated with these three hosts were selected as hy V 1o V h33 = 25 (BO),

hy V hyg = h2(CP), hy V hzz = h3(DC), and hyg V haz = h4(E?), and based on these, a total
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of four initial composite matrices were generated and compared through the MRM. The
results are shown in Table 6.

Table 6. Results of composite host i1, h2, 73, ha analysis using MRM.

MRM Number Number of Rdinax Rdéum
of Hosts i(hop) Min Ave StDev Min Ave StDev
A7 40 7(8) 4 6.58 1.03 105 160.9 28.10
h1(B%) = hy Vo V h3s 38 5(6) 3 4.87 0.78 72 123.63 21.36
h2(CO) = hy V hyg 39 6(7) 4 5.85 0.99 88 147.31 21.30
h3(D%) = Iy V has 39 5(6) 3 5.00 0.83 81 133.44 22.84
h4(E®) = hyg V h33 39 5(6) 3 5.00 0.83 81 133.44 22.84
10 Ar7 B*S C*6 D*S S 250 ArT7 B*S Cc*6 D*S 5
9
8 200
. 150 —
4 e SEmmm 100 {
Rd;.na.x Rdéum

In conclusion, the MRM analysis results generated through the newly generated initial
composite matrix showed that h1, which synthesized all three, and h3 and h4, which
synthesized two, had the lowest hop count of six hops until the transitive closure state. In
other words, ii1, i3, and /4 could reach all hosts through five intermediate hosts, so they
were evaluated to have the highest threat level, and compared to the case where they were
not synthesized, i.e., AQ it was found that there was a difference of two hops.

Also, the combinations of hosts that can infect a specific network the fastest were
hy V hig V hgg = h1(B%), and hy V hzs = h3(DP), hyoh4(E®), 13(DP), and #4(E°) had the
same number of stages as /il (BY), but diffused through two intermediate hosts. As shown
in Table 6, this is an advantageous factor for attackers, because it can reach the most hosts
the fastest while reducing the attack cost, which means that we can conclude that the hosts
that the defender should be interested in are of a high priority. Even without specifying a
specific target, as shown in these results, we can determine which host in the network can
reach the most hosts the fastest, that is, which combination of hosts can affect the entire
system the fastest.

5.4. High-Level Abstraction for Strategic Decision Making

In the previous section, external or detected threats were projected into the MRM and
analyzed at the asset level, taking into account the spread path, distance between assets, and
priority of assets. In addition, the impact of the threat on the organization was abstracted to
a high level to understand the ultimate impact of the threat on the organization, its impact
on the organization’s objectives and mission, the order in which it affected subordinate
organizations and functions for the decision making by top decision makers, and the order
or priority in which it should be acted upon. The impact of the threat on the organization
was expressed in an abstraction matrix, as shown in Figure 16.
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Figure 16. Extension of and reduction in the abstraction matrix: (a) overall status of an organization;
(b) status of threat impact by department and system within the organization; (c) status of threat
impact by department, team, and system within the organization; and (d) status of threat impact by
department, team, system, and subnet group within the organization.
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As shown in Figure 16, the abstraction matrix provides a key means for intuitively
scaling up or down to granular organizational components (Company, Department, Team,
System, Subsystem, Subnet Group, and even Host) to match the interests of a C-level
decision maker while preserving the MRM results. This allows one to see how threats are
impacting each department or system and where they are prioritized for exposure and
business impact. One can also understand the business criticality of each organizational
function, which can be difficult for security personnel to grasp, identify key functions that
need to be protected first, and strategically prioritize actions.

6. Discussion and Limitations

Previous studies have been conducted on calculating the distances between assets
using a multi-level reachability matrix [4], on the impact of changes in the characteristics
of assets on the mission or tasks of a specific organization [17-19], and on expressing
corresponding threats as a higher-level model such as the kill chain [13]. However, this
has not been explained from the perspective of organizations, which are the subjects that
accomplish the mission or task and are the targets of kill chains. We extended the distances
between assets to the relationship between low-level hosts and high-level organizations.
We also grouped and hierarchized organizations, and presented methods for expressing
the horizontal distances between organizations and expressions between the upper and
lower organizations. Through this, the impact of threat diffusion between assets was
expressed as the distance between organizations. It was presented as an additional con-
sideration for not only security officers, but also top decision makers and organizational
managers when establishing a Course of Action (COA) against cyber threats based on an
organization’s goals.

However, in this paper, we did not discuss, in depth, the importance of assets or the
importance of the organization itself. A simple quantification method was applied to allow
for relative comparisons between systems, assuming that the more critical a system'’s hosts
that are affected by a threat, the greater the impact on the system [17]. Although this sim-
plified methodology can account for differences in relative comparisons between systems,
it has some limitations, in that it fails to take into account the complex and diverse char-
acteristics of threats, hosts, and systems, and this is an area that requires further research.
Furthermore, we focus on the relevance to organizations based on intelligence, which is
the result of analyzing information collected from these tools, and topology information
collected in advance, rather than correlations with various tools such as SIME (Security
Information and Event Management) or SOAR (Security Orchestration, Automation, and
Response). Therefore, its application to time-sensitive dynamic environments is limited.
Additional research is also needed to take this into account.

7. Conclusions

This study presented the MRM2 approach, which is based on a multi-level reachability
matrix for evaluating and analyzing multiple threats. The MRM2 describes the low-level,
host-level threat propagation process and presents a methodology for determining the
mitigation priority of threats based on this, and for compositing multiple threats that
can occur in an organization to determine their impacts on the internal network. We
preserve the low-level results by expanding the connectivity of assets, while adding to
the traditional technology-centric perspective to provide a new high-level decision aid to
assist organizational-level decision makers in making strategic judgments. This enables
top-level decision makers to intuitively understand the impacts of cyber threats on each
component of the organization downstream and share with their counterparts a high-level
defense objective that considers the organization, mission, and functional aspects of the
threat, rather than individual threats, to prioritize threat avoidance. This is expected to
enable defense measures that reflect the intentions of top decision makers, not just technical
considerations. In addition, by applying abstraction techniques that can be scaled up and
down, it provides flexibility for situational awareness that can be applied to the size of the
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organization, decision makers in lower-level organizations, and security personnel who
are delegated to make decisions. It will also contribute to the prioritization of defensive
measures from the perspective of the entire organization.

Future research will further supplement the abstraction level by studying the quantita-
tive contributions of assets to organizations, tasks, and functions, and building a large-scale
test data set to enable the application of desired situational awareness, even in large-
scale networks.
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Appendix A List of HOST and Network Topology

Table Al. Organizational structure of sample network A.

Layer Group
1 Company (1) Company A
2 Department (3) Management Sales Factory
3 Team (8) MGMT. Purchase Branch 1 Branch 2 Materials Manufacturing
4 Subnet (12) Sl 52 53 54 55 56 S7 58 59 SlO 511 512
hy hs ho h13 hi7 hay has ha9 ha3 h37 hy hys
5 Host (60) ) he 1o h1g g hoo hae h3o h3y hss hyp hye
I3 hy h11 his h19 ha3 ha7 B3 h3s h39 hy3 hy7
hy hs h12 hie hao hog hag 3y h3e hyo m hyg
6 System (3) MIS System ERP System MIS System MIS System ERP System F.A system
Table A2. List of hosts and adjacency list.
Host Adjacency List Host Adjacency List
hy - hos hy, hyo
ho - hag -
hs hs, he, h7, hg ha7 ho9, h3o, h31, h3o
hy h1o, h17, has hag -
hs h3 hag ha7
he hs h3o ha7
h7 hs ha1 ha7
hsg h3 h3; ha7
hg - hs3 h12
h1o hy, has h34 -
h11 hi3, hig, his, Mg h3s h3z, h3g, h39, hag

hio h33 h36 -
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Table A2. Cont.

Host Adjacency List Host Adjacency List
h13 h11 h37 h3s
hi4 h11 h3g h3s
his h11 h39 h3s
h1e h11 hyo h3s
hi7 hy hy -
hig - hap -
h19 ha1, oo, o3, hog b3 has, hae, haz, hag
hao - Py -
h2 h19 hys a3
I k19 hye hy3
ha3 h19 hyz ha3
ho4 h19 hag b3

MGMT.-MIS MGMT.-ERP

Branch 1-MIS

Branch 2-MIS

Materials-ERP

Manufacturing-FA

Figure A1. Company A’s reachability map segmented by departmental team and system.

Table A3. A Threat degree of each host in company A.

Host(h;) Rd,.1 RdZ,,2 TH
h 6 137 0.292
hy 6 137 0.292
h3 6 133 0.301
hy 5 106 0.377
hs 7 168 0.238
he 7 168 0.238
hy 7 168 0.238
hg 7 168 0.238
hy 5 129 0.31
hi 4 105 0.381
h1y 5 125 0.32
1o 5 122 0.328
hi3 6 160 0.25
hiy 6 160 0.25
hys 6 160 0.25
hie 6 160 0.25
hiy 6 130 0.308
hig 7 161 0.248
hig 7 157 0.255
hao 7 161 0.248
hy 8 192 0.208
h» 8 192 0.208
h3 8 192 0.208
hoy 8 192 0.208
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Table A3. Cont.

Host(h;) Rd],,.! RdZ,,.? TH
hos 5 113 0.354
he 6 145 0.276
hy7 6 141 0.284
hog 6 145 0.276
) 7 176 0.227
h3o 7 176 0.227
h31 7 176 0.227
h3o 7 176 0.227
h33 6 146 0.274
h34 7 177 0.226
h3s 7 173 0.231
he 7 177 0.226
ha7 8 208 0.192
h3s 8 208 0.192
hag 8 208 0.192
hao 8 208 0.192
hay 2 13 0.615
hap 2 13 0.615
hy3 2 9 0.889
m 2 13 0.615
hys 2 12 0.667
Nyg 2 12 0.667
hyy 2 12 0.667
hag 2 12 0.667

L Rad" _: when there aren + 1 steps, the longest shortest path from h; to I (the maximum value of the elements in the

max-*

hj row). 2 Rd",,,: when there are n + 1 steps, the sum of the shortest paths (elements in the h; row) from h; to hy.

Table A4. A Threat degree of each organization and system in company A.

Division TS
MGMT. 2214
Management Purchase 2.339
Subtotal 4.553
Branchl 1.893
Organization Salse Branch? 2.098
Subtotal 3.991
Purchase 1.726
Factory Material 5.402
Subtotal 7.128
MGMT. 2214
MIS Branchl 1.893
Branch2 2.098
System Subtotal 6.206
Purchase 2.339
ERP Material 1.726
Subtotal 4.065
FA FA 5.402
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Figure A2. MRM generation of company A’s network and projection of threats detected in hy7 and h3;.
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Figure A3. Projecting threats detected in composite matrix h1(hoy V h3y
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