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Abstract: The widespread adoption of encrypted communication protocols has significantly enhanced
network security and user privacy, simultaneously elevating the importance of encrypted traffic
analysis across various domains, including network anomaly detection. The Transport Layer Security
(TLS) 1.3 protocol, introduced in 2018, has gained rapid popularity due to its enhanced security
features and improved performance. However, TLS 1.3’s security enhancements, such as encrypting
more of the handshake process, present unprecedented challenges for encrypted traffic analysis,
rendering traditional methods designed for TLS 1.2 and earlier versions ineffective and necessitating
the development of novel analytical techniques. This comprehensive survey provides a thorough
review of the latest advancements in TLS 1.3 traffic analysis. First, we examine the impact of TLS
1.3’s new features, including Encrypted ClientHello (ECH), 0-RTT session resumption, and Perfect
Forward Secrecy (PFS), on existing traffic analysis techniques. We then present a systematic overview
of state-of-the-art methods for analyzing TLS 1.3 traffic, encompassing middlebox-based interception,
searchable encryption, and machine learning-based approaches. For each method, we provide a
critical analysis of its advantages, limitations, and applicable scenarios. Furthermore, we compile
and review key datasets utilized in machine learning-based TLS 1.3 traffic analysis research. Finally,
we discuss the main challenges and potential future research directions for TLS 1.3 traffic analysis.
Given that TLS 1.3 is still in the early stages of widespread deployment, research in this field remains
nascent. This survey aims to provide researchers and practitioners with a comprehensive reference,
facilitating the development of more effective TLS 1.3 traffic analysis techniques that balance network
security requirements with user privacy protection.

Keywords: TLS 1.3; encrypted traffic analysis; machine learning; interception techniques; searchable
encryption

1. Introduction

With the rapid development of the Internet, encrypted communication protocols have
become crucial in safeguarding network communication security. According to Google’s
Transparency Report from April 2024 [1], 94% of traffic across all Google products and
services, as well as web pages loaded via HTTPS in the Chrome browser (Windows system),
is encrypted. Since its inception in 1999, the Transport Layer Security (TLS) protocol [2],
the most widely used secure transmission protocol, has undergone multiple iterations
and improvements. Notably, TLS 1.3, released in August 2018 [3], with enhanced security,
higher performance, and greater flexibility, has garnered widespread attention and rapid
adoption in both academia and the industry. According to the latest statistics from Qualys
SSL Labs [4], as of May 2024, 70.1% of websites surveyed by SSL Labs support TLS 1.3,
and this proportion is continuing to rise. It is foreseeable that TLS 1.3 will become the de
facto standard for Internet communication encryption in the coming years.

However, the widespread adoption of TLS 1.3 presents new challenges for network
traffic analysis. Compared to its predecessor, TLS 1.2 [5], TLS 1.3 introduces significant
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protocol design improvements and new features, making traditional traffic analysis meth-
ods based on TLS 1.2 and earlier versions difficult to apply directly. For instance, existing
machine learning-based TLS 1.2 traffic classification methods primarily rely on plaintext
features from the handshake phase, such as packet length and sequence patterns. Due to
TLS 1.3’s reduction in handshake round trips, the observed packet length sequences and
traffic characteristics during the handshake phase have changed. This change leads to a
decrease in the effectiveness of classification methods based on packet length sequences
when distinguishing between different sessions or applications, necessitating adjustments
to accommodate new patterns in TLS 1.3 traffic, as demonstrated by recent studies [6].
Additionally, TLS 1.3 enhances privacy protection by strengthening encryption during the
handshake process, significantly reducing the plaintext information available during this
phase. The Encrypted Server Name Indication (Encrypted SNI) extension further limits
traffic analysis visibility, objectively restricting the effectiveness of traditional traffic analysis
methods. Recent research [7] indicates that, to maintain high classification performance in
TLS 1.3, existing models require corresponding adjustments. This includes re-selecting and
extracting new features applicable to TLS 1.3, such as changes in traffic patterns caused
by 0-RTT session resumption, and enhancing the feature extraction capabilities of models
using time series analysis and deep learning techniques. Moreover, retraining models
to encompass TLS 1.3-specific traffic characteristics is also a crucial step in improving
classification performance.

In light of the pervasive adoption of TLS 1.3 and its significant impact on traffic
characteristics, it is crucial to assess and improve the applicability of existing TLS 1.2 traffic
analysis methods in the TLS 1.3 environment. On the one hand, security threats such as
malware and botnets are actively utilizing TLS 1.3 to evade detection, making the analysis
and identification of their traffic behavior urgent. On the other hand, network operators
and service providers still need to legally and compliantly identify and manage TLS 1.3
traffic to achieve network optimization and anomaly diagnosis. Additionally, in specific
fields such as cybercrime investigation and national security, there remains a need for the
compliant analysis of TLS 1.3 traffic. Therefore, researching new traffic analysis methods
and techniques for TLS 1.3 is not only a frontier topic in academic research but also has
broad application prospects and practical relevance.

In response to the challenges posed by TLS 1.3, the academic community has con-
ducted extensive and in-depth research. This paper not only deeply analyzes the new
features introduced by TLS 1.3 and their impact on traffic analysis but also systematically
reviews the latest achievements in TLS 1.3 traffic analysis to support future research.

1.1. Data Sources and Methodology of Study

In this survey, we systematically reviewed literature relevant to TLS 1.3 traffic analysis.
We conducted comprehensive searches across major academic databases such as IEEE
Xplore, ACM Digital Library, SpringerLink, ScienceDirect, and Google Scholar. Our search
employed a range of keywords including “TLS”, “TLS 1.3”, “TLS-1.3”, “network traffic”,
“encrypted traffic”, “traffic analysis”, “traffic classification”, “machine learning”, “middle-
boxes”, and “searchable encryption”. Although our primary focus was on publications
from 2018 onwards—postdating the release of TLS 1.3—we also included seminal works
from earlier years that remain relevant. Recognizing that some papers do not explicitly men-
tion “TLS 1.3” but offer applicable methodologies (e.g., searchable encryption), we included
these studies in our review. Additionally, we explored Internet standards repositories for
relevant technical standards related to TLS.

In total, we collected 223 documents comprising papers, websites, technical standards,
and other resources. After filtering out those not directly relevant to our study’s focus,
approximately 120 references were incorporated into our paper. For a detailed evaluation of
TLS 1.3 traffic analysis techniques’ progress, we prioritized high-impact papers published
in leading conferences and journals, ultimately selecting 37 papers for in-depth assessment.
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By detailing our data sources and methodology, we aim to provide transparency in
our research process and facilitate reproducibility for future studies.

1.2. Differences from Existing Surveys

As early as 2015, Velan et al. [8] conducted a systematic review of methods for en-
crypted traffic analysis. Since then, extensive research has been conducted in this field by
scholars. In this survey, we present existing research on encrypted traffic analysis, with a
primary focus on TLS 1.3 traffic analysis techniques.

Table 1 compares this study with other surveys on encrypted traffic analysis. Recent
studies have provided comprehensive surveys on encrypted traffic analysis [9-12], covering
techniques and applications such as machine learning and deep learning. Some researchers
have concentrated on the application of deep learning in anomaly detection [13] and
network attack detection [14]. With the emergence of new network architectures and
application scenarios, researchers have started investigating encrypted traffic analysis in
fields such as mobile applications [15-17], the Internet of Things (IoT) [18], and Software-
Defined Networking (SDN) [19]. Poh et al. [20] focused on privacy protection issues and
surveyed techniques for privacy-preserving encrypted traffic inspection. In the field of TLS-
encrypted traffic analysis, Oh et al. [21] investigated various techniques for detecting TLS
1.2-encrypted malicious traffic in Security Operations Center (SOC) scenarios. Although de
Carnavalet et al. [22] studied TLS 1.3 and earlier versions, their work primarily focused on
surveying and analyzing interception mechanisms and motivations, lacking investigation
into other traffic analysis techniques. This paper aims to comprehensively review the
research progress in TLS 1.3 traffic analysis techniques, discuss the applicability and
limitations of existing methods, and explore future research directions.

Table 1. Differences between existing encrypted traffic analysis surveys and this survey.

Survey Year E;\:g(it;?n Domain Contributions
[8] 2015 Various ETC Summarized methods for ETC and analysis
y
[9] 2019 Various ETC Overviewed the application of DL in ETC tasks
pp
. Systematically reviewed the process of using ML
[10] 2019 Various NTC techniques for TC
. Summarized various methods for NAD1 using
[13] 2019 Various NAD1 DL techniques
[15] 2019 Various Mobile Extensively surveyed the application of DL
techniques in Mobile
[16] 2019 Various Mobile ETC Evaluated the performance of DL in Mobile ETC
tasks through experiments
[19] 2019 Various SDN network Investigated the current state of research on
intrusion detection intrusion detection using ML methods in SDNs
. . Proposed a general framework for evaluating the
(71 2020 Various Mobile ETC effectiveness of DL in mobile ETC
. Reviewed various techniques and methods for
[18] 2020 Various TIoT-TC I0T-TC
Comprehensive review of ETA research progress
[11] 2021 Various ETA from application, technology, and countermeasure
perspectives
. Privacy Investigated various privacy-preserving techniques
[20] 2021 Various protection for ETA over network middleboxes
[12] 2022 Various ETA Thoroughly reviewed various methods for ETA

using ML techniques
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Table 1. Cont.
Survey Year Encryption Domain Contributions
Protocol
- Specifically surveyed various analysis techniques
211 2022 TLS12 Malicious ETA for detecting TLS malicious traffic in SOC scenarios
[14] 2023 Various NAD2 Reviewed and analyzed DL-based NAD2 techniques
[22] 2023 TLS Interception Discusses the implementation methods and underlying
Technology motivations of various TLS interception mechanisms
Ours 2024 TLS 13 ETA Surveyed the latest advancements in ML-based TLS 1.3

traffic analysis techniques

Note 1: NTC denotes Network Traffic Classification. ETA denotes encrypted traffic analysis. ETC denotes
encrypted traffic classification. NAD1 denotes network anomaly detection. NAD2 denotes network
attack detection. Mobile denotes Mobile and Wireless Networks. TC represents traffic classification.
ML represents machine learning and DL represents deep learning. Note 2: In this survey, we
distinguish between ETA and ETC. ETA encompasses a wide range of techniques and applications for
analyzing encrypted traffic, including traffic characterization, anomaly detection, and performance
analysis. ETC, on the other hand, is a subset of ETA that specifically deals with categorizing encrypted
traffic into predefined classes, such as application types or protocols.

1.3. Research Objectives and Contributions of This Paper

This paper aims to address the significant challenges posed by the adoption of TLS
1.3, focusing on several key research questions.

¢ What improvements does TLS 1.3 have compared to previous versions? What chal-
lenges do these changes pose to traditional traffic analysis methods?

This question aims to identify specific features of TLS 1.3 that complicate existing
analysis techniques and require new approaches.

*  What are the main categories of current TLS 1.3 traffic analysis techniques? What
are the latest advancements in these methods? How applicable and limited are these
methods?

By exploring this question, we aim to provide a comprehensive overview of current
methodologies and their effectiveness in handling TLS 1.3 traffic.

e Instudies using machine learning methods to analyze TLS 1.3 traffic, what TLS 1.3
datasets are currently available? What is the quality of these datasets?

This question aims to summarize the main datasets used in the field of TLS 1.3 traffic
analysis, analyze their importance in research, and point out the deficiencies of current
datasets.

¢  What challenges do current TLS 1.3 traffic analysis techniques face? What are the
future research directions?

This question seeks to highlight gaps in current research and propose potential areas
for future investigation.

By addressing these questions, this paper not only reviews existing literature but also
provides a roadmap for future research in analyzing TLS 1.3-encrypted traffic.
The main contributions of this paper include the following:

*  Firstly, this paper conducts a comprehensive survey of recent major techniques for TLS
1.3 traffic analysis, including middlebox-based interception techniques, searchable
encryption techniques, machine learning-based traffic analysis methods, analyzing
their advantages, disadvantages, and applicable scenarios. To our knowledge, this
paper is the first study which specifically focuses on TLS 1.3 traffic analysis techniques.

*  Secondly, this paper analyzes the impact of TLS 1.3 protocol changes on traffic analysis.
We delve into the impact of new features in the TLS 1.3 protocol on traditional traffic
analysis methods, such as encrypted ClientHello, 0-RTT session resumption, and PFS,
highlighting the challenges posed by these changes.
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*  Moreover, we summarize the main datasets used in the field of TLS 1.3 traffic analysis,
emphasize the importance of datasets in research and point out the current deficiencies
in datasets.

e Finally, the existing issues and future directions of TLS 1.3 traffic analysis are analyzed
in this survey.

1.4. Survey Organization

The organization of this paper is as follows. Section 1 outlines the research background,
differences from existing surveys, and the main contributions of this study. Section 2 intro-
duces the main application areas of TLS traffic analysis, including network security threat
detection, network management and service quality assurance, user behavior analysis and
privacy protection, and network censorship and forensics. Section 3 focuses on discussing
the new features of TLS 1.3 and their impact on traffic analysis. We present the core part
of this paper in Section 4, which comprehensively reviews the latest progress in TLS 1.3
traffic analysis techniques, including middlebox-based interception techniques, searchable
encryption techniques, and machine learning-based analysis techniques. The key chal-
lenges in TLS 1.3 traffic analysis and explores future research directions are summarized
in Section 5. Finally, a conclusion is drawn in Section 6. Through this organization, this
paper aims to comprehensively and systematically introduce the latest research progress in
the field of TLS 1.3 traffic analysis, analyze the advantages and disadvantages of existing
methods, and identify directions for future research.

2. Applications of TLS Traffic Analysis

A significant portion of Internet traffic is now encrypted using the TLS protocol.
Encrypted traffic analysis has broad applications in network security threat detection,
network management and Quality of Service (QoS) assurance, user behavior analysis and
privacy protection, and network censorship and forensics.

2.1. Network Security Threat Detection

Encrypted traffic analysis is widely used in network security threat detection. Many
network attacks and malware utilize the TLS protocol to protect their communications,
thereby concealing their malicious activities. However, detecting such attack traffic remains
feasible, and machine learning methods have proven highly effective in identifying ma-
licious TLS traffic. Researchers have proposed various methods for detecting malicious
encrypted traffic [23-33], employing machine learning algorithms to analyze the behavior
patterns of TLS-encrypted traffic and detect various security threats such as malware,
botnets, and DDoS attacks. This is crucial for safeguarding critical information infrastruc-
tures in government, enterprises, and the financial sector. Additionally, using specific TLS
configuration parameters to detect malware is a common method. For example, comparing
the hash value of the ClientHello parameters during the TLS handshake (also known as
TLS fingerprinting) with an internal database can detect malware [34].

2.2. Network Management and Quality of Service Assurance

With the widespread adoption of encryption protocols like TLS, the prevalence of
encrypted traffic is increasing. Many studies analyze TLS-encrypted traffic to identify the
applications or services to which the traffic belongs, such as distinguishing between video,
gaming, and instant messaging applications. This helps Internet Service Providers (ISPs)
or network managers understand the composition of traffic from different applications
and services, facilitating tasks such as traffic engineering and bandwidth allocation to
ensure the quality of critical services and improve user experience [35-39]. For instance,
classification methods based on Server Name Indication (SNI) [40,41] are frequently used
to provide QoS. Although encryption technologies like Encrypted Client Hello (ECH) may
hinder SNI-based classification, research indicates that effective QoS-aware classification
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can still be achieved by analyzing the payload of the TLS handshake, even when SNI is
hidden [42,43].

2.3. User Behavior Analysis and Privacy Protection

Although the TLS protocol aims to secure the content of data packets, encrypted traffic
generated by different websites or applications still exhibits identifiable differences. These
distinguishing features, such as packet length, direction, and sequence, can be used to
infer the websites or applications a user is accessing, and even specific actions within an
application. This analysis of user behavior and preferences is valuable for fields such as
advertising and recommendation systems. However, excessive user behavior analysis can
infringe on user privacy. Researchers have proposed privacy-preserving traffic analysis
methods that focus on identifying potential information leaks from encrypted traffic, such
as website fingerprinting [44-48], application fingerprinting [49-52], and user behavior
identification [53-57]. These methods can detect and prevent behaviors that may infringe
on user privacy, which is crucial for protecting user privacy. With the increasing number of
privacy protection regulations, such as GDPR and CCPA, encrypted traffic analysis is also
employed to ensure compliance with data processing activities.

2.4. Network Censorship and Forensics

As more Internet traffic is encrypted using protocols like TLS, various techniques are
employed to censor TLS and extended HTTPS traffic, enabling censorship authorities to
identify and filter illegal or inappropriate content in encrypted traffic, such as malware,
spam, hate speech, terrorism-related content, and corporate policy compliance [58]. Since
encryption limits the effectiveness of content-based filtering, many studies focus on identi-
fying and intercepting traffic based on TLS handshake metadata [21,59-61]. For example,
the SNI field can be used for censorship [62-66], and server certificates can be used to
review HTTPS content [67]. Research on TLS interception techniques using middlebox
network devices demonstrates that these devices can be used for detailed traffic analysis
and monitoring within the network [68,69]. Machine learning algorithms are also com-
monly used in encrypted traffic censorship. By analyzing the TLS handshake process and
traffic patterns, censorship authorities can identify specific services and applications and
detect anomalies that may indicate security threats or prohibited content [11,21]. In the
field of network forensics, censorship techniques can be used to extract evidence from
TLS-encrypted traffic [70,71], investigate security incidents, data breaches, and cybercrimes,
providing critical information for law enforcement.

In summary, these application areas illustrate the significant and multifaceted impor-
tance of TLS-encrypted traffic analysis in the contemporary network environment. Future
research should prioritize the optimization of TLS-encrypted traffic while maintaining the
confidentiality and security of the data.

3. New Features of TLS 1.3 and Their Impact on Traffic Analysis
3.1. Changes in TLS Protocol Versions

The Transport Layer Security (TLS) protocol is the cornerstone of secure Internet
communication, evolving from the Secure Sockets Layer (SSL) protocol initially developed
by Netscape. Its primary goal is to encrypt data transmitted over the Internet to prevent
eavesdropping and tampering, thereby ensuring secure communication between web
browsers and servers.

TLS 1.0, introduced in 1999 (RFC 2246 [2]), was an upgrade from SSL 3.0, addressing
multiple security issues present in SSL 3.0. TLS 1.1, released in 2006, is documented in
RFC 4346 [72]. TLS 1.2, published in 2008 (RFC 5246 [5]), introduced significant updates
compared to TLS 1.1. As of today, TLS 1.2 remains the most widely used version, with 99.9%
of surveyed websites supporting it [4]. Earlier versions, namely TLS 1.0 and TLS 1.1, were
deprecated in March 2021 [73].
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The latest version, TLS 1.3, released in 2018, is defined in RFC 8446 [3]. It represents a
major overhaul of the TLS protocol, removing outdated encryption algorithms, shortening
the handshake process to speed up connections, and implementing forward secrecy by
default, thereby providing stronger security guarantees and better privacy. Unlike the slow
adoption of previous TLS versions, TLS 1.3 has been rapidly deployed. Within 15 months
of its standardization, approximately 20% of connections used TLS 1.3, and about 30% of
popular domains had adopted it [74].

3.2. Impact of TLS 1.3 on Traffic Analysis

As the latest version of the secure transmission protocol, TLS 1.3 introduces several
innovative features that enhance communication security and efficiency while presenting
new challenges for traffic analysis. This section examines the main new features and
their impacts.

(1) Simplified Handshake Process: In TLS 1.2 and earlier versions, completing a full
handshake required two round-trip times (RTTs) (as shown in Figure 1). The first RTT
involved negotiating encryption parameters through “ClientHello” and “ServerHello” mes-
sages, while the second RTT completed the key exchange. TLS 1.3 compresses the previous
Hello negotiation process, reducing the handshake time to one RTT (as shown in Figure 2).
The client includes all necessary key-sharing information (such as pre-shared keys or El-
liptic Curve Diffie-Hellman key shares) along with a list of supported cipher suites in its
initial ClientHello message. Upon receiving the ClientHello, the server selects a cipher suite
and immediately sends the ServerHello, certificate, key exchange parameters, and all other
messages in a single transmission. This design significantly reduces the number of round
trips required for the handshake, thereby enhancing connection establishment speed [3,75].
This means that communication between the client and server is faster, especially when
establishing new connections, thereby significantly enhancing performance and user ex-
perience. However, this simplified process also changes the observable characteristics of
the TLS handshake, potentially complicating traffic classification methods that rely on
analyzing handshake patterns.

Client Server
ClientHello  cecccccaaaaao- >
ServerHello
Certificate*
ServerKeyExchange*
CertificateRequest*
e EGEEET ServerHelloDone
Certificate*
ClientKeyExchange
CertificateVerify*
[ChangeCipherSpec]
Finished = —ccmmmmoooo >
[ChangeCipherSpec]
Semmmmmmemeee Finished
Application Data Cmmmmmmmeema- > Application Data

Figure 1. TLS 1.2 full handshake framework (from RFC 5246, * indicates a message that is optional).

Additionally, TLS 1.3 introduces the early_data extension, allowing for zero round-
trip time (0-RTT) session resumption with previously visited websites. In TLS 1.3, if the
client and server have previously established a connection and the server permits 0-RTT
data, the client can send application data with the first handshake message. In contrast,
TLS 1.2 and earlier versions required at least one full round-trip communication (1-RTT)
to send application data. This necessitates redesigning session-based traffic classification
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methods, as the traffic characteristics under 0-RTT mode differ from those of traditional TLS
handshake processes. Moreover, the 0-RTT mode introduces new scenarios for malicious
traffic analysis, as attackers might exploit 0-RTT to conduct replay attacks.

Client Server
ClientHello
Key + key_share*
Exch + signature_algorithms*
+ psk_key_exchange_modes*
+ pre_shared_key* = -----ae-- >
ServerHello }
+ key_share*
+ pre_shared_key* Key Exch
{EncryptedExtensions} }
{CertificateRequest*} Server Params
{Certificate*}
{CertificateVerify*} Auth
{Finished}
Semmmmeeeas [Application Data*]
{Certificate*}
Auth | (CertificateVerify*}
{Finished} cemmeo- >
[Application Data] e > [Application Data]

Figure 2. TLS 1.3 full handshake framework (from RFC 8446, + indicates noteworthy extensions sent
in the previously noted message, * indicates a message that is optional).

(2) Enhanced Security: In TLS 1.2 and earlier versions, the RSA key exchange was a
common method. In this mode, the client generates a pre-master secret (PMS), encrypts it
with the server’s RSA public key, and transmits it to the server. The server decrypts the
PMS with its private key, and both parties derive session keys from the PMS for subsequent
encryption of communication. Traditional TLS interception techniques could passively
decrypt traffic if the middlebox possessed the server’s RSA private key, thus enabling
intrusion detection, content filtering, and other traffic analysis tasks [22]. However, TLS
1.3 makes significant changes by removing support for outdated and insecure encryption
algorithms and mandating stronger encryption methods. It eliminates RSA-based key ex-
change, requiring all key exchanges to use forward-secure key agreement mechanisms such
as Diffie-Hellman Ephemeral (DHE) or Elliptic Curve Diffie-Hellman Ephemeral (ECDHE).
Perfect Forward Secrecy (PFS) ensures that, even if the server’s key is compromised in the
future, past communications cannot be decrypted, as each session utilizes independently
generated ephemeral keys. These improvements in TLS 1.3 enhance security, particularly
against key compromise and replay attacks. Even if a third party possesses the server’s RSA
private key or static DH private key, they are unable to decrypt TLS 1.3 communications.
This means that traditional traffic analysis methods relying on passive decryption with the
server’s private key are no longer effective, posing challenges for middleboxes that need to
perform specific network operations. Network operators, content providers, and security
solution providers must reconsider their strategies and explore new methods to adapt to
these changes.

(3) Encrypted ClientHello (ECH): TLS 1.3 introduces an extension called Encrypted
ClientHello (ECH) [76], previously known as Encrypted Server Name Indication (ESNI).
ECH is an extension to TLS 1.3 that is currently being standardized by the IETF TLS working
group [77]. While not a standard component of TLS 1.3, and with a limited practical appli-
cation in real-world networks at present, ECH represents a significant privacy-enhancing
technology that warrants discussion due to its potential impact on traffic analysis. In tradi-
tional TLS handshakes, the client sends a ClientHello message to the server, which includes
privacy-sensitive information such as Server Name Indication (SNI) and Application-Layer
Protocol Negotiation (ALPN) in plaintext. Internet Service Providers (ISPs) often use SNI to
identify specific applications and monitor network operations. ECH aims to encrypt most
of the ClientHello content, including SNI, leaving only a minimal amount of necessary
information in plaintext to facilitate the handshake. This enhancement, if widely adopted,
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could significantly improve user privacy by preventing third parties from accessing the
actual SNI information. However, it simultaneously poses challenges for traffic analysis
based on service quality (QoS) classification and network monitoring. Many existing traffic
classification methods, such as SNI-based classification [40,41], rely on unencrypted hand-
shake metadata. The introduction of ECH represents a significant challenge in the field of
network traffic analysis and management, requiring innovative approaches to maintain
effective network monitoring and security in an increasingly privacy-focused Internet
landscape.

In summary, TLS 1.3 introduces several new features, such as ECH, 0-RTT, and PFS,
which enhance security and performance but present new challenges for traffic analysis.
To address these challenges, researchers need to thoroughly analyze the TLS 1.3 protocol
mechanisms, identify new traffic characteristics, and study new traffic analysis techniques.

4. TLS 1.3 Traffic Analysis Techniques

The new features of the TLS 1.3 protocol, such as the simplified handshake process
and encrypted SNI, enhance communication security and efficiency, but they also present
unprecedented challenges for traffic analysis. To address these challenges, researchers
have devised various traffic analysis techniques. Generally, existing TLS 1.3 traffic analysis
techniques can be categorized into two types: active detection and passive detection.

(1) Active Detection Techniques: These techniques primarily utilize middlebox devices to
perform decryption or partial decryption of the original encrypted traffic, thereby making
the payload information or keywords visible. This enables the use of deep packet inspection
(DPI) or rule-based matching to identify malicious traffic. Common solutions encompass
middlebox-based interception techniques, searchable encryption, and trusted execution
environment (TEE) (e.g., SGX [78]).

(2) Passive Detection Techniques: These techniques do not alter the underlying protocol
(i.e., TLS 1.3) nor decrypt the encrypted traffic for inspection. They primarily include
machine learning-based analysis techniques and statistical analysis based on traffic char-
acteristics. Passive detection techniques can analyze traffic without compromising the
security of TLS 1.3, though their detection accuracy and granularity may not be as high as
those of active detection techniques.

We introduce three primary types of TLS 1.3 traffic analysis techniques below: middlebox-
based interception, searchable encryption-based analysis, and machine learning-based
analysis. We discuss their fundamental principles, advantages, disadvantages, and chal-
lenges, with an emphasis on recent research progress. Middlebox-based interception
techniques, despite facing certain challenges, remain the most widely used active detec-
tion methods. Searchable encryption-based analysis techniques achieve essential traffic
detection functions while protecting privacy, thus becoming a new research direction. Ma-
chine learning-based analysis techniques have made significant progress in accuracy and
efficiency with the development of deep learning, thereby becoming a research hotspot in
passive detection techniques.

4.1. Middlebox-Based Interception Techniques

Middlebox-based interception techniques, such as SSL/TLS proxy servers, involve
inserting an intermediary entity between the sender and receiver of encrypted traffic. This
entity can decrypt and inspect the traffic, as shown in Figure 3. These techniques are
mainly used for network security detection and censorship. Table 2 summarizes existing
middlebox interception schemes that support TLS 1.3 traffic.
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e TLSPoxy |
TLS i e WAF ; TLS
-+ IDS/IPS O\ R
. i [EE R RN m i
. Middleboxes server
Figure 3. TLS traffic interception model based on middleboxes.
Table 2. Summary of middlebox solutions that support TLS 1.3.
Changes to Forward Privacy Performance  Deployment o :
Work Year TLS 1.3 Secrecy Protection HL CO BO Complexity Application Scenarios
TLS—E’;;i]bﬂity 2018 Yes Partial M M M M H Enterprise server TLS inspection
ETS 2022 No No M M L L M Pa.sswe de.zcryptlon of internal enter-
[80] prise traffic
Centralized management of TLS cer-
LURK 2022 No Yes H M M L M tificates and k.eys in enterprise in-
[81] tranets, securityaudit systems for
monitoring TLS traffic
RFC9345 2023 No Yes M L L L M Content Delivery Networks, remote
[82] data centers
ACCE-AP 2018 No Yes H M M M M C(?ntegt Delivery Networks., egter-
[83] prise firewalls, and content filtering
Enterprise networks, Content Deliv-
MaTLS 2019 Yes Yes H M M L H ery Networks, Middlebox in cloud
[84] services
- o) es ndustrial IoT, smart homes
MI[ESST]LS 2019 N Y M M L L M Industrial [oT, h
ZKMB 2022 No Yes H H H L M Encrypted DNS filtering, HTTP fire-
[86] walls
) DN filtering, keyword filtering for
Zombie 2024 No Yes H M M M M search engine queries, Data Loss Pre-
[87] vention (DLP)

Note: HL denotes the handshake latency. CO denotes the computational overhead. BO denotes the bandwidth
overhead. H denotes high. M denotes medium. L denotes low.

4.1.1. Session Splitting and Key-Sharing Techniques

To inspect TLS-encrypted traffic, TLS sessions are typically split, or TLS keys/secrets
are shared after session establishment to circumvent TLS. The primary method of session
splitting involves inserting a middlebox into the TLS connection and dividing it into two or
more sessions. The client establishes an end-to-end TLS session with a middlebox (usually
a TLS proxy), which, in turn, acts as a client and communicates with the target server.
At this point, the middlebox acts as both the client and server. This model requires proper
configuration of the client to trust certificates issued by the middlebox.

When clients cannot accept split TLS sessions, some techniques inspect traffic by
sharing TLS secrets provided by the client. Browsers like Firefox can log TLS encryption
information [88] (such as handshake/application traffic encryption information for TLS
1.3) to passively decrypt corresponding TLS traffic, but support for this feature is limited to
a few applications and is subject to restrictions, and it may be abused.

Sharing the server’s certificate private key is another effective method for passively
monitoring TLS traffic [79,89]. When systems like intrusion detection obtain the server’s
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certificate private key, they can decrypt the TLS traffic. Although these practices com-
promise the end-to-end security of TLS and pose risks of man-in-the-middle attacks and
privacy issues, they are still widely deployed in antivirus software and enterprise network
devices [69,90,91]. Due to the enhanced security of TLS 1.3, particularly through the manda-
tory use of PFS and the removal of some outdated and insecure encryption suites, including
RSA-based key exchange mechanisms, its suitability for passive monitoring has decreased.
Possessing the server’s private key is no longer sufficient to inspect TLS 1.3 traffic. These
changes make traditional interception methods, such as man-in-the-middle attacks (MITM)
and key sharing, more challenging or impossible.

To facilitate server-side traffic monitoring, a simple solution is to make the server’s DH
key share static [22] and then share the private part with the middlebox, which reconstructs
the TLS session secrets similarly to the server. However, the resulting semi-static DH key
exchange no longer provides forward secrecy, contradicting the original intent of TLS 1.3.
ETS [80], standardized by ETSI (European Telecommunications Standards Institute), is a
variant of TLS 1.3 with semi-static DH keys, primarily used for the passive decryption
of internal enterprise traffic. In the scenarios described in the ETS standard, connections
entering the public Internet are protected by regular TLS, and, once inside the enterprise
or data center, the traffic is forwarded to the final server using ETS. ETS provides keys to
enterprise servers and middleboxes through a key management server, which significantly
increases deployment complexity and attack risk. Due to the lack of forward secrecy, ETS
has been criticized by various organizations.

An Internet draft [79] suggests establishing a tls_visibility extension in TLS 1.3, al-
lowing pre-approved third parties to inspect connections. Clients opt in by indicating
their willingness in the ClientHello message. This proposal is suitable for inspecting TLS
connections to internal enterprise servers. However, if malicious users control the client
and choose not to disclose TLS keys and secrets, they can circumvent the IPS inspection of
encrypted traffic.

4.1.2. Delegation Credential Mechanisms

Although session splitting and key-sharing techniques can enable the inspection of
TLS traffic, these methods often reduce TLS security. To maintain TLS security while
allowing limited access to encrypted traffic, some new mechanisms have been proposed
that delegate certain operations to trusted third parties.

The Limited Usage of Remote Key (LURK) protocol [92,93] is an extension to the TLS
protocol that outsources sensitive key material to a remote LURK server, allowing LURK
clients to interact with it for cryptographic operations. This design allows TLS handshakes
without directly exposing private keys, thereby increasing security, especially in distributed
and multi-tenant environments. LURK has defined a specific extension for TLS 1.3 [81]
to ensure secure and effective TLS delegation and key management when using TLS 1.3,
but its security guarantees have yet to be formally verified.

Internet standard RFC 9345 [82] introduces the concept of delegation credentials to
address some limitations between TLS endpoint operators and certificate authorities, such
as certificate validity periods, usage modes, and supported algorithms. It designs a mech-
anism for using “delegation credentials” in the TLS 1.3 handshake protocol, compatible
with TLS 1.3, but may face challenges in practical deployment and operation.

4.1.3. Multi-Party TLS Protocol Variants

While delegation credential mechanisms offer ways to securely delegate certain TLS
operations to trusted third parties, they still maintain a relatively simple protocol structure.
However, as TLS 1.3 becomes more widely adopted and security requirements continue
to evolve, researchers have begun exploring more complex approaches that allow trusted
middleboxes to participate in TLS sessions while maintaining end-to-end encryption. These
approaches, often referred to as multi-party TLS protocol variants, attempt to strike a
balance between security, functionality, and compatibility. Such protocols typically involve
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modifying the TLS handshake process, introducing new message types or extensions to
enable middlebox awareness and control.

When simple TLS session splitting and key-sharing solutions are unsustainable, such
as incompatibility with TLS 1.3, another approach is to involve middleboxes in the TLS
handshake and assign them different permissions or selectively expose parts of the traffic.
Naylor et al. [94] pioneered proxy accountability, proposing the mcTLS protocol, which
provides fine-grained access control for all proxy TLS connections between clients and
servers. However, mcTLS is designed based on TLS 1.2 and does not natively support TLS
1.3. Bhargavan et al. [83] proposed a provably secure alternative to mcTLS: a general TLS
proxy protocol design whose security can be modularly proven based on the underlying
TLS security. The study implemented a prototype system based on the miTLS library,
demonstrating how to instantiate the proposed design with TLS 1.3. Due to the end-to-end
encryption characteristics of TLS limiting the functionality of middleboxes, Lee et al. [84]
proposed a modified TLS protocol called maTLS, designed to be middlebox-aware, allow-
ing middleboxes to participate in TLS sessions in a controllable and auditable manner.
In terms of TLS 1.3 compatibility, maTLS was specifically designed to support TLS 1.3 by
adding an ExtendedFinished message after the server’s Finished message in pure server
authentication mode. Since maTLS requires additional processing to support middlebox
functionality, it may impact some performance advantages of TLS 1.3.

Li et al. [85] designed and implemented the ME-TLS protocol based on TLS 1.3 to ad-
dress some limitations of traditional TLS protocols in IoT environments, allowing endpoints
to introduce middleboxes into sessions with mutual consent. In ME-TLS, middleboxes can
participate in TLS sessions while maintaining communication security without modifying
the TLS 1.3 handshake structure, ensuring compatibility with existing systems. In actual
deployment and application, careful consideration of middlebox management, protocol
implementation complexity, and security challenges is essential.

4.1.4. Zero-Knowledge Proof Schemes

Traditionally, middleboxes decrypt traffic for inspection to enforce network policies,
which compromises user privacy. An alternative approach seeks to balance network policy
enforcement with privacy preservation. Zero-knowledge proof schemes offer a promising
direction by allowing middleboxes to verify compliance with network policies without
decrypting the traffic.

Traditionally, middleboxes decrypt traffic for inspection to enforce network policies,
but this compromises user privacy. Paul Grubbs et al. [86] proposed the concept of Zero-
Knowledge Middleboxes (ZKMBs), which can verify whether traffic complies with specific
network management policies without decrypting it. The paper demonstrated how to
combine a ZKMB with unmodified TLS 1.3, designing optimized zero-knowledge proofs
for TLS 1.3 session keys. However, its computational overhead is significant, adding several
seconds of traffic delay even under optimistic assumptions and relatively simple policies.
Subsequently, the authors proposed a novel system called Zombie [87] based on ZKMB,
adopting three techniques to reduce end-to-end delay, capable of handling policies based on
regular expression matching, specifically designed and implemented for TLS 1.3 to ensure
policy enforcement on network traffic while maintaining TLS 1.3 security and privacy.
Compared to previous work, Zombie can reduce client and middlebox overhead by about
3.5 times, but it is still far from deployment in real-world network environments.

In summary, TLS 1.3 presents new requirements and challenges for interception
methods. While new interception schemes attempt to achieve lawful interception and
analysis of traffic without compromising the security of TLS 1.3, the effectiveness, security,
and feasibility of deployment of these schemes remain key issues to be addressed in
both research and practice. For example, general solutions like maTLS require support
from both parties, and, unless these new schemes are widely deployed, users can easily
choose to use standard TLS. Additionally, formal verification and security analysis of
TLS 1.3 interception schemes have not yet met the required standards and require further
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research. It is important to note that these interception techniques violate the end-to-end
security characteristics, raising privacy and potential compliance issues, especially as user
privacy awareness increases, often requiring a balance between security, privacy protection,
and practicality.

4.2. Searchable Encryption Techniques

With the rapid development of the Internet and cloud computing, network security
concerns have become increasingly prominent. Deep packet inspection (DPI) is an effective
network security technology that can thoroughly analyze network traffic to detect and
prevent malicious activities. However, traditional DPI techniques require decrypting
traffic, which can lead to privacy violations and security risks. To address this issue,
researchers have proposed searchable encryption (SE) [95], which can detect malicious
traffic through token matching without decryption. The core idea of SE is to establish
a mappable relationship between encrypted keywords (tokens) and encrypted rule sets
via a searchable encryption scheme. This technology aims to protect data privacy while
supporting the efficient search and processing of encrypted data.

Middlebox systems based on searchable encryption (as shown in Figure 4) typically
cannot directly decrypt TLS session data. Instead, they deploy proxy modules on the
client and server sides, maintaining a dedicated encrypted token transmission link for
traffic detection. Specifically, endpoint proxies tokenize the original network traffic using
TLS session keys, generating encrypted tokens. These tokens are then encrypted with
keys derived from the TLS session key and transmitted through a dedicated link to the
middlebox. The middlebox maintains a rule set encrypted with the same derived key,
such as rules for malicious traffic, and performs rule matching on the received encrypted
token data to identify potential threats. After detection, the endpoint proxy verifies the
consistency between the TLS session data and the token transmission link data to prevent
attackers from bypassing detection through forged token data.

TLS session pTTTToTTmmToo ; TLS session
; Rules/Tokens§
Encrypted Tokens i matching Encrypted Tokens
o e
client Middleboxes server

Figure 4. Middlebox model based on searchable encryption.

According to our literature search, no specific research on searchable encryption tech-
niques for TLS 1.3 traffic exists. Theoretically, SE can handle any form of encrypted traffic
without decrypting the content, as long as the traffic can be processed by the encryption/de-
cryption and rule-matching mechanisms in the system. Since TLS 1.3 primarily enhances
security and performance without changing the fundamental nature of encrypted traffic,
SE techniques are applicable to both TLS 1.3 and other encrypted traffic types. We have
reviewed relevant studies on encrypted traffic analysis using SE since 2018 (after the release
of TLS 1.3), summarized in Table 3, and introduce them below.



Electronics 2024, 13, 4000 14 of 31
Table 3. Summary of TLS traffic analysis techniques based on searchable encryption.
Work  Year Changes to  Cryptographic Detection Privacy Protection Matching and Deployment Complexity Py Rt B e
TLS 1.3 Techniques Functionality S C MB Inspection S C MB TIP GW
[96] 2015 Yes AES Full H H M Exact Matching, Regular Expression v - - - DED, IDS, Parental filtering
[97] 2019 No AES,DLP Partial H H H Exact Matching v v 7 - - ENS,ISP
[98] 2020 No AES,PREDLP Full M M H Exact Matching v v 7 - v/ ENS, CSSec
[99] 2020 No AES, PRF, BE, Cuckoo Hashing Partial H H H BF, Exact Matching v -/ - v/ Cloud-Assisted Middlebox
[100] 2020 No Group Key Agreement, SymEnc Full H H M Exact Matching v v/ v - E\nlc:)‘%pstceéingif)fsic Detection
[101] 2021 No AES, KH-PRF Partial H H H Exact Matching v v 7 - - IDS,IPS, DED
[102] 2021 No PRF Partial H H H Exact Matching v v 7 - - ENS, CSSec
. Encrypted Traffic Detection
[103] 2022 No SymEnc, Hash, PRF Full H H H Exact Matching v v/ v = inorSconarios
[104] 2022 No SMPC, SymEnc Full H H M Exact Matching v v v/ - IDS,DED
[105] 2023 No AES, PRF, PRP, BF Full H H H Exact Matching, TCK - - v - v ENS, IDS in Cloud Services
[106] 2023 No HMAC ,CA Full H H H Exact Matching v o o - - v/ V' IDS, WAF, DPI Services in the Cloud
[107] 2023 No PRF, ECC, BF Full H H H BF, Exact Matching - - v  / v/ Blockchain-based IloT Environment

Note: S, C, and MB denote server, client, and middlebox. TTP and GW denote trusted third party and gateway. SymEnc denotes symmetric encryption, DLP denotes Discrete
Logarithm Problem, PRF denotes Pseudorandom Function, KH-PRF denotes Key-Homomorphic Pseudo-Random Function, SMPC denotes secure multi-party computation, PRP denotes
Pseudo-Random Permutation, HMAC denotes Hash-based Message Authentication Code, CA denotes Cryptographic Accumulator, BF denotes Bloom Filter, ECC denotes Elliptic Curve
Cryptography, TCK denotes Token Continuity Check. Detection Functionality: Full means that all functions similar to plaintext detection can be realized, and Partial means restricted.
Privacy Protection: indicates the degree of privacy protection of the client, server, and middleware. H means high, M means medium. Deployment Complexity: Whether or not clients,
servers, middleware, trusted third parties, gateways, etc., need to be installed or configured. v indicates that it is required and - indicates that it is not required. IDSs denotes intrusion
detection systems, ISP denotes Internet Service Provider, ENS denotes Enterprise Network Security, CSSec denotes Cloud Service Security, DED denotes Data Exfiltration Detection, IPS
denotes Intrusion Prevention System, IIoT denotes Industrial Internet of Things, WAF denotes Web Application Firewall.
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4.2.1. Foundational Searchable Encryption Techniques

Sherry et al. [96] proposed BlindBox, the first DPI scheme based on searchable
encryption, allowing middleboxes to match encrypted detection rules within encrypted
packets without decryption, thus providing good user privacy protection. BlindBox
establishes two connections between the client and server, one for the TLS session and
another for token matching, thereby enabling the detection of encrypted traffic. Subse-
quently, several studies have utilized searchable encryption for encrypted traffic analysis
(e.g., Embark [108], BlindIDS [109], SPABox [110], and Yuan et al. [111]). Generally,
these studies incur high computational and communication overhead due to the use of
encryption techniques.

4.2.2. Performance-Optimized Searchable Encryption Techniques

Building upon the foundational work in searchable encryption, researchers have
focused on optimizing performance to address the high computational and communication
overhead associated with earlier systems. These performance-oriented approaches aim to
enhance encryption and detection speeds, improve rule processing efficiency, and reduce
overall system latency.

Ning et al. [97] proposed the PrivDPI system, which significantly improved BlindBox’s
performance by introducing a reusable obfuscation-rule generation technique. Then, they
further improved the performance of PrivDPI through the Pine scheme [98], which supports
rule addition operations. Kim et al. [101] proposed the P2DPI system, which uses Key-
Homomorphic Pseudo-Random Functions (KH-PRFs) to exchange encrypted detection
rules, achieving the effective inspection of TLS-encrypted traffic without compromising
user privacy. P2DPI shows significant improvements in connection setup and encryption
speed, surpassing PrivDPI.

Canard et al. [102] proposed a symmetric encryption-based intrusion detection system,
which demonstrates significant improvements in encryption and detection speed compared
to BlindBox [96] and BlindIDS [109], showcasing better practicality.

These performance-optimized systems represent significant progress in making search-
able encryption more viable for real-world applications. By addressing the challenges of
speed and efficiency, these approaches have paved the way for more practical implementa-
tions of privacy-preserving deep packet inspection in encrypted networks.

4.2.3. Advanced Privacy and Security Mechanism

While performance optimization remains crucial, the evolving landscape of cyber
threats and increasing privacy concerns have driven researchers to develop more sophis-
ticated privacy and security mechanisms for searchable encryption. These advanced
approaches aim to enhance the protection of both user data and detection rules, while
maintaining the ability to effectively analyze encrypted traffic.

Ren et al. [99] proposed the EV-DPI system with a two-layer filtering architecture,
ensuring the privacy of packet payloads and inspection rules while improving process-
ing efficiency using fast symmetric encryption systems such as hash functions. EV-DPI
supports deep packet inspection (DPI) in cloud environments, ensuring both privacy and ef-
ficiency. However, EV-DPI cannot dynamically add new rules and may fail when handling
discontinuous tokens.

Jia et al. [104] proposed the OTEPI system, which uses Oblivious Transfer (OT) tech-
nology for rule encryption and natural language processing (NLP)-based tokenization to
optimize text payload processing, thereby reducing the number of generated tokens to
lower computational load. Results show that OTEPI can accurately detect rule matches in
encrypted traffic while maintaining both traffic and rule privacy. Compared to previous
methods, it achieves a better balance between communication traffic consumption and
computational resource usage.
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Deng et al. [105] proposed the DCDPI system for encrypted traffic detection, introduc-
ing the VBTree+ (an improved virtual binary tree structure) and token continuity check
mechanism, supporting dynamic rule addition and efficient token continuity checks, en-
hancing system flexibility and robustness while ensuring forward privacy, i.e., not leaking
the relationship between historical tokens and rules when updating rules.

Recently, Zhang et al. [106] proposed a privacy-preserving lightweight cloud-based
DPI execution verification scheme, which protects the privacy of DPI rule sets. This scheme
introduces a commitment-based delayed sampling mechanism and a trusted third party
based on Intel SGX, thereby achieving efficient and secure verification.

These studies showcase innovative techniques that push the boundaries of privacy-
preserving searchable encryption, introducing novel cryptographic methods, improved
rule management, and robust verification mechanisms. These advancements not only
address the limitations of earlier systems but also pave the way for more secure and flexible
encrypted traffic analysis solutions.

4.2.4. Domain-Specific and Emerging Technology Solutions

As searchable encryption techniques continue to evolve, researchers are increasingly
focusing on tailoring these solutions to specific domains and leveraging emerging technolo-
gies. This trend reflects the growing need for specialized approaches that can address the
unique challenges posed by different environments, such as IoT ecosystems and industrial
settings. Additionally, the integration of cutting-edge technologies like blockchain and
trusted execution environments is opening up new possibilities for enhancing the security,
efficiency, and functionality of searchable encryption systems.

In the cloud computing domain, the previously mentioned EV-DPI system by
Ren et al. [99] stands out for its optimization for cloud environments. While its privacy-
preserving aspects were discussed earlier, it is worth noting that EV-DPI’s two-layer filtering
architecture is particularly well suited for the distributed nature of cloud computing,
offering a balance between privacy protection and efficient processing in large-scale cloud
infrastructures.

Fan et al. [100] present GKA_DPI, an encrypted traffic detection scheme designed
for IoT environments. This scheme addresses the limitations of existing schemes, such as
PrivDP], in the one/many-to-many communication model of IoT by using a dynamic group
key agreement protocol to reduce power consumption. The scheme is particularly suitable
for IoT environments using the MQTT protocol. Although GKA_DPI offers enhanced
efficiency and security, it is more complex to deploy.

Chen et al. [103] proposed a novel scheme using symmetric encryption to extract
tokens from traffic, combining hash functions and pseudo-random functions to obfuscate
rules. This scheme is used to detect encrypted network traffic in IoT environments while
protecting the privacy of transmitted data.

Zhang et al. [107] also proposed the BTDPI system, a blockchain-based privacy-
preserving traceable encrypted traffic detection system designed for industrial IoT scenarios.
BTDPI uses a two-layer filtering architecture and an online-offline certificate-free aggregate
signature mechanism, enabling efficient detection and anomaly source tracing of encrypted
traffic. Experimental results show that BTDPI is 26.7 times faster than existing systems
when processing 3000 tokens and 3000 rules.

These domain-specific solutions demonstrate how searchable encryption techniques
are being adapted to meet the diverse needs of modern network ecosystems. From IoT-
specific protocols to cloud-optimized architectures and blockchain integration, these ap-
proaches showcase the versatility and potential of searchable encryption in various techno-
logical contexts.
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Despite the progress made in using SE for encrypted traffic analysis, several challenges
persist. First, these schemes typically require additional computational resources, which
may increase performance overhead. Second, the limitations of regular expression detection
prevent these schemes from fully replacing traditional DPI techniques. Although SE-
based traffic analysis methods are theoretically applicable to TLS 1.3, practical deployment
and application necessitate adapting and optimizing related systems to address the new
security features and performance requirements of TLS 1.3. Future research should focus
on proposing efficient and compatible SE schemes to support secure traffic analysis based
on TLS 1.3, necessitating further exploration by academia and the industry.

4.3. Machine Learning Methods for TLS 1.3 Traffic Analysis

Machine learning has become a powerful tool for extracting information features
without decrypting traffic, making it widely applicable to TLS-encrypted traffic analysis.
Since the payload of TLS is encrypted, most machine learning methods utilize statistical or
behavioral features of TLS-encrypted traffic, such as packet size, direction, and timing data,
to train corresponding machine learning models.

The release of TLS 1.3 in 2018 brought significant security enhancements, including
reduced handshake round trips and the removal of insecure encryption algorithms, altering
the characteristics of TLS 1.3 traffic. For example, the TLS 1.2 handshake typically required
the exchange of 5 to 7 packets, whereas the TLS 1.3 handshake can be completed with
0 to 3 packets. Therefore, the effectiveness of machine learning-based traffic analysis
methods suitable for TLS 1.2 and earlier versions in the context of TLS 1.3 remains to be
explored. In this section, we provide a comprehensive overview of the latest advancements
in machine learning-based TLS 1.3-encrypted traffic analysis. As shown in Table 4, we
summarize the relevant research on machine learning-based TLS 1.3 traffic analysis.

4.3.1. Feature Extraction and Representation Learning

The advent of TLS 1.3 has necessitated the development of new feature extraction
and representation learning techniques. This is primarily because the TLS 1.3 protocol
encrypts all information after the handshake, thereby significantly reducing plaintext
information. This change renders many encrypted traffic analysis methods based on
TLS 1.2 plaintext features ineffectual. Consequently, researchers have proposed various
innovative approaches to address this challenge.

Akbari et al. [112] extracted features using flow statistics, traffic shape (size, time, and
direction), and raw bytes of the TLS handshake, constructing a neural network architecture
based on convolutional neural networks (CNNs) and stacked LSTM layers for encrypted web
traffic classification. Although not specifically analyzed for TLS 1.3, this method reduces reliance
on server identity exposure fields (such as SNI), making it adaptable to the TLS 1.3 environment.

Fu et al. [31] proposed an encrypted malicious traffic detection system called ST-Graph,
which uses graph representation learning algorithms to analyze the spatial and temporal
characteristics of network behavior by constructing interaction graphs between hosts and
servers to reveal patterns of malicious activities. Experimental results show that even after
removing features related to the TLS protocol, ST-Graph can still achieve 99.85% accuracy,
demonstrating its potential for effective analysis and detection of malicious activities within
the TLS 1.3 environment. Taking a novel approach to traffic representation, Chen et al. [123]
proposed a novel traffic graph representation model called Weaved Flow Fragment (WFE)
by deeply studying the transmission patterns and interaction characteristics of encrypted
traffic, converting the packet sequence of encrypted traffic into a graph to better capture
the intrinsic relationships between packet sequences. Based on this model, the authors pro-
posed an integrated graph neural network (EGNN) architecture, significantly improving the
accuracy of encrypted traffic classification through voting and stacking integration mech-
anisms. The dataset includes new protocols (TLS 1.3, QUIC, and DTLS) and applications,
demonstrating EGNN’s better applicability in open-world environments.
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Table 4. Summary of machine learning-based TLS 1.3 traffic analysis research.

Work Application Domain Method Granularity Feature Metrics Th::s llfata
[6] Service Classification LS-CapsNet Packet-level PDU length P R,F1 v X
[112]  Service and Application Classification CNN,LSTM Flow-level Flow statistics, TLS handshake packets P R, F1, Acc, Time v —
[113]  Service Classification LS-CapsNet, LSTM Packet-level, Flow-level multiPDU length sequence PR, F1 v v
[114] Cloud Platform Application Classification ~NeuTic Packet-level Packet length,Packet window size, TCP flag TP, FP, EN, P, R, F-m, Acc v v
[115] Service Classification AB-RF, RB-RF Flow-level TLS handshake packets Acc, P, F1, Error Rate v v
[7] Encrypted Application Classification ET-BERT Packet-level, Flow-level Convert raw traffic data into a sequence of tokens Acc,P, R, F1 v v
[31] Malicious Traffic Detection ST-Graph Packet-level, Flow-level Flow statistics, TLS handshake packets P R, FP v —
[116] Application Layer Protocol Identification =~ GGFAS Packet-level, Flow-level Packet size, direction, and order Acc, F1, Confusion Matrix v v
[117] Malware Traffic Classification R1DIT Raw-level The relative position of the original byte sequence of each packet R, P, F1, TP, FAR v v
[118] Webpage Fingerprinting KNN Trace-level Distance between samples Top-N Acc v v
[119] Service Classification LightGBM, CNN Packet-level, Flow-level Packet and flow statistics Acc, F1, TP, FP, AUROC v v
[120] Application Identification PASS Packet-level Raw-level Packet length sequence Raw payload sequence Acc, PR, F1 v v
[121]  Phishing Detection ;“(lé’BS(}g;/t[,’ Irji};htGBM Packet-level 12 characteristics such as SNI, selected Cipher Suite (SCS) TP, FP, TN, FN, PACC v v
[122]  Traffic Classification Rosetta Flow-level Packet length sequence Acc, R, F1, FP v —
[123]  Service Classification WFF-EGNN Flow-level Packet length sequence P, R, F1, Time v v
[124]  Application Classification MISS Packet-, Flow-, and Raw-level Multiview sequence features such as packet length sequence, Acc, F1 v —

TLS header, and payload byte sequence

Note: Theo and Data represent theoretical and dataset, respectively. P and R denote Precision and Recall, respectively. F1 represents F1-Score. TP, FP, and FEN denote True Positive, False

Positive, and False Negative, respectively. Acc represents Accuracy. FAR denotes the false alarm rate. Top-N Acc denotes the attack success rate. v'and Xrepresent theoretical and
dataset support, respectively. — denotes that the dataset does not specify TLS 1.3.
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Yun et al. [114] proposed a new method called NeuTic, which is based on the packet
sequence of each TLS flow. This method is designed to effectively classify raw TLS flows
generated by multiple “cloud” applications. This method can automatically capture long-
distance dependencies between elements in the packet sequence, achieving robust and
accurate classification of encrypted TLS traffic. It should be noted that the dataset used in
this study includes both TLS 1.2 and TLS 1.3 traffic, but the authors did not distinguish
between these versions in subsequent experiments and analyses, treating them collectively.

Focusing on specific security threats, Kumar et al. [121] proposed a new machine
learning model for detecting phishing URLs within encrypted traffic. For TLS 1.3 traffic,
the authors extracted features from ClientHello and ServerHello messages for phishing
detection, yielding significant results. However, these features mainly focus on visible
information exchanged during the TLS handshake. Given the enhanced privacy protection
in TLS 1.3, exploring deeper and more distinctive features from TLS 1.3 traffic remains a
promising direction.

Addressing the challenge of web fingerprinting, Mavroudis et al. [118] proposed an
adaptive method that learns low-dimensional representations (embedding models) of input
data to achieve high-accuracy recognition of web pages in TLS 1.2- and TLS 1.3-encrypted
traffic. To facilitate further research, the authors released the TLS 1.3 dataset, Github500.
However, the single-source nature of this dataset and the lack of testing for scenarios with
significant dynamic changes in web pages suggest that further validation and improvement
of the model’s adaptability is necessary.

Addressing the challenges of analyzing encrypted traffic across different TLS versions,
Piet et al. [116] proposed an automated network traffic analysis framework called GGFAST,
which searches for characteristic patterns in information length and provides corresponding
packet length conversion functions for different encryption methods such as stream ciphers,
block ciphers, and AEAD under different TLS versions. On a dataset collected from a large
enterprise network, GGFAST was able to identify 95.1% of DNS-over-HTTPS (DoH) traffic
within TLS traffic, partially overcoming the challenges of analyzing TLS 1.3-encrypted
traffic.

Recently, Xie et al. [122] proposed a method called Rosetta, which uses TCP-aware
traffic enhancement mechanisms and self-supervised learning to understand implicit TCP
semantics, thereby extracting robust features of TLS traffic. Experiments show that Rosetta
significantly improves the performance of existing deep learning models in classifying
TLS traffic in diverse network environments. Although this study did not specifically
analyze TLS 1.3 traffic, Rosetta’s method is protocol-agnostic and applicable to TLS 1.3,
aiding researchers and network administrators in better understanding and analyzing
TLS 1.3-encrypted traffic. Li et al. [124] proposed an incremental learning framework
called Multi-view Sequences Fusion (MISS), which improves the classification accuracy
of encrypted traffic by extracting multi-view sequence features, generating cross-view
information, and adaptively fusing multi-view data. The framework also mitigates the
problem of knowledge forgetting during model evolution by designing plasticity and
stability branches. Although the study did not specifically discuss the TLS 1.3 protocol,
the methodology and techniques of the MISS framework provide a possible solution for
classifying TLS 1.3-encrypted traffic.

These diverse approaches to feature extraction and representation learning demon-
strate the ongoing efforts to adapt to the challenges posed by TLS 1.3, paving the way for
more effective and robust encrypted traffic analysis techniques.

4.3.2. Deep Learning Models and Algorithms

While some researchers have focused on advancing feature extraction and represen-
tation learning techniques, others have concentrated on developing sophisticated deep
learning models and algorithms to address the challenges posed by TLS 1.3-encrypted
traffic analysis. The deep learning models and algorithms discussed in this section aim to
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improve classification accuracy, enhance generalization capabilities, and increase adaptabil-
ity to new protocols and emerging threats.

Chen et al. [6] proposed a service classification method for encrypted traffic based
on the length of multiple protocol data units (PDUs), utilizing the Markov properties
between PDU length sequences and employing a length-sensitive capsule neural network
(LS-CapsNet) model for traffic classification. Although this method is suitable for the
TLS 1.3 environment, it has not been validated using a TLS 1.3 dataset. Subsequently,
the authors proposed a length-sensitive composite deep learning (LSCDL) model to achieve
encrypted traffic service classification [113], which showed good classification results on a
proprietary dataset containing a significant amount of TLS 1.3 traffic.

Although ECH encrypts sensitive information (such as SNI) in the ClientHello mes-
sage, posing challenges to existing algorithms that rely on this information for traffic
classification, new algorithms can still effectively classify TLS-encrypted traffic. Sham-
simukhametov et al. [115] proposed two new traffic classification algorithms (AB-RF and
RB-RF) to address the challenges introduced by ECH. Even with ECH encryption in TLS
1.3, traffic classification based on the TLS handshake remains feasible.

Existing solutions heavily rely on deep features such as data size, making it difficult
to generalize for unseen data. How to use open-domain unlabeled traffic data to learn
representations with strong generalization capabilities remains a significant challenge.

Lin et al. [7] proposed a model called ET-BERT, which pre-trains deep datagram-level
representations on large-scale unlabeled data and then fine-tunes on small-scale labeled
data for specific tasks to achieve accurate classification of encrypted traffic. The authors
collected a new dataset named CSTNET-TLS 1.3. ET-BERT significantly improved the F1
score of the encrypted application classification task by 10.0%, reaching an F1 score of
97.4%, significantly surpassing existing methods.

Barut et al. [117] proposed a residual one-dimensional image transformation model
(R1DIT) based on raw data, using meta-learning methods (transfer learning and few-shot
learning) to extend its classification accuracy to unseen malware categories, capable of
identifying newly emerging TLS 1.3 malware traffic. Due to the very small size and highly
imbalanced category distribution of the target dataset, further validation on larger and
more comprehensive datasets is required to verify the proposed method'’s efficacy.

Luxemburk et al. [119] provided a robust framework and method set for analyzing
TLS-encrypted traffic, creating and evaluating a large TLS dataset, and proposing effective
methods for detecting unknown services. Although the dataset covers TLS 1.3 protocol
traffic, the study did not specifically discuss TLS 1.3 traffic analysis separately.

Li et al. [120] proposed a new semi-supervised encrypted traffic classification frame-
work called PASS, which improves the model’s ability to learn features of minority class
applications through contrastive pre-training and semi-supervised learning while reducing
dependence on labeled training data. The study analyzed TLS 1.3 protocol traffic and
validated the effectiveness of the PASS framework in handling the latest encrypted protocol
traffic through experiments on the CSTNET-TLS 1.3 dataset.

4.3.3. Datasets

Table 5 lists the datasets used in the field of TLS 1.3 traffic analysis. It is important to
note that many TLS datasets do not explicitly indicate whether they contain TLS 1.3 traffic,
which can complicate the evaluation of machine learning models designed for this protocol
version. Therefore, Table 5 only includes datasets that explicitly state that they contain TLS
1.3 traffic.

In the area of service classification, the study [115] used the WNL TLS dataset, which
includes network traffic from 100 popular websites and background network traffic, cov-
ering 12 categories and 3547 flows, including TLS 1.3 traffic. The CSTNET-TLS 1.3 [7]
is the first dataset for TLS 1.3, which was collected in 2021 and contains traffic from 120
applications deployed on Alexa Top-5000 websites using TLS 1.3.
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We observed that, due to the scarcity of public datasets, most works in this section did
not use public datasets to train models but instead used self-created datasets. For example,
the dataset [113] collected in the CERNET environment includes traffic from seven services,
with a significant amount of TLS 1.3-encrypted traffic. Another dataset [114] includes TLS
traffic from 15 mobile applications from companies like Alibaba, Baidu, and ByteDance,
as well as six video/short video mobile applications, covering both TLS 1.2 and TLS 1.3.
The dataset used for encrypted application classification [116] consists of seven datasets,
comprising 15 categories, including POP3-over-TLS, IMAP-over-TLS, SMTP-over-TLS,
and HTTP-over-TLS.

The dataset [117] focuses on malware traffic classification, extracting TLS 1.3 traf-
fic from the CICDDo0S2019 dataset, covering five DDoS variants and 209 TLS 1.3 mal-
ware flows.

In addition to the aforementioned datasets, numerous other datasets have been re-
leased. However, a comprehensive statistical analysis of these datasets has not been
conducted in this study, primarily because the majority of newly proposed datasets do not
explicitly specify whether they include TLS 1.3 traffic, even when released during the pe-
riod of widespread TLS 1.3 adoption. For instance, the Malicious_TLS dataset [125] serves
as a valuable resource for studying encrypted malicious traffic. This dataset encompasses
22 categories of real-world encrypted malicious traffic generated by malware families
active between 2018 and 2021, along with benign TLS traffic for comparative purposes. All
samples were collected from actual networks and encrypted using TLS. However, the paper
does not explicitly state whether the dataset contains TLS 1.3 traffic or specify the exact
proportion of TLS 1.3 traffic within the dataset.

Although some public datasets are available for TLS 1.3 traffic analysis, the lack of
publicly available, labeled datasets means that most research still relies on private datasets.
This highlights the need for more comprehensive public datasets to support research and
development in this domain. In addition, the lack of clear information on the distribution
of TLS versions is also the reason for the current lack of TLS 1.3 datasets.

Machine learning techniques can be directly applied to existing TLS 1.3 traffic without
any modifications to the protocol itself. This makes machine learning methods easy to
deploy while preserving the end-to-end encryption security provided by the TLS 1.3
protocol. This contrasts with other technologies that require protocol modifications (such
as access control technologies) or changes to client/server settings (such as middlebox,
searchable encryption, and trusted hardware). However, machine learning struggles
to achieve the fine-grained, rule-based detection capabilities of deep packet inspection.
Current research mainly focuses on tasks such as traffic classification and anomaly detection,
with limited capabilities for executing more complex security policies. Additionally, due
to privacy and security concerns, publicly available TLS 1.3 traffic datasets are small and
lack diversity. Most studies use privately collected datasets, which poses challenges for fair
evaluation and comparison of algorithms and limits the reproducibility and generalization
of research findings.
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Table 5. Datasets used by works in TLS 1.3 traffic analysis.

Work Analysis Objective Name Year Available Description
[113] Service Classification - 2020 Private Including traffic from seven services, with a significant amount of TLS 1.3-encrypted traffic
[114] Cloud Application Classification - - Private Generated by 15 mobile applications from three companies and six video mobile applications
[115] Service Classification WNL TLS 2021  Public Includes web traffic from 100 popular websites and background web traffic
[7,120]  Application Classification CSTNET-TLS 1.3 2021  Public Including traffic from 120 applications deployed on Alexa Top-5000 websites using TLS 1.3
[116] Protocol Identification - 2022  Private Composed of seven datasets, including 15 categories such as SMTP-over-TLS and HTTP-over-TLS
[117] Malware Traffic Classification - 2019  Private Extracted from the CICDDo0S2019 dataset, covering 5 DDoS variants and 209 TLS 1.3 malware flows
[118] Web Fingerprinting Github500 - Private Includes 500 TLS 1.3 categories generated by accessing the top 500 GitHub project pages
[119] Service Classification CESNET-TLS22 2021  Public The dataset contains a total of 140 million flow records, covering 191 network services
[121] Phishing Detection - - Private URLs collected from the Alexa database, phishing websites collected from Phishtank
[123] Service Classification CESNET-2022Service 2022  Public Covering seven applications with TLS protocols, including TLS 1.2 and TLS 1.3
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5. Challenges and Future Research Directions in TLS 1.3 Traffic Analysis
5.1. Challenges

(1) Technical Challenges Introduced by TLS 1.3: TLS 1.3 enhances security and efficiency
through measures such as PFS, 0-RTT session resumption, and encryption of all handshake
messages. While some new interception schemes for TLS 1.3 have been proposed, they often
fall short in terms of security, performance, and deployment costs. For example, maTLS [84]
and tls_visibility [79] lack sufficient security analysis and validation, and ETS [80] has been
criticized for its lack of forward secrecy. Designing secure, efficient, and easily deployable
interception schemes remains a significant challenge.

(2) Balancing Privacy and Security: TLS 1.3 further strengthens user privacy protection,
but middlebox-based interception and searchable encryption technologies may pose infor-
mation leakage risks. Users and privacy advocates typically aim to maximize the protection
of communication content, while network operators need to inspect traffic for compliance
or security reasons. Balancing user privacy protection with network security is a critical
challenge in TLS traffic analysis.

(3) Comprehensive Detection Capabilities: Current technologies like searchable encryption
and machine learning methods have limited detection capabilities compared to plaintext
inspection. Searchable encryption primarily supports keyword matching and struggles with
regular expression matching. While machine learning can perform traffic classification and
anomaly detection, it falls short in executing complex security policies and rules. Expanding
these technologies to cover more detection needs is an urgent challenge. Although trusted
hardware solutions can achieve full functionality, their deployment flexibility is limited.

(4) Challenges for Machine Learning Techniques: Machine learning techniques can analyze
traffic without changing existing network settings or decrypting network traffic, providing
an optimal solution for passive detection. However, the standardization and widespread
use of ECH pose significant challenges to these methods. With valuable feature information
such as SNI becoming invisible, the statistical model of encrypted traffic changes dramati-
cally. This shift increases the difficulty of traffic classification, demanding machine learning
models with enhanced feature extraction and generalization capabilities to uncover pat-
terns from limited metadata and temporal features of encrypted traffic. The impact of
ECH on machine learning techniques extends beyond feature availability. It necessitates
a fundamental rethinking of model architectures and training strategies to adapt to this
new, more opaque traffic environment. Furthermore, the scarcity of publicly available
TLS 1.3 traffic datasets hinders related research. Since TLS 1.3 is not yet widely deployed,
most research is in the exploratory stage. To achieve the large-scale application of machine
learning methods in TLS 1.3 traffic analysis, more work is needed in dataset construction,
feature engineering, model performance optimization, and knowledge transfer.

(5) Incomplete Adoption and Complex Environment: The current limited adoption of
ECH and the continued use of lower TLS versions for side channels create a complex
environment [126] for traffic analysis. Researcher must now contend with a mix of fully
encrypted, partially encrypted, and legacy traffic patterns. This diversity poses significant
challenges for developing consistent and effective traffic analysis techniques. It requires
adaptive methods capable of handling multiple protocol versions and encryption levels
simultaneously, complicating both the design of analysis algorithms and their real-world
deployment. Moreover, this transitional phase may persist for an extended period, ne-
cessitating flexible and scalable solutions that can evolve with the changing landscape of
encrypted traffic.

5.2. Future Research Directions

Future research directions in TLS traffic analysis should include the following:

(1) Privacy-Preserving Traffic Detection Technologies: Research methods that combine
various privacy-preserving technologies to allow authorized parties to perform limited
detection on encrypted traffic without compromising forward secrecy. Implementing
privacy-preserving techniques can introduce significant computational overhead and com-
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plexity. Research should focus on optimizing cryptographic protocols to reduce overhead
and improve efficiency, developing hybrid approaches that combine multiple privacy-
preserving techniques. For example, exploring privacy-preserving traffic detection tech-
nologies based on searchable encryption, homomorphic encryption, secure multi-party
computation, and trusted execution environments can meet network security and manage-
ment needs while protecting user privacy. environments can meet network security and
management needs while protecting user privacy.

(2) Machine Learning-Based Traffic Analysis Technologies: With the development of deep
learning, graph neural networks, and multimodal learning, researchers are continuously
exploring new methods to improve the accuracy and efficiency of encrypted traffic anal-
ysis. For example, using graph neural networks to model the spatiotemporal features of
encrypted traffic and multimodal learning to integrate traffic metadata, external threat
intelligence, and other heterogeneous information. The scarcity of labeled datasets and the
need for robust feature extraction in the face of limited metadata visibility are significant
hurdles. Active learning and federated learning can help address data scarcity by leverag-
ing unlabeled data. Transfer learning and meta-learning can enhance model generalization,
while graph neural networks and multimodal learning can improve feature extraction from
encrypted traffic.

(3) System Verifiability and Transparency: Given the complexity of the TLS 1.3 protocol
and the black-box nature of encryption, users find it difficult to verify whether the behavior
of traffic analysis systems aligns with their claims. Some studies mention using trusted
hardware and cryptographic proofs to provide partial transparency, but these face many
challenges in actual deployment. Interdisciplinary research involving cryptography, formal
verification, and secure hardware is needed to develop frameworks that ensure system
trustworthiness. Combining formal verification with machine learning could automate
verification processes, enhancing efficiency and coverage.

(4) Customized Interception Schemes: Security requirements, privacy protection needs,
and performance optimization goals can vary significantly across different scenarios, com-
plicating the design of interception schemes. This diversity necessitates the development
of tailored interception approaches based on specific characteristics and requirements of
each environment. To address this challenge, it is crucial to develop modular intercep-
tion architectures customized for specific contexts, such as enterprise networks, cloud
services, and IoT ecosystems. This approach will ensure robust security while optimizing
performance for each unique setting. For example, enterprise networks may prioritize data
leakage prevention and access control, cloud services may focus on multi-tenant isolation
and virtualization security, and IoT may emphasize device authentication and lightweight
encryption. Successful implementation of this strategy requires close collaboration with
industry stakeholders to accurately identify and address their specific needs and concerns.

(5) Detection Function Expansion: Research technologies that can support multiple
detection needs simultaneously to meet the requirements of various middlebox services,
for example, developing technologies capable of regular expression matching and complex
rule detection [20] to provide detection capabilities equivalent to plaintext analysis. Further
exploration is needed of the application of machine learning in encrypted traffic analysis,
expanding machine learning-based passive analysis techniques to cover more detection
needs, for instance, using deep learning to automatically extract advanced features, unsu-
pervised learning to discover unknown threats, and reinforcement learning to optimize
detection strategies. Additionally, methods such as active learning and data synthesis can
help generate high-fidelity labeled data for training models.

6. Discussion

Through a comprehensive review of the state-of-the-art research efforts in analyzing
TLS 1.3-encrypted traffic, we have identified several key findings and lessons learned.

Middlebox interception techniques, such as TLS proxies and session splitting, have
been widely used for network security and management. However, the enhanced security
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features of TLS 1.3, such as mandatory forward secrecy and the removal of insecure
cryptographic algorithms, have rendered traditional interception methods less effective
or even infeasible. While researchers have proposed various TLS 1.3-aware interception
schemes, their security, performance, and deployability still require further investigation
and improvement. This highlights the need for developing more secure, efficient, and easily
deployable interception schemes that can adapt to the evolving TLS protocol.

Searchable encryption techniques enable encrypted traffic inspection without de-
crypting the content, providing a promising approach for privacy-preserving analysis.
Although existing searchable encryption schemes are theoretically applicable to TLS 1.3
traffic, their practical deployment and adaptation to the new protocol features remain an
open challenge. The limitations of existing schemes in terms of efficiency, functionality
extension, and formal security analysis necessitate further research to make searchable
encryption a viable solution for TLS 1.3 traffic analysis.

Machine learning has emerged as a powerful tool for encrypted traffic analysis, capable
of extracting valuable information from encrypted traffic without decryption. Despite
the challenges posed by TLS 1.3’s enhanced encryption and reduced metadata visibility,
researchers have developed innovative machine learning models that leverage various
traffic features, such as packet lengths, timing, and flow patterns. However, the scarcity of
publicly available TLS 1.3 datasets and the need for robust feature engineering and model
optimization remain significant obstacles to the widespread adoption of machine learning
techniques in this domain. Collaborative efforts in dataset creation and sharing, as well as
advancements in feature extraction and model generalization, are crucial for the progress
of machine learning-based TLS 1.3 traffic analysis.

Balancing privacy and security is a critical challenge in TLS traffic analysis. While
TLS 1.3 strengthens user privacy protection, middlebox-based interception and searchable
encryption technologies may pose information leakage risks. Finding solutions that protect
user privacy while allowing necessary traffic inspection for security purposes requires
a delicate balance and innovative approaches. Privacy-preserving traffic detection tech-
nologies that combine various techniques, such as searchable encryption, homomorphic
encryption, secure multi-party computation, and trusted execution environments, hold
promise for achieving this balance.

These findings underscore the importance of continued research and innovation in
TLS 1.3 traffic analysis techniques. By addressing the identified challenges and exploring
the proposed future research directions, we can develop more effective, secure, and privacy-
preserving solutions for analyzing TLS 1.3-encrypted traffic.

7. Conclusions

The widespread adoption of TLS 1.3 has brought significant improvements in security
and privacy for encrypted communication. However, this has also posed unprecedented
challenges for encrypted traffic analysis. This survey provides a comprehensive overview
of the state-of-the-art research efforts in analyzing TLS 1.3-encrypted traffic. We have
systematically reviewed three major analysis approaches: middlebox interception tech-
niques, searchable encryption methods, and machine learning-based techniques. For each
approach, we have conducted a critical examination of its applicability, strengths, and limi-
tations in the context of TLS 1.3.

TLS 1.3 traffic analysis is a dynamic and challenging field with significant implica-
tions for network security, management, and privacy. While existing techniques have
made notable progress, there remain open problems and opportunities for future research.
Several key research directions deserve further exploration, including the development
of privacy-preserving traffic inspection techniques, advancements in machine learning
techniques for encrypted traffic analysis, and the establishment of formal verification meth-
ods and security transparency frameworks. By addressing these challenges and exploring
innovative solutions, we can fully realize the potential of encrypted traffic analysis in the
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context of TLS 1.3. This will enable effective network monitoring and protection while
preserving user privacy.
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