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Abstract: Online ride-hailing services have become a vital component of urban transportation
worldwide due to their convenience and flexibility. However, the expansion of their user base
has dramatically heightened the risks of user privacy information leakage. Among these risks, the
privacy leakage problem caused by the direct correlation between user (driver and passenger) identity
information and location-based ride information is of particular concern. This paper proposes a
novel privacy protection scheme for ride-hailing services. In this scheme, decentralized identities are
employed for user authentication, separating the identity registration service from the ride-hailing
platform, thereby preventing the platform from obtaining user privacy data. The scheme also employs
a fuzzy matching strategy based on location Points of Interest (POI) and a ciphertext-policy attribute-
based hybrid encryption algorithm to hide the user’s precise location and restrict access to location
information. Crucially, the scheme achieves the complete decoupling of identity registration services
and location-based ride services on the ride-hailing platform, ensuring that users’ real identities and
ride data cannot be directly associated, effectively protecting user privacy. Within the decoupled
architecture, regulatory authorities are established to handle emergencies within ride-hailing services.
Through simulation experiments and security analysis, this scheme is demonstrated to be both
feasible and practical, providing a new privacy protection solution for the ride-hailing industry.

Keywords: online ride-hailing; privacy protection; blockchain; decentralized identity; fuzzy location
matching; ciphertext-policy attribute-based hybrid encryption

1. Introduction

Online ride-hailing services have become a part of people’s daily lives due to their con-
venient reservation, reasonable prices, and technical support, meeting the needs of fast, safe,
and flexible travel in modern urban life [1]. However, with the growing user base, the pri-
vacy and security issues caused by the collection and sharing of user data, such as travel
history, precise location, and personal information, exposed by ride-hailing services during
their usage, have become increasingly prominent [2]. For instance, in October 2016, Uber
faced two major security incidents. First, the company was accused of both collecting a vast
amount of user data, including names, usernames, emails, access devices, etc., and of al-
lowing all employees unfettered access to ride data, leading to severe privacy violations [3].
Almost simultaneously, a severe hacker attack led to the leakage of personal information,
such as names, emails, phone numbers, etc., of 57 million Uber users worldwide [4]. These
serious privacy issues have spurred numerous solutions to protect user privacy, which
can be categorized into three types: obfuscating key information, decentralized storage,
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and digital identity. Obfuscating key information is a data desensitization technique that re-
duces the risk of privacy leakage by hiding, modifying, or generalizing detailed data. When
applied to protect location information, this technique typically employs various methods,
such as hiding specific locations within larger geographical areas, adding random noise,
reducing precision, or using pseudonymization techniques. These methods effectively
protect location privacy while maintaining a certain degree of data usability. Chow et al. [5]
proposed a spatial cloaking technique based on a Trusted Third Party (TTP) to obfuscate
user location information. Hengartner [6] proposed obfuscating user location by combining
Private Information Retrieval (PIR) and trusted computing. However, obfuscating key
information only safeguards location privacy, while service providers possess users’ true
identities, potentially leading to severe privacy breaches. Decentralized storage leverages
distributed computing technology to enhance data security. As demonstrated in [7], the tra-
ditional ride-hailing system characterized by centralized data storage inherently faces
vulnerabilities to data manipulation and single-point intrusion due to its storage of vari-
ous pieces of sensitive information and personal data of users. In contrast, decentralized
storage mitigates the risks associated with data centralization in the ride-hailing system.
Renu et al. [8] proposed a privacy protection scheme for ride-hailing services based on
decentralized storage and smart contracts. Similarly, Fadhil et al. [9] introduced a solution
that safeguards passenger privacy through blockchain smart contracts and spatial cloaking
techniques. Nonetheless, such decentralized storage still encounters the challenge of service
providers excessively accumulating user identity information; thereby, users still face the
risk of privacy leakage. Digital identity represents a mapping of individuals’ real identities
in digital space. With the rise of blockchain technology, this mapping process has been
endowed with unprecedented security, transparency, and decentralization. In ride-hailing
services, digital identity can be used for secure user verification and privacy-preserving
transactions. The schemes [10–12] have formulated innovative digital identity solutions,
harnessing the unique strengths of blockchain technology, which not only safeguard the
security of user identity privacy but also offer reliable identity verification. The utilization
of digital identity allows for precise control over data, effectively averting the leakage
of superfluous details unrelated to the required identity verification, thus compensating
for the privacy leakage risks caused by the lack of identity information protection in the
previous two types of solution. Consequently, digital identities have garnered widespread
adoption in the realm of ride-hailing privacy protection.

Recent studies [13–16] indicate that the use of digital identities has spawned a variety
of privacy protection schemes. Sánchez et al. [17] proposed a decentralized Peer-to-Peer
(P2P) ride-sharing system, utilizing anonymous node ID to conceal users’ true identities.
However, this system requires drivers and passengers to reveal their real identities to each
other. Kang et al. [18] introduced a privacy-preserving scheme based on pseudonyms,
which protected vehicle owners’ privacy when broadcasting information by employing
pseudonym changes and secure pseudonym management protocols. Pham et al. [19] pro-
posed a ride-hailing service system called PrivateRide, which used blind signatures and
anonymous credentials as digital identities to safeguard passenger privacy. Hong et al. [20]
proposed OCHJRNChain, a blockchain-based secure data-sharing framework, which em-
ployed zero-knowledge proof technology to allow passengers to prove their identity effec-
tively and securely without revealing any additional personal information. This framework
also incorporated blockchain and homomorphic encryption technologies to create a sys-
tem that protected passenger privacy. However, regrettably, the schemes proposed by
Pham et al. and Hong et al. do not provide drivers with the same level of privacy pro-
tection as passengers and fail to address the challenges posed by drivers’ information to
passenger privacy. Shen et al. [21] introduced a ride-hailing privacy protection scheme
without the need for a trusted third party. This scheme used public keys as user iden-
tity identifiers and combined Public Key Encryption with Equality Test (PKEET) and
blockchain smart contract technologies to achieve ride-hailing matching. Although this
highly encrypted method enhanced user privacy protection, it made it difficult to trace
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the identities and vague location information of drivers and passengers in emergency
situations. Pham et al. [22] proposed a ride-hailing system based on homomorphic en-
cryption technology, which used digital certificates and anonymous credentials to protect
user identity information, allowing service providers to match drivers and passengers
without directly accessing their private information. However, service providers can map
credentials to identities and track users through random IDs, posing a certain degree of
threat to user privacy. Decentralized identities have been widely applied in privacy pro-
tection strategies due to their ability to grant individuals autonomous control over their
data management. Maram et al. [23] proposed CANDID, a decentralized authentication
platform independent of TTP. Kang et al. [24] presented an identity management system
that combined the Cheon–Kim–Kim–Song (CKKS) fully homomorphic encryption (FHE)
scheme to ensure user privacy protection. Javed et al. [25] introduced a blockchain-based
decentralized identity management system called Health-ID, aiming to securely identify
and authenticate users’ identities. Stockburger et al. [26] proposed a decentralized identity
management system based on Self-Sovereign Identity (SSI) for the public transportation
sector to protect passenger privacy. It is noteworthy that the existing online ride-hailing
privacy protection scheme faces a primary issue: the direct association of digital identities
with users’ real identities within the ride-hailing platforms. This direct linkage results in
key service information and user privacy data remaining connected within the platforms,
thereby leaving users still vulnerable to the risk of privacy breaches.

This paper proposes a novel privacy-preserving scheme for ride-hailing services,
utilizing decentralized identities, fuzzy location matching technology, and ciphertext-policy
attribute-based hybrid encryption algorithm to solve the privacy leakage problem caused
by the association between service information and privacy data. The scheme improves
upon decentralized identities by reconstructing the issuance process of Decentralized
Identifiers (DIDs) and Verifiable Credentials (VCs) within the decentralized identity system.
In the initial phase of this scheme, government authorities provide these credentials to
users after stringent identity verification, which are then used for authentication on the
ride-hailing platform, both separating the identity registration service from the platform
and enhancing the credibility of identity information. The matching technology effectively
leverages POI data from drivers and passengers to identify drivers who are near the
passenger, without requiring precise location information. Additionally, during the process
of encrypting data, the scheme sets access policies based on driver attributes to restrict
access to location data, thereby safeguarding privacy. The scheme ensures that users’
authentic identity information is not associated with the ride information within the
platform, and it establishes additional regulatory authorities to address emergent hazards
in the ride-hailing service, which achieves a complete decoupling of the ride-hailing’s
key services while reinforcing the regulatory mechanism, effectively protecting users’
privacy data.

The remainder of this paper is organized as follows: Section 2 introduces related
preparatory work on privacy protection. Section 3 describes the system model and design
goals. Section 4 presents the creation process of decentralized identities and their applica-
tion to ride-hailing platform authentication. Section 5 details the ride-matching scheme
of the ride-hailing platform. Section 6 provides a performance analysis of the proposed
scheme. Section 7 discusses and analyzes key issues related to user privacy, enterprise risk
management, and regulatory considerations. Finally, Section 8 concludes the paper.

2. Preliminaries
2.1. Blockchain & Smart Contracts

The concept of blockchain was first introduced in “Bitcoin: A Peer-to-Peer Electronic
Cash System” [27]. As a type of distributed database technology, blockchain links data
blocks in chronological order. Each block contains a batch of data connected through
cryptographic technology, forming a continuous and irreversible chain. The core char-
acteristics of blockchain include decentralization, immutability, transparency, security,
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and smart contracts [28]. Smart contracts are executable codes that run on the blockchain
and automatically execute when predetermined conditions are met, without the need for
intermediaries or third-party institutions [29]. This automation enhances the efficiency and
security of transactions. The introduction of smart contracts not only enhances blockchain’s
capabilities, enabling it to automatically execute complex logic, but also expands its appli-
cation areas, such as supply chain management, financial services, and other commercial
sectors [30,31]. By deploying smart contracts, blockchain is no longer just a data storage
technology; it has become a broad transaction processing platform, creating a trading envi-
ronment without the need for trusted third parties, significantly enhancing the application
value and potential of blockchain technology. Moreover, blockchain technology, with its
transparent, irreversible, and decentralized characteristics, provides a vast development
prospect for smart contracts.

2.2. Decentralized Identity

Decentralized identity was proposed by the W3C as an identity protocol intended to
identify any entity. It mainly consists of decentralized identifiers, DID documents, and veri-
fiable credentials [32]. Each decentralized Identifier is a unique identifier, cryptographically
linked to a DID document. The DID documents contain public keys and service endpoints.
Verifiable credentials serve as certifications of identity, qualifications, etc., and their au-
thenticity and validity can be verified by any third party through a decentralized network.
W3C provides corresponding technical standards and specifications to ensure the system’s
interoperability and security [33–35].

2.3. MinHash & LSH

In 1998, Broder et al. proposed MinHash as a technique for approximating set sim-
ilarity calculations [36]. The basic idea was to hash the elements of a set into a smaller
signature to quickly compare the similarity between two sets. Today, it is widely used
for rapid similarity estimation in large datasets, especially in fields like image and text
processing. Local Sensitive Hashing (LSH) [37] is an approximate search technique used for
quickly finding similar items in high-dimensional spaces, suitable for handling large-scale
datasets. The core concept of the LSH algorithm is to map similar elements to the same
bucket, thereby speeding up the search process among these elements. By integrating
both techniques, the algorithm maps collections to MinHash signatures and utilizes LSH
functions to hash similar signatures into the same buckets, enabling efficient retrieval of
similar sets or elements within large-scale datasets.

2.4. Hybrid Encryption Algorithm

Ciphertext-Policy Attribute-Based Encryption (CP-ABE), proposed by John Bethen-
court et al. [38], is a modification and expansion of the earlier proposed Attribute-Based
Encryption (ABE). In CP-ABE, attributes describe specific user characteristics and au-
thorities generate private keys for users based on these attributes. Users can only decrypt
ciphertexts that match their attribute set, and encryptors set access policies based on specific
user attributes as leaf nodes in an access tree. These policies often use logical expressions
with thresholds to define the required combination and number of attributes needed for
decryption. To enhance security, AES [39] can be integrated to form a hybrid encryption
method. Encrypting plaintext with AES and then encrypting the parameter of a symmetric
key with CP-ABE provides enhanced data protection.

2.5. Spatial Cloaking

Spatial cloaking is a technique designed to protect user location privacy while pro-
viding Location-Based Services (LBS). This technique obscures the user’s precise location
by placing their actual location information within a larger geographic area, thereby pro-
tecting their privacy. Common methods employed include spatiotemporal blurring [40]
and the k-anonymity model [41]. Spatiotemporal blurring protects user privacy by blur-
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ring data in both geographic and temporal dimensions. This approach not only enhances
user anonymity when utilizing location-based services but also increases privacy security
during data transmission. The k-anonymity model is a widely used data anonymization
technique for privacy protection. Its core principle is to blend the user’s location data with
that of at least k-1 other users, making it impossible to identify any single user’s location
information. By integrating spatiotemporal cloaking and the k-anonymity model, spa-
tial cloaking technology effectively safeguards user privacy while delivering high-quality
location-based services.

3. Model and Design Goals

This section will analyze from two perspectives: system model and design goals.

3.1. System Model

As illustrated in Figure 1, the model comprises five entities: government departments,
passengers, drivers, online ride-hailing platforms, and regulators. Drivers and passengers
obtain decentralized identities from the government departments and complete their
authentication with the ride-hailing platforms, after which they can begin to offer or request
ride-hailing services. Regulatory agencies are responsible for responding to emergencies
that arise during the service process. The specific details are as follows.

Figure 1. System architecture.

• Government Departments: Government departments receive and verify users’ identity
information, issuing decentralized identities to users. Additionally, they provide
digital wallets for managing the aforementioned information.

• Passengers: Passengers submit their current POI and requirement information, offer-
ing encrypted location details to drivers who meet their needs.

• Drivers: Drivers submit their current POI information, decrypt passengers’ locations
if their attributes match needs, and accept orders.

• Online Ride-hailing Platforms: The ride-hailing platforms aggregate POI information
from both passengers and drivers, initiate order matching services to find nearby
drivers who meet the requirements, and generate final orders.

• Regulators: As the government entity responsible for criminal investigations, regu-
lators collaborate with government departments and ride-hailing platforms to track
drivers and passengers during emergencies by accessing relevant order informa-
tion. They establish and enforce strict data protection policies to prevent misuse
and unauthorized access to sensitive information. Regulators help balance the need
for safety and privacy, ensuring that data are accessed only when necessary and for
legitimate purposes.
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3.2. Design Goals

According to the system model proposed above, the scheme proposes an online
ride-hailing system based on decentralized identity to decouple key ride-hailing services.
The specific design goals are as follows.

1. Identity Autonomy: Users’ identity information is in their own hands, and they can
provide the information required for verification by the online ride-hailing platform
based on the principle of data minimization.

2. Secure Matching: The platform provides matching services to users without accessing
their exact locations, thereby fully protecting their location privacy.

3. Uniqueness: Only the driver who meets specific attribute requirements and confirms
the order based on the fuzzy location information initially obtained after decryption
can obtain the passenger’s accurate location information.

4. Service Decoupling: The proposed scheme should separate key services within the online
ride-hailing platform that may lead to the association of user data from the platform,
protecting user privacy while limiting the power of the online ride-hailing platform.

4. Registration

In this section, the process of generating and utilizing decentralized identities is elabo-
rated upon, drawing on the immutability of blockchain to enable the reliable verification of
identity information while ensuring utmost protection of user privacy.

4.1. Identity Acquisition
4.1.1. Key Pair Generation

Users run a key generation tool provided by government agencies on their local
devices. This tool generates a key pair based on the ECC [42] scheme with the following
parameters. It first employs the secure cryptography library Bouncy Castle to construct
the SECP256K1 elliptic curve Ep, whose equation is y2=(x3+a·x+b) mod p, where a and b
are the curve coefficients and p is a large prime number defining the field over which the
curve is defined. Then, it identifies the base point G of the curve and a prime number q as
the order of the group generated by G. A private key d is generated, satisfying 0 < d < q,
and the public key PA is computed through point multiplication on the elliptic curve.
The parameters (p, a, b, q, G) constitute the global parameters. d is stored in the user’s
digital wallet and is not accessible externally. PA is used for subsequent registration and
identity verification, which is shown in Equation (1).

PA = d × G (1)

4.1.2. Generation of DID

Before submitting the registration information, the local device will generate a DID for
the user. First, the SHA256 hash function is used to hash the decoded public key, producing
a 256-bit (32-byte) hash value. This hash is then further processed by the RIPEMD-160
hash function, producing a 160-bit (20-byte) value that shortens the hash length while
maintaining its uniqueness and security. Finally, the hash value is encoded using Base58,
a coding method commonly used for Bitcoin and other cryptocurrency wallet addresses,
resulting in the generation of a corresponding DID for the user, as shown in Equation (2).
The scheme assumes that the government has introduced a method called Govchain, which
is used for simulation experiments.

DID = did : Govchain : Base58(RIPEMD160(SHA256(PA))) (2)

4.1.3. Identity Registration

During the registration process, users need to submit necessary identity information,
including DID and public key, and to specify whether they are registering as a ‘driver’ or
a ‘passenger’. If registering as a driver, additional information such as a driver’s license
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and vehicle details must be provided. All of this necessary information will be verified by
government agencies.

4.1.4. Generation of DID Document and VC

Government departments upload the DID documents, which are generated using
the Govchain method shown in Table 1, to the InterPlanetary File System (IPFS) and then
pin them using a Pinning service. IPFS is a protocol based on content addressing and a
peer-to-peer network, and files are not directly stored on specific nodes. Depending on
the size of the file, it may be split into multiple chunks, each generating a unique Content
Identifier (CID). These CIDs can be used to retrieve the file contents through the IPFS
network. To ensure the long-term availability of the file, after uploading the data the server
pins the file’s CID through a Pinning service, ensuring the corresponding file chunks are
retained on persistent storage nodes. Even if the original upload node goes offline, users
can still access the file content through the IPFS gateway using the generated CID. The
corresponding document index CID and timestamp are stored in the blockchain through
Algorithm 1. To meet the identity verification requirements of ride-hailing platforms,
government departments and the platforms negotiate the scheme for verifiable credentials.
Based on user-submitted data, government departments generate VCs that only contain
non-privacy-sensitive information, ensuring they meet the platform’s business needs while
avoiding the acquisition of users’ identity privacy. These credentials adhere to the principle
of minimal data disclosure and do not compromise any private information.

Algorithm 1 storeDoc

1: Input: string ipfsCID, string DID // User Data
2: struct Document
3: string ipfsCID;
4: uint256 timestamp; // Timestamp of order creation
5: address public owner;
6: mapping (string => Document) public didDocuments; //DID -> Document
7: function createDoc(string ipfsCID, string DID) public onlyOwner
8: add Document(ipfsCID, timestamp) to didDocuments;
9: function getDetails(string DID) public view returns (Document)

10: return didDocuments[DID];

Table 1. DID document structure.

Parameter Definition

context W3C organization requirements
id User’s DID
controller Entity with the right to modify
verificationMethod Structured data objects required for verification
authentication Authorization signature
assertionMethod Issue VC
capabilityDelegation Authority delegation
keyAgreement End-to-end communication key
service Related services

4.1.5. Registration Information Return

Government departments sign the VCs and subsequently transmit the signed VCs,
along with the original data, back to the users through a secure channel, thereby ensuring
their authenticity and integrity.

4.2. Authentication

The core of the platform certification is to verify the content of the VC, specifically by
verifying the digital signature of the VC provider to ascertain the authenticity of the VC.
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The entire process is based on ECDSA [43]. During the signing phase, a random number
k is chosen as the temporary key (0 < k < q), and a point R on the elliptical curve is
calculated, along with r, as shown in Equations (3) and (4). The secure hash function H(∗)
is used to calculate s, generating the signature for the message m, as shown in Equation (5).

R = kG = (xR, yR) (3)

r = xR mod q (4)

s = k−1 (H(m) + r · d) mod q
(m, (r, s))

(5)

The verifier uses (r, s), PA, and H(m) to compute u1 and u2, as well as the point P,
as shown in Equation (6).

u1 = H(m)s−1 mod q
u2 = rs−1 mod q
P = u1G + u2PA

(6)

The validity of the signature is verified by comparing the x-coordinate of P with r.
Below is the entire certification process.

Users sign their authentication requests with their private key to prove that they are the
legitimate holders of the decentralized identity. After receiving the requests, the platform
performs two key verification operations: firstly, by checking the signature to confirm that
the current requester is indeed the holder of the DID, and secondly, by verifying both the
authenticity of the VC signature provided by the requester and the conformity of its content
with the platform’s requirements, as shown in Figure 2. After completing user identity
authentication, the platform categorizes users into drivers and passengers based on the
attributes in the VC, providing them with respective attribute keys and other relevant data.

Figure 2. User authentication.

5. Ride-Hailing Platform Services

In the field of ride-hailing applications, location information contains a vast amount
of potential value. To further enhance the protection of drivers’ and passengers’ personal
privacy information while ensuring matching quality, the subsequent sections of this
chapter will introduce an innovative ride-hailing matching service model.
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5.1. Fuzzy Location Information Generation

When the ride-hailing service is initiated, it first obtains the users’ approximate loca-
tions (such as city or district level) and displays nearby POI. The users then select POI sets
from the platform’s application as their current fuzzy locations, with blue representing the
passenger sets and black representing the driver sets, as shown in Figure 3. In this process,
it is assumed that the platform is honest and only obtains the users’ fuzzy locations.

Figure 3. Fuzzy location selection.

5.2. Fuzzy Location Matching

Both passengers and drivers submit their selected sets of fuzzy points of interest,
POIp{p1, p2, p3, ...} and POId{d1, d2, d3, ...}, to the ride-hailing platform. The platform’s
matching algorithm maps POI coordinates in the sets into grid identifiers based on the city
area where the provider is located. It then performs matching operations between drivers
and passengers within the grid of the passenger’s points of interest and its adjacent grids.
Initially, the system initializes the hash functions required for MinHash signatures, with the
hash functions of the form h(x) = (ax + b) mod c, where c is typically a large prime number.
This hash function generates a series of different hash values for the subsequent calculation
of MinHash signatures. The algorithm calculates multiple hashes for each element in
each user’s POI set and records the minimum hash result from all functions, forming the
MinHash signature of that user’s POI set. These MinHash signatures are then divided into
several bands, each containing a certain number of consecutive hash values. Each band is
hashed to produce a band hash value, which is used to index the users into corresponding
LSH buckets. The algorithm then searches for drivers with the same LSH band hash values
as the passenger and performs Jaccard similarity [44] matching on these drivers’ MinHash
signatures. Based on the similarity, the platform identifies the drivers who are closer to the
passenger, as illustrated in Algorithm 2.

The matching method in this scheme specifically targets drivers within the grid of
the passenger’s interest point and its neighboring grids for precise matching, effectively
preventing distant drivers from participating in irrelevant matching processes, thereby
significantly enhancing the accuracy and quality of the matches. Additionally, in situations
where driver resources are scarce, the system will flexibly solicit passenger opinions and
appropriately expand the matching range to ensure that a relatively nearby driver can be
found. This layered expansion strategy not only ensures the accuracy of the matches but
also effectively mitigates the risk of matching failure that may arise due to insufficient
driver numbers.
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Algorithm 2 fuzzyMatching

1: Input: Set<User> users // Users with their current POI
2: Output: drivers nearby
3: function indexUser(Set<User> users)
4: for each user in users do
5: for each band in user’s MinHash signature do
6: bandHash = Hash(band);
7: add user to lshBucket according to bandHash;
8: end for
9: end for

10: function findPotentialMatches(User user)
11: potentialMatches = empty set;
12: for each band in user’s MinHash signature do
13: bandHash = Hash(band);
14: get lshBucket by bandHash;
15: for each candidate in lshBucket do
16: if candidate != passenger // Not a passenger
17: add candidate to potentialMatches;
18: end if
19: end for
20: end for
21: return potentialMatches;
22: function findMatchesForPassenger(User passenger)
23: potentialMatches = findPotentialMatches(passenger);
24: sort potentialMatches by similarity score;
25: return nearby results;

5.3. Demand Matching and Order Generation

In the online ride-hailing business, “centralized dispatch” is a mainstream matching
mode, but its matching results are completely determined by the platform algorithm.
In order to improve the control of passengers over the order matching results, this solution
adopts a hybrid encryption algorithm based on attributes. The passenger terminal provides
access strategies to the platform to select drivers who meet the passenger’s needs, thereby
reducing the impact of the opacity of the platform-centralized matching algorithm on the
matching results, reducing the platform’s absolute control over the results and improving
the security and fairness of matching.

5.3.1. Initialization

Generate the public parameters required for pairing <e, g, G1, GT , Zr>, as shown in
Table 2. Using the public parameters, randomly generate α, β ∈ Zr , then compute gβ,
gα, and Y = e(g, g)α, where g is a generator of G1. The system’s public key is shown in
Equation (7).

pk = (Y, gβ) (7)

5.3.2. Key Generation

Select a random number t ∈ Zr for calculating D = gαgtβ and D0 = gt. Here, D
ensures randomness in the key, while D0 adds to the key’s security and randomness.
For each element in the user’s attribute list, generate the corresponding Di = H(i)t. These
elements together constitute the attribute private key, as shown in Equation (8).

CP-ABEsk = [D, D0, {Di . . . }] (8)
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Table 2. Parameter definitions.

Parameter Definition

α, β, rn Random integers
e, g The public parameters
G1, GT Random group element
Zr Set of integers
pk System’s public key
M Plaintext message
gα System’s master key
D, D0, {Di . . . } Attribute private key
S Source parameter on the group
KAES Symmetric key
H(∗) Attribute value hash mapping to group element
U Secret key attribute collection
T Access tree
n Leaf node attributes
ct Ciphertext
λn, Pj Secret shard during Encryption and Decryption

5.3.3. Encryption

In order to perform encryption operations, the source parameter S ∈ GT is first derived
as a symmetric key, as shown in Equation (9), and the corresponding ciphertext information
is generated, as shown in Equation (10). Then, select a random number s ∈ Zr and compute
C = S · e(g, g)αs and C0 = gs. The secret s is divided along an access tree, ensuring that
each leaf node’s attribute n corresponds to the secret shard λn. For each leaf node attribute,
calculate C1

n = gβλn H(n)−rn , C2
n = grn . The corresponding ciphertext is generated as shown

in Equation (11).
KAES = SHA256(S) (9)

CM = EncKAES(M) (10)

ct = (CM, C, C0, {C1
n, C2

n...}) (11)

5.3.4. Decryption

If the decryptor’s attribute set U satisfies the ciphertext access tree T, decryption can
proceed. For the coinciding attributes j between U and the leaf node attribute set of T,
compute Pj = e(C1

j , D0)e(C2
j , Dj) = e(g, g)βtλj . Start recursive operations from the root

node, exponentiating the shard of each child node based on Lagrange interpolation factors
and performing consecutive multiplications. Finally, recover the root node’s secret value in
the form of e(g, g)βts. Subsequently, compute S from this value and reconstruct the AES
key to decrypt the message, as shown in Equation (12).

e(g, g)αs = e(C0, D) / e(g, g)βts

S = C/e(g, g)αs

M = DecKAES(CM)
(12)

In the preliminary phase, the ride-hailing platform initializes system parameters such
as the public key pk and the master key gα and generates corresponding attribute private
keys for drivers based on their vehicle type, service type, and affiliated service provider
as specified in their VCs. At the same time, it is necessary to ensure that all drivers’
attribute keys are generated by the same gα. Passengers, based on their individual needs,
select one or more attributes from three driver categories, and the passenger terminal
automatically constructs an access tree policy based on these selections, securely submitting
it to the platform.



Electronics 2024, 13, 4060 12 of 20

The platform uses the policy to encrypt the passenger’s DID and obtains the ciphertext,
which is then sent to the drivers around the passenger based on the fuzzy matching results.
This mechanism ensures that only drivers who meet the access policy and are close to the
passenger can take the service request. Once the driver terminal successfully decrypts ct, it
will actively request location information from the passenger. The passenger terminal will
automatically perform a key exchange using the DID public key of the requesting driver
to establish a shared secret. This shared secret will then be used to encrypt the location
information entered by the passenger. The encrypted location ciphertext will be transmitted
to the corresponding driver through the TLS/SSL secure channel. This process ensures
that, even if the data passes traverse the platform’s server, their content always remains
encrypted and cannot be decrypted and accessed by unauthorized third parties. Finally,
the drivers use the corresponding key to decrypt the location ciphertext and decide whether
or not to accept the service request. Upon arrival at the passenger’s location, the driver
who accepted the ride request verifies the passenger’s identity through the decryption of
the DID from the ct.

The ride-hailing platform utilizes Algorithm 3 to generate transaction orders on the
blockchain. To address potential emergencies that may arise during ride-hailing services,
the orders record the DIDs of both drivers and passengers, stored as hash values on
the blockchain. In emergency situations, the platform can provide the actual DIDs to
regulatory agencies, which can then follow legal procedures to inquire about relevant
identity information from government departments.

Algorithm 3 createOrder

1: Input: string ipfsCID // Order identifier
2: struct Order
3: string ipfsCID;
4: uint256 timestamp; // Timestamp of order creation
5: mapping(uint => Order) public orders; // Map of orders
6: function createOrder(string ipfsCID) public onlyOwner
7: add Order(ipfsCID, currentTime) to orders;
8: function getOrder(uint orderId) public view returns (Order)
9: return orders[orderId];

6. Performance Analysis
6.1. Security Analysis

This paper explores the application of blockchain, fuzzy matching, and data en-
cryption technology in protecting the privacy data security of online ride-hailing users.
The immutability and decentralization of blockchain build a secure and transparent dig-
ital environment. Based on such technology, the decentralized identity system built on
blockchain gives users great autonomy and effectively avoids excessive collection and
abuse of personal information. Fuzzy matching technology replaces the precise location
with a set of points of interest to reduce the risk of inferring user identity based on loca-
tion information. Data encryption stipulates the readability of data through algorithms
and combines access policies to limit the access group, so that data is effectively protected
during transmission and storage.

These technologies have brought innovative solutions to the field of online ride-hailing,
but multiple factors still need to be considered in actual deployment. While blockchain
and smart contract technologies have established an open and trusted environment, they
inherently face challenges in safeguarding the privacy of user data. In addition, drivers
are usually semi-honest, which means that while providing services, drivers may pursue
their own interests or even snoop on user privacy. Therefore, this scheme deeply analyzes
the above factors when designing and formulates corresponding countermeasures for the
following threats that they may bring.
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• Threat: Potential attackers can trace all transaction information of a specific user
stored on the blockchain to analyze the user’s location information, and then infer the
user’s personal privacy.
Resist Threat: To better protect the privacy of users, both drivers and passengers
provide a collection of POI representing their current locations to the platform. The pas-
senger’s encrypted location information will be sent to each eligible driver through
end-to-end encryption technology. Only the driver who accepts the order can access
the precise location of the passenger. The online ride-hailing platform can only obtain
fuzzy information about the starting point for ride matching but cannot obtain any
data related to the destination. This design ensures that transactions stored on the
blockchain by the platform are not linked to the user’s complete travel information,
thereby effectively preventing potential attackers from analyzing user privacy through
on-chain transaction orders.

• Threat: Drivers might use multiple platform accounts to await incoming orders, then
select the most advantageous ride request for themselves.
Resist Threat: By using DIDs for authentication, the uniqueness and immutability of
a DID ensure that each driver can only have one DID associated with their identity.
In order to address the problem of drivers authenticating on multiple online ride-
hailing platforms to increase the chance of receiving orders, this scheme defines the
driver’s current status within the “service” field in the DID document. Once the driver
starts accepting orders on any platform, the status in serviceEndpoint will change from
‘available’ to ‘busy’. All platforms verify the driver’s current status before accepting
orders, and only drivers marked as “available” can accept orders. This effectively
prevents drivers from using multiple accounts to accept more orders, thus enhancing
service quality.

• Threat: If the passenger’s encrypted location only includes precise coordinates, it
would enable all drivers who meet the specified attributes to access the exact location,
potentially increasing the security risks for the passenger during the pick-up and
drop-off processes.
Resist Threat: Considering user experience for both parties, this scheme matches
drivers near passengers based on fuzzy location information. Subsequently, it identi-
fies a suitable group of drivers according to the requirements provided by the passen-
gers and provides the passengers’ encrypted location data. Drivers decide whether
or not to accept the order based on the preliminary decrypted POI of the passenger’s
destination. Critically, this process ensures that both parties have autonomy in their
choices, while guaranteeing that only the driver who ultimately accepts the order
receives the passenger’s precise location information.

6.2. Experimental Analysis

To evaluate the performance of the proposed scheme in terms of security and effec-
tiveness, decentralized identity generation is conducted on a 64-bit Windows PC (Lenovo,
Beijing, China) equipped with 16 GB of memory and a 3 GHz AMD R9-7945 CPU. The com-
plete process of using this identity for authentication and ride matching on a ride-hailing
platform is simulated. In the experimental setup, Ganache (version 2.7.1) is used for setting
up a test chain, while smart contract testing is carried out in Remix (version 0.54.0) and
Visual Studio Code (version 1.93.0). Off-chain operations are entirely implemented in Java
(version 17.0.7) and simulated in the IDEA(version 2021.1.3) editor.

In the entire decentralized identity generation process, users generate two sets of
ECC key pairs. One set is for digital signing and DID creation, and another set is for
backup in potential recovery operations. This ensures continuity of identity management
by providing a fallback mechanism in the event of primary private key loss, as detailed in
Figure 4.
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Figure 4. Key pair generation.

This scheme simulates the process of users generating DIDs and government authori-
ties creating corresponding DID documents for users according to the W3C’s decentralized
identifier specification and storing the data on the blockchain during its design. These
documents’ CID are then stored on the blockchain, as illustrated in Figure 5. Figure 6
shows the content of the DID document in IPFS corresponding to the CID stored on the
blockchain. The DID documents are jointly controlled by users and government depart-
ments, ensuring the authority of the data. Meanwhile, the scheme grants users full control
over the validation methods for DID documents, allowing them to manage and update
public key information based on actual demands.

Table 3 shows the time taken for each stage. The data show that the service costs
provided by government departments and ride-hailing platforms are relatively low, while
the time taken for users to generate key pairs locally is the longest. Nevertheless, the total
duration of the process does not exceed 0.3 s, fully meeting the usage needs.

Table 3. Decentralized identity-related operations.

Executor Pattern Operations Time (ms)

Government department

off-chain DID document generation 2

off-chain Store to IPFS 70

on-chain Store CID 26

Online ride-hailing platform off-chain Authentication 5

User

off-chain Key generation 140

off-chain DID generation 12

off-chain Sign 3

The experiment separately calculates the time consumption when varying numbers
of drivers surrounding the grid where the passenger resides engage in fuzzy location
matching, and subsequently generates matching results ordered by proximity. Figure 7
shows the results stored in IPFS.

Figure 5. DID document generation.

As the number of participating drivers increases, there will be more drivers near the
passenger who can obtain the ciphertext ct, thereby increasing the probability of generating
orders. Multiple experiments yielded the average time overhead for each group, as shown
in Figure 8. The results indicate that when the number of participating drivers reaches
100, the matching time does not exceed 7 ms, fully meeting the system’s requirements.
Additionally, if this technique is implemented in a distributed server architecture, where
each node manages the matching process within its region, the advantages of MinHash and
LSH will be more fully realized, further enhancing the system’s efficiency and robustness.
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Figure 6. DID and DID document.

Figure 7. Match result.
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Figure 8. Match processing time.

During the execution of the hybrid encryption algorithm, the passenger terminal
needs to generate more suitable access control policies based on passenger requirements in
order to provide better services. Considering that there are three types of driver attribute,
with the optional attributes usually not exceeding 15, the number of leaf nodes of the access
tree in this scheme is set between 10 and 15. Figure 9 shows the execution time of each
component in the hybrid encryption process. To ensure the security of user data and achieve
attribute-based fine-grained access control, the encryption process becomes the primary
time-consuming part of the algorithm. When the number of attribute nodes is 15, the total
execution time of the hybrid encryption algorithm does not exceed 1.2 s, and the decryption
operation takes no more than 0.1s, fully meeting the needs of ride-hailing services.

Figure 9. Hybrid encryption algorithm overhead.

6.3. Performance Comparison

This scheme has undergone a comprehensive comparative analysis with other privacy
protection schemes, focusing on the evaluation metrics outlined in Table 4.
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Table 4. Comparison of schemes.

Scheme
Protect User

(Driver & Passenger)
Privacy

User
Anonymity

User
Autonomy

Emergency
Response

Complete Decoupling
of Key Services

Fadhil et al. [9] yes no no yes no

Sánchez et al. [17] yes no no yes no

Pham et al. [19] no yes no no no

Shen et al. [21] yes yes no no no

Pham et al. [22] yes no no yes no

Our scheme yes yes yes yes yes

7. Analysis and Discussion

This scheme achieves the decoupling of key services in ride-hailing, enabling users to
utilize decentralized identities for authentication on ride-hailing platforms while enjoying
the services without providing precise location information to the platform. This approach
prevents the association of identity data with location-based trip data within the platform,
thereby maximizing user privacy protection.

The process involves multiple stakeholders, including government departments,
drivers, passengers, ride-hailing platforms, and regulatory agencies. Each party plays
a crucial role in the ride-hailing ecosystem, taking on specific responsibilities and chal-
lenges. The following paragraphs will systematically analyze key issues related to user
privacy, enterprise risk management, and regulatory considerations.

In this scheme, users assume two main roles. First, as holders of decentralized iden-
tities, users are empowered through DID systems by gaining greater control over their
personal information. As identity holders, they can selectively disclose data and adjust
privacy settings to meet their individual needs. Although users may have limited direct
influence over the design and implementation of the service, the transparency of privacy
settings and the level of control provided offer them significant autonomy. Additionally,
users will receive clear guidance on privacy protection to ensure they can understand and
choose the options that best suit their needs. Second, as users of ride-hailing platforms,
especially passengers, they can designate vague locations and vehicle preferences through
an intuitive interface. When combined with the on-demand matching method of this
solution, it not only safeguards their privacy but also grants them appropriate choices
and control.

Adopting the DID framework requires ride-hailing service providers to establish
robust Enterprise Risk Management (ERM) strategies. ERM enables these companies
to systematically identify, assess, and mitigate risks related to data privacy, technology,
compliance, and third-party interactions. Moreover, the platform must ensure that its
system complies with relevant legal regulations, such as the GDPR and CCPA. While
decentralized technology inherently reduces some risks by minimizing centralized data
storage, it also introduces new challenges, such as unauthorized access and data breaches.
To address these issues, companies must implement comprehensive strategies, including
data encryption, zero-knowledge proofs, and continuous risk monitoring. A dedicated risk
management team plays a crucial role in ensuring these strategies are effectively executed,
maintaining platform stability, and preserving user trust.

The transition to a decentralized identity system also presents significant regulatory
challenges. Government and regulatory agencies must address the complexities of account-
ability and data traceability in decentralized networks. Ensuring data security and audit
feasibility requires clear guidelines and effective traceability mechanisms. Additionally,
the intersection of technology within ride-hailing services and real-world safety demands
regulatory oversight to protect both drivers and passengers. This includes establishing
crime prevention measures, ensuring swift responses to emergencies, and preventing the
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misuse of technology. Regulatory authorities are responsible for defining and monitoring
the platform’s obligations to safeguard user safety and information protection, thereby
creating a secure and reliable environment for all stakeholders.

8. Conclusions

This paper proposes a privacy protection scheme for ride-hailing services based
on decentralized identity, which aims to completely decouple user identity registration
services from location-based ride services within ride-hailing platforms. The scheme
restricts the power of ride-hailing platforms to prevent them from excessively acquiring
and abusing users’ private information. In this scheme, identity services are handled by
government departments, and users use decentralized identities obtained from government
departments for authentication on ride-hailing platforms. This approach decouples identity
registration services from the platforms, thereby preventing the platforms from accessing
user-related identity privacy information. To further ensure that the ride-hailing platform
does not have access to users’ precise location information, the scheme integrates fuzzy
location matching technology and ciphertext-policy attribute-based hybrid encryption
algorithms, ensuring that ride-hailing platforms only obtain users’ current fuzzy location
data for real-time matching purposes, restricting access to location information. The scheme
effectively addresses privacy leakage concerns faced by users during the order generation
process, fully safeguarding user privacy. Regulatory authorities have been introduced
to handle emergencies arising during ride-hailing services, leveraging the advantages of
decentralized identities to better protect user safety. This scheme establishes a mutually
trusted privacy protection framework among users, government departments, and ride-
hailing platforms, achieving the complete decoupling of platform services and enhancing
the security and reliability of ride-hailing services. Future work will focus on improving the
system and developing a demonstration project to further enhance the scheme’s efficiency,
thereby better promoting the application of decentralized identity to more effectively
protect user privacy.
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