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Abstract: We develop a method to automatically and stably anonymize and de-anonymize face images
with encoder-decoder networks and provide a robust and secure solution for identity protection.
Our fundamental framework is a Neural Network (NN)-based encoder-decoder pair with a dual
inferencing mechanism. We denote it as the Secure Dual Network (SDN), which can simultaneously
achieve multi-attribute face de-identification and re-identification without any pre-trained/auxiliary
model. In more detail, the SDN can take responsibility for successfully anonymizing the face images
while generating surrogate faces, satisfying the user-defined specific conditions. Meanwhile, SDN
can also execute the de-anonymization procedure and visually indistinguishably reconstruct the
original ones if re-identification is required. Designing and implementing the loss functions based
on information theory (IT) is one of the essential parts of our work. With the aid of the well-known
IT-related quantity, Mutual Information, we successfully explained the physical meaning of our
trained models. Extensive experiments justify that with pre-defined multi-attribute identity features,
SDN generates user-preferred and diverse appearance anonymized faces for successfully defending
against attacks from hackers and, therefore, achieves the goal of privacy protection. Moreover, it can
reconstruct the original image nearly perfectly if re-identification is necessary.

Keywords: anonymization; de-anonymization; dual inferencing; encoder-decoder framework; mutual
information

1. Introduction

With the vigorous development of high-capacity IoT devices and high-resolution
cameras, it is becoming more accessible and easier to precisely capture personally identi-
fiable information (PII) [1]. The widespread use of mobile devices, such as smartphones,
vastly reduces the barricades for generating facial images. At the same time, the develop-
ment of social media has promoted the acquisition, spreading, and dissemination of facial
image-associated pieces of information. Furthermore, with recent progress in Machine
Learning, Artificial Intelligence, and Computer Vision, the quality and performance of
Facial Image-related applications have been enhanced significantly.

On one side, the ease of capturing and processing high-quality PII, precisely the facial
image, is beneficial to many identity-related applications, such as gate control, dataset
access control, and website registration, to name a few. Conversely, the abovementioned
factors seriously threaten image holders’ privacy and security. Facing this menace to privacy,
in 2018, the European Union officially revised and upgraded the General Data Protection
Regulation (GDPR) [2] and regulated all data related to PII (especially face images), whether
collected or organized, analyzed, and infused, must be carefully protected.

Since the launch of GDPR, topics related to Privacy-Preserving Information Processing
(PPIP) have received rocket-high attention in various communities. The top-listed task
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to conquer the PPIP challenge is to protect sensitive data from abuse or use by malicious
people by anonymizing any PII information and keeping the ability to recover the identity
correctly when necessary. This application scenario presents a conflicting trade-off between
privacy and utility [3]. To balance the pre-described trade-off, we propose a controllable
and reversible Neural Network (NN)-based privacy-preserving framework for facial image
anonymization. In the proposed framework, we can complete the tasks of facial image
anonymity, also known as de-identification (or de-ID for short), and de-anonymity, also
referred to as re-identification (or re-ID for short), simultaneously.

The desired properties of de-ID and re-ID can further be elaborated as follows. In
general, generating high-fidelity anonymized images while keeping the original data
distribution intact is challenging (where we preserve the invariance of distribution to ease
the de-ID task). In other words, with the help of a robust system, we tried to replace the
target face with a surrogate one so that the system could synthesize a natural-looking
complexion and a realistic face with a background satisfying user-specified conditions.
Therefore, the proposed system needs to take into account two essential properties. First,
the transition between the original and the anonymous faces must be seamless. Second, the
system should still provide strong security protection under other desired features that are
forcedly specified.

To our best understanding, this study is the first to incorporate a dual inference
mechanism to address the properties mentioned earlier, particularly for facial image de-
identification purposes. For example, users can specify that the anonymized faces retain
their original hair color by selecting it as one of the pre-defined system parameters associ-
ated with specified facial attributes. In this work, we use a multi-attribute feature vector to
define the facial qualities involved in the de-ID processes, where the feature vector broadly
has the following two classes of attributes: identity-related attributes such as gender, age,
and facial expression, and style-related attributes such as hair color and skin color. We refer
to the former as identity features and the latter as style features.

On the contrary, during the re-ID process, it is crucial to have a robust system that can
recover the original faces from the anonymized ones while also considering the supple-
mented multi-attribute information such as facial attributes and user-selected passwords.
Like its de-ID counterpart, this requirement again presents various challenges to the system
design. To tackle these issues, we have developed a reversible privacy protection system
for anonymizing and de-anonymizing facial images called the Secure Dual Network (SDN),
which utilizes a single NN capable of handling de-ID and re-ID processes equipped with a
user-specified password and a user-selected facial attribute feature vector. Experimental
results justified that SDN can simultaneously fulfill the requirements of anonymizing and
de-anonymizing facial images without compromising the data distribution. Notably and
counter-intuitively, SDN will reconstruct near-original images while generating diverse
anonymized face images to deceive malicious attackers when the received multi-attribute
combinations or passwords are incorrect. This characteristic lifts our system’s security level
and empowers its usage in privacy-preserving applications.

Figure 1 illustrates two application scenarios of the SDN receiving various inputs
for generating anonymized faces. In the first case (lower portion), users provide a single
password as input to the SDN to generate the anonymized face. Upon activation of the de-
ID process, a well-designed password scheme ensures that the SDN produces a high-quality
near-original surrogate image; otherwise, the SDN generates another anonymized image
for security consideration. In the second case (upper portion), the SDN receives a multi-
attribute combination as input, which could include a password and other facial attributes,
such as gender and hair color. The SDN will generate various anonymized faces based on
the inputted combinations. When de-anonymization is activated, users must input both the
correct password and the multi-attribute combination to obtain an accurate reconstruction
result. More precisely, the SDN can reconstruct a near-original image (although it is not
the same as the original, we guarantee its visual indistinguishability with the original
and pass the inspection through ID verification tools) when the designed password and
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multi-attribute combinations are valid. However, suppose users input only the correct
password but an incorrect multi-attribute combination. In that case, the system cannot
generate the near-original image, and instead produces other anonymized pictures (visually
distinguishable from the original and cannot pass the inspection of ID verification).

De-ldentification De-ldentification Re-ldentification

images images images
Brown Hair
(Correct Factors)
Wrong
Password

Password

Correct

Password

Correct

Password

Password

Wrong
Password

Figure 1. The schematic diagram of the proposed SDN for re-ID.

To conduct our experiments, we utilized three datasets—FaceScrub [4], CASIA-
WebFace [5], and CelebA-HQ/CelebA [6]—to train and test our proposed system. Our
experimental results demonstrate that our system achieves its multi-task learning objective,
generating photo-realistic anonymized images while recovering the original face images
without compromising privacy protection. We chose the state-of-the-art anonymization
approaches [7] as the comparison benchmark to justify SDN’s performance superiority. To
further support our system’s effectiveness, we present quantitative and qualitative results
and compare them to competing de-ID techniques in Section 6.

2. Related Work

Recent breakthroughs in deep generative learning models have significantly improved
face de-ID and re-ID techniques. This section briefly overviews recent related work in two
fields: (1) Facial de-ID and re-ID and (2) Deep Face Generation.

2.1. Facial De-Identification and Facial Re-Identification

Facial de-ID involves transferring various facial attributes among users and has moti-
vated several exciting research works. Initially, research on facial de-ID focused on using
simple image processing operations, such as blacking-out, pixilation, and blurring, to
remove privacy-sensitive information from a facial image [8,9]. However, these methods
produced poorly anonymized faces and did not substantially enhance privacy protection
by altering the data distribution [9]. As a result, they are not widely adopted, particularly
when an alteration in data distribution is not allowed because this change of distribution
may make re-ID a nearly impossible task.

To overcome these limitations, researchers proposed eigenvector-based solutions that
reconstruct faces by combining a fraction of the eigenfaces to hide ID information [10].
Another similar approach proposed by [11] used watermarking, hashing, and PCA data
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representations to hide ID information. Other researchers have developed multi-attribute
models that unify linear, bilinear, and quadratic data fitting solutions, but require an active
appearance model (AAM) to provide the landmark information [12]. Despite these advances,
the anonymized quality of the generated images may need to be made more realistic.

Subsequently, the k-Same family algorithms emerged as the most popular methods
for face de-ID, which have been widely used in recent works [13]. These algorithms have
implemented an effective k-Anonymity algorithm [14] for generating face images. However,
the resulting images may contain “ghosting” artifacts due to minor alignment errors [13].
With the popularity of deep neural networks (DNNs), Meden et al. [15] proposed the
k-Same-Net scheme to produce photo-realistic de-identified faces by integrating the k-
Anonymity algorithm with generative neural networks (GNNs). Although this approach
achieved state-of-the-art results at the time, it still had three main limitations. First, selecting
cluster centroids using the traditional PCA algorithm demanded substantial computational
resources. Additionally, the training process for GNNs was quite time-intensive. Finally,
this approach required downsampling the original images during training and synthesis,
potentially impacting the resulting images’ quality.

The follow-up works on NN-based facial de-ID research have focused on imple-
menting effective and efficient k-Same family algorithms for generating anonymized face
images [13-17]. However, these algorithms suffer from weaknesses such as producing
“ghosty” artifacts, needing downsampling of original images, and generating unrealistic
surrogate images.

In order to overcome the shortages mentioned above, Hukkelds et al. proposed
DeepPrivacy [18] to automate the image anonymization process without altering the
original data distribution. However, it still suffers from the same issue of producing
unrealistic surrogate images. Pan et al. [19] leveraged Generative Adversarial Network
(GAN), a labeling scheme, and the k-Same algorithm to generate de-ID image sets without
using the data downsampling process. Unfortunately, although the method in Ref. [19] used
high-resolution, non-downsampled images, and speeded up the training, the appearance
of the generated surrogate is not natural and realistic enough as expected. Jeong et al. [20]
proposed a method that uses controllable features to develop more diverse and realistic
de-ID images. Inspired by the work done in [21], we derived our current solution that
applies dual inference mechanisms for de-ID to increase the diversity of agents” faces and
make their appearances more realistic to humans. Additionally, we exploited the properties
of dual learning, as concluded in [21], for a theoretical analysis of the proposed SDN.

Regarding re-ID, Yamac et al. [22] and Li et al. [23] proposed reversible privacy-
preserving compression approaches that integrated multi-level encryption with compres-
sive sensing techniques. The advantages of these methods include their ability to provide
semi- and fully-authorized decryption schemes and a progressive augmentation learn-
ing strategy for achieving unsupervised domain adaptive person re-ID. These strengths
motivated us to develop a network with enhanced system security.

Gu et al. [24] proposed a generative adversarial learning scheme based on an anchor
image and inputted passwords, which inspired us to incorporate password functionality
into our system. The idea is to train multiple generative models that can only reconstruct
the original input image when users provide the correct password during image recovery.
In our development, we found several difficulties associated with their method [24]. For
instance, its architecture requires pre-trained networks for additional training, and the
to-be-de-identified images must be included in the training set. Therefore, its ability to
handle new (i.e., unseen) data is limited. Additionally, it also has limited flexibility of facial
features such as facial expression and hair color, which leads the generated images to have
the same attributes as the input images. We parameterized the facial features so that extra
attributes, such as passwords, are included to enhance system security.

As for the passwords, intuitively, longer passwords provide better protection, but
they may lead to instability and longer training times. Regarding diversity, Ref. [24]
focused only on generating diversified anonymized images if incorrect passwords have
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been inputted, without considering how to control the variety of rendered images, which
can be crucial in real-world face de-ID and re-ID applications. In a subsequent study, Pan
et al. proposed a method based on multi-attribute combinations to increase the diversity
of agent faces for serving de-ID/re-ID purposes [25]. However, their approaches depend
on pre-trained models and perform poorly on unseen testing data. These limitations led
us to explore the latent space to consider the issues of password length, unseen data, and
diversity of generated faces. Of course, requiring no pre-training plays the kernel role in
our system design.

Recently, one prominent approach involves reversible anonymization using cyclic
learning, where models like CycleGAN transform images between the de-identified and
original domains [26]. This method effectively obscures identifiable features while enabling
later restoration with high fidelity. The process includes training the model to translate
features between domains while maintaining privacy, but with strict controls to prevent
unauthorized re-identification, such as cryptographic keys for accessing the re-ID model.
This prevents attackers from replicating the model’s restoration capabilities only using
the output images. However, this method requires significant computational resources
and time for training, especially for high-resolution images. The mode collapse is also
a critical issue. In contrast, the proposed SDN addresses several limitations observed in
CycleGAN-like networks.

Another method called “IDeudemon [27]”, leverages 3D morphable models (3DMMs)
and neural radiance fields (NeRFs) to de-identify faces while preserving utility in non-
identifying areas. The method de-identifies images by embedding Gaussian noise into
specific identity features while allowing for high-quality restoration if necessary. This
two-step approach involves estimating 3D parameters and using NeRFs for precise ad-
justments to de-identify faces without compromising the image’s quality. The method
IDeudemon presents several drawbacks. These include computational complexity and
resource intensity, as the processes involved require substantial computational power and
can lead to longer processing times.

Additionally, there is a dependency on high-quality data, meaning the method’s ef-
fectiveness can diminish when applied to lower-quality images. Another concern is the
potential for imperfect de-identification, where identifying features may still be retriev-
able, mainly if the embedded noise is insufficient. Lastly, the method may have limited
applicability for diverse faces, as 3DMMs might not generalize well across different facial
structures or unique features.

In short, the specific characteristics of SDN include the following four parts: First,
according to our observations, most related studies did not include theoretic-based analyses
in their system design, which could provide further insights and a more straightforward
explanation of the approach’s physical meaning. We provide information-theoretic-based
cost function designs in SDN in response to this issue. Furthermore, we justify the effec-
tiveness of these functions through a series of experiments. Second, we integrated the dual
inference mechanism into our encoder-decoder network to simultaneously complete the
anonymization and de-anonymization tasks in the latent space. Third, we utilize structural
and style facial image features to broaden the diversity of the appearances of the generated
facial images. Finally, we group passwords and facial attributes as the system’s hyperpa-
rameters to regulate the diversity of the reconstructed images and enhance the system’s
security level.

2.2. The Deep Face Generation

Numerous researchers have recently investigated ways of using GANs to synthesize
and edit realistic human faces at the pixel level, as demonstrated in [28-31]. In our work,
GAN:Ss are used to synthesize face images, and we devised ways to improve the quality of
generated images by exploring a series of related studies such as StarGAN [32], StarGAN
v2 [33], and Domain-supervised GAN (DosGAN) [34], which are particularly relevant to
our work. DosGAN is an unpaired image-to-image translation framework that takes a



Electronics 2024, 13, 4398

6 of 29

step toward direct image domain supervision [35], and we laid the foundation of our SDN
on DosGAN to reflect the progress in DNNs. Additionally, we incorporated the StarGAN
function into our SDN’s encoder module to increase the diversity and conceal the flaws of
the synthesized images.

We used the Residual Net structure to construct our SDN and opted for the PatchGAN
discriminator (D-PatchGAN) [36]. Using PatchGAN, we could focus the SDN discrim-
inator’s attention on the local image patch structure, which helps enhance the image’s
quality. Furthermore, we introduced multiple loss functions to DosGAN to develop our
SDN for de-identification (de-ID) and re-identification (re-ID) tasks. Inspired by Ref. [37],
we employed a latent space-based modeling approach to promote the diversity of SDN.

3. The Proposed Approach

Beyond controllable and reversible, the ability to solve de-ID and re-ID tasks simul-
taneously in a single unified network is another characteristic of SDN. In this section, we
provide a more detailed description of SDN according to the following three main aspects:

1. The characteristics of the network architecture.
2. The disentangled efficacy of the designed algorithm and the adopted loss functions.
3. The analysis of cost function design from the information-theoretic point of view.

When using SDN for anonymization, users only need to input an image, a password,
and the desired combination of attributes. On the other hand, during de-anonymization,
users must provide the correct password and selected attributes to reconstruct a face image
close to the original. If users enter incorrect attribute combinations, SDN will generate a
face image associated with a different identity from the original. Additionally, SDN can
produce diverse anonymized faces without duplication related to varying combinations of
attributes and passwords.

3.1. The SDN's Architecture
3.1.1. The Components of SDN

SDN is built on an encoder-decoder structure and uses the information maximization
technique [38] to create a privacy-preserving network designed for de-identification (de-ID)
and re-identification (re-ID) tasks. The most critical feature of SDN is integrating a dual
inference mechanism within the entire network architecture, as shown in Figure 2, which
greatly enhances the diversity of de-ID images. SDN consists of four main subnetworks.
First, the Feature Extractor/Classifier Module processes randomly selects three-channel
color images from the training datasets to generate a latent feature space. Next, the Encoder
Module takes a three-channel color original image, desired attributes (for modifying the
latent feature space), and passwords as inputs, producing a de-identified image. Then, the
Decoder Module reconstructs the re-ID image associated with the correct ID by taking the
de-ID image, correcting specific attributes, and selecting the correct password as input. If
incorrect passwords or attributes are provided, the Decoder generates a different de-ID
image associated with an ID other than the correct one. Finally, the Discriminator Module
employs PatchGAN-D [31] to evaluate the similarity between the original and re-ID images,
adjusting the background images accordingly.

As depicted in Figure 2, the Feature Extractor/Classifier subnetwork (labeled as
“1” and represented by green rectangular blocks) is primarily responsible for processing
randomly selected three-channel color images from the dataset as inputs and generating
the latent feature space. The Encoder subnetwork comprises two submodules. One is
the Identity Network (labeled as “2” and represented by blue rectangular blocks), which
takes attributes and passwords as inputs and generates the latent identity space. Next, the
module performs vertical element-wise addition on the latent feature and identity spaces.
Then, it feeds the results to another submodule of the Encoder subnetwork, the Erasing
Network (labeled as “3” and represented by orange rectangular blocks). The Feature
Extractor/Classifier and the Encoder subnetworks execute the so-called Dual Inference
Process (DIP). At the same time, the Feature Extractor/Classifier subnetwork performs
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Dual Inference

another task: classification check. We minimize the cross-entropy between the Feature
Extractor/Classifier and the Encoder outputs until the reduction process converges to a
bound. In later paragraphs, we will discuss the DIP further. SDN’s Decoder subnetwork
comprises two submodules, the Identity Network and the Reveal Network (labeled as
“4” and described by red rectangular blocks). At this moment, the Identity Network
checks whether the entered password is correct. If both attribute and password are valid,
the Reveal Network will extract, restore, and identify the embedded features of SDN.
Conversely, the Reveal Network will still generate another de-ID image when any one of
the attributes or the password is incorrect.

Classification check

Extractor/Classifier

Attribute

- =N
en
Network Encoder RE&EEUL

Dataset Feature

/

-

1t

ju3eq aanjeay

<

®, “@‘

1

Erasing Attribute y Reveal | ’ ¢
Network Y e Network - -
Password {

Decoder

Figure 2. SDN'’s systematic structure looked at from the viewpoints of subnetworks and func-
tional modules.

3.1.2. The Architecture Perspective of SDN

From a network architecture perspective, the entire SDN involves using a Feature
Extractor/Classifier subnetwork to downsample and generate facial feature vectors in the
latent space. Next, we use an Encoder subnetwork to compress the identity features to the
so-called bottleneck representation, also on the latent space. Then, we conduct element-
wise latent space vector additions on both feature spaces. The following Erasing Network
performs the upsampling task to generate the de-ID image. The Identity Network takes
de-ID-related attributes and authentic or fake passwords as input during the re-ID process
and extracts the identity features on the latent space. Finally, we feed the latent identity
feature vector into the Reveal Network to reconstruct the three-channel color images. As
these functions are similar, the Erasing and Reveal Networks share the same basic structure,
but their goals are distinct. The specific function of the Erasing Network aims to mask
identity-related features and produce the de-ID image. Conversely, Reveal Network’s
primary objective is to restore the three-channel color image and accomplish the re-ID
task after obtaining the appropriate identity-related features. If incorrect identity-related
features are received, our Reveal Network will still generate a three-channel color image
associated with a different ID to confuse the attackers.

Based on its architecture, we can also comprehend the information flow of SDN as a
set of interactions among the following functional modules: The Dual Inference Module
is responsible for the interactions between the Encoder and Feature Extractor/Classifier
subnetworks (as indicated by the two brown-colored arcs with an arrow in Figure 2).
The Encoder Module is responsible for the interactions between the Identity Network
and the Erasing Network (as indicated by the left grey-colored block in Figure 2). The
Decoder Module is responsible for the interactions between the Identity Network and the
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Conv
kernel=4
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Reveal Network (as indicated by the right grey-colored block in Figure 2). Finally, the
Discriminator Module is responsible for the Discriminator Network only (as noted in the
blue-dash line-surrounded block in Figure 2).

Associating with labels of the subnetworks and functional modules addressed above,
we redrew the structures and hyperparameters of each layer of the individual subnetwork
of the proposed SDN in detail in the following figure. Figure 3 helps interested readers
rebuild the SDN and reproduce the experiments conducted in Section 6.

| |
1
: \\z/ilnput (256x256) |
: Conv : Conv ResidualBlock
1 kernel=7, 1 kernel=3, stride=1, Conv
1 padding=3 1 padding=1 kernel=3,stride=1,
: LayerNorm : padding=1
I I
I 1 Rl ]
1 Conv : Conv
r X6 : kernel=4,stride=2, I kernel=3,stride=1,
| | padding=1
. LayerNorm :
[l ResidualBlock : DeConv
: Conv I kernel=3, stride=2,
1 kernel=3,stride=1, 1 padding=1
: padding=1 kernel=4,stride=2, : LayerNorm Conv
Conv 1 padding=1 1 kernel=7, stride=1,
kernel=1, I LayerNorm 1 padding=3
basrase _Jll | UL ! R
| Vernel=3;stride=1, I kernel=3, stride=2,
I padding=1 1 padding=1
: ResidualBlock : LayerNorm Output (256x256)
Feature Identity : :
| |
1 1

Figure 3. The detailed structures and hyperparameters of each layer within the SDN’s subnetworks
are depicted in Figure 2.

3.1.3. The Dual Inference Process of SDN

In running the DIP, a Feature Extractor/Classifier (denoted as EC(.)) is used to gen-
erate the feature vectors on the latent space Y from the three-channel color image space
X. We denote the inference in this direction as the Primal task in Figure 4. In other words,
we address the Primal task as a map EC: x — y through a conditional probability density
function of y given X, parameterized by &, 4o (y|x), where x € X, y € Y. We use an
Encoder (denoted as En(.)) to convert the bottleneck representation on the latent space Y
back to the three-channel color image space X. Similarly, we denote the inference in this
direction as the Dual task in Figure 4. Furthermore, we also express it as a map En(.): y
— x through a conditional probability density function pg(x|y). Notice that we conduct
element-wise latent space vector additions through the Encoder. Functionally, the designed
Feature Extractor/Classifier continues to perform the classification check and calculate
the cross-entropy between the outputs of the Feature Extractor/Classifier and the Encoder
until the calculated cross-entropy reaches a pre-defined threshold. Therefore, the mathe-
matical expressions of the Primal and Dual tasks can be expressed as Equations (1) and (2),
respectively. In summary, Algorithm 1 lists the pseudo-codes of the detailed operational
procedures of the proposed SDN.
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Algorithm 1: The procedures and the pseudo-codes of the proposed SDN.

Input: A set of face images with face identity labels and multiple face-related attributes

Network Architecture: The Encoder En, Decoder De, Discriminator D, and the Feature Extractor/Classifier EC £ {Fext, Fes }
Operation: Conduct network training for J iterations

Output: the SDN Model

Fori=1to ] do

Randomly select a set of face images {I, I, I} with face identity label {FaceIDx, FaceID,, FacelD.} and attributes labels
{AJC/ Ayr AZ}

Let P be defined as {p 1:password P2:multi— atmbue} (={py, pz} for short). That is, P stands for the correct password with
specific multi-attribute combinations.

Let P be an incorrect password with some specific multi-attribute combinations

Let I, = {I,, P}

Let I, = {1, P}

Generate de-identified Image Qy <— En (I}, Fox(Ix))

Let Q) = {Qy,i’}
if (i + 1) mod 10! = 0 then
Train the Feature Extractor/Classifier EC by Equation (5)
Constrain I, with FaceIDy and Qy with FaceID, by minimizing their cross-entropies
Train D by Equation (11)
Constrain D y.;7(Iy) and Fgs(Ix) by minimizing their distance
Constrain I with Ay and Qy with Ay by minimizing their cross-entropies
else
Generate image by applying the same face feature Sy < En (I, Foxt(Iy))
Revert the de-identified image Vi < En (Q'y, Fext(Iy))
Generate the re-identified image Ry < De (Qy, P, Fexi(I2))
Generate the false re-identified image R, < De (Qy, P, Fou (1))
Train the encoder En by Equation (8)
Compute the L distance between I, and Sy, and compute the L; distance between I, and V,
Constrain Qy with A, by minimizing the associated entropy
Train the decoder De by Equation (14)
Compute the L, distance between I, and Ry,

Constrain R, with FaceID, by minimizing the corresponding cross-entropy
end if

Latent Space

Primal Task

¢ Extractor/Classifier

Original Image
Feature Vectors

Identity/Erasing

; De-id Image
Dataset 1 4 Network

Figure 4. The conceptual schematic diagram of the operational logic and the information flows of the
proposed Dual Inference Process.
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3.2. The Disentangle Efficacy of the Designed Algorithm

As indicated in Algorithm 1, we first regulate the loss functions to allow the Dis-
criminator and the Feature Extractor/Classifier subnetworks to judge faces faster and
more precisely. Then, after every ten runs of computing and updating the Discriminator
and Feature Extractor/Classifier subnetworks’ losses, the Encoder and Decoder subnet-
works perform their regulations on loss and update the learning parameters per iteration.
According to the objectives, we explain Algorithm 1 from the following two perspectives.

(@) Anonymization process

We cite the Dual inference mechanism to explain the anonymization process better. In
SDN, the Feature Extractor/Classifier mainly executes the Primal task, while the Encoder
executes its dual task. Given n data pairs {(x;,y;) }/_,; which are i.i.d. sampled from the
joint space X x Y. The training goal is to maximize the likelihood estimation of the param-
eterized conditional probability distribution, giving rise to the following dual inference
optimization problems:

EC(x;0xy) = argmaxy 4 (y|x;0x-y), 1)

v, 9y—>x> . )

Notice that we do not re-train or change the models of both the Primal and the
Dual tasks. Let us first focus on the calculation of the DIP’s loss functions. According
to their inference directions, we divide the associated loss function into two parts: £gc
and £gn, which can be understood as the negative log-likelihood of the proposed SDN.
Mathematically, we have

En(y;0y—x) = argmaxg | p (x

EC(x;0x—y) = argmin, cy€ec(x,y') 3)
= —logq(y'|x; EC),
En(y;0yx) = argmin, e y€en(x',y)
_ o 4)
= —log p(x'|y; En)

Conceptually, we can express the Feature Extractor/Classifier’s loss function defined as

L(Fext, Fus) = Lbcelx,FuceIDx (FacelDy, Fes(Ix)) (5)
JFEbcer,FaceIDx (PaceIDx/ Fes (En (Iyz P, Fext (Ix)) ) ,
where I, denotes the x-th randomly selected source image from the dataset, and £ (y, §) =
—Y ylog(§) stands for the cross-entropy function used to measure the similarity of
two distributions y and §j. We use FacelD, to represent the accurate face domain identity
distribution of I, and let Ay be the set of corresponding attribute labels provided by the
dataset. Let I, represent an unseen target image, which represents the de-ID image required.
Let I; ={I, P } be the set that comprises I, and its associated password and multi-attribute

combinations P. Moreover, we use F,;; and F.y; to represent the Feature Classifier and the
Feature Extractor, which are parts of EC(.) when dealing with different functions.

The Feature Extractor/Classifier conducts the Primal task according to Equation (5).
The first item of Equation (5) is to calculate the cross-entropy between the distribution of the
classification results when F; took the source image I, as its input and the corresponding
actual identity distribution FacelD,. Similarly, the second item of Equation (5) calculates
the cross-entropy between FacelD, and the distribution of the classification results, where
the input to F,j; is the associated distribution of the de-ID images. Notice that the de-ID
images are now rebuilt from the Encoder with the latent space attributes I;, = {I,, P} and
the output of F., as inputs. Meanwhile, the Encoder conducts the Dual task according to
the associated loss functions, which can be sketched as follows.

Lrec =|[ly = En(ly, P, Fext(y)) ||, + [|ly = En(En(Ly, P, Fext(Lx)), Fext (1)) [}, (6)
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Eattr - EbcelyfA?( (AXI E?’l(ny p/ FGXt(Ix))) (7)

The cost L. is to guide Feys to extract the correct facial features and then spread
the features evenly over the target image I, through the Encoder. The smaller the loss
Lrec, the better. While the cost L+ measures how close the distributions between Ay and
En (Iy, P, Fext(lx)) are. Physically, L. uses the selected attributes to control and change
the target image I, and generates the set of attributes (such as hair color and gender) in the
de-ID image. Likewise, the smaller the loss L, the better. Clearly, the total Encoder’s
loss would be

EEn = £rec + Lattr (8)

Moreover, to measure the distance between the actual image and the synthesis de-ID
image, we designed cost functions for supporting the discriminator identity classification
Lp,,.,, and the discriminator attribute classification £p which can, respectively, be
written as:

cls:attr

chls:id :| |Dcls:id(1x) - Fcls(lx) ’ ’1 (9)

EDcls:aHr = Ebcelx/Ax (Ax’ Dcls:attr(lx))+
EbcelyrA]/ (A]// DClS:ﬂttT (En(ly, P, ngt(lx))))

The cost Lp,_,, is to guide the Discriminator to classify identity correctly with the
help of F.j; via calculating the L; distance between D,jg.;; and F,j; for the same target image
Iy. At the same time, the cost Lp ,_, guides the Discriminator to classify attributes. The
purpose of the first item on the right-hand side of Equation (10), £p,,,,, is to find the
proper classification of all images” attributes in the dataset. Therefore, it calculated the
cross-entropy between the labeled attributes in the dataset and the extracted attributes from
the original images through Lp ,_ . . In comparison, the second item indicated that the
attributes generated by the Encoder should be consistent with the attributes of the target
image. Hence, it calculates the cross-entropy between the attributes of the de-ID image and
the attributes of the target image. In summary, the total Discriminator’s loss would be

(10)

Lp=Lp +Lp (11)

cls—id cls—attr

(b) De-anonymization process

This subsection focuses on the primary function of the Decoder. We use it to correctly
de-anonymize and output the re-ID image when it receives the correct password and multi-
attribute combinations. Conversely, when the Decoder receives an incorrect password and
the correct or incorrect multi-attribute combinations, we want the Decoder to reconstruct a
different de-ID image to confuse the potential attacker and continue to return to the normal
anonymization process. That is, we proceed to calculate the Decoder’s loss functions.
When the Decoder receives the correct password and correct multi-attribute combinations,
it should find the corresponding re-ID image by minimizing the following function

Lieid :HIy - DE(EH(Iy, p, Fext(lx))/ P, Fext(lz)) ’ |2 (12)
+||Iy — De(En(1y, P, Foxt(L)), P, Fext(L))||,,

where I, stands for a different de-ID image.

The first item of Equation (12) calculates the L, distance between the original target
image I, and the reconstructed image through the Decoder with the correct password and
multi-attribute combinations. Since the L, distance calculates the point-by-point Euclidean
distance between the actual value and the predicted value, the primary effect of the first
term of Equation (12) is to constrain the pixel-by-pixel distance between the target image
and the reconstructed image. Therefore, minimizing it will keep all the detailed facial
textures intact. In contrast, the second item of Equation (12) calculates the L; distance (i.e.,
the sum of all the absolute differences) between the target image and the reconstructed
image. Since the target and reconstructed images are calculated using L; distance, it can
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help to remove the outliers. Thus, we found that constraining this distance renders the
non-facial backgrounds of the two images to coincide as precisely as possible.

On the other hand, whether the inputted multi-attribute combinations are correct or
not, if the password received by the Decoder is incorrect, the cost function used to guide
the de-anonymization process becomes:

Lrec = [:bceIZ,FaceIDZ (FaceID 27 Fes (De(En(Iy/ P, Fext(lx))/ p/ Fext(Lz))) (13)

where P stands for the set of inputted incorrect passwords and the involved multi-attribute
combinations. As pre-described, Ly../s primary effect is forcing the Decoder to generate
false de-ID images to confuse the possible attacker when inputting incorrect passwords. In
summary, the total Decoder’s loss would be

‘CDE = ‘67’871'61 + L:rgc‘ (14)
Finally, the total objective loss can be written as
Liotal = AenLEn + ApeLDe, (15)

where Ar, and Ap, are gain control parameters for the Encoder and the Decoder, re-
spectively. We use the following parameter settings, Ar, = Ap, = 10, for all experiments
conducted in this work.

4. Analyzing the Cost Functions Involved in SDN Using Information Theory

In the above subsection, we have formulated two specific cost functions to guide the
learning process of the proposed SDN. To be addressed in this subsection, the cost functions
related to ‘dual inference’ consider the Decoder’s visual realism and recovery radiality. In
visual realism, we use the following minimax game as one of the regularization functions.
That is

minpp,, ,MmaxpVi(D, MPayq) = V(D, MPyya1) — AMl(cig; MPyyai(Zia, P)),  (16)

where V is the value function similar as that of GAN formulation, I(x;y) represents
the Mutual Information between two random variables x and y, D is the discriminator,
MP,,; denotes the SDN model, A; is a hyperparameter, and c;q stands for the latent
codes of the original face image Zj4. Like the above, we let P = {p,, Ay} be the set
of embedded information that consists of the given password p; and the given multi-
attribute combinations Ay. Then, we can form the affinity relationship between the original
target face image Z;jg(which plays the same role I, mentioned previously) and the de-ID
image Zniq as I(¢ig; Zniqa) = I(cia; MPyyqa1(Zig, P)) after working through the proposed
SDN model.

To impose constraints on the allowable visual dissimilarity between the original face
image and the de-identified image in the minimax game, we use mutual information (MI) as
aregularization term. Specifically, we aim to maximize the mutual information between our
model’s representation of the original face image and the de-identified image. The following
discussions treat the probability distribution P as a random variable. By maximizing the
mutual information between the original face image and the de-identified image, we can
limit the amount of visual difference tolerated between them while preserving as much
information as possible about the original image.

Moreover, because the encoding function, MPy,;; (.), which relates P and Zyq, is
deterministic and invertible, and now I(c¢;q; Znia) = I(¢ia; MPyya1(Ziq, P)) behaves as a
concave function, we can find its maximal value. This interpretation allows us to easily
define a cost function that enforces a specific range of visual differences between c;q and
Znid, which is a crucial aspect of privacy protection. By maximizing the mutual information
between the original image and the de-identified image, we ensure that the de-identified
image retains as much information as possible about the original image while minimizing
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MP, ua Zm' P i
=Ep (i, MPyat(Zoias P)) [108p(r(M‘}disl(ziid}a‘)c)d)] — KL(p(MPyya1(Zpia, P))||r(MPayar(Zyia, P)))

the visual differences between them. We can then formulate a cost function that penalizes
any visual differences between c;4 and Z,;4 that exceed a certain threshold. This threshold
can be chosen to reflect the desired level of privacy protection, ensuring that any differences
between the original and de-identified images are not perceptually significant. In this way,
we can balance the competing goals of preserving privacy while retaining as much helpful
information as possible.

From a machine learning perspective, the above expression implies that the informa-
tion encoded in the latent code of ¢;q will be preserved to a significant extent during the
generation process of the SDN model. I(c;q; Zniq) can be expressed as:

I(cia; Znig) = 1(cia; MPyya1(Zig, P)) = H(cia) — H(cig|MPgya1(Zig, P))- (17)

While MPy,;(.) is a deterministic and invertible function, it can be challenging to directly
compute the maximum value of Equation (17) because we need to gain knowledge of
the posterior distribution p(ciq|MPy,q1(Zig, P)). To overcome this challenge, we use a
variational approximation to estimate the mutual information of the encoder, as addressed
in the next paragraph.

Let p(x) denote the distribution of the data x, and we need to bound H(c;q|MPy,,,1(Zig, P))
suitably. We can use the non-negative property of conditional entropy, and therefore,
we have:

H(cia|MPyya1(Zig, P)) > 0. (18)

Equation (18) can be employed to obtain a lower bound on the prediction error of
Ciq, given the measurement of MP,;/(Zi4, P). This fact leads us to the visual realism cost
function expressed in Equation (16) as a minimax game. Similarly, we can formulate the
recovery fidelity cost function of the Decoder as another minimax game:

minMPdW]maxD VI(D/ MPduul) = V<D/ Mpdual) - AZI(Cid; Mpdual (Zm'd/ p) )/ (19)

where A, is a hyperparameter, and P stands for the set of input passwords and the multi-
attribute combinations inputted from the user or the hacker.

When P = P, Cheng et al. [39] have shown that by utilizing a variational marginal ap-
proximation r(MPj,,;(Z,4, P)), which is a standard normal distribution, we can construct
a variational upper bound expressed as follows:

I(cia; Zia) = I(cias Mpdual(z(nid/ P()) e
= P(MPayat (Zyia,P)|ci
- EP(Cidr MPyya1(Zyia, P)) [log p(]\/fipdzllal(ziidfp))d ]

(20)

MP ua. Zni P i —
< By ey, Moz, 7)) | 108 L EtPNE) | — KL (p(M Pyt (Zia, P) i) || (MPaat (Zia, P))-

Let us assume that the designed regularization function restricts the value of
KL(p(MPya1(Zyia, P))||r( MPyya1(Zyia, P))) to be very small. This assumption implies that
r(MPyy01(Z,4, P)) will be compelled to become a well-dense approximation of p(MPy(Z,4, P))
during the learning process. In other words, such a regularization function can facilitate
the re-ID process significantly. Similar arguments hold for the case of P # P, where we
aim to put bound to H (¢iq| MPyyar (Zyia, P) ). By using the definition of mutual information
and the non-negativity property of the KL divergence, we obtain the following inequality:

I(cid; MPauat (Znia, P)) = H(cia) — H(Cia| MPauat (Znia, P))
= Hcia) + <10gq(cid|MPd“”l (Z”id’ P))>p(CidrMpdual(Znid/p)) (21)
=1 (cia; MPyyar (Znia, p)),

where q(ciq|MPayqr (Znia, P) ) uses a different variational distribution, our carefully designed reg-

A

ularization function can ensure that the learned distribution q(cig|MPyyq1 (Zyig, P)) will closely
approximates the true distribution p(ciq| MPyya1 (Zyia, P) ). This approximation is equivalent
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to a moment-matching approximation of p (ciq|MPayai (Znia, P)) by q(cia| MPayar (Zyia, P)). We
expect to provide readers with a better understanding of the cost functions designed for
SDN through the discussions presented above.

5. Experimental Materials and the Chosen Benchmarking Methods

To validate our claims and demonstrate the effectiveness of the proposed SDN, we
conducted a series of experiments and compared our results with several selected bench-
mark works. In this section, we provide details about the experimental settings, including
the datasets used, the evaluation metrics employed, and the characteristics of the selected
benchmarks. This information will help to contextualize our experimental results and
provide a basis for comparing our approach to existing methods.

5.1. The Training Datasets and Evaluation Metrics

We trained our proposed SDN scheme using three different datasets: FaceScrub,
CASIA-WebFace, and CelebA-HQ/CelebA. The FaceScrub dataset contains 106,863 face
images of 530 male and female celebrities, with 200 images per person, making it one of
the largest public face databases. Due to the many images per person, our SDN model can
learn face attributes more effectively and be applied to other datasets. Therefore, we used
the FaceScrub dataset to train our model and the CASIA-WebFace and CelebA-HQ/CelebA
datasets for validation. The CASIA-WebFace dataset contains over 453,453 face images of
10,575 individuals, while the CelebA-HQ/CelebA dataset contains over 30,000 face images
of 10,177 individuals. These datasets provide a diverse range of face images, allowing us to
test our approach’s performance under different conditions.

In addition to the datasets used, we also employed a variety of evaluation metrics
to assess the performance of our proposed method. We also use two objective networks,
FaceNet [40] (VGGFace2) and FaceNet (CASIA), and one publicly available face recognition
tool [41] to measure the identity distance (ID-distance) and successful protection rate
(SPR) after completing the anonymization process. Mathematically, we can calculate the
ID-distance and the SPR by Equations (22) and (23), respectively. That is,

ID-distance = Egiqiomee (Fmg(ly), Frog (En (1;, Fext(lx)))), 22)

where Egisance stands for the conventional Euclidean distance. In Equation (22), we let Fq
be a face recognition model and use it to recognize faces and generate the identity vectors.
We calculate the Euclidean distance between the two sets of identity vectors and get the
corresponding ID distance. The two vectors are judged as different subjects when the ID
distance exceeds a preset threshold. In our experiments, we set the threshold for FaceNet
as t = 1.1 according to Ref. [40] and t = 0.6 for the face recognition tool. As for computing
the SPR, the function SP(t) must be defined first as follows.

SP(t) = {(Iy, En(I;, Fm(lx))) € Pyosq, With ID-distance >= t}, (23)

where Py, iq denotes the set of all de-ID test pairs, and SP(t) is the total number of the pairs
with ID-distance greater than the threshold. And then

SP(t)

SPR = .
Pye_ia

(24)

In addition to the evaluation metrics mentioned earlier, we also conducted experiments
to assess the quality of the images produced by SDN. Specifically, we used the following
perceptual-based image quality metrics: Learned Perceptual Image Patch Similarity (LPIPS),
Frechét inception distance (FID), structural-similarity-index-measure (SSIM), and peak
signal-to-noise ratio (PSNR). LPIPS measures the distance between image patches, with
higher values indicating more significant differences. SSIM measures the similarity between
two images, with higher values indicating a more remarkable similarity. The FID metric
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assesses the resemblance between two sets of image data and has been demonstrated to
correlate strongly with human assessment of visual fidelity. Therefore, it is commonly
utilized to appraise the quality of GAN-generated samples. Finally, PSNR measures the
visual quality of images calculated by comparing the error between the two images. Higher
PSNR values indicate a smaller amount of distortion between the compared images.

To further demonstrate that our SDN scheme behaves similarly to human perception,
we used PieAPP [42], a metric designed to simulate human perception for quality assess-
ment. A lower PieAPP error value indicates better image quality, as the images produced
by the SDN are more similar to what a human observer would perceive.

5.2. The Benchmarking Methods

In preparation for analyzing our experimental results, we compared the performances
of SDN with several existing methods in both the anonymization and de-anonymization
scenarios. For anonymization, we compared our results with those of DeepPrivacy [18],
Gu et al. [24], MfM [25], CIAGAN [43], and Cao et al. [44]. For de-anonymization, we
compared our results with Gu et al. [24], MfM [25], and Cao et al. [44]. Additionally, we
implemented the works of Gu et al. [24], Maximov et al. [43], and Cao et al. [44] to expand
our comparison ranges.

The following section will provide detailed analyses of our experimental results,
including performance comparisons with benchmarked methods and our latent space
manipulation outcomes. By delivering comprehensible analyses, we aim to demonstrate
the effectiveness and superiority of our SDN scheme in both the anonymization and de-
anonymization scenarios.

6. Experimental Results and Latent Space Manipulation Analysis

In this section, we conduct quantitative and qualitative experiments to demonstrate the
proposed approach’s effectiveness and compare them with the existing relative anonymiza-
tion and de-anonymization works.

6.1. The Anonymization and De-Anonymization Performances of the SDN

The SDN’s quantitative evolution results in dealing with the anonymization task as
compared with those of DeepPrivacy [18], Gu et al. [24], MfM [25], CIAGAN [43], and
Cao et al. [44] are presented in Figure 5 (in terms of ID-distance) and Figure 6 (in terms of
SPR). From the two figures, we observed that SDN is effective for identity protection and
superior in providing a more considerable ID distance and a higher SPR. In addition to
these superiorities, the SDN can achieve compatible anonymization ability without any pre-
train/auxiliary model. This property is very different from the other benchmarked works.
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Figure 5. The comparison of the anonymization process’s quantitative evolution results between the
SDN and benchmarked works regarding ID-distance concerning various testing datasets [15,21,22,38,39].
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Figure 6. The comparison of the anonymization process’s quantitative evolution results between the
SDN and benchmarked works regarding SPR concerning various testing datasets [15,21,22,38,39].

The qualitative evaluation results of the SDN’s anonymization and de-anonymization
performances in utility-related experiments are presented in Tables 1 and 2. Table 1 com-
pares SDN with several state-of-the-art works for de-ID. According to Table 1, Yang et al.
achieve the best performance in terms of LPIPS, but SDN performs comparable and better
than most current works. Regarding FID, SDN shows some gap compared to MfM and
Gu et al., but its performance is still better than most other methods. As for SSIM, Table 1
confirms that SDN delivers the best performance. This information demonstrates that
SDN'’s de-identified synthesized agent faces match well with the original images, including
background, facial contours, and edges, to name a few examples.
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Table 1. The perceptual quality comparison of the anonymization task between the SDN and
benchmarked works concerning four image quality measures.

Method LPIPS FID SSIM
Gu etal. [24] 0.17 28 0.95
MIM [25] 0.35 27 0.83
FaceBERT [45] 0.15 123 0.83
Yang et al. [46] 0.12 144 0.81
ASGAN [47] 0.29 93 0.87
Khorzooghi et al. [48] 0.28 101 0.86
Xue et al. [49] 0.16 127 0.83
CIAGAN [43] 0.28 108 0.85
Cao et al. [44] 0.29 43 0.93
Ours 0.15 28 0.96
Real Images - - 1

Table 2. The perceptual quality comparison of the de-anonymization task between the SDN and
benchmarked works concerning four image quality measures.

Method LPIPS PSNR SSIM PieAPP
Guetal. [24] 0.038 28.11 0.809 0.532
MIM [25] 0.069 27.52 0.823 0.581
Cao et al. [44] 0.072 27.10 0.85 0.63
Ours 0.034 28.91 0.872 0.451
Real Images - - 1 0

Table 2 compares different approaches for de-anonymization tasks based on subjec-
tive and objective quality measures. As shown in the boldface numbers in Table 2, SDN
performs the best in all tested quality metrics. In other words, besides its controllable and
reversible characteristics, SDN performs better regarding LPIPS, and its lower value in
LPIPS indicates a lower degree of diversity in the generated images. At the same time,
SDN'’s higher PSNR values suggest that the distortion between the compared images is rel-
atively minor. Moreover, its higher SSIM values indicate relatively good subjective quality
in the de-anonymization images produced by SDN. Finally, the most crucial observation
from Table 2 is SDN’s superior behavior in PieAPP. PieAPP measures the distance between
two distributions of authentic and generated images, with lower values indicating better
performance. SDN’s excellence in PieAPP measures suggests that it produces high-quality
de-anonymization images. It is worth noting that although SDN achieves a relatively good
SSIM score compared to other works in the re-ID process, it only reaches the value of 0.872.
The reason for this could be the loss of high-frequency information, leading to a more
significant drop in SSIM than its de-ID counterpart.

The following experiments focus on the effects of generated faces using identity- and
style-related attributes and mixing both attributes.

Figure 7 presents the results of using password and the style-related attribute hair color
as the tested multi-attribute combinations in SDN’s anonymization and de-anonymization
processes. The first column shows the input images, and the second to fourth columns offer
the resulting surrogates corresponding to different passwords with varying bit patterns.
Finally, the fifth to the seventh columns show the de-ID images obtained using the multi-
attribute combinations that jointly consider the password and the hair color. The results
indicate that the proposed system generates high-quality surrogates that preserve identity-
related attributes while concealing identity-related information. Moreover, the system
can effectively use multi-attribute combinations to generate reasonable de-ID images,
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Password, Passw

similar to the original input images, but without revealing sensitive information. The
excellent de-anonymized picture quality, shown in the eighth column of Figure 7, provides
strong evidence of the effectiveness of SDN in generating high-quality surrogates for
anonymization and de-anonymization tasks.

Password, Passwords Password,
word; Hair Color Hair Color Hair Color

ord, Pass

N — =

Figure 7. The SDN generated surrogate faces” snapshots using the style-related attribute Hair color
and the password as the evaluated multi-attribute combinations.

The above processes of generating agent faces using different passwords and attribute-
based features verified the effectiveness of the basic functionality of the designed SDN.
Next, we visually compared target face pollution situations in the synthesized images
between competing systems, including CIAGAN [43], Cao et al.’s work [44], MfM [25],
and SDN. As shown in Figure 8, CTAGAN exhibits gaze deviation in the agent’s face and
significant synthetic seams when trying to fit the agent’s face to the target face. In the
comparison between SDN and Cao et al.’s work, we found that Cao et al.’s method produces
style-related pollution, with the most obvious problem being the extreme unnaturalness of
the Bangs synthesis, as well as a severe background color deviation. Finally, for MfM, we
also observed similar issues to those of Cao et al., including style-related pollutions and
background color deviation.
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-
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Figure 8. The visual comparison of polluted situations in the synthesized images between competing
systems, including CIAGAN [43], MfM [25], Cao et al. [44], and our SDN.

In contrast, the proposed SDN completely avoids the problems above. In Table 3, we
have summarized the comparison results for the four benchmarked methods. Moreover,
we assessed the de-anonymization performance of the SDN model using face recognition
techniques, including InsightFace, InsightFace_IR50_MS1M, and FaceNet. The original
images were compared with both the anonymized and de-anonymized versions. A score of
0 was given if the de-anonymized image matched the original and 1 if it did not. Figure 9
shows that the distances between the anonymized and input images are far enough by
inputting them into a publicly available facial recognition tool and successfully passing
the validation test. These facts indicate that the quality of the anonymized images is
good enough for privacy protection, and SDN can effectively preserve the privacy of the
individuals while still maintaining the utility of the data.

Table 3. This table tabulates the Visualizable shortages (indicated by solid circles) of polluted
situations among benchmarked works associated with Figure 8.

Method Issues Bangs Sight Synthetic Seam Background Color
CIAGAN [43] Non-pollution Issue Pollution Issue Pollution Issue Non-pollution Issue

Cao et al. [44] Pollution Issue Non-pollution Issue Non-pollution Issue Pollution Issue

MIfM [25] Pollution Issue Non-pollution Issue Non-pollution Issue Pollution Issue
Ours Non-pollution Issue Non-pollution Issue Non-pollution Issue Non-pollution Issue
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Figure 9. The successful de-ID/re-ID Rates.

Figure 10 presents the outcomes of an experiment examining similar passwords’ im-
pacts on a fixed anonymized image. In this testing, we randomly select some input images
from the benchmark datasets and generate anonymized images using the smile-attribute-
based features and 1-bit difference passwords as testing targets. The first column shows
the input images, and the second to the seventh columns are the generated anonymized
images concerning different 1-bit difference passwords associated with varying degrees
of smiling. The experimental results demonstrate that SDN can effectively use different
attribute combinations to generate high-quality surrogates with diverse appearances that
preserve identity-related attributes while concealing sensitive information. Of course,
users can choose the preferred attributes as they wish, and we will justify this claim with
experiments later.

6.2. Latent Space Manipulation Analyses

We have used PCA as the compression method in the latent space for computational
efficiency. This decision has freed our original approach from its constraints on working
in image space, allowing SDN to work directly on NN-preferred latent space. Figure 11
depicts the block diagram of our Latent Space Manipulation Module (LSMM), and the
function of LSMM is to find the shifting guidance for a target manipulation. Initially,
we gather bottleneck features for a set of images produced by model G and calculate
the eigenvectors of the associated correlation matrix of features. In our LSMM design,
fc represents the eigenvalues obtained from the PCA of the features. Subsequently, we
employ the support vector machine (SVM) mechanism to derive the shifting guidance for
specific attributes. That is,

feo = PCA(En(xy)) and v; = SVM(f,,, labely).
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Input a; a, a3 ay as ag

Smiling < Smile > No Smiling
Figure 10. The above snapshots examine the impacts of 1-bit difference passwords on a given

anonymized image with varying degrees of smiling attributes, which “a;—ag” are the abbreviations
for “anonymized image 1-anonymized image 6”.

Bottleneck
Feature

Low Dimension Feature f,

Low Dimension Feature fo,

___________ - ________________‘l
’ P

Shifting Guidance v;

Figure 11. Block diagram of the proposed Latent Space Manipulation Module and how it is used to
find the shifting guidance for a target latent space manipulation.

During the implementation phase, we begin by compressing the bottleneck feature, f.
We then perform an element-wise addition of the obtained shifting guidance, v, to generate
the manipulated and compressed feature, f;,. Next, we employ inverse-PCA to decompress
the manipulated and compressed feature back to the original feature space, resulting in the
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feature, f'. This feature is subsequently passed to the decoder to obtain the manipulated
image, i’. Mathematically, we can express the above derivations as:

fe = PCA(En(x)),

frll =fut+vo,
f/ = PCAinv(fc/)/ and i’ = De(f/)'

Our approach combines Yujun Shen’s technique [50] for accurate single-feature con-
trol and Erik Harkonen'’s system design [51] to extend applicability to any latent space.
However, since SVM is used for analysis, the method remains supervised, requiring labeled
data. Additionally, utilizing PCA to reduce feature space dimensionality may lead to the
loss of high-frequency information and blurred output images. Therefore, we applied an
additional model (as shown in Figure 12) to recover the missing details from the manip-
ulated bottleneck features to enhance the manipulation effects before sending it back to

the decoder.
I Bottleneck |:|
Feature

Encoder

Decoder
Shifting
Guidance

PCA Decompress

Shifting Guidance v;

Figure 12. Block diagram of the proposed Latent Space Manipulation Module and how it is used to

complete the desired manipulation by adding the shifting guidance in the latent space.

As shown in Figure 11, the space dimension of the bottleneck feature (i.e., the original
latent space) is reduced to a particular range through PCA. Next, we perform SVM analysis
on the dimension-reduced data to determine the shifting guidance vector associated with
each attribute. Since PCA is linear, mathematically, we can perform the feature space
modulations in the compressed domain isomorphically (as shown in Figure 12). In other
words, we can decompress (and inverse PCA of) the offset control item first and then apply
the result to directly manipulate the feature vector for achieving equivalent manipulation
results. Thus, we can revise the mathematical expressions associated with Figure 11 to
derive the mathematical representations associated with Figure 12 as follows:

f =En(x),v = PCAjy,(v), and
i’ = De(f +v').

Finally, we use SDN as a pre-trained model for finding bottleneck features suitable for
image manipulations in the latent space. The model also converts (or encodes) the input
images into the so-called intermediate attributes. Then, we element-wisely embed the
style-related attributes into the de-ID images following the guidance of vi generated based
on the given manipulation conditions, such as from no smile to smile, from no mustache
to mustache, and from mouth close to mouth open, as shown in Figure 13. Similarly, in
Figure 14, we incorporate the identity-related attribute (female to male) into de-ID images
based on the given manipulation condition and the calculated guidance in the latent space.
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The snapshots depicted in Figures 13 and 14 show that the SDN as an Encoder will be more
likely to preserve the high-frequency components of a facial image.

o T T

EY@Y@Y&Y;Y&Y!Y%Y%YéYé

mouth open

mouth close — Mouth

Figure 13. The snapshots of the SDN manipulated results concerning varying degrees of style-related
attributes (upper: Smiling, middle: Mustache, and bottom: Mouth Open).
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Female < Gender — Male

Figure 14. The snapshots of the SDN manipulated results concerning varying degrees of the identity-
face-related attributes, and we take gender as a testing target.

Table 4 shows FID, SSIM, and LPIPS scores of the snapshots of the SDN manipulated
results concerning varying degrees of style-related attributes. The degree stands for the
strength we used to manipulate the origin bottleneck feature in Table 4, while the chosen
attribute is the attribute we try to control. Take the row associated with the Mustache
attribute as an example. When the degree is —2, it implies that the output results should
be closer to no mustache. Conversely, when the degree is +2, the output results should be
more immediate to more mustache. As we can see, the distance between the original and
the output images increases when the manipulative degree is enlarged.

Table 4. FID, SSIM, and LPIPS scores of the snapshots of the SDN manipulated results concerning
varying degrees of style-related attributes.

Weaken Feature Weaken Feature No Enhance/Weaken Enhance Feature =~ Enhance Feature
by 2 Degrees by 1 Degree Features by 1 Degree by 2 Degrees
Smiling 0.25 8.94 0 11.68 14.08
FID Mouth Open 13.73 11.23 0 8.98 9.54
Mustache 9.75 9.47 0 10.66 12.68
Smiling 0.93 0.97 1 0.97 0.93
SSIM Mouth Open 0.94 0.97 1 0.97 0.93
Mustache 0.93 0.97 1 0.97 0.93
Smiling 0.0155 0.0063 0 0.00646 0.0158
LPIPS Mouth Open 0.0157 0.0069 0 0.0082 0.0200
Mustache 0.0171 0.0067 0 0.0068 0.0176

7. The Ablation Study

Target Face Pollution: We use the same input for target face pollution inspection in all
four methods when activating the de-ID process. The agent’s face in CIAGAN displays
gaze deviation and noticeable synthetic seams if matching the target face. When comparing
SDN with Cao et al.’s approach, we discovered that Cao et al.’s technique introduces style-
related distortions, particularly in the synthesis of Bangs, resulting in a highly unnatural
appearance and a significant deviation in the background colors. Similarly, as in Cao et al.’s
approach, we observed similar problems in MfM, such as style-related distortions and
background color deviation. In contrast, as expected and shown in Figure 15, SDN avoids
all the above-mentioned issues.

Time Comparison of the Evaluation of Dual Inference: This experiment involves a
comparison of MfM, Cao et al., Gu et al., and SDN across three datasets—FaceScrub [4],
CASIA-WebFace [5], and CelebA-HQ/CelebA [6]. Gu et al. and MfM require starting the
testing process from pre-trained models, resulting in a longer total execution time than
Cao et al.’s works and SDN. However, statistical analyses of each dataset indicate that the
proposed SDN can train the entire mechanism in a shorter time, as shown in Figure 16a—c.
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Synthetic Seam

Bangs Background Color
/ P
MfM
Bangs Background Color
=V =Y
Cao et. al. > v

Figure 15. Using the same input image, the visual comparison of polluted situations in the synthesized

images among competing systems, including CIAGAN, MfM, and SDN.
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Figure 16. Total time consumption across three different datasets: (a) FaceScrub [4], (b) CASIA [5],
and (c) CelebA-HQ [6].
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Model-related Costs Comparison of Dual Inference (in terms of Multiply—accumulate
Operations: MACs and parameter size): This experiment involves comparing MfM, Cao
et al., Gu et al., and SDN with the THOP toolkit [52]. As shown in Table 5, SDN needs a
parameter size cost that is only slightly less than that of Cao et al., but it achieves the best
performance in terms of FLOPs, with only 13.09 G. This result shows that the SDN is more
efficient in training.

Table 5. Model-related costs comparison of dual inference (MACs) among benchmarked works.

Parameters MACs
Ours 269.02 M 13.09 G
Cao et al. [44] 291.02M 16.66 G
Gu et al. [24] 50.92 M 19.58 G
MM [25] 189.02 M 13.89 G

8. Conclusions

This paper presents a novel privacy protection system, the SDN, that can automatically
and stably anonymize and de-anonymize facial images using one neural network based
on DosGAN. Unlike most existing works, SDN provides strong security protection under
various attribute conditions. In more detail, SDN allows users to input their preferred face
attributes and passwords to form a specific multi-attribute combination. The proposed
‘dual inference’ mechanism ensures precise facial de-ID and re-ID tasks are performed, as
demonstrated and justified by a series of experiments. Additionally, SDN can create photo-
realistic surrogate faces that satisfy specified additional conditions and de-anonymize
face images using a user-defined multi-attribute combination without altering the data
distribution in many cases.

The experimental performance of SDN in the anonymization task, as compared to
DeepPrivacy [18], Gu et al. [24], MfM [25], CIAGAN [43], and Cao et al. [44], is illustrated
in Figure 5 (ID-distance) and Figure 6 (SPR). These figures demonstrate SDN’s effectiveness
in identity protection, offering a larger ID distance and higher SPR than other methods.
Additionally, unlike other benchmarked approaches, SDN achieves this anonymization
capability without requiring any pre-trained or auxiliary models.

Tables 1 and 2 provide qualitative evaluations of SDN’s anonymization and de-
anonymization performance in utility-related experiments. In the anonymization task,
SDN outperforms or matches other studies in LPIPS, FID, and SSIM. For de-anonymization,
SDN achieves the best results in LPIPS, SSIM, and PieAPP, with acceptable performance in
PSNR as well.

Additionally, the SDN’s superior performances are attributed to the newly designed
Ml-based cost functions. In addition to conducting many experiments to justify our claims,
this paper also provides detailed mathematical derivations based on information theory to
explain the design insights. While Ml is a helpful information-theoretic quantity, incorpo-
rating other physically meaningful measures, such as rate-distortion measures and channel
capacity, could further enhance the effectiveness and efficiency of a de-ID and re-ID system.
These related explorations are, of course, one of our future research directions.

Finally, we summarize several possible contributions of the proposed SDN in the following:

1.  Introducing an NN-based privacy protection solution that is both reversible and con-
trollable, allowing for facial images to be anonymized and de-anonymized as needed;

2. Using dual inference theory to ensure better realism of the de-ID image without any
pre-trained/auxiliary model to enhance its applicability in practice;

3. Providing techniques to handle unseen images (which need to be de-ID’d and have
never appeared in the training dataset) during the inference process;

4.  Enforcing the protective function of the agent face generator to output different
anonymized facial identities associated with different passwords;
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5. Achieving maximum feature distance between an anonymized face and its de-anonymized
version, even when multi-attribute combinations are incorrect;

6. Based on information theory, we analyze the physical meanings of the cost functions
used in our development.
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